Introduction 
	This essay will be a great opportunity to analyse my current place in the Technology field and plan a clear strategy for the future of my career. My working experience can be split basically in two epochs, before and after settling to the UK. 
Before coming to the United Kingdome my work life was mainly in the service business and later in the real estate, both being customer focus either making sure that others have a great evening out or finding a property for my clients there was allot of customer contact, calls, emails, presentations, negotiations, setting things in place. After settling in the UK my communication skills proved to be inadequate for the real estate business and choose to migrate towards the transports and logistics field. This career shift opened new horizons, introducing me a the highly digitalized, paperless Britain where most of things are done on the screen, stored in databases and decided by algorithms. These experiences prove to be essential in my decision embark into an Information Technology career. 
My skills before starting the module 
	I was always a person interested in computers, software, games and from young age I become the de facto IT support of the family. Couple years ago I’ve started taking seriously in consideration an career in the Technology field and started doing web development courses online. Some of the technologies used to create some mock-ups and websites are: 	Comment by Adrian Costinas (2024047): https://www.codecademy.com/
· HTML
· CSS
· Bootstrap 
· JavaScript
· jQuery
Shortly after I’ve started working with all these tools became evident that web design wasn’t the direction that I was interested in and in the same time I noticed that a more structured study will yield better results for me. On this period I decided to follow the University route rather than self-study thinking that this way I could better develop my soft skills along with the professional knowledge. 
While on the first semester at UWTSD I had a Module that guided my interest in the Security field, I was finding myself studying extensively on this field and decided then that this is the right pathway for me. 

Information Technology Pathways 
	 The information technology field is extremely dynamic and changes with the needs of the society and industry. In general terms IT can be considered as the technology used to create, maintain and making information available, combining people with computing resources, data, and computer networks.	Comment by Adrian Costinas (2024047): Fox, Richard - Information Technology _ An Introduction for Today’s Digital World-CRC Press (2013)
	The main roles  for IT personnel are:
· System Administrator
· Network Administrator
· Database Administrator
· Web Administrator
· Web Developer
· Security Administrator
For the rest of the essay, I’ll be focusing on Security part of IT field, trying to introduce important technologies and different ways to improve my skills in the future. 
Technologies in the Cybersecurity Field 
A good cybersecurity defines system is sometimes described as a three-legged stool composed of: electronic, physical control and human aspect. Often organizations prioritizes the physical control and electronic aspects over the human error even though studies show that a significant percentage of security breaches are caused by human error costing organizations 3.33 million in 2020. These can be avoided if companies promote security awareness and better trained security professionals.	Comment by Adrian Costinas (2024047): G. Austin, Cyber security education : principles and policies. London, England ;: Routledge, Taylor & Francis Group, 2021.
There are two main ways to become a Cybersecurity Professional, self-study or instructor-led route. Both of them have pros and cons but according to my research every cybersecurity professional need to have a broad base of knowledge in Specific areas of IT field. 	Comment by Adrian Costinas (2024047): Kim, D, & Solomon, MG 2016, Fundamentals of Information Systems Security : Print Bundle, Jones & Bartlett Learning, LLC, Sudbury. Available from: ProQuest Ebook Central. [28 December 2021].
	Base on my current level of understanding in Cybersecurity field I’ve put together a couple of technologies and tools that could build a solid foundation of every Cybersecurity Professional.
Virtualization
	Virtualization is the backbone of cloud-computing infrastructure, becoming an integral part in businesses allowing them to test their products more affordable, and in education facilitating the creation of virtual environments for complex networks that could be used in cyber-warfare without affecting the main system.	Comment by Adrian Costinas (2024047): Virtualization for a Cyber-Security Laboratory Guillermo A Francia III, Aaron Garrett, and Thomas Brookshire Jacksonville State University Jacksonville, Alabama, USA
	Virtualization happens when you combine the hardware and software to create a Virtual Machine (VM), a separate entity and the same original machine that uses resources as its own. Same host can create multiple VM’s with the help of Hypervisor, a software that separates the VM’s and distributes the resources accordingly. 	Comment by Adrian Costinas (2024047): Virtualization and its Role in Cloud Computing Environment 
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	There are two types of Hypervisors, a Type 1 Hypervisor where the software is taking the resources directly from the hardware and a Type 2 Hypervisor where the software is hosted on the operating system. In most cases a Type 2 hypervisor is used in teaching cybersecurity because the VM’s can be created quickly and can be run all kinds of tests, experiments, attacks to learn safely without affecting your machine.	Comment by Adrian Costinas (2024047): What is a virtual machine (VM)? (redhat.com)
	Some of the best virtualization software on the market:	Comment by Adrian Costinas (2024047): Top 10 Most Popular Virtualization Software (softwaretestinghelp.com)
· SolarWinds Virtualization Manager
· V2 Cloud
· VMware Fusion
· Oracle VM Virtual Box
· VMware Workstation
· RedHat Virtualization
· Windows Virtual PC
· Microsoft Hyper-V





Linux
	Linux is a collection of open-source, modular operating systems with numerous versions and distributions. At this point is only used by about 2.3% of all desktop computers but found in various IoT devices being de facto operating system of the internet fulfilling most of the networking needs including: 	Comment by Adrian Costinas (2024047): What Are the Best Linux Distros for Cybersecurity Students? (kingslanduniversity.com)
· Routers
· Firewalls
· Unified Threat Management Gateways 
· Virtual Private Networks 
· Intrusion Detection Systems
· Intrusion Protection Systems
· Wireless Access Point Devices
The most popular distribution of the Linux operating system in cybersecurity field is Kali Linux. Comes with built in tools for Penetration Testing and Ethical Hacking making it a favorite for Cybersecurity student and professionals.

Continued Personal Development
	Earning Certifications is one of the best ways to get noticed by employers once a CV gets in the hand of the recruiter. Evidently a certification doesn’t necessary means that someone is a great professional but could represent that time and resources invested in the field.	Comment by Adrian Costinas (2024047): Kim, David, and Michael G. Solomon. Fundamentals of Information Systems Security : Print Bundle, Jones & Bartlett Learning, LLC, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/trinity/detail.action?docID=4746807.
Created from trinity on 2021-12-28 22:41:26.
	There are a couple of respected vendor-neutral certification providers, one of the most respected are International Informational Systems Security Certification Consortium that is focused on experienced professionals.
	CompTIA has a great certification for entry level security professionals who want to pursue further work and knowledge in this area. 
	One of the largest manufacturer of network security devices and software, CISCO offers a variety of certifications for professionals that handle the CISCO equipment, and great free resources on their netacad.com platform.
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