
Why might terrorist organisations be involved in other types of criminality, and how might intelligence gained in the investigation of such criminality inform counter-terrorism policing? 

Typically, specialists in national security, crime, and terrorism concur regarding the factors contributing to this concerning trend. This evolution commenced following the dissolution of the Soviet Union, leading to a decline in state backing from the Soviet Union and its affiliates. Consequently, terrorist factions were compelled to seek alternative avenues for financial backing and material assistance (Dishman, 2001)
Terrorism and terrorist organisations are a complex and ever-changing phenomenon. There are numerous different threats and forms of terrorism which have developed considerably since the 1960’s.  Often for these organisations to operate and conduct terror, the groups will require funds. Typically these funds are raised through criminality. Throughout this essay I will discuss the types of criminality used to fund these organizations and how counter terrorism become involved in an investigation due to intelligence gained. 

The terrorism act 2006 defines terrorism as the use or threat of action where:
1. the action falls within subsection (2)
2. the use or threat is designed to influence the government or an international governmental organisation or to intimidate the public or a section of the public.
3. the use or threat is made for the purpose of advancing a political, religious, or ideological cause.
(2) Action falls within this subsection if it:
1. involves serious violence against a person.
2. involves serious damage to property.
3. endangers a person’s life, other than that of the person committing the action.
4. creates a serious risk to the health or safety of the public or a section of the public.
5. is designed seriously to interfere with or seriously to disrupt an electronic system.
(Legislation.gov.uk,2000)

Breaking down the concept of terrorism to its core, it stems from the term "terror," which has recently manifested in acts that induce fear, loss of life, and widespread destruction. Terrorist entities employ various methods to instil fear, ranging from established techniques to innovative approaches. For instance, the tragic events of September 11th, 2001, in New York City, and the bombings in London on July 7th, 2007, serve as poignant examples of modern-day terrorism (MI5, 2015).

However, these are just two instances among many. Terrorist organizations frequently utilize explosive devices, as demonstrated in the London 7/7 bombings. Additionally, tactics such as shootings and close-quarter assaults have been employed. For example, in November 2015, a terrorist cell orchestrated coordinated attacks in Paris, targeting sites like the Bataclan theater, the Stade de France, and numerous cafes and restaurants. This series of assaults resulted in the tragic loss of 130 lives and left 368 others injured.

Furthermore, terrorists’ resort to tactics like kidnapping Western nationals to advance their financial and propaganda agendas. They have also demonstrated capabilities in utilizing surface-to-air missiles and deploying chemical, biological, and radiological (CBR) devices to sow chaos and destruction.

Terrorist organizations have historically received funding from nations with vested interests in specific regions. One well-known example is Hezbollah, which has long been supported by Iran. Despite ongoing efforts, such support persists today. However, since the tragic events of 9/11, various agencies within the American government have been tasked with targeting numerous groups worldwide, aiming to disrupt the flow of funds to these organizations and enlist the cooperation of other nations in counterterrorism endeavours (US Center for Defense Information, 2002).

As Dishman stated, following the reduction in state sponsorship following the collapse of the Soviet Union, terrorist groups have sought alternative avenues for financial support, often resulting in collaborations with organized crime factions. Organized criminal activities have emerged as significant revenue streams for terrorist groups worldwide (Makarenko, 2004).

Imitating the model of narco-terrorism, which originated in Latin America during the 1980s, the utilization of crime has played a pivotal role in the evolution of terrorism. These partnerships frequently involve engaging in illicit cross-border operations, facilitated by external entities in exchange for assistance (Makarenko, 2004).

Many of these alliances are notably evident within the international drug trade. For instance, Colombian authorities have reported instances where the Medellin cocaine cartel enlisted the ELN to carry out car bombings in 1993 due to their own incapacity to execute terrorist activities (Makarenko, 2004).

One noteworthy example is Hezbollah's pursuit of enhanced financial independence through transnational criminal enterprises (Hawramy, Mohammed, and Harding, 2014; Cox, 2015). In a case in Detroit, a Hezbollah supporter engaged in the illicit transport of low-tax cigarettes from North Carolina to Michigan, yielding substantial profits through resale (Emerson, 2007). Similarly, Lebanese-born brothers Mohammed Yousef Hammoud and Chawki Hammoud orchestrated a cigarette smuggling scheme in North Carolina, utilizing the proceeds to acquire and transport specialized military equipment to Hezbollah (Emerson, 2007).

The definition of insider threat lacks consensus; however, Einwechter (2002) characterizes an insider as an individual entrusted with authorized access who instead exploits the system for personal gain. According to the National Protective Security Authority, an insider threat may encompass an employee, contractor, or agency staff member with access to an organization's premises, exploiting this access for commercial advantage (National Protective Security Authority, 2023).

A notable case study illustrating insider threat is that of Rajib Karim, a British Airways employee convicted of conspiring to bomb an aircraft, divulging sensitive company information, and offering assistance in financial or disruptive attacks on British Airways (BA) (Loffi and Wallace, 2014).

The risk of insider exploitation is also prevalent within the police service. In 2021, a Metropolitan Police Officer was sentenced to four years and four months in prison for membership in National Action, becoming the first serving police officer convicted of terror offenses (Police Professional, 2022). Although the convicted officer underwent the standard vetting process required for all officers, the information regarding his extremist affiliations only surfaced due to a data leak from the extreme right wing. To effectively mitigate the risk of insider threat in the future, police forces would need to conduct extensive examinations of internet activity and IP searches during the vetting process. However, this practice is not currently standard due to resource and privacy concerns, as well as public apprehension regarding the scrutiny of internet history during job applications.

Police forces and organizations worldwide remain vulnerable to exploitation due to the utilization of encrypted platforms, virtual private networks, and dark web domains. Legal constraints further complicate the efforts of intelligence agencies, posing significant challenges for businesses and law enforcement agencies alike.
To ensure risk of terrorism is mitigated, the United Kingdom have a Counter Terrorism structure, there are eleven regional counter terrorism units and intelligence units who work collaboratively, with specialist fields within such as forensics, digital exploitation, financial enquiries, community liaison and communications. At the centre of the structure sits the Counter Terrorism Policing Headquarters, alongside there is the national operations centre, acts as a central command made up of units that provide operational support to the national network.  The structure includes a national Chemical, Biological, Radiological and Nuclear (CBRN) Centre, to protect against any form of threat relating to CBRN. Each Police force also has a ‘Special Branch’ to identify and investigate. The Special Branch act as a liaison between the police and the Security Services (Counter Terrorism, 2018).
 To mitigate this risk, the National Protective Security Authority (NPSA) has developed an Insider Risk Mitigation framework. To assist with implementing mitigations there are 6 sections Employment screening and vetting, physical and technical measures, investigation and disciplinary, monitoring and review, Security Education and Training, and Policies, Standards, Guidelines and procedures.

The UK Government initiated its inaugural coordinated anti-terrorism strategy in 2003 to address the previous lack of collaboration among intelligence agencies, which were hesitant to share information. This strategy, known as CONTEST, aims to safeguard the community against the threat of international terrorism by fostering cooperation among UK government departments, emergency services, voluntary organizations, private businesses, and foreign agencies (HM Government, 2018).

CONTEST comprises four subheadings, often referred to as the "4 P's": Pursue, Prevent, Protect, and Prepare.

- Pursue: This involves actively pursuing terrorists and working to bring them to justice, utilizing specialist officers and staff dedicated to counterterrorism efforts.

- Prevent: The Prevent component aims to deter vulnerable individuals from being radicalized or drawn into extremism. It relies on a multi-agency approach, collaborating with local authority partners such as housing, education, and mental health services. The Counter Terrorism Advisory Network (CTAN) serves as the national stakeholder engagement forum, fostering trust, confidence, and support within communities. Additionally, specialist operations branch like SO15's Mental Health Team provide assistance to potentially vulnerable individuals.

- Protect: The Protect aspect focuses on safeguarding the public and critical infrastructure from terrorist attacks. Initiatives such as PROTECTUK, launched in 2022, offer courses, guidance, and advice to empower citizens with the knowledge and confidence to address terrorism threats (ProtectUK, 2024).

- Prepare: This entails preparing for and responding to terrorist attacks, aiming to minimize their impact. Collaboration with other emergency services, local and national government agencies, and the military is crucial, often involving joint exercises and training sessions.

While the feedback on most aspects of the strategy has been positive, the Prevent component has sparked controversy due to its imposition of a statutory duty on civilian professionals, including schools, NHS trusts, and local authorities, to report concerns about individuals at risk of extremism.

In conclusion, terrorism and terrorist organizations pose complex and diverse difficulties that extend beyond mere acts of violence. The evolution of terrorism since the dissolution of the Soviet Union has led to alternative avenues for financial backing, often leading to alliances with organized crime groups. These collaborations have become significant revenue sources for terrorist entities worldwide, as demonstrated by various illicit activities such as drug trafficking, Human Trafficking, cigarette smuggling, Fraud, and Trading in Diamonds or Gold.

Additionally the threat of insider exploitation is a significant issues within both the private sector and Police force. Instances where individuals are trusted with authorized access and exploit their positions for personal gain highlight the necessity for stringent vetting procedures and continuous monitoring to effectively manage the risk. 

To address the complex threat posed by terrorism, governments have implemented comprehensive strategies like CONTEST in the UK. These strategies encompass various pillars, including pursuit, prevention, protection, and preparedness, aiming to safeguard communities from the risk of international terrorism through collaboration among government agencies, emergency services, and other stakeholders.

Despite the positive feedback received on many aspects of these strategies, certain components, such as the Prevent initiative, have sparked controversy due to concerns surrounding privacy and civil liberties. Nonetheless, ongoing efforts to enhance counterterrorism measures and intelligence-sharing mechanisms remain critical in addressing the evolving threat posed by terrorism and ensuring the safety and security of communities worldwide.

1798 Words


What are the key issues and challenges of operational policing in the UK and what affect they have on the investigation of volume and priority crime?

Since 1829 The Police Force in the United Kingdom follow a set of principles which have been set out as general instructions to every police officer in the UK. There are 9 principles, collating the principles we refer to them as Policing by consent, Consent from the British public (Home Office, 2012). Operational Policing in the UK has been through its ups and downs due to previous incidents of Police Corruption and incidents involving officers’ integrity. The public expectations of a police officer are extremely high as officers have a responsibility to protect and keep them safe from those who cause them harm, as a result the expectation is that police officers will adhere to standards of honesty and conduct, which are higher than those demanded of others (HMIC, 2015). However what are the primary challenges faced by operational policing in the UK and how do they influence the investigation of volume and priority crime?

There is no single, definitive definition of operational policing; rather, it encompasses various legislative measures and guidelines. Operational policing encompasses the range of activities undertaken by officers to address day-to-day incidents while committing to established police powers and ethical standards. Examples of such activities include exercising powers of entry, issuing notices of rights and entitlements, adhering to the Police and Criminal Evidence Act 1984 (PACE) codes of practice, and enforcing road traffic regulations (Home Office, 2013).

Traditionally, policing primarily focused on crime suppression and reduction. However, modern policing approaches have evolved to place greater emphasis on addressing the needs of the communities, reflecting changing social conditions and the diverse nature of modern Western societies. This evolution has led to the adoption of community policing approaches, emphasizing collaboration among citizens, and local authorities (Stergioulis, E., 2017).

In the context of everyday operational policing, officers are tasked with making critical decisions to uphold the law, prevent crime, maintain public order, and provide reassurance to communities. Despite the fundamental importance of these duties, they can often be overshadowed by the challenges faced by officers in the current socio-political climate, including scrutiny from the media and public perception (Stergioulis, E., 2017).

The Polices role, to help keep the public safe, relies on having public acceptance and cooperation. 
The police force is the public.  As a result the police force earn the public’s confidence when honesty and integrity is upheld to the highest degree which in turn allows officers to make decisions that are fair and unbiased, along with being open and honest. Securing public trust also means working within the limits of the law and being accountable for our actions.
In 2014 the college of policing introduced the Code of Ethics, which originally had 7 principles but since there has been two more added. 
-Accountability
-Honesty
-Integrity
- Leadership
-Objectivity
-Openness
-Selflessness
-Fairness
-Respect
These ethics co-exist with the ethical policing principles Courage, respect and empathy and public service.
As an operational Police officer they are to uphold all of these principles at all times. However there are officers such as Wayne Couzens, a Met Police officer who abused his position and proceeded to kidnap, rape and murder Sarah Everard. Events like this shapes the publics view in policing across the United Kingdom. It is stated by the Chief constable of the Met that the trust and confidence is down. (Dodd, V. 2021).
Maintaining public trust poses a significant challenge for Police Forces in the United Kingdom.
A common challenge in regards to public perception and engagement is what’s known as Cross cultural differences- This is awareness and understanding of different religions and cultures in the communities officers serve and how officers may influence interactions with different groups. If due to lack of knowledge a officers misunderstands a culture or cultural need, the co operation and assistance from the residents within that community may become difficult leading to challenges in conducting investigations or gathering intelligence. (Stergioulis, E., 2017)

Individual encounters and personal experiences significantly shape public opinions of policing. Law enforcement relies heavily on continuous public backing, as citizens expect officers to safeguard their safety and uphold law and order. Public perceptions are also shaped by observable local offenses, such as vandalism and public disturbances.

Furthermore, the public prioritizes the outcomes of policing efforts over the organizational structure itself.
The police force are struggling with the challenge of addressing escalating and evolving criminal activities, due to the intensifying loss of staff and personnel, Inadequate capabilities and infrastructure, and ineffective leadership and guidance. 

Recent data indicates a significant increase in "volume" crimes, such as robbery, personal theft, and vehicle-related theft. Crimes recorded have increased by 32% in the last three years, the amount of outcomes and charges however have decreased by 26%. This figure may be due to arrests being down also, all factors to prove the Police in the United Kingdom are struggling.
Other challenges include the loss of neighbourhood police officers. Since 2010 it has been recorded that forces in the United Kingdom have lost upto a fifth of their neighbourhood policing team.
Between the years of 2010 and 2018 there has been a 27% increase in police recorded crime. This could be due to the change in recording practises rolled out to forces across the uk, however there are going to be some genuine increases also. As a result there are going to be more victims reporting crime to the police. 
Policing is facing both new challenges and rising demand from traditional crimes, yet resources in recent years have been strained, and forces are under considerable stress merely to keep up with existing pressures.
(House of Commons, 2018).
Due to the stress and challenges mentioned above, investigations into Volume Crime and Priority crime also become strained.
Volume Crime is defined by College of Policing 
‘ any crime which, through its sheer volume, has significant impact on the community and the ability of local police to tackle it. Volume Crime often includes priority crime such as street robbery, burglary and vehicle related criminality, but can also apply to criminal damage or assaults.
(College of Policing, 2013).
Factors regarding investigating Volume and priority crime is difficult to understand attrition without understanding the context of how policing is directed within a certain area. This is due to the different manner each force handles or Basic command unit handle each stage of the investigation.
Police actions are difficult to assess independently because such actions are so influenced by offence characteristics. 

As mentioned above due to the lack of resources available, and the public trust being lowered over the last 18 months, challenges have arose when trying to investigate volume and priority crimes.  As figures above state that arrests and detections have decreased, and crime has increased the probability of detection rates in regards to burglary and thefts are very low. Examples of data below by (Robinson, A. and Tilley, N., 2009).

Burglary dwelling cases – 6.5%
Burglary other than dwelling cases – 8.8%
Theft from motor vehicle cases – 4.4%
Theft of motor vehicle cases – 8.1%

Due to low staffing levels and resource, investigators are to prioritise and react to crimes proportionality. In laymans terms investigators are required to prioritise investigations against the resources available to them. Budget cuts can also affect the way volume and priority crime is investigate as these investigations are primarily driven by local force budgets (College of Police, 2022).
The house of commons state that without funding, the consequences for public safety, criminal justice, community cohesion and public confidence will be detrimental. Moreover the police funding model is inadequate for its intended purpose.

In conclusion, operational policing in the UK faces numerous challenges that significantly impact the investigation of volume and priority crime. Maintaining public trust remains a critical issue, influenced by cultural understanding, individual encounters, and the outcomes of policing efforts rather than organizational structures. The strain on resources, including dwindling personnel and outdated technology, exacerbates these challenges, leading to decreased outcomes in crime investigations.

The escalating volume of crimes, coupled with a decline in arrests and charges, highlights the difficulty in addressing criminal activities effectively. Neighbourhood policing has also suffered, further complicating efforts to combat crime at the community level. As a result, investigations into volume and priority crimes face considerable strain, with low detection rates and limited resources hampering progress.

Budget cuts further increase these challenges, underscoring the urgent need for increased funding to uphold public safety, criminal justice, and community cohesion. Without adequate investment, the ability of law enforcement agencies to fulfill their duties and maintain public confidence will be severely compromised. It is imperative that policymakers prioritize funding for policing to address these pressing issues and ensure the safety and security of communities across the UK.
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