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[bookmark: _Toc235429224]1. INTRODUCTION / BACKGROUND TO THE PROPOSED RESEARCH
[bookmark: _Toc235429225]Working Title
Design and Implementation of a Secure Personal Cloud Storage System Using Raspberry Pi
[bookmark: _Toc235429226]Background and Rationale
Cloud storage services have become an essential part of modern computing, allowing users to store, access, and share files from anywhere through an internet connection. Popular platforms such as Google Drive, Dropbox, and Microsoft OneDrive provide convenient and scalable storage solutions for both personal and business users. However, these services require users to entrust their data to third-party providers, raising concerns regarding privacy, data ownership, security, and long-term costs.
With increasing awareness of data protection and digital privacy, many users are seeking alternatives that allow them to maintain full control over their personal information. Self-hosted cloud storage systems have emerged as a viable solution, enabling individuals to manage their own storage infrastructure while benefiting from many of the features offered by commercial cloud providers. Recent developments in low-cost single-board computers have made self-hosted solutions more accessible than ever [1].
The Raspberry Pi is a compact and energy-efficient computer capable of supporting a variety of server-based applications. Combined with open-source software such as Nextcloud, it can be used to create a private cloud environment that supports file synchronisation, remote access, data sharing, and automated backups. This approach offers users greater control over their data while significantly reducing dependence on external cloud service providers [3].
The topic is particularly relevant within the field of Applied Computing because it combines several important areas of study, including cloud computing, networking, cybersecurity, operating systems, database management, and system administration. As organisations and individuals become increasingly concerned about data privacy and cybersecurity threats, there is growing interest in alternative storage solutions that prioritise user control and security.
Previous studies have examined cloud computing architectures, self-hosted storage systems, and the capabilities of Raspberry Pi devices in server environments. However, there remains a need for practical investigations into whether a low-cost Raspberry Pi-based cloud solution can provide an effective alternative to commercial cloud storage services for personal use. This project aims to address this gap by designing, implementing, and evaluating a secure personal cloud storage system using Raspberry Pi and Nextcloud [1],[3].

[bookmark: _Toc235429227]Research Aim
The aim of this project is to design, implement, and evaluate a secure personal cloud storage system using Raspberry Pi and Nextcloud. The project seeks to investigate whether a low-cost, self-hosted solution can provide a practical and secure alternative to commercial cloud storage services such as Google Drive and Dropbox. The developed system will be assessed in terms of functionality, security, performance, usability, and cost-effectiveness to determine its suitability for personal and small-scale use. Ultimately, the project aims to demonstrate how open-source software and affordable hardware can be combined to give users greater control over their data while maintaining reliable cloud storage capabilities [1] [2].
[bookmark: _Toc235429228]Research Objectives
To achieve this aim, the project will pursue the following objectives:
1. To analyse existing cloud storage technologies and self-hosted storage solutions in order to identify suitable technologies and best practices. 
2. To design and develop a personal cloud storage infrastructure using Raspberry Pi hardware and Nextcloud software. 
3. To implement and evaluate security measures including encrypted communication, user authentication, and secure remote access. 
4. To assess the performance, usability, and cost-effectiveness of the developed system through practical testing and comparison with commercial cloud storage services.

[bookmark: _Toc235429229]2. PROJECT DESIGN
[bookmark: _Toc235429230]Project Design
This project will follow a design, implementation, and evaluation methodology. A private cloud storage system will be developed using a Raspberry Pi and Nextcloud. The system will be configured to provide secure file storage, synchronisation, and remote access. Once completed, the system will be tested to evaluate its performance, security, and usability as an alternative to commercial cloud storage services[ 3].
[bookmark: _Toc235429231]Data Collection
Data will be collected throughout the development and testing phases. System configuration records and installation logs will document the implementation process. Performance data, including upload and download speeds, CPU and memory usage, storage capacity, and system response time, will be collected during testing. These measurements will determine whether the Raspberry Pi provides adequate performance for personal cloud storage. Security features, including HTTPS encryption and user authentication, will also be tested to verify that the system protects user data effectively [1],[3].
[bookmark: _Toc235429232]Development Methods
An iterative development approach will be used, allowing the system to be tested after each configuration stage. The project will use Raspberry Pi OS, Nextcloud, Apache, MariaDB, and PHP to build the cloud storage server. Open-source software has been selected because it reduces costs while providing flexibility and community support [1],[3].
[bookmark: _Toc235429233]Risks and Limitations
The main risks associated with this project include hardware failure, limited processing power, and potential security vulnerabilities if the server is not configured correctly. Hardware failure or storage device corruption could result in temporary system downtime or data loss. To minimise these risks, regular backups of the system configuration and stored files will be performed throughout the development process [3].
As the Raspberry Pi is a low-cost single-board computer, its processing power, memory, and storage capabilities are limited when compared to commercial cloud infrastructure. For this reason, the proposed solution is intended for personal or small-scale use rather than enterprise environments that require high availability and large-scale storage capacity [1].
Security is another important consideration. If the server is exposed to the internet without appropriate protection, it could become vulnerable to unauthorised access or cyberattacks. To reduce this risk, HTTPS encryption, strong password policies, user authentication, firewall configuration, and regular software updates will be implemented to improve the overall security of the system [6].
From an ethical and legal perspective, the project does not involve human participants or the collection of personal research data. Only non-sensitive sample files will be used during testing, ensuring compliance with data protection principles while avoiding privacy or ethical concerns [3], [6].

[bookmark: _Toc235429234]Reliability, Validity and Data Analysis
Reliability will be improved by following a documented installation and testing procedure that can be repeated by other researchers. Validity will be ensured by collecting objective performance measurements rather than relying solely on observations. The results will be analysed using descriptive statistics, including average upload and download speeds, CPU usage, memory utilisation, and response times. These findings will be used to evaluate whether the proposed system meets the project objectives and provides a practical, low-cost alternative to commercial cloud storage [6].

[bookmark: _Toc235429235]3. RESOURCES REQUIRED
The successful completion of this project will require a combination of hardware, software, and academic resources to support the design, implementation, and evaluation of the proposed private cloud storage system.
The primary hardware resource is a Raspberry Pi 5, which will function as the cloud server. Additional hardware includes a microSD card for installing the operating system, an external SSD to provide sufficient storage capacity for user files, a reliable power supply, and a laptop or desktop computer for system configuration, monitoring, and administration. A stable internet connection and network equipment, such as an Ethernet cable or Wi-Fi connection, will also be required to enable communication between the server and client devices [5],[4].
The software resources include Raspberry Pi OS as the operating system, Nextcloud as the cloud storage platform, Apache Web Server, MariaDB, and PHP to support the web application. OpenSSL will be used to enable encrypted HTTPS communication, ensuring secure data transmission, while SSH will provide secure remote administration of the server. Additional software tools, such as Raspberry Pi Imager and web browsers, will be used during the installation, configuration, and testing phases.
System testing will require multiple client devices, including a laptop and a smartphone, to evaluate file synchronisation, remote access, and overall usability across different platforms.
Academic research will be supported through the university's online library and reputable databases, including IEEE Xplore, ACM Digital Library, and Google Scholar, together with the official Raspberry Pi and Nextcloud documentation. These resources will provide reliable technical information, support the literature review, and ensure that the project is based on current research and industry best practices[3],[4].

[bookmark: _Toc235429236]Planning 
The project will be completed over a 12-week period, as outlined in the Gantt chart below. The initial phase focuses on conducting the literature review and selecting the appropriate hardware and software. This is followed by the setup and configuration of the Raspberry Pi and Nextcloud environment. Once the system has been implemented, security features will be configured before carrying out performance testing and evaluation. The final weeks are allocated to analysing the collected data, writing the project report, and completing the final review before submission. This structured timeline ensures that each stage of the project is completed in a logical sequence while allowing sufficient time for testing and refinement [7].
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