


Supportive paper- cybercrime
Increased child sexual exploitation as a result of modern technology
Cybercrime is growing and evolving at a rapid pace across the world becoming more technically efficient and aggressive becoming an issue of pressing concern to society. "Cyberspace" being the realm of computerized interactions has offered a new range of opportunities to criminals across the globe bringing the emergence of a new type of criminal- cybercriminals. (Yar & Steinmetz, 2017). Cybercrime is not new yet there are significant amounts of confusion among computer experts, users, and academics and many would find it hard to define the term precisely despite its common now common usage (Ford & Gordon, 2006). The crown prosecution service state "cybercrime" is an umbrella term for various types of crimes which either take place online or where technology is a means or target for the attack" (CPS, 2019). A similar definition is offered (Kshetri, 2010): it is a criminal activity in which computers or computer networks are the principal means of committing an offense". The emergence of the internet poses challenges to the existing criminological perspectives and it is often unclear to what extent the theories are compatible with cybercrime/criminals  (Kshetri, 2010). Cybercrime has become an increasingly widely debated topic that is dramatically affecting society, politics, and economics. Traditional crimes are technically evolving having increased accessibility significantly the ability to form connections around the world, businesses, individuals, governments, security systems are also facing complete new kinds of criminal activity every day (National Crime Agency, 2019). The absence of a consistent definition proves to be a major problem for the criminal justice system and the agencies aiming to tackle it (Yar & Steinmetz, 2017). The government and the criminal justice system are developing and adapting to keep up with the forever changing cyberspace and criminals within. This assignment outlines cybercrime and how it has evolved, the types of crime and criminals focusing on child sexual exploitation online.
Computers were first introduced in the 1950s, during this time computer complexity and cost limited their availability however the dramatic technological evolution began creating mainframe and mini frame computers, and costs decreasing. however examination of the history of cybercrime ought, to begin with, the internet- without the internet cybercrime would not exist- its not computers alone but the internet that provides the crucial electronically generated environment that cybercrime takes place (Kshetri, 2010). The internets origins can be traced back to the 1959s where an enemy bomber early warning interception system was developed, by the 60s defense advanced research projects further explored internet networking systems resulting in the ARPNET being the first experimental network in the US- whereby two computers were connected 400 miles apart and successfully sending a message. The ARPANET aimed to create secure and resilient communication and coordination for the military, the original ARPANET was then split into two the ARPANET and the MILNET (Schjolberg, 2020). Kshteri 2019 states that the creation of Arpanet began the development not only of the appropriate but that of protocols, codes, and rules allowing computers to understand each other (Kshetri, 2010). By the 1970s mail applications, the UKs JANET (the joint academic network was established and networks around the globe were beginning to communicate with each other forming the internet. By the 90s ARPANET was released to civilians along with the developments of web browsers allowing civilians to use the internet on their personal computers (Schjolberg, 2020). Businesses began to see the commercial potential of the internet since its commercialization the growth of the internet became incredibly rapid, Furnell 2002 states that between 1994 and 1999 the number of countries connected to the internet increased from 83 to 226- reaching 580 million internet users across the globe by 2002 which is 10% of the world's population (Furnell, 2002). Along with this increase in internet users came the increase in cyberspace cybersex, cybershopping, cyber surfing, and of course cybercrime (Yar & Steinmetz, 2017). Following the developments in technology cybersecurity became a challenge, this rapid growth of cyberspace created new opportunities to exploit online carry put cyberattacks posing a threat to the state, international peace, and security (Schjolberg, 2020). Research portrays clearly that the relationship between crime and technology is not new and the potential to create harm does not stretch far from technological development- cybercrime has grown and continues to grow significantly with the united kingdom along with the governments of the world making every effort to keep up.
There is an ongoing argument among current criminologists, many argue that cybercrime is the same type of crime as traditional non-virtual crimes and is just using new tools that are helpful to criminals whereas others insist that it represents a completely new form of crime that is very different (Schjolberg, 2020). Cybercrime around the globe is has become extremely sophisticated, it does not distinguish between government targets, larger corporations, and individual users (Jeffray & Feakin, 2015). The modern-day cybercrime threat can be generally be split up into two broad categories. Cyber-dependent crimes are offenses that can only be committed using a computer, computer networks, or another form of information communications technology (GOV, 2013). Cyber-dependent acts often involve the spread of viruses, malware, hacking and other activities that are primarily directed against computers or network resources. Cyber dependent crimes are often the most common cyber threat- social media has allowed civilians of all ages to often be a victim of hacking- the attacks may often be financially devastating to people and businesses however crime statistics are unreliable with cybercrime being extremely under-reported due to the level of sentencing at court for these attacks is not equal to the seriousness of the attack with the national crime agency stating it is an area ripe for consideration (NCA, 2017). The 2017 WannaCry ransomware attack spread rapidly due to its self-replicating worm- 300,000 devices were infected, 150 countries were spanned affecting services worldwide one being the NHS- it was a demonstration of real-world harm that cyber-attacks can have. Toon 2017 from the national crime agency states 
"Recent years will be remembered as the years of ransomware attacks and massive data breaches, supply chain threats and fake news stories- with attackers now able to achieve their aims by using basic techniques, making cybercrime more difficult"
 The second cybercrime subdivision is cyber-enabled crimes. Cyber-enabled crimes are traditional crimes that can be increased in their scale or reach by the use of computers, computer networks, or other forms of information communications technology (ONS, 2013). Cyber-enabled crimes to include economic-related cybercrime, illegal online marketplaces (dark web), cyberbullying, child sexual offenses, extreme pornography, and so on (CPS, 2019). Cyber-enabled crimes are increasing with the continuing developments in technology, the office of national statistics annual crime survey for England and wales demonstrate this increase.
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These figures demonstrate the increase in cyber offending, the most significant increase in harassment and stalking alongside child sexual offenses- it is clear that the internet is providing improved accessibility to criminals having a dramatic effect on these crime rates. Despite this the current COvid 19 outbreak and the far-reaching lockdown measures are having a direct and indirect effect on cybercrime, street crime has decreased and the move towards working and shopping online has resulted in drastic, unprecedented changes in crime opportunities (Buil-Gil, 2020). Such a drastic increase in certain cybercrime rates would suggest that governments/criminal justice systems do not have the correct resources to combat these crimes- indicating that these crimes are becoming more extreme and more of a threat to individuals across the globe, children in particular. 
The advancement in technology has altered criminal behaviour and resulted in a range of new offenses coming into existence. Traditional offenses such as fraud, child exploitation have developed through technological advancement resulting in offenses becoming more extreme, dangerous, and easier to perpetrate (MP Javid, 2019). All in all the internet and this form of technology has greatly extended our understanding of what constitutes a sexual offense, it is allowing sex offenders to commit an offense against children without being in a child's presence – J.Holt 2010 states  
"Paedophiles have not been slow to make use of the internet to gain the trust and confidence of children in chat rooms, social media websites… for their purposes" (Holt, 2010)
Yar and Steinmetz 2017 suggest that the problem of child sexual abuse online has become grossly neglected- the nature of the problem has only recently been acknowledged. (Yar & Steinmetz, 2017). Crime control has improved significantly over time, measures have been taken in recent years to combat child abuse and attempted child abuse cases on the internet- john Reid home secretary of the time announced in 2007 the Government's intention to curb internet grooming however his attempts and many attempts similar have receiver much criticism- this provides a clear example of how difficult it is for the criminal justice system to stop determined criminals online (The Guardian, 2007). 
The last two decades of cybercrime has had a significant impact on the world in many ways. Technology is extending criminal activity beyond what was previously, along with stretching and challenging the capabilities of police officers and criminal agencies beyond what was traditionally achievable by manpower alone- child sexual exploitation online is an evident example of technology extending an offense that was previously limited physically, now being enhanced by technology (Yar & Steinmetz, 2017). 
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‘Table E4: Offences recorded by the police in England and Wales which were flagged as online crime, year ending December 2016 (Experimental Statistics)'**

2
3 |England and Wales
Proportion of
Number of total offences
offences flagged flagged as
4 |offence codes in grouping Grouping as online crime __online crime
5 [sL8u,80 Harassment and stalking 26,161 13
6|85 Obscene publications 5,285 3
7 |178,19D 19, 196, 19H, 208, 21,228, 71,73, 884 Child sexual offences 5,354 12
8|35 Blackmail 2250 31
1,2,3438,41,410,42,43,44,45,47,48,49, 5D, 5€, 8N, 8P,
9 |14 13,14,36,37.1, 104, 1054, 1058, 106 Otherviolence against the person offences 1435 0
10 04, 9B, 624, 66 Public order offences 1134 0
11 17A,19C, 19F, 204, 224,23, 70, 72, 88C, 88D, B8E. ‘Sexual offences (exc.child sexual offences) 454 1
12 |56A, 568, 584, 588, 58C, 58D, 581 Criminal damage and arson 175 0
13 Al other offence codes Other offences 1813 0
14]
15 Total 44872 1
16 [Source: Polie recorded crime, Home Office.
17 1. Polce recorded crime data are not designated s Natonal Staistics.
2.1n Aprl 2015, t became mandatory for al forces to return quarterly nformation on the number of crimes flagoed as being commited oniine (i full or in part). Work s st ongoing with forces fo
improve the qualty of the data submited nths colection. There are some large variation inthe proportin of offences flagged by each force depending on crim type and there s anecdotal
18 | evidence to suggest hat he flag s currenty underused. Therefore, going forward, with inproved identiication of oniine relaed offences, the proporton of a ffences flagged as being onlie
19 3. BTP were unable to provide data for G4 of year ending lfarch 2016.
20 4. Data for Aprii 2016 to Dec 2016 have not been reconciled with forces.
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1| Table E4: Offences recorded by the police in England and Wales which were flagged as online crime, year ending December 2017 (Experimental Statistics)'**

2

‘Number of offences _Proportion of total
flagged as online  offences flagged

2 |offence codes in grouping Grouping crime __as online crime
4 [sL 8,80, 8R ‘Harassment and stalking 41,778
5 88 ‘Obscene publications 2966
6 | 178, 12D 19E, 19G, 19H, 208, 21,228, 71,73, 884 Child sexual offences 7343
703 Blackmail 2171

1,2,3438,41,410,42,43, 44,46, 47,48,49,5D, 5E,8N, 87, 8 114,

8 [13,14,36,37.1, 104, 1054, 1058, 106 Other violence against the person offences 1877 0
9 |9A, 98,624, 66 Public order offences 2109 1
10 |17A,19C, 19F, 204, 224, 23,70, 72, 88C, 88D, 88E ‘Sexual offences (exc. child sexual offences) 644 1
11 |56A, 568, 584, 588, 58C, 58D, 58 Criminal damage and arson 224 0
12  All ther offence codes Other offences 2531 o
3
i Total 68643 1
15 Source: Polcs recorded crme, Rome Offce
16 |1. Polce recorded crine data are not designated s NationalSttitics.

2. In Apri 2015, tbecame mandatory for al forces o return quartey information on the number of crimes flagged as being commited onine (i fullor i part). Work s sil ongoing wilhforces to improve the qualty of

17 |the data submited in tis colction. There are some large variations i the proporton of offences flagged by each force depending on crine type and there is anecdotalevidence to suggest that th flag i currently
18 3. Data have not been reconcied with al forces.

19 4. Online crine fiures for Warwickshir and Viest Hercia are ikeyto be underestinated due to sues recording these on theirnew shared crime recording system from October to December 2017
20 | Publshed figures may also inciude some crimes that took place out of force du to crime location recording issues on the new system n the same period
21 5.Cty of London were unable to provide compete daa for @3 2017-18.
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1 [Table £4: Offences recorded by the police in Enaland and Wales which were flaaged as online crime. vear ending December 2018 (Experimental Statisics)™> |
2
Proportion of
Numberof  total offences
offences flagged  flagged as.
3 |Offence codes in grouping Grouping as online crime __online crime

4 [8L.8M,80,8R ‘Harassment and stalking 59,999 5%
s jes ‘Obscene publications 11,954 4%
6 |178,19D 19E, 196, 19H, 208, 21,228, 71,73, 884 Child sexual offences 10027 16%
73 Blackmail 4409 3%

1,2,3438,41,410,42,43 44, 46,47, 48,49, 5D, 5E,6N, 8P,
8 (85 11A,13,14,36, 37.1, 104, 1054, 1058, 106 Other violence against the person offences 3510 0%
2 |9A 98,624 66 Public order offences 2858 1%

10 |17A,19C, 19F, 204, 224, 23,70, 72, 88C, 88D, 88E ‘Sexual offences (exc. child sexual offences) 621 1%

11564, 568, 584, 588, 58C, 58D, 58 Criminal damage and arson 304 0%

12 All ther offence codes Other offences 4056 0%

g
14 Total 7538 2%

15 | Source: Home office - Plce recorded crine
16 |1. Polce recorded crine data are not designated s NationalStatitics.

2 n Apri 2015, tbecame mandatory or al forces toreturn quarterly nformation on the number of crmes flagged as being commited oniie ( fullorin par). Wrk s il angong with forces to
mprove the qualty o he data submited nthis colecton. Thre are some large variaions i the proporton of offences flagged by each force depending on crne fype and there s anecdotal

17 |evidence to suggest hat the flag is currently underused. Therefore, going forward, with improved denticaton of oiie related offences, th proporton of al offences flagoed as being oiine.

18 3. Data have not been reconcied with al forces.

19 |4.Figures for Lancashire are el to be an understimate as data for November and December were not submited.
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