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Abstract 

This report presents a cybersecurity and data governance policy for SteelForm Manufacturing Ltd (SFM), a manufacturing organisation that has adopted Industry 4.0 technologies, including Internet of Things devices, automated machinery and cloud-based production systems. While these technologies improve operational efficiency, they also increase the organisation's exposure to cyber threats such as ransomware, phishing, unauthorised access and data breaches. The report identifies the key cybersecurity risks affecting SFM and proposes a range of security policies, technical mitigation measures, proactive monitoring and incident response procedures to strengthen the organisation's security posture. It also highlights the importance of continuous staff training and awareness in reducing human error and improving cyber resilience. Overall, the proposed cybersecurity strategy provides a structured approach to protecting SFM's information assets, supporting business continuity and strengthening the organisation's ability to respond to evolving cyber threats.
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1. [bookmark: _Toc235655786]Introduction

Cybersecurity has become essential for protecting modern organisations against an increasing range of digital threats. As businesses increasingly rely on technologies such as cloud computing, Internet of Things devices and automated systems. The risk of cyberattacks has also increased [1]. A successful cyberattack can result in financial loss, operational disruption, data breaches and damage to an organisation's reputation [2].

SteelForm Manufacturing Ltd has adopted Industry 4.0 technologies, including IoT enabled sensors, automated machinery and a cloud based production management system to improve efficiency and productivity. However, these technologies also introduce new security risks, including malware infections, phishing attacks, unauthorised access attempts and industrial espionage [3]. To reduce these risks, organisations should implement effective cybersecurity controls, establish clear security policies and promote a culture of security awareness across the workforce [1].

[image: ]This report develops a cybersecurity and data governance policy for SteelForm Manufacturing Ltd. It identifies the organisation's key cybersecurity threats before recommending appropriate security policies, technical mitigation measures, proactive monitoring and incident response procedures. The report also proposes a continuous staff training and awareness programme to strengthen the organisation's overall cybersecurity posture.
Figure 1: Cyber Security risks at SteelForm Management Ltd

2. [bookmark: _Toc235655787]2.1 Identification of Modern Threats
SteelForm Manufacturing Ltd has adopted Industry 4.0 technologies, including IoT enabled sensors, automated machinery, Operational Technology systems and a cloud based production management system to improve operational efficiency. While these technologies provide significant business benefits, they also increase the organisation's exposure to a range of internal and external cybersecurity threats. SFM has already experienced malware infections, phishing attacks and unauthorised access attempts, demonstrating that cyber threats pose a genuine risk to its business operations. Identifying these threats is essential for developing effective security policies and reducing the likelihood of future security incidents [1].
One of the most serious external threats facing SFM is malware, particularly ransomware. Malware can infect computers, production equipment and networked devices disrupting manufacturing processes and damaging critical business data. A growing trend is Ransomware as a Service, where cybercriminal groups provide ransomware tools to other attackers in exchange for a share of the profits. This has increased the number of ransomware attacks targeting organisations. If SFM became a victim of ransomware, production systems could be encrypted causing operational downtime, financial losses and delays in delivering products to customers [2].
Another significant threat is AI powered social engineering, including phishing emails and vishing. The scenario states that procurement staff have already received phishing emails, indicating that attackers are attempting to exploit employees rather than technical weaknesses. Artificial intelligence allows attackers to produce convincing emails and voice messages that closely resemble genuine communications, making them more difficult to identify. If employees unknowingly disclose usernames, passwords or confidential information attackers could gain access to SFM's internal systems and sensitive business data [3].
SFM must also protect itself against unauthorised access and insider threats. Unauthorised access attempts against the company's production network suggest that attackers are actively trying to compromise critical systems. Insider threats may originate from malicious employees or contractors as well as trusted staff who unintentionally expose the organisation through weak passwords, poor security practices or accidental data disclosure. 
As manufacturing environments depend on connected operational technology, a single compromised account could disrupt production or provide attackers with access to valuable engineering information [2].
The company's connected manufacturing environment also increases the risk of supply chain compromises. SFM exchanges information with suppliers, customers and external service providers, meaning that a security weakness within a trusted third party could provide attackers with a route into the company's systems. Therefore, SFM should ensure that third party suppliers and partners follow appropriate cybersecurity standards before being granted access to organisational systems or sensitive information [1]. At the same time, the use of a cloud based production management system introduces additional risks  including data breaches, insecure configurations and unauthorised access if cloud services are not managed securely. Furthermore, employees who access company resources remotely through hybrid working arrangements may connect using less secure networks or devices, increasing the likelihood of cyberattacks if appropriate security controls are not implemented [1].
Finally, SFM faces the risk of industrial espionage and data breaches. As the company manufactures custom engineered components for the automotive and aerospace industries  its designs, production methods and customer information represent valuable intellectual property. Cybercriminals or competing organisations may attempt to steal this information for financial gain or competitive advantage. A successful data breach could result in reputational damage, legal consequences and loss of customer confidence highlighting the importance of implementing effective cybersecurity measures across the organisation [3].
Overall, SteelForm Manufacturing Ltd faces a diverse range of evolving internal and external cybersecurity threats that could significantly affect its operational technology, business continuity, finances and reputation. Understanding these threats provides the foundation for developing effective security policies, implementing appropriate technical controls and promoting a proactive cybersecurity culture throughout the organisation.




[bookmark: _Toc235655788]2.2 Modern Security Policies
SteelForm Manufacturing Ltd should establish a comprehensive cybersecurity and data governance policy to protect its smart manufacturing environment and reduce the risk of cyberattacks. The policy framework should follow the Zero Trust security model, where no user or device is trusted automatically and access is only granted after verification. This approach is supported by the NIST Zero Trust Architecture and complements the governance principles of the NIST Cybersecurity Framework, helping organisations manage cyber risks in a structured way [3].
An Access Control Policy should ensure that employees can only access the systems and information needed for their job role by applying the principle of least privilege. Multi factor authentication should also be required for remote access and administrator accounts to reduce the risk of unauthorised access. These controls align with the NIST Cybersecurity Framework and help protect the confidentiality of SFM's production systems and business information [1].
SFM should also implement a Data Protection and Acceptable Use Policy to define how information is classified, stored, shared and disposed of securely. Sensitive production data and personal information should be encrypted where appropriate, while employees should receive clear guidance on the safe use of email, removable media and cloud services. These measures support confidentiality and integrity and help the organisation meet UK GDPR security expectations [4].
Finally, Incident Response and Backup Policies should provide clear procedures for reporting security incidents, recovering affected systems and maintaining tested backups to minimise disruption following ransomware attacks or other security incidents. ISO recommends documented security procedures to support effective information security management [2]. Together, these policies are practical for a medium sized manufacturer, align with recognised industry frameworks and strengthen the confidentiality, integrity and availability of SFM's information and operational technology.
[image: ]
Figure 2: CS & Data Governance Policy


[bookmark: _Toc235655789]2.3 Technical Mitigation Measures
Although security policies provide a framework for managing cyber risks, they must be supported by technical controls to be effective. SteelForm Manufacturing Ltd should implement a combination of preventive, detective and recovery measures to protect its IT infrastructure, cloud services and Industry 4.0 technologies. These controls reduce the likelihood and impact of cyber attacks while supporting business continuity [1].
To strengthen identity and access security, SFM should implement Multi Factor Authentication for all remote access and privileged accounts. Role Based Access Control  should also be applied to ensure employees can only access systems and information required for their job responsibilities, as recommended by ISO [2]. In addition, Privileged Access Management  should be used to monitor and secure administrator accounts, supporting the Zero Trust principle of continuously verifying user identity before access is granted [4].
SFM should improve network and endpoint security by separating corporate and operational technology networks to reduce the spread of malware between production systems. The NCSC also recommends implementing layered security controls to improve organisational resilience against cyber threats [3]. Endpoint Detection and Response software should continuously monitor devices for suspicious activity, while firewalls and regular patch management should reduce vulnerabilities and defend against known cyber attacks [1].
To protect business data, sensitive information should be encrypted both when stored and when transmitted across networks. Regular vulnerability scanning should identify security weaknesses before attackers can exploit them [2]. Cloud Security Posture Management tools should continuously monitor cloud environments for configuration errors, while immutable and offline backups should be tested regularly to ensure production systems and business data can be recovered quickly after a cyber incident [1].
By implementing these technical mitigation measures, SFM can significantly reduce cybersecurity risks while strengthening the confidentiality, integrity and availability of its information systems. Together with the security policies discussed in Section 2.2, these controls provide a practical and layered defence against modern cyber threats [2].
[image: ]
Figure 3: Technical Mitigation Measures


[bookmark: _Toc235655790]2.4 Proactive Monitoring and Incident Response
Continuous monitoring enables SteelForm Manufacturing Ltd to identify potential cyber threats before they develop into serious security incidents. By monitoring network traffic, system logs and user activity in real time, the organisation can detect unusual behaviour, such as unauthorised login attempts or malware activity, at an early stage. Security Information and Event Management systems collect and analyse security data from multiple sources, enabling IT staff to investigate suspicious events promptly and minimise the impact of cyber incidents. Continuous monitoring also provides valuable insight into emerging threats and helps maintain the confidentiality, integrity and availability of organisational systems [1].
Alongside continuous monitoring, SFM should implement a documented incident response plan that clearly defines the actions to take during a cybersecurity incident. The plan should include preparation, detection, containment, eradication, recovery and a post incident review. Clearly assigning roles and responsibilities ensures employees understand their duties during an incident, reducing confusion and enabling a faster, more coordinated response. Following a structured incident response process helps minimise operational disruption and supports the rapid restoration of business services [3].
Regular testing of the incident response plan is equally important to ensure it remains effective against evolving cyber threats. SFM should conduct simulated cyberattack exercises, verify that backup systems can be successfully restored and review security logs after each incident to identify lessons learned. The findings should be used to strengthen technical controls, improve security procedures and update employee guidance where necessary. By continually reviewing and refining its monitoring and incident response processes, SFM can improve its cyber resilience and reduce the likelihood and impact of future cyberattacks [1], [3].
[image: ]Figure 4: Incident Response Lifecycle




[bookmark: _Toc235655791]2.5 Continuous Training and Awareness
Employees are one of the most important assets in protecting organisational information, but they can also become a significant cybersecurity risk if they are not adequately trained. As cybercriminals increasingly target individuals through phishing, vishing and other social engineering attacks, SteelForm Manufacturing Ltd should implement an engaging and continuous cybersecurity awareness programme that encourages employees to recognise and report suspicious activity. Establishing a security conscious culture helps ensure that cybersecurity becomes part of employees daily responsibilities rather than simply an annual compliance requirement [3].
The training programme should begin with mandatory induction training for all new employees and continue throughout the year with monthly awareness campaigns and quarterly refresher sessions. Rather than relying solely on annual training videos, SFM should conduct realistic phishing email and vishing simulations to allow employees to practise identifying and responding to cyber threats in a safe environment. Staff working in departments such as finance, human resources and IT should also receive role specific training that reflects the cyber risks associated with their responsibilities [2]. Providing immediate feedback after simulated attacks will reinforce good security behaviours, improve decision making and increase employees confidence when reporting suspicious emails, phone calls or other unusual activity [5].
To ensure the programme remains effective, SFM should regularly evaluate employee participation, phishing simulation results and staff feedback to identify areas requiring further development [5]. Training materials should be updated to reflect emerging cyber threats, changes in organisational policies and lessons learned from security incidents. This continuous approach encourages employees to remain alert to evolving risks and supports the long term development of a positive cybersecurity culture [1]. By combining continuous learning, practical attack simulations and management support, SFM can significantly reduce human error and strengthen the organisation's overall cyber resilience [3].
[image: ]Figure 5: Awareness & training programme



3. [bookmark: _Toc235655792]Conclusion 

This report concludes that SteelForm Manufacturing Ltd can significantly strengthen its cybersecurity by implementing modern security policies, technical controls, continuous monitoring, incident response procedures and ongoing staff awareness training. It is recommended that SFM adopts these measures to reduce cyber risks, improve regulatory compliance and enhance business resilience. Future work should focus on regularly reviewing security policies, adopting emerging security technologies, conducting periodic risk assessments and updating staff training programmes to address evolving cyber threats, ensuring the organisation maintains an effective and resilient cybersecurity strategy.
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