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Introduction
For this set of worksheets a suitable environment was set up according to the diagram below (taken from the assignment specifications) this show the IP addresses of the 11 and 0 networks on the lab-01, Cardiff and Swansea servers.
[image: ]
(fig 1)
Below is a list of important information about this initial setup for future access for this assignment.
Swansea password: P@ssw0rd 
Cardiff password: Pa55w0rd 
New Cardiff password: P@55w0rd
Lab01 password: P@ssw0rd
FQDN Forest Password: Pa55w0rd
Alias Name for Swansea Virtual Directory: test
ftp 192.168.11.2








Worksheet 1 Group Work
Task 1
The screenshots below (fig 2 and fig 3) demonstrate that none of the networks currently any access to each other, Lab-01 Machine cannot connect to Cardiff (IP 192.168.0.1) and the Swansea network cannot connect to the Lab-01 router (IP 192.168.0.3).  This shall be rectified in the next task where routing and remote access were enabled on the Cardiff server in order to set routs from the Swansea network to the lab-01 network.
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(fig 2) Lab-01 Machine pinging Cardiff without success.
[image: ]
(fig 3) Swansea pinging Lab 01 without success.



Task 2
This task was completed on the Cardiff server in order to set up and enable routing and remote access on it so routes can be set to Swansea and lab-01. (fig4) shows the routing and remote access server setup wizard’s successful installing
[image: ]
(fig 4)
[image: ]
(fig 5)


The screenshot on the previous page (fig 5) shows that with the routing and remote access server installed Cardiff can now successfully connect to the Swansea server as the pings are getting successful replies.  This shows that the router works even though we do not know the rout and this is not a consistent way of routing and if it had failed it would need to be routed statically. This is also demonstrated in (fig 6) as the Lab-01 network can also successfully ping the Cardiff network.
[image: ]
(fig 6)
















Task 3
For this task the routes were manually set up using routing protocols to route two routing interfaces (Network 0 and Network 11) on the server.  This means we do not have to rely on the routs working without us knowing as we do by default.  These can be seen in (fig7) and in order to see if the routing and remote access setup was successful (fig 8) demonstrates Cardiff successfully pinging the Swansea server. 
[image: ]
(fig 7)
[image: ]
(fig 8)

Task 4
[image: ]
Swansea Route Print
[image: ]
Lab 01 Route Print
[image: ]
Cardiff Route Print
Worksheet 2 Group Work
Task 1
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Above in (fig 12) is shown the ARP -A table, the ARP table maps logical IP addresses to physical addresses on the network interface which means that it shows how the internet IP is mapped to the machine IP.  This shows the type (static or dynamic) of each internet address in the interface for both the Swansea and Cardiff networks.

Task 2
[image: ]
The screenshot above (fig 13) an ftp user account was created using the web server IIS.  The password created for this user is P@ssw0rd.



After crating the ftpuser and making sure the ftpdownload files exist the ftp role was tested.  Below in (fig 14) the ftp role for the Swansea IP address is shown.  This shows that the ftpuser created works and is accessible from Swasnea. Although there was a delay with completing the project as the server was set up using the American keyboard setting which caused a password conflict and refused to allow access to the ftp server as can be seen in (fig 15)
[image: ]
[image: ]








Task 3

By using the Routing and Remote Access function an ip filter was created stopping the client from pinging the 11 swasnea server rom the Lab-01 network.  The filter can be seen in (fig 16).
[image: ]
(fig 16) Stopping the client from pinging a particular network host.	












Task 4
[image: ]
(fig 17)
For this task an outbound filter has been set from the Lab-01 network to the Swansea network.  The screenshot (fig 17) demonstrates the lab server failing to ping Swansea whilst succeeding to ping Cardiff.  This shows that the Inbound filter works successfully.
Next an outbound filter was set up on the Cardiff server to block the Swansea network from connecting to Cardiff.  This can be seen below in (fig 18)
[image: ]
(fig 18) Failing to ping Swansea from Cardiff shows the filters work.




After testing the outbound filters ann inbound filter was set up blocking access to the ftp server from only Cardiff.  The screenshots below (fig 19 and fig 20) demonstrate the working filters in action as Lab-01 is able to access the ftp server whilst Cardiff on the other hand is not.
[image: ]
(fig 19) Cardiff unable to access ftp server.
[image: ]
(fig 20) Lab 01 can access the ftp server.










Worksheet 3 Group Work
Task 1
[image: ]
(fig 21)
This is the release and renew IP configuration command which clears and configures the IP address of the server as seen above in (fig 21).  The screenshot below (fig 22) shows that there the command prompt is unable to find the DHCP server as it has not been installed yet.  Because of this Swasnea shouldn’t be able to connect with the Cardiff and Lab-01 servers and this can be seen in (fig 23).
[image: ]
(fig 22)
[image: ]
(fig 23) Pinging Cardiff and Lab 01 servers from Swansea failed.
Task 2
[image: ]
(fig 24)
In order for the server to be able to find the DNS server it needed installing this can be seen in the screenshot above (fig 24)
Task 3
[image: ]
(fig 25) The authorized Cardiff DHCP server
Task 4
[image: ]
PART A: created a DHCP scope on the 0 Network.
[image: ]
PART B: DHCP Client obtains IP Address from Swansea.
Task 5
[image: ]
Here a lease was Created in Cardiff for Swansea IP.

[image: ]
The Lab-01 reservation has been made in Cardiff.
[image: ]
Here are the Ipconfig test results in the Lab-01 client when using the 192.168.0.5 address.
[image: ]
Above the IP Address of Lab-01 has been changed to reserve to 192.168.0.3.
[image: ]
The IP address form the Windows 7 client has not changed.
Worksheet 4 Group Work
Task 1
[image: ]
Installing the “Active Directory Domain Services” role.





[image: ]
Domain changed on Lab 01 to nwtraders.msft. The same has been done on the Swansea Server.

[image: ]
Named computers on the domain on Cardiff Server
[image: ]
Named Domain controller on Cardiff server
[image: ]
Hostname shown above. (Cardiff)
[image: ]
Full computer name (fully qualified domain name) On Cardiff Server.
[image: ]
Full computer name (fully qualified domain name) on Swansea Server
[image: ]
This is how the server could be made a client of itself.
[image: ]

Configured the Swansea DNS server to use a DNS forwarder.
[image: ]
Unsure what happened here, tried updating the root hints for Cardiff.
[image: ]
Cleared the cash and set up the DNS forwarder.
Task 2
[image: ]
Configuring the DNS zone.
[image: ]
This error is just a warning, no need to worry over it.
[image: ]
Creating the forward look up zone on the primary look up zone
[image: ]
Similar error, same message, ignore.
Task 3
[image: ]
Creating virtual directory on Swansea Server.
[image: ]
Allow users permission to modify properties.
WORKSHEET 1
Virtualization essentially allows the use of multiple operating systems on the same computer, in virtualization, the hypervisor is a “low-level program that allows multiple operating systems to run concurrently on a single computer”[1].  There are two main types of hypervisor, type 1 and type 2, whilst type 2 hypervisors are the most commonly used type 1 hypervisors are rapidly becoming the preferred form of virtualization as they are built into the firmware rather than running off the operating system like other programs.  The fact that type one hypervisors are run directly on the system hardware means that they are more efficient and secure and have a higher performance than type two hypervisors.
According to “A router is a Layer 3 network gateway device, meaning that it connects two or more networks and that the router operates at the network layer of the OSI model.”[2]  Routers make decisions on the best path to move packets through a network and by keeping configuration information in the routing table they can filter incoming and outgoing traffic according to the network addresses of the sender and receiver.[2]  To order to choose the best path to use to forward packets these packets a router uses a routing protocol.  
A routing table is maintained by its own individual router and they contain a network address, a network mask and the interface of the router that the network can be reached from.  When the router receives a packet it compares the destination IP address of the packet with the routing table and when the network mask matches the network address of the incoming IP address with the network address the packet gets forwarded to the interface specified by the routing table. Subnet masks are used to partition a network into subnets in order to connect additional people to the network without having to use more IP addresses[3] and the routing table accepts them as a directly connected network.












Worksheet 2
The address resolution protocol converts and IP address into the required MAC address and maps them in a local network. It is used by the IPv4 internet protocol to “map IP network addresses to the hardware addresses used by a data link protocol”[4].  When incoming packets arrive, that are being sent to a host machine on the local area network, at the gateway it asks the address resolution protocol to find a host or MAC address that matches the IP of the incoming packet. If a match is found the ARP provides the address to convert the packet to the right length and format for its destination machine.  If there is no match the ARP tells the individual machines to find the machine associated with the address to cache the reply for future reference[6].
The firewall utilizes packet filtering in order to monitor and filter both incoming and outgoing packets based on the source and destination IP addresses and ports.  This allows the user to block unknown data packets which aren’t from it’s own network[6].  Packet filtering protocols are commonly used because they are quick and relatively easy to use.  One issue with packet filtering is that contradictory filters can occur when different filters overlap and both allow the receiving data whilst also blocking it from being transmitted. 
For this task the FTP server was set up on the group project network.  There are several different roles a server can provide the FTP server is just one of them, different roles include the DNS server, DHCP server, file server and print server among others[7].  These allow the network admin to achieve many different processes on the same server from data storage to resource management. 














WORKSHEET 3
The Dynamic Host Configuration Protocol (DHCP) is a network protocol that enables a server to assign IP addresses to computers from a specific range of numbers configured for that network[]. The DHCP protocol server “manages a record of all the IP addresses it allocates to network nodes”[8]. If a node changes position in the network it’s checked against it’s MAC address in order to avoid accidentally setting up multiple devices on the same IP.  Although this is useful DHCP is limited to its LAN but this does mean a single DHCP server is useful for each LAN network[8].

When obtaining and IP address via DHCP there is a four step program known as DORA[9].  The four steps involved are Discover, Offer, Request and Acknowledge. This means that a client broadcasts a server request, the DHCP server offers an IP address, the client requests to lease an IP address from the DHCP and then the server acknowledges the client, sets up the configured DHCP settings and stores this information in it’s database.
  




















WORKSHEET 4
The domain name server (DNS) role can be used to resolve client names and IP addresses on either a stand-alone or distributed deployment[10] and act as a middle ground between words and addresses as words are easier for the user to remember than IP addresses. If a client name needs resolving it is name resolution service in order to get the client’s IP address to allow the user access to the files and resources at the client name’s IP address (for example a website)[11].

The DNS requires that the server give the client either the requested resource or an error message saying that the domain name doesn’t exist when using a recursive name query.  If the server does not have the requested information when It gets a recursive name query it keeps going until it gets the records or until it fails.  An iterative name query on the other hand has the DNS client allow the server to return the best answer it can based on its cache.  If there is no exact match the best thing an iterative name query can do is give the user a referral[12]. 





















WORKSHEET 5
3-Tier Web Development Systems
3-tier web development systems consist of three tiers; the client tier, the server tier and the database tier. The client tier is the top-most level of the system and acts as a user interface, this interface translates tasks and results to something the user can understand [13].  The server tier is the second level of 3-tier web development systems and it works the application by processing commands, performing calculations and making logical decisions and evaluations.  This tier also acts as a bridge moving process data between the two other layers.  Finally the data is stored and retrieved from the database tier where information is sent back to the server tier for processing and then eventually being passed to the client[14].
A cluster is a network or multiple servers that split a task’s workload and add redundancy or, if necessary, fault tolerance.  There are three types if cluster that are generally used and those are the failover clusters, high performance clusters and network load balancing clusters. A failover cluster consists of several computers working together for redundancy as when one or more nodes fail another one take over and continue to provide service.  Each node is also monitored to make sure they are working correctly and if not then they are restarted[15].  This type of cluster however can only run on one server at a time.
A high performance cluster however consist of several computers connected in parallel by a network with the same configuration splitting one task across multiple physical machines[].  This makes high performance clusters particularly effective at processing high performance computational tasks.  Finally Network load balancing clusters provide scalability and reliability to complex applications although load balancing occurs through a network driver as opposed to being a hardware cluster.  In this cluster each node runs its own version of the application in a stateless manner with the option of adding additional servers to the cluster for bigger tasks and additional scalability.
As a 3-tier web development system only really deals with sending simple tasks back anf forth between the user and the database through the server High performance clusters are unnecessary.  Because of this, and because of the fact that it’s less complex that a failover cluster, a load balancing cluster seems like the best option for this task although a failover cluster could be better due to the additional redundancy they allow load balancing has the capacity to be expanded on if the load on the cluster happens to increase.
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:\Users\groups>ipconfig /release
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\groups>ipconfig /reneu
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\groups>ipconf ig

indous IP Configuration

thernet adapter Local Area Connectios

Connection-specific DNS Suffix .
Link-local IPu6 Address . . .
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Subnet Mask . .
Default Gateway . - - . . 1 1.
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:\Users\groups>ipconf ig

indous IP Configuration

Ethernet adapter Local frea Connection:

Connection-specific DNS Suffix
Link-local IPu6 Address . . .
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IPud Address. . . . . . . . . . . : 192.168.11.2
Subnet Mask . . . . . . . . ... :256.255.255.0
Default Gateway . . . . . . . . . :192.168.11.1

Tunnel adapter isatap.(1E32251F-E7BD-4DAB-AF52-F4F3537D68AD) :

Media State . . .
Connection-specific DN§ Suffix’ .

Media disconnected
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Media State . . .
Connection-specific DN§ Suffix’ .

Media disconnected
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