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1. Introduction
The author has been tasked with researching and critically analysing various current Internet of Things technologies, It will begin by the author identifying some of the most current and upcoming concepts, moving onto then talk about how IoT could bring about change for the better, before moving on finally to discuss the security and privacy concerns that IoT could bring, culminating into a final assessment of the current Internet of Things. The author assumes the reader has some basic knowledge on what the Internet of Things is prior to reading.

2. What Even is IoT?
The Internet of Things is essentially a term defining any device connected to the internet to be controlled or to communicate information [1]. Whilst this term may seem very broad it is as simple as this, whist the actuality of it is much more complex in practise, the prerequisites for an IoT device remain the same.

Whilst IoT may seem like a recent revolution it actually began its major part of the journey in the 1980’s-90’s (whilst the name IoT wasn’t coined until 1999) as the world was opening up to the internet after its evolution from ARPANET people began to dabble with it, in the process they began adding ways of getting information about the real world via the internet. This began small using sensors in purpose-built devices [2] to get information readouts that would be transmitted via the internet but as more and more information was trying to be collected and more devices were starting to be connected they noticed an issue. Due to the technological limitations of the time developing a network of the interconnected devices proved too costly and inapplicable, the processors and microcomputers needed were too large at that time as smaller transistors were yet to be developed as well as the imminent IPv4 addressing exhaustion meant that the IoT we now know was not possible during this time and would need to wait for technological developments [3] to be able to be applicable globally. It wasn’t until 2010-2011 that this was really able to happen and wasn’t then until 2014 would it hit the mass market. This leads up to today, where IoT has become extremely integrated into everyone’s lives, masses of data is collected by these IoT devices every day and fed into all corner’s of peoples lifestyles and occupations from seismic activity monitors deep below the ground to the weather balloons in the sky.

3. What are some of the Current IoT Technologies?
IoT technologies have already become prominent around most people’s homes and come in various forms. Arguably one of the most prevalent is the influx of voice controllers into consumer’s lives, these devices branded as Google Home, Amazon Echo’s and so on are usually used as the centre of control for other IoT products within either that companies product line or integrated to be able to control other products. One of the first majorly up taken instances of this is the Amazon Echo which came out in November of 2014. Whilst they initially hosted features like adding items to your calendar that would synchronise to your phone and other devices this then grew to integrate with other newer devices around the smart home. Now these devices go by many names under many categories; smart speaker, smart displays or even smart assistants, and may connect to a multitude of devices such as smart thermostats, smart light bulbs and even smart fridges.

In terms of the potential use within businesses there are limitless possibilities for the applications of IoT. Series’ of sensors and devices can be used to accomplish almost all monitoring tasks and with the integration possibilities of IoT it makes automation of acting upon these monitoring events a real possibility, use of temperature sensors in the aide controlling air conditioning is a prime example of how savings and efficiency can be accomplished through the use of this technology.

Another up and coming technology is smart doorbells, these devices act and work like a normal doorbell apart from instead of just sounding a chime once pressed it may also notify someone’s smart phone, as well as potentially log the event that could then be viewed on a mobile or desktop device. Most of these doorbells also feature a camera that could be programmed to capture anything once it detects motion within x meters or to alert someone’s mobile phone if motion is detected between certain hours of the day e.g. night time and some even allow for two way communication from the doorbell to a device.

Smart thermostats are also becoming a fairly common sight among people’s homes, these work very similarly to their non-smart counterparts however like most other smart devices offer application interface control over the web to the heating system, most feature advanced controlling options and automation and some may even enable users to connect to other smart devices or controllers to improve automation based upon the data they can provide.


4. Security and Privacy Concerns
Due to the nature of IoT these devices must hold large quantities of personal information as well as having control over many aspects of our livelihood and the supplementary information for doing so kept either onboard the device or tied against the associated account for that device. As this is the case these devices run the risk of becoming massive security concerns and as these devices are not usually maintained in the same way someone would with a desktop PC such as installing anti-virus they could be left relatively insecure as is usually the case as manufacturers have been criticised for not providing adequate security mechanisms on their devices leaving them vulnerable to attack. [4]

Whilst this may not seem worrying in some circumstance, such as if you have very few IoT devices, but the data they hold could be all an attacker is after. Some of these devices have inbuilt microphones and could be used to monitor any conversations within a household if compromised, some even have cameras allowing anyone to effectively monitor your home for when people are present or not, bringing these cyber threats to the real world. This becomes even more pressing when considering the presence of smart home locks, door locks controlled by an application, what if these were to become compromised and hackers could walk into any house with these freely? This is why these security measures must be present on IoT devices, we are putting trust in manufacturers to maintain this security as consumers are currently unable to do so without delving into the nitty-gritty of the applications coding as some companies may be sending sensitive data to their servers completely unencrypted.

Due to the nature of how new these technologies are and how consumers do not always get to see the backend of how the device is actually operating there is a lack of knowledge behind IoT. This knowledge deficit means that consumers may not be aware when there device has been infected with a compromised operating system or malware, a very real problem for IoT, a lot of IoT devices are left in some way unsecured, it may be a default password left unchanged, a weak hard-coded password from the developers or even direct exposure to the internet this provides attackers with a multitude of attack vectors [5].

IoT devices have become a very valuable asset for attackers developing a botnet, these work by getting many ‘zombie’ devices (a device compromised by an attacker set up to forward transmissions via the internet to other devices) to work for them usually in aide of a DDOS or DOS attack through sometimes for cryptocurrency mining. Due to the aforementioned lack of security implemented in IoT device’s data handling and operation, attackers have found IoT devices fairly easy to compromise on mass for use in botnets, and as this usually just means a slight performance degradation on the user’s side, many victims of ‘bot-masters’ are completely unaware their devices are effected.[6]

Leading on from bot attacks the potential for rogue device attacks has also become an increasing problem. The potential for purpose-built microcomputers operating on raspberry-pi’s or similar devices that intercept the mostly unsecured traffic from various IoT devices by posing as an access point, thermostat or any device in order to execute a man in the middle attack. The problem with this kind of attack is it is very easy to accomplish for the attackers, in fact it is so easy that a report by Infoblox showed that 46% of IT industry leaders discovered up to 20 of these rogue devices on their network in one year with a further 29% seeing more than 20 [7], this shows how much of a silent threat these rogue devices can be and how long they may go unnoticed for.

All-in-all this does make for a very real threat, especially when looking how much all of these technologies integrate with one another, an attacker with access to enough of these devices within one person’s home could effectively build a profile of someone, using microphone and cameras to monitor activities, using calendar information to decipher when they are in or out of their home, they could potentially acquire additional personal information through conversations and even find out when someone is sleeping from light activity.


5. Conclusion
In conclusion whilst IoT technology is an invaluable asset to any business and to everyone around the globe it would be foolish to ignore the very real and apparent security concerns it poses in its current state. With manufacturers seemingly not willing to go above and beyond on security and due to the interconnected nature of the IoT there must be some intervention to either provide consumers with the means to monitor their ‘IoT Network’ and manage as such or to regulate the security measures enforced onto these devices by manufacturers in order to prevent widespread exploitation of these vulnerabilities. With all of this in mind the only advice that could be offered for now is to treat any IoT device on a network as if it were a laptop or desktop and take measures to protect it as such.
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