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[bookmark: _Toc214886918][bookmark: _Toc214905886][bookmark: _Toc214906600]Abstract  
This report explores how two ensemble machine-learning models can improve multi-class intrusion detection using the NSL-KDD dataset. I used Random Forest, which combines many decision trees to make stable and reliable predictions, and Gradient Boosting, applied through its advanced version called Extreme Gradient Boosting (XGBoost). XGBoost is based on the Gradient Boosting technique but is faster and better at learning complex patterns in network traffic. The project includes data preprocessing, exploratory analysis, building baseline models and tuning their hyperparameters. Both models were evaluated using accuracy, precision, recall, F1-score and confusion matrices, and feature-importance scores were examined to see which features help most in detecting attacks. The results show that both models work well, with XGBoost giving slighter edge on overall performance after tuning. Overall, the study shows that ensemble methods can support the development of more effective and reliable intrusion detection systems.





















[bookmark: _Toc214886919][bookmark: _Toc214905887][bookmark: _Toc214906601]1. Introduction  
Cyber-attacks continue to grow in scale and complexity as modern networks handle increasing amounts of data and support essential services. Traditional Intrusion Detection Systems (IDS), which rely on predefined rules and signatures, often struggle to detect new or unknown attack patterns. Because of this limitation, organisations are turning towards machine-learning-based IDS solutions that can learn patterns directly from network behaviour and adapt more effectively to evolving threats.
Ensemble learning methods have become especially important in this area because they combine multiple models to produce more accurate and reliable predictions. In this project, I explore the use of two ensemble models: Random Forest and Extreme Gradient Boosting (supported with argument why I this normal one) for multi-class intrusion detection using the NSL-KDD dataset. The goal is to preprocess the data, build baseline and tuned versions of each model, compare their performance and analyse the features that influence attack detection. This study aims to understand how ensemble methods can support the development of more intelligent and robust IDS systems.

[bookmark: _Toc214886920][bookmark: _Toc214905888][bookmark: _Toc214906602]2. Problem Statement  
Modern networks generate large volumes of traffic, making it difficult for organisations to detect attacks using manual checks or traditional rule-based Intrusion Detection Systems (IDS). These older systems often fail to recognise new threats and can produce many false alerts. Real incidents show how damaging such failures can be. For example, the 2021 Colonial Pipeline ransomware attack forced the shutdown of a major fuel pipeline after attackers accessed the network through a compromised VPN account, causing nationwide disruption to fuel supply [1]. 
To address these challenges, I have used machine-learning-based techniques in this project. Alongside Random Forest and Extreme Gradient Boosting (XGBoost) because it trains faster, handles complex patterns more effectively and provides stronger regularisation than traditional boosting methods. The aim is to develop, tune and compare these models to evaluate how well they can detect different types of network intrusions.



[bookmark: _Toc214886921][bookmark: _Toc214905889][bookmark: _Toc214906603]3. Literature Review 

[bookmark: _Toc214886922][bookmark: _Toc214905890][bookmark: _Toc214906604]Ensemble-Based Multi-Classification
Ensemble-based multi-classification combines several models so that each contributes a different view of the data. A single model often cannot capture all complex or non-linear patterns, which makes its decisions sensitive to noise and narrow learning boundaries. When several models are combined, their different strengths balance one another, producing more stable and reliable predictions. This effect is seen in environmental classification, where ensembles achieved more consistent accuracy than individual models [2] . Ensemble theory also explains that when models make different errors, combining them lowers the overall error rate because one model’s mistake can be corrected by another [3]. Modern ensemble methods such as Random Forest, AdaBoost, XGBoost, LightGBM and CatBoost perform well because they control bias and variance more effectively, bagging reduces variance, while boosting reduces bias by focusing on hard-to-classify samples [4]. These mechanisms make ensembles suitable for complex multi-class problems such as intrusion detection and pattern recognition, where datasets have many classes and varied feature types that a single learner may struggle to represent [5]. Weighted and voting-based ensembles also improve performance on imbalanced datasets by adjusting the influence of strong classifiers or minority classes, helping reduce majority-class bias across domains including biomedical, security and financial settings [6], [7]. High-dimensional datasets further benefit because feature-selection-guided ensembles remove irrelevant features, reducing noise and improving accuracy [8].
Although effective, ensembles also show limitations. Many depend heavily on preprocessing, as noisy or unbalanced data can cause base learners to behave unpredictably, making careful data preparation necessary [8]. Boosting and stacking require extensive computation because they involve repeated training cycles and additional meta-learners, making them difficult to use in real-time systems [4]. Overfitting can occur when ensembles are trained on small datasets, as the combined models may learn patterns too closely and fail to generalise [2]. Weighting methods improve imbalance but require dataset-specific tuning, reducing their transferability [6]. Finally, ensembles reduce interpretability because multiple learners contribute to the final decision, often requiring external tools such as SHAP to explain model behaviour [7].
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[bookmark: _Toc214897050]Figure 1: Parallel and Sequential Ensemble Architectures [4]

[bookmark: _Toc214886923][bookmark: _Toc214905891][bookmark: _Toc214906605]Gradient-Boosting Based Approach 
Gradient Boosting is widely used because it builds models in stages, with each new tree correcting the errors of the previous one. In clinical studies, it has shown strong predictive ability by capturing subtle and non-linear feature interactions that traditional statistical models often miss [9].  In intrusion detection for power grids, Gradient Boosting combined with feature selection was found to improve detection rates and reduce false positives, especially when dealing with structured numeric data [10]. Research also highlights its flexibility, as it supports several loss functions and can be adapted to both regression and classification tasks [11]
However, Gradient Boosting also presents several limitations. It trains models sequentially, which makes it slow and less suitable for large-scale or real-time applications. Studies on webpage classification and financial prediction noted that standard Gradient Boosting required long training times and extensive hyperparameter tuning before performance improved [12] [13]. It is also sensitive to noise and can easily overfit if learning rate and depth are not controlled properly. Research on ECG heartbeat monitoring further showed that Gradient Boosting struggles with class imbalance unless weights or resampling are applied [14]
Extreme Gradient Boosting (XGBoost) was designed to overcome the main weaknesses of standard Gradient Boosting. It trains much faster because it builds trees in parallel and uses a histogram-based method to find splits more efficiently [12]. XGBoost also handles imbalanced data better through options like `scale_pos_weight`, which allows the model to focus more on minority classes without heavy resampling  [14]. In addition, it includes strong L1 and L2 regularisation, shrinkage and column subsampling, which help control model complexity and reduce overfitting. These improvements make XGBoost more reliable and practical for large or high-dimensional intrusion-detection tasks.
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[bookmark: _Toc214897051]Figure 2: Structure of XGBoost [14]

[bookmark: _Toc214886924][bookmark: _Toc214905892][bookmark: _Toc214906606]Random Forest Based Approach 
Random Forest is widely used because it combines many decision trees and aggregates their outputs, making the final model more stable and less sensitive to noise than a single tree. In environmental studies, Random Forest has shown strong predictive accuracy, outperforming traditional statistical methods when classifying wastewater emissions and maintaining performance even when the dataset was imbalanced [15]. In medical research, Random Forest has been used successfully for disease diagnosis, achieving high accuracy in identifying lymphoma and heart-failure risk due to its ability to handle high-dimensional clinical features without extensive preprocessing [16], [17]. Studies in agriculture and plant science also show that Random Forest can model complex non-linear patterns, making it suitable for multi-class disease detection and biological classification tasks [18], [19].
However, Random Forest have several limitations. Because it builds many trees, training can become computationally expensive, especially for large datasets or when a very high number of estimators is used. Research also reports that Random Forest may perform poorly when irrelevant or highly correlated features are present, requiring additional preprocessing such as feature selection or sampling techniques to maintain accuracy [16], [18]. Another common issue is interpretability, as predictions come from hundreds of trees, making it difficult to understand the contribution of individual features, which is particularly required information in healthcare and scientific domains [20].
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[bookmark: _Toc214897052]                                                          Figure 3: Schematic diagram of Random Forest [20]

[bookmark: _Toc214886925][bookmark: _Toc214905893][bookmark: _Toc214906607]4. Methodology  

[bookmark: _Toc214886926][bookmark: _Toc214905894][bookmark: _Toc214906608]4.1 Dataset Description  
The dataset used in this project is the NSL-KDD Intrusion Detection Dataset, downloaded from Kaggle. I uploaded both files (KDDTrain.csv and KDDTest.csv) to Google Drive so they could be loaded automatically each time the notebook started, which made the workflow easier. NSL-KDD is a cleaner and improved version of the older KDD’99 dataset and is widely used in intrusion-detection research because it removes duplicated records and provides a more reliable benchmark for machine-learning models.
In total, the dataset contains 41 features describing different aspects of a network connection, including protocol, service type, packet behaviour and traffic patterns. I have created table show in Figure 4 represent feature name and its description. Three features: protocol_type, service, and flag are categorical, while the rest are numerical (Figure 5). The target column, `labels`, shows whether a record is normal or represents a specific attack type.
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[bookmark: _Ref214782046][bookmark: _Toc214897053]Figure 4: 41 Features and Descriptions
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[bookmark: _Ref214782054][bookmark: _Toc214897054]Figure 5: NSL-KDD feature overview.

During inspection, I also noticed that the training and testing sets do not share the same attack labels. Some attack types appear only in the test set and never in the training set, show in Figure 6. This is intentional in NSL-KDD and reflects real-world situations where unseen attacks appear during deployment. These test-only labels were therefore kept. To ensure consistent encoding, I used a global label encoder fitted on all labels from both files so that every attack type: seen or unseen was mapped correctly before modelling.
[image: ]
[bookmark: _Ref214900858][bookmark: _Toc214897055]Figure 6: Missing labels in training and test set	

[bookmark: _Toc214886927][bookmark: _Toc214905895][bookmark: _Toc214906609]4.2 Data Preprocessing and Analysis    
To begin the modelling process, I loaded the NSL-KDD training and testing files and checked that both had the same number of features with identical column names, as the model requires a matching structure for accurate predictions. I confirmed this through the code shown in Figure 7. I also reviewed the data types and non-null counts (Figure 5), which matched the total number of rows, showing that the dataset was complete.

[image: ]
[bookmark: _Ref214883436][bookmark: _Toc214897056]Figure 7: Snippet to check whether test and train have sane no. of feature or not

Next, I carried out visual analysis to understand the data. The count plot in Figure 8 showed that the attack classes were highly imbalanced, with normal and Neptune traffic appearing far more often than rare attacks. I also generated a correlation heatmap (Figure 9) for the numerical features. One feature, `num_outbound_cmds`, had only one unique value, which caused blank areas in the heatmap, but it was kept because it does not affect model training. Most features showed weak correlations, which is expected in network traffic, while a few host-based and rate-based features showed slightly stronger relationships.

[image: ]
[bookmark: _Ref214883538][bookmark: _Toc214897057]Figure 8: Distribution of attack types

[image: ]
[bookmark: _Ref214786256][bookmark: _Toc214897058]Figure 9: Correlation heat map of numeric feature

After this, I prepared the data for modelling. Categorical features (protocol_type, service, flag) were encoded using One-Hot Encoding, and all numerical features were scaled with StandardScaler. Both steps were combined using a ColumnTransformer to ensure consistent preprocessing. I also applied a global LabelEncoder to map all attack types to numeric form. Because XGBoost requires labels to be consecutive integers, I converted them into a dense format before training and then mapped the predictions back to their original names for interpretation.

[bookmark: _Toc214886928][bookmark: _Toc214905896][bookmark: _Toc214906610]4.3 Model Development
In this stage, I built two ensemble models Random Forest and Gradient Boosting (XGBoost) using the preprocessing pipeline created earlier. The scikit-learn Pipeline ensured that One-Hot Encoding, scaling and label handling were applied automatically during both training and testing, keeping the workflow consistent. I first trained baseline versions of both models to understand their initial performance before tuning them.

[bookmark: _Toc214886929][bookmark: _Toc214905897][bookmark: _Toc214906611]4.3.1 Random Forest Classifier
Random Forest creates many decision trees and combines their outputs, which makes it stable and less likely to overfit. I placed the RandomForestClassifier inside the pipeline so all preprocessing ran automatically. The baseline model was trained using default settings, and I later tuned important hyperparameters such as the number of trees and maximum depth using GridSearchCV. Random Forest acted as a strong baseline because it handles non-linear patterns well and works reliably with high-dimensional intrusion-detection data.

[bookmark: _Toc214886930][bookmark: _Toc214905898][bookmark: _Toc214906612]4.3.2 XGBoost Classifier 	
The second model was XGBoost, an advanced form of Gradient Boosting. I selected it because it is faster and more efficient than standard boosting, especially on larger datasets like NSL-KDD. Unlike Random Forest, XGBoost builds trees sequentially, with each one correcting the errors of the previous tree, which helps it learn complex attack patterns more effectively. It also benefits from optimised features such as histogram-based split finding and parallel processing, reducing training time. The classifier was added to the same pipeline for consistent preprocessing. After training the baseline model, I used GridSearchCV to tune parameters such as the number of estimators, learning rate and maximum depth, and then retrained XGBoost using the best configuration.

[image: ]
[bookmark: _Toc214897059]Figure 10: Code Snippet of both pipeline for XGB and RF

 	 	
[bookmark: _Toc214886931][bookmark: _Toc214905899][bookmark: _Toc214906613]4.4 Hyperparameter Tuning   
For hyperparameter tuning, I used GridSearchCV, where different combinations of parameters were tested using three-fold cross-validation. In three-fold (k-fold) cross-validation, the training data is split into three equal parts, the model is trained on two parts and validated on the third, and this process is repeated three times. This helps ensure the selected hyperparameters are stable and not dependent on a single train-test split.

[bookmark: _Toc214886932][bookmark: _Toc214905900][bookmark: _Toc214906614]4.4.1 Random Forest Hyperparameter Tuning
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[bookmark: _Ref214901558][bookmark: _Toc214897060]Figure 11: Common Random Forest Hyperparameters

Here I have selected the `n_estimators`,  `max_depth`  and `min_samples_split` out of many shown in Figure 11 because they are the most influential: the number of trees controls how much the model can learn, while the tree depth controls how complex each tree becomes and the `min_samples_split` controls the minimum number of samples needed to split a node. These three parameters directly affect accuracy and overfitting, making them the most meaningful choices for efficient tuning.

[bookmark: _Toc214886933][bookmark: _Toc214905901][bookmark: _Toc214906615]4.4.2 XGBoost Hyperparameter Tuning	
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[bookmark: _Ref214901772][bookmark: _Toc214897061]Figure 12: Common XGBoost Hyperparameters tunning

Here I have selected `n_estimators`, `max_depth`, and `learning_rate` out of many shown in Figure 12 because they are the core parameters that shape the model’s behaviour. The number of boosting rounds determines how much the model learns, the depth controls model complexity, and the learning rate affects how quickly errors are corrected. These three have the greatest effect on both accuracy and training speed, making them the best choices for efficient and meaningful tuning.

[bookmark: _Toc214886934][bookmark: _Toc214905902][bookmark: _Toc214906616]4.5 Evaluation Metrics
For assessing the performance of both ensemble model, I have used using common classification metrics. These metrics help understand how well the models detect both normal traffic and different types of attacks. Below shown Table 1 represent detail overview about each metric and how it help in the given scenario and Figure 13 represent the formula to calculate those metrics.

[bookmark: _Ref214897342][bookmark: _Ref214897335][bookmark: _Toc214906651]Table 1: Evaluation metrics Description 
[image: ]
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[bookmark: _Ref214897429][bookmark: _Toc214897062]Figure 13: Evaluation metric formulas used for model assessment.

[bookmark: _Toc214886935][bookmark: _Toc214905903][bookmark: _Toc214906617]4.6 Model performance Comparison    
I have divided this section into two parts: the first compares the baseline performance of both algorithms, and the second presents the results of the hyperparameter-tuned models.

[bookmark: _Toc214886936][bookmark: _Toc214905904][bookmark: _Toc214906618]4.6.1 Baseline Models

a) Random Forest 
The baseline Random Forest achieved an accuracy of 0.9139 and performed very well on frequent classes such as normal and neptune. However, several rare attack types that appear only in the test set such as apache2, processtable and phf were completely misclassified, resulting in zero recall. This shows that the model learns common patterns effectively but struggles with unseen or minority attacks.


[image: ]
[bookmark: _Toc214897063]Figure 14: Baseline Random Forest Test Results
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[bookmark: _Toc214897064]Figure 15: Baseline Random Forest confusion matrix

b) XGBoost  
[image: ]
[bookmark: _Toc214897065]Figure 16: Baseline XGBoost Test Results

[image: ]
[bookmark: _Toc214897066]Figure 17: Baseline XGBoost Confusion matrix

The baseline XGBoost model achieved 0.91 accuracy and also detected common classes such as normal, neptune, smurf, ipsweep and satan very well. Similar to Random Forest, XGBoost failed to detect several rare classes that did not appear in the training data. However, it performed slightly better on a few categories such as satan and teardrop, showing slightly stronger generalisation.

c) Comparison between both Models results
Both baseline models show almost identical behaviour, with similar accuracy and similar strengths on major attack types. They also fail on the same unseen classes, with only small improvements from XGBoost in a few minority categories.

[bookmark: _Toc214886937][bookmark: _Toc214905905][bookmark: _Toc214906619]4.6.2 Hyperparameter-Tuned Models
For hyperparameter tunning I have used GridesearchCV which gives capability to training model with different set of parameters combination by choosing the best one according to given strategy by deploying k-fold method.

a) Random Forest 

[image: ]
[bookmark: _Ref214805050][bookmark: _Toc214897067]Figure 18: Grid Search result for Random Forest


[image: ]
[bookmark: _Toc214897068]Figure 19: Tuned Random Forest confusion matrix
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[bookmark: _Toc214897069]Figure 20: Tuned Random Forest confusion matrix

GridSearchCV result shown in Figure 18 found the best Random Forest configuration to be max_depth = 20 , n_estimators = 50 and min_sample_split=2, with a cross-validation score of 0.7609. However, the tuned model showed almost no improvement, with accuracy remaining at 0.9136. It still performed strongly on frequent attack types but continued to misclassify the same rare and unseen categories, suggesting that the baseline model was already close to its best performance.

b) XGBoost  

[image: ]
[bookmark: _Toc214897070]                                                                      Figure 21: Grid Search result for XGBoost Test Resutls
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[bookmark: _Toc214897071]Figure 22: Tuned XGBoost confusion matrix
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[bookmark: _Toc214897072]Figure 23: Tuned XGBoost confusion matrix

For XGBoost, the best parameters were learning_rate = 0.10, max_depth = 5 and n_estimators = 100, giving a cross-validation score of 0.7646. Similar to Random Forest, the tuned XGBoost model showed very little change, with accuracy of 0.9138. It continued to classify common attacks accurately but failed to detect the same unseen attack types. One pattern we can clearly if we increase n_estimators and depth of tree it is improving result quite significantly.

Comparison between both Models results
Both tuned models achieved almost identical accuracy and showed no meaningful improvement over the baseline versions. They remained strong on major attack types but could not detect unseen classes. XGBoost showed a small decline in a few previously correct predictions, such as portsweep and teardrop, indicating slight inconsistency after tuning.

[bookmark: _Toc214886938][bookmark: _Toc214905906][bookmark: _Toc214906620]4.6.3 Overfitting and Underfitting discussion
Both Random Forest and XGBoost show no clear signs of overfitting, as their baseline and tuned performances remain very similar and consistent across the test set. However, I have notices that both models experience underfitting on minority attack categories, mainly due to strong class imbalance in the dataset, where a few dominant classes heavily outweigh the rare ones. This imbalance leads the models to prioritise frequent patterns, resulting in high recall for classes such as normal, neptune, and smurf but much weaker performance on less represented classes. Overall, the models generalise well on common attack types but struggle to learn meaningful patterns for minority classes, making data imbalance the main factor affecting their performance.

[bookmark: _Toc214886939][bookmark: _Toc214905907][bookmark: _Toc214906621]4.7 Computational Efficiency of Models

[image: ]
[bookmark: _Toc214897073]Figure 24: Computational efficiency comparison.

From the I found that Random Forest is consistently more computationally efficient than XGBoost across all configurations. The baseline Random Forest, using 100 estimators, trained much faster (14.34 seconds) compared to the baseline XGBoost (54.99 seconds). After tuning, I observed that Random Forest became even faster (5.19 seconds) because the optimal parameters reduced the model to 50 estimators with a max_depth of 20 and min_samples_split of 2, lowering computational cost without affecting accuracy. In contrast, the tuned XGBoost model, which uses 100 estimators, max_depth = 5, and learning_rate = 0.1, still required longer training time (49.87 seconds) due to its sequential boosting process. I also noticed the same pattern in prediction time, where Random Forest was consistently quicker than XGBoost. Overall, I can tell that Random Forest offers better computational efficiency, while XGBoost trades additional time for more complex learning.

[bookmark: _Toc214886940][bookmark: _Toc214905908][bookmark: _Toc214906622]4.8 Insight Generation and Recommendations   

[bookmark: _Toc214886941][bookmark: _Toc214905909][bookmark: _Toc214906623]4.8.1 Feature Importance and Insights
[image: ]
[bookmark: _Ref214886763][bookmark: _Toc214897074]Figure 25: Combined Top-K Feature Importance from Random Forest and XGBoost
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[bookmark: _Ref214886789][bookmark: _Toc214897075]             Figure 26: Random Forest Feature Importance(top-k)
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[bookmark: _Ref214886812][bookmark: _Toc214897076]Figure 27: XGBoost Feature Importance(top-k)

To understand how the models make decisions, I compared the feature-importance scores from Random Forest and XGBoost and then created a combined ranking to identify the most influential features across both models. The combined table (Figure 25) shows that num__same_srv_rate has the highest overall importance (0.4307), mainly because XGBoost assigns a very large weight to it. This feature measures how often the same service is accessed repeatedly, which is a common pattern seen during scanning or denial-of-service attacks. The next most important feature is num__src_bytes, which highlights unusually large data transfers from the source. High values in this feature often suggest abnormal or risky behaviour, such as data leakage or automated attack traffic. Another key feature, cat__flag_RSTR, captures unusual connection resets that frequently occur when attackers probe or interact with restricted services.
The individual model plots support these findings. The Random Forest plot (Figure 26) shows num__src_bytes, num__dst_host_serror_rate, and num__count as its strongest contributors, reflecting how the model relies on patterns related to data volume and repeated host interactions. XGBoost (Figure 27) places much higher importance on num__same_srv_rate, cat__flag_RSTR, and cat__service_ecr_i, showing that it focuses more on repeated service use and specific service-level behaviours. Although the two models prioritise features differently, both highlight repeated service access, data transfer size and abnormal connection flags as central signals when identifying intrusions.

[bookmark: _Toc214886942][bookmark: _Toc214905910][bookmark: _Toc214906624]4.8.4 Recommendations
Based on the feature-importance results, the intrusion detection system can be improved by focusing on the behaviours that both models found most important. For example, if a device suddenly sends a very large amount of data, an alert can be triggered using num__src_bytes, as this is a strong sign of suspicious activity. Likewise, a high num__same_srv_rate can signal scanning behaviour and should be monitored closely. Features like cat__flag_RSTR can also help detect unusual connection resets linked to probing attacks. Another useful improvement would be to combine Random Forest and XGBoost into an ensemble. Since Random Forest is stable and XGBoost captures complex patterns, using both together can produce more reliable predictions. In practice, this could mean taking a weighted average of their outputs, or triggering an alert only when both models agree. To address this issue, we can also use weighted training, where higher weights are given to rare attack classes so that the model treats their mistakes as more important.
[bookmark: _Toc214886943][bookmark: _Toc214905911][bookmark: _Toc214906625]5. Conclusion
In this work, I have used Random Forest and XGBoost to carry out multi-class intrusion detection on the NSL-KDD dataset. After completing data preprocessing, exploratory analysis, baseline modelling and hyperparameter tuning, I found that both models produced strong results for common attack categories such as normal, neptune and smurf. However, both struggled with rare or unseen attacks, which reduced performance on minority classes. Hyperparameter tuning led to only small improvements, suggesting that the baseline models were already close to their best performance. XGBoost showed slightly better generalisation and learned complex patterns more effectively, while Random Forest offered faster and more efficient training. By analysing feature-importance scores, I also identified which features were most useful for detecting abnormal behaviour. Overall, this work showed me that ensemble models are effective for intrusion detection, but further improvements are needed to handle rare attack types more accurately.
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Bagging algorithm for raw data
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Feature Name Description
duration Length of the connection (in seconds)
protocol_type Protocol used (TCP, UDP, ICMP)
service Network service on the destination (http, ftp, smtp etc.)
flag Status flag of the connection
src_bytes Bytes sent from source to destination
dst_bytes Bytes sent from destination to source
land Whether the connection is from/to the same host and port
wrong_fragment Number of incorrect IP fragments
urgent Number of urgent packets
hot Number of “hot” indicators (e.g., system calls)
num_failed_logins Failed login attempts
logged_in Whether login was successful
num_compromised Number of compromised condi
root_shell Whether root shell was obt:
su_attempted Whether “su root” command was attempted
num_root Number of root accesses

num_file_creations

Files created during the connection

num_shells

Shell prompts invoked

num_access_files

Attempts to access protected files

num_outbound_cmds

Outbound commands used (usually zero)

Whether the login is a host login

is_guest_login

Whether the login is a guest login

count

Connections to the same host in last two seconds

srv_count

Connections to the same service in last two seconds

serror_rate

Percentage of SYN errors

srv_serror_rate

SYN error rate for the same service

rerror_rate

Percentage of RE errors

stv_rerror_rate

REJ error rate for the same service

same_srv_rate

Percentage of same-service connections

diff_srv_rate

Percentage of different-service connections

srv_diff_host_rate

Percentage using the same service but different hosts

dst_host_count

Connections to the same destination host

dst_host_srv_count

Connections to the same service for that host

dst_host_same_srv_rate

Same-service connection rate at host level

dst_host_diff_srv_rate

n rate at host level

Different-service conne:

dst_host_same_src_port_rate

Same source-port usage rate

dst_host_serror_rate

Host-level SYN error rate

dst_host_srv_serror_rate

Host-level service SYN error rate

dst_host_rerror_rate

Host-level REJ error rate

dst_host_srv_rerror_rate

Host-level service REJ error rate
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RangeIndex: 125973 entries, @ to 125972
Data columns (total 42 columns):

41

Column
duration

protocol_type

service

flag

src_bytes

dst_bytes

land

wrong_fragment

urgent

hot

num_failed_logins
logged_in
num_compromised
root_shell

su_attempted

num_root
num_file_creations
num_shells
num_access_files
num_outbound_cmds
is_host_login
is_guest_login

count

srv_count

serror_rate
srv_serror_rate
rerror_rate
srv_rerror_rate
same_srv_rate
diff_srv_rate
srv_diff_host_rate
dst_host_count
dst_host_srv_count
dst_host_same_srv_rate
dst_host_diff_srv_rate
dst_host_same_src_port_rate
dst_host_srv_diff_host_rate
dst_host_serror_rate
dst_host_srv_serror_rate
dst_host_rerror_rate
dst_host_srv_rerror_rate
labels

Non-Null Count
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null
125973 non-null

dtypes: float64(15), int64(23), object(4)
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Missing in test: {'spy'}
Missing in train: {'apache2’, 'httptunnel’, ‘processtable’, ‘xterm', ‘xsnoop', ‘saint’, ‘sendmail’, ‘named’, ‘mscan‘, ‘xlock’, ‘mailbomb’, ‘ps‘, ‘snmpgetattack', ‘snmpguess'}
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Code

# Just to make sure there are no difference in the total feature between train and test
if df_train.columns.equals(df_test.columns):

print(“Total feature in the train and test dataset are same”)
else:

print{“Total feature in the train and test dataset are not same")

Results

Total feature in the train and test dataset are same
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Correlation Heatmap of Numeric Features
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gb_pipeline

Pipeline(steps=[
("preprocessor”, preprocessor),
("clf", XGBClassifier(
tree_method="hist",
predictor="auto",
random_state=42,
verbosity=2,
num_class=num_classes_xgb # Use dense class count

)
D

rf_pipeline = Pipeline(steps=[
("preprocessor”, preprocessor),
("cl£", RandomForestClassifier(
random_state=42,
n_jobs=-1, # use all CPU cores
verbose=2,

)
D
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Descri

Hyperparameter
n_esfimators | Number of trees in the forest
criterion Split quality metric (gini,
entropy, log_loss)
max_depth | Maximum depth of each tree

min_samples_split

Minimum samples required to
split a node

Minimum samples required in a

min_samples_leaf e
Number of features considered
max_features N
per split
bootstiap | "Vhether boctstrap sampling is
used
class_weight Handling class imbalance

max_leaf_nodes

Maximum number of leaf nodes

min_impurity_decr
ease

Minimum impurity drop
required to split

n_jobs

Number of CPU cores

random_state
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Hyperparameter

Description

n_estimators.

Number of boosting rounds

leamning_rate

Step size controlling how fast the,
model learns.

max_depth

Maximum depth of each tree

subsample

Fraction of samples used per’
boosting round

colsample_byiree

Fraction of features used per tree

Minimum loss reduction required to
amma

9 splita node

Tambda 12 regularisation strength
alpha i regularisation strength

min_child_weight

Minimum sum of instance weight in a
child node

tree_method

‘Algorithm for tree building (nist,
gpu_hist, auto)

objecive

Multi-class classification objective

eval_metric

Metric used for evaluation
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Baseline Random Forest - Test Performance
Accuracy: ©.9139017033356991

Classification Report:

precision  recall fl-score support

apache2 0.00 0.00 0.00 228
back 0.92 1.00 0.96 227
buffer_overflow 1.00 0.41 0.58 17
Fp_write 1.00 0.50 0.67 2
guess_passwd 1.00 0.02 0.04 411
httptunnel 0.00 0.00 0.00 21
imap 1.00 1.00 1.00 2
ipsweep 0.99 1.00 0.99 479
land 1.00 1.00 1.00 2
loadmodule 1.00 0.75 0.86 4
mailbomb 0.00 0.00 0.00 94
mscan 0.00 0.00 0.00 310
multihop 1.00 0.11 0.20 9
named 0.00 0.00 0.00 2
neptune 0.99 1.00 1.00 6654
nmap 0.89 0.99 0.94 206

normal 0.87 0.99 0.93 11245

perl 0.00 0.00 0.00 1

phf 1.00 1.00 1.00 1

pod 0.89 0.94 0.92 35
portsweep 0.96 1.00 0.98 371
processtable 0.00 0.00 0.00 211
ps 0.00 0.00 0.po 9

rootkit 1.00 0.25 0.40 4
saint 0.00 0.00 0.00 93

satan 0.86 1.00 0.92 698
sendmail 0.00 0.00 0.00 8
smurf 0.99 1.00 1.00 540
snmpgetattack 0.00 0.00 0.00 23
snmpguess 0.00 0.00 0.00 99
spy 0.00 0.00 0.00 0
teardrop 0.89 1.00 0.94 104
warezclient 0.76 1.00 0.86 107
warezmaster 0.75 0.01 0.02 279
xlock 0.00 0.00 0.00 4
xsnoop 0.00 0.00 0.00 1
xterm 0.00 0.00 0.00 3
accuracy 0.91 22544
macro avg 0.53 0.43 0.44 22544

weighted avg 0.87 0.91 0.88 22544
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Baseline Random Forest - Confusion Matrix (Test Set)
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Baseline XGBoost - Test Performance
Accuracy: ©.9140791341376863

Classification Report:

precision  recall fl-score support

apache2 0.00 0.00 0.00 228
back 0.70 0.99 0.82 227
buffer_overflow 1.00 0.41 0.58 17
Fp_write 1.00 0.50 0.67 2
guess_passwd 1.00 0.02 0.04 411
httptunnel 0.00 0.00 0.00 21
imap 0.67 1.00 0.80 2
ipsweep 0.93 1.00 0.96 479
land 1.00 0.50 0.67 2
loadmodule 1.00 0.75 0.86 4
mailbomb 0.00 0.00 0.00 94
mscan 0.00 0.00 0.00 310
multihop 1.00 0.11 0.20 9
named 0.00 0.00 0.00 2
neptune 0.99 1.00 0.99 6654
nmap 1.00 0.99 1.00 206

normal 0.88 0.99 0.93 11245

perl 1.00 1.00 1.00 1

phf 1.00 1.00 1.00 1

pod 0.89 0.97 0.93 35
portsweep 0.97 1.00 0.98 371
processtable 0.00 0.00 0.00 211
ps 0.00 0.00 0.00 9

rootkit 1.00 0.25 0.40 4
saint 0.00 0.00 0.00 93

satan 0.85 1.00 0.92 698
sendmail 0.00 0.00 0.00 8
smurf 1.00 1.00 1.00 540
snmpgetattack 0.00 0.00 0.00 23
snmpguess 0.00 0.00 0.00 99
spy 0.00 0.00 0.00 0
teardrop 0.89 1.00 0.94 104
warezclient 0.74 1.00 0.85 107
warezmaster 0.75 0.01 0.02 279
xlock 0.00 0.00 0.00 4
xsnoop 0.00 0.00 0.00 1
xterm 0.00 0.00 0.00 3
accuracy 0.91 22544
macro avg 0.55 0.45 0.45 22544

weighted avg 0.87 0.91 0.88 22544
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Baseline XGBoost - Confusion Matrix (Test Set)
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All Grid Search Results for Random Forest =

param_clf__max_depth param_clf__min_samples_split param_clf__n_estimators mean_test_score std_test_score rank_test_score split@_test_score splitl_test_score split2_test_score

4 20 2 50 0.760948 0.015812 1 0.776156 0.767541 0.739147
5 20 2 100 0.731704 0.034586 2 0.778242 0.721471 0.695399
6 20 5 50 0.717750 0.014848 3 0.727450 0.729029 0.696771
7 20 5 100 0.703434 0.011215 4 0.697629 0.719118 0.693555
2 10 5 50 0.567640 0.015610 5 0.586480 0.568186 0.548255
o 10 2 50 0.567410 0.005123 6 0.561096 0.567489 0.573644
3 10 5 100 0.554365 0.010162 7 0.568522 0.549428 0.545144
1 10 2 100 0.549675 0.017034 8 0.564788 0.525873 0.558366
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Tuned Random Forest - Test Performance
Accuracy: ©.9133694109297374

Classification Report:

precision  recall fl-score support

apache2 0.00 0.00 0.00 228
back 0.70 1.00 0.82 227
buffer_overflow 1.00 0.35 0.52 17
Fp_write 1.00 0.50 0.67 2
guess_passwd 1.00 0.02 0.04 411
httptunnel 0.00 0.00 0.00 21
imap 1.00 1.00 1.00 2
ipsweep 0.96 1.00 0.98 479
land 1.00 0.50 0.67 2
loadmodule 1.00 0.75 0.86 4
mailbomb 0.00 0.00 0.00 94
mscan 0.00 0.00 0.00 310
multihop 1.00 0.11 0.20 9
named 0.00 0.00 0.00 2
neptune 0.99 1.00 1.00 6654
nmap 0.95 1.00 0.97 206

normal 0.88 0.99 0.93 11245

perl 0.00 0.00 0.00 1

phf 1.00 1.00 1.00 1

pod 0.89 0.94 0.92 35
portsweep 0.97 1.00 0.98 371
processtable 0.00 0.00 0.00 211
ps 0.00 0.00 0.00 9

rootkit 1.00 0.25 0.40 4
saint 0.00 0.00 0.00 93

satan 0.86 1.00 0.92 698
sendmail 0.00 0.00 0.00 8
smurf 0.99 1.00 1.00 540
snmpgetattack 0.00 0.00 0.00 23
snmpguess 0.00 0.00 0.00 99
spy 0.00 0.00 0.00 0
teardrop 0.89 1.00 0.94 104
warezclient 0.75 0.95 0.84 107
warezmaster 0.75 0.01 0.02 279
xlock 0.00 0.00 0.00 4
xsnoop 0.00 0.00 0.00 1
xterm 0.00 0.00 0.00 3
accuracy 0.91 22544
macro avg 0.53 0.42 0.42 22544

weighted avg 0.87 0.91 0.88 22544
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Tuned Random Forest - Confusion Matrix (Test Set)
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Tuned XGBoost - Test Performance
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Tuned XGBoost - Confusion Matrix (Test Set)
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