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[bookmark: _hpirtiyow65p]Security Issues to Consider
There are many security issues that I would have to consider if I decided to make my website live. These issues are ways that hackers use to get into a sql and php website. These hackers use many different methods which can all cause a lot of damage. These types of attacks include:
[bookmark: _mfzcd2vq7bah]SQL Injection
SQL injection is the most common type of attack and it is also the most dangerous. A SQL injection attack is when a hacker tries to interfere with a query that is sent to the database to try and access the information inside. If a hacker does gain access to this data they can edit or delete which can cause the website to crash or not work and the database will lose valuable data. If a hacker gets far into the back end of a website they can perform a ddos attack which will take down the server entirely which is a big problem.
[bookmark: _hxfsa67gy5pg]Broken Authentication
Website features that include authentication and sessions can be used against you if they are incorrectly implemented because if they are exposed then they can be used to get into someone else’s account and possibly find personal data such as passwords or credit card numbers. Features such as reset password, forgot password and edit account details should require re authentication to stop hackers taking advantage of these features.
[bookmark: _ti91yzw4la93]Broken Access Control
Broken access control is when things such as edit or delete buttons are not visible to default users but hackers can gain access to them because they are not coded or secured properly. If a website has broken access control then a hacker can change or delete users personal data. Administrator panels that allows admins to edit and delete information are prime targets for these attacks for obvious reasons.
[bookmark: _f6mqxkpcadaa]Security Misconfiguration
Security misconfiguration is another security issue because it can be when there are security flaws in plugins and features that are not updated with the latest security patches. Security misconfiguration is a dangerous issue because almost everything can be exploited if it is not updated regularly. A hacker can use these flaws in outdated elements to access private information.
[bookmark: _80jxjdh51ltk]Insufficient Logging & Monitoring
Insufficient logging and monitoring is a security issue because if a hacker gets into a website or database they can go further with their attacks because they aren’t being logged and monitored. It can take upto 200 days before a breach gets detected. Incident response comes along with this issue because if a breach is detected but there is a lack of incident response then the hacker can still cause further damage before they are dealt with.
[bookmark: _ict3993rn3hi]Methods of Security
[bookmark: _tj2a9xmb6i0j]Validation
Validation is when an input is checked to make sure it is valid and will work correctly. Validation is important because if someone tries to use a double or single quote it can cause errors because it is changing the website code. Validation is also used for minimum and maximum character limits and if an input field is required or not.
[bookmark: _empwpp6502cl]Access Levels
Access levels are used when a website has user accounts. It is used to differentiate normal users from admins by having an access level which is usually a number such as 1 or 0. Access levels are important because they can be used to limit the default users from features of the website such as updating or deleting records by hiding the buttons. On an admin account all the add, update and delete buttons are visible.
[bookmark: _eew0l3nwvoit]Sessions
Sessions are used to stop users typing pages directly into the url to try and skip the login screen or use someone else's session. Sessions store values for the specific user because websites don’t store this type of information by default. Sessions can be used to store information over multiple pages so it will all be the same on each page. Sessions also protect the web pages from unauthorised access by checking if the user has a valid session currently active.
[bookmark: _lppapigicedg]Encryption
Encryption is used to make personal user data unreadable without an encryption key. Personal data such as usernames, passwords and ids are things that are usually encrypted because the data protection act requires all personal user data to be secured. If it is needed the information can be decrypted with an encryption key which tells the computer how to read it. Encryption are useful for if someone gets into your database they cannot read any of the private information.
[bookmark: _s7ipv0wv6yei]Prepared Statements
Prepared statements are used in php and it consists of preparing a statement/line of code and then executing it. Prepared statements allow website to run much more efficiently because the statement is prepared from the start of the page so it can be executed often and quickly. Prepared statements are a good method of securing from SQL injection attacks because information is already transmitted so it cannot be injected.
[bookmark: _4fu9pcsijlkz]Securing My Website
On my website I have considered the security issues and used methods of protection to keep my website safe. I have decided to create a login screen which requires a username and password to get into the website. I decided to also use sessions for my website because it stops users bypassing the login screen and to store data that can be accessed from different pages. On my website the default user account has an access level of 1 which means they cannot create, edit or delete records from the database and admins have an access level of 0 which means they can create, edit or delete records. I also used prepared statements for my login and create account pages which makes them more secure from SQL injection because of how prepared statements work. I do not have any logging or monitoring set up which is an issue if I do encounter a breach. I also do not have encryption on usernames, passwords and ids which is an issue if a hacker gets into my database.
[bookmark: _ovtaqabqsq91]Sources
1. https://portswigger.net/web-security/sql-injection
2. https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf

