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[bookmark: _Toc97231197]Introduction
This document covers Worksheet 1 of NOSS, Build a virtual LAN using a type 2 hypervisor management software, deploy a network directory service and active directory network objects, and a final observational task.
[bookmark: _Toc97231198]Building a Virtual LAN Using Type 2 Hypervisor Management Software

[bookmark: _Toc97231199]Creation of Virtual Machines
Firstly, create 2 Windows server virtual machines using Virtual Box. To do this, select “New”. Set the machine name and select Windows Other 64 Bit. The following settings were used for the server machines:
Memory Size: 4096MB 
Hard Disk: Create a virtual hard disk now > VDI
[image: Graphical user interface, text, application

Description automatically generated]Storage: Dynamically Allocated, 25GB
The same can be done for Server 2:



[image: Graphical user interface, text, application

Description automatically generated]
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Description automatically generated]The same can be done for the client machines, the differences being:
Version: Windows 10 64 Bit
Storage: 20GB (The extra space is not needed)
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Description automatically generated][image: Graphical user interface, application

Description automatically generated]Just like a physical PC, once the machine is built, the operating system must be installed. First, install the OS for the server machines. Open settings and open the storage category. Select the disk icon named “Empty”:
[image: Graphical user interface, text, application, email

Description automatically generated]Under attributes there is another disk icon, select this and then from the drop-down list select “choose a disk file”. Then, select the windows server 2019 essential ISO and select ok.
[image: Graphical user interface, text, application, email

Description automatically generated]

[image: Graphical user interface, text, application, email

Description automatically generated]The same can be done for the client machines, but instead select windows 10 consumer edition 21h2 ISO.
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Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]Before any other steps are taken, optimisations can be done to the machines to improve their performance. To do this, select a machine and choose settings. From here, choose the System Category, Processor Tab. On this tab, TICKPAE/NX, AS This makes the physical address register of the CPU of the host PC to be more readily accessible by the VMs. 
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Description automatically generated]After doing this, go into the display category and set the video memory to 128MB.
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Description automatically generated]These changes can be seen below:
[image: Graphical user interface, text, application, email

Description automatically generated]The same can be done for the other machines.
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Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]


[image: Graphical user interface

Description automatically generated]The OS can now be setup on each machine by booting up the machines. 
When prompted on which type of installation is required, select custom as the machine is new and will have no existing files. Windows will then install the necessary files and restart. After windows is installed, you are prompted for a password. The one used for these machines were: No5sP@ssw0rd, but any can be used.
[image: A screenshot of a computer

Description automatically generated with medium confidence]














[bookmark: _Toc97231200]Virtual Network Configurations
[image: Graphical user interface, application

Description automatically generated]After setting up all systems, the virtual networks can be setup. To do this, close any machines currently running, and then chose server 1. From here, choose the Network category and under tab 1, and from the drop-down list named “Attached to:” select “Internal Network, and rename this to PublicNet.




[image: A screenshot of a computer

Description automatically generated]After doing this, select ok and boot up the system. Once logged in, use search bar and search for “Control Panel”. From here, under “Network and Internet” select “View network status and tasks” and then select “change adapter settings”. From here, select “Ethernet”, “Rename this connection” and rename it to “PublicNet”. Right click “PublicNet” and choose properties, and then double click “Internet Protocol Version 4 (TCP/IPv4)”. Lastly, choose “Use the following IP Address” and insert the IP address. (“192.168.10.200” was used as per figure 1 of worksheet 1). When entering the subnet mask, it should automatically populate as “255.255.255.0”. This is the subnet mask for a Class C IPV4 IP address.

After PublicNet for server1 is setup, the private network can be setup after shutdown. Navigate back to the network category and enable adapter 2, using it to create the first private network:
[image: Graphical user interface

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Boot up the system and navigate back to “change adapter settings”. From here, select “Ethernet” and rename it to “PrivateNet1”.


[image: A screenshot of a computer

Description automatically generated]From here, set the manual IP address of PrivateNet1 (as per figure 1.)
Now, the network adapter for Client1 can be configured. Navigate to the network category of Client1, ensuring Internal Network is selected and when renaming the adapter, there should now be a drop-down list where “PrivateNet1” can be selected.









 
[image: Graphical user interface, application, Word

Description automatically generated]Boot up the system and repeat the previous steps, renaming the adapter to “PrivateNet1” and setting the manual IP address.
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Description automatically generated][image: Graphical user interface, application

Description automatically generated]These steps can be repeated for Server2 and Client2. The main differences being using a different private network for these systems, as shown below:
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Description automatically generated]

[image: Graphical user interface

Description automatically generated]From here, a ping can be used to verify that the network adapters have been correctly configured. Before doing so, the firewalls on each system need to be disabled, as ping is an ICMP (Internet Control Message Protocol command, which is denied by a firewall in an OOBE (Out-of-box Experience) environment. To do so, open the control panel on the system and choose “System and Security”. Under Windows Defender Firewall, select “Check firewall status” and then select the “Turn Windows Defender Firewall On or Off” option from the left, and turn it off for both public and private networks settings.
Once this is done, open both server 1 and client 1, and use the command prompt window to ping client 1 from server 1, using the command “ping” followed by the IP address of client 1. If a reply is received, the LAN has been successfully configured, as shown below:
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Description automatically generated with medium confidence][image: A screenshot of a computer

Description automatically generated with medium confidence]Do the same for Server 2 and Client 2 to ensure the LAN has been correctly configured.


[bookmark: _Toc97231201][image: A screenshot of a computer
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Description automatically generated]Deploying a Network Directory Service and Network Objects


[image: A screenshot of a computer

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Server 1 will be used as the Domain Controller, so renaming the system to make it easier to identify is worthwhile. Go to This PC, right click This PC, and choose properties, Advanced System Settings, Computer Name and click change. From here, rename the computer and select OK. The PC should now be renamed after restarting, as shown below:
[image: Graphical user interface, text, application

Description automatically generated]From here, the Active Directory can be deployed. On Server 1, search and select “Server Manager”. Once in the server manager, click “Add roles and features”, Next, “Role-Based or feature-based installation” and Next, Select the Server1 machine, and “Next” again. then select “Active Directory Domain Services”, “Add Features”, and tick AD DS:
[image: Graphical user interface, text, application

Description automatically generated]After this, keep selecting “Next” until you reach “Confirm installation selections” and install.
[image: Graphical user interface

Description automatically generated]Once installed, close the window, and select notifications.
From here, select “Promote this server to a domain controller” and choose “Add a new forest”, and set the Root domain name (“nosstask.msft” was used). After this, click “Next”
[image: A screenshot of a computer

Description automatically generated]From here, ensure the Domain Controller Options are the same as below, setting the DSRM password. (“P@s5w0r9” is used below.)
[image: Graphical user interface, application

Description automatically generated]From here, keep selecting “Next” until you reach “Prerequisites Check”, ignoring the DNS warning. At “Prerequisites Check” select “Install”, after which you will be prompted with this screen, and the system will reboot:
[bookmark: _Toc97231202]Creating User Account Objects
Click start >Windows Administrative Tools > Double click “Active Directory User and Computers. From here, click the arrow to the left of “nosstask.msft”, and select “Domain Controllers” to verify DC1-NWT is listed as the nosstask.msft domain controller.
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Description automatically generated]From here, it is a good idea to create a failsafe account, in case of a hack or loss of password. To do this, right click the “Users” container and select “New” > “User”, and fill in the user details.

Select Next and enter a password, for example: “Fl1Nt321”. Untick “User must change password at next logon”, tick “Password never expires”, and select Next, and then “Finish”.
[image: A picture containing text, screenshot, computer, computer

Description automatically generated]From here, the user can be added to the Domain Admins group. Select the “Users” container, sort by type, and double click “Domain Admins”. Select the “Members” tab, where the current user account is shown.
Select “Add…” and enter the name of the user just created, and select “Check Names”, the user should show.
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Description automatically generated]


[bookmark: _Toc97231203]Object Attributes of Interest
[image: A screenshot of a computer

Description automatically generated]Within “Active Directory Users and Computers” on Server1, Create another user within the Users folder.
[image: A screenshot of a computer

Description automatically generated]From here, the user should be found in “Domain Users”.
[image: A screenshot of a computer

Description automatically generated]Exit this menu, and in “Users” right click the user, “Properties”, “Account Tab”, “Logon Hours…” and enter the hours permitted:
Select “OK” and tick “User cannot change password”.











[bookmark: _Toc97231204]Adjoining the Domain and Testing User Logins
[image: A screenshot of a computer

Description automatically generated]Within “Active Directory Users and Computers” on Server1, select the “Computers” container.
Right click the whitespace > New > Computer. Enter a computer name. (“WS1-NWT” was used) and select “OK”.
From here, login to Client1, Search “This PC”, Right click, “Properties”, “Rename this PC” enter the computer name just specified and restart. After logging back in, navigate to “Change adapter settings” as done previously. Right click “PrivateNet1”, “properties”, “double click Internet Protocol Version 4” and in “Preferred DNS server”, enter the IP Address of the PrivateNet1 adapter for server 1:
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Description automatically generated]Navigate back to This PC properties, select “Advanced system settings” and select the “Computer Name” tab. Select “Change…” and enter the root domain name created on Server1:


[image: Graphical user interface, application, Word

Description automatically generated]Select OK and you should be prompted with this window:
Enter a username and password and continue.
You should now be presented with this:
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Description automatically generated]From here, restart the system. Once the system is started up again, you should see 2 users now, select “Other User” and enter the Username and Password for the domain. You should be able to use this account on Client1, but not Server1.













Observational Task
[bookmark: _Toc97231205]Differences between Type 1 and 2 Hypervisors
A hypervisor “Or virtual Machine manager (VMM) is a computer software which in conjunction with the hardware creates and runs virtual machines.” [1] The host machine “runs on or more virtual machines”, [1] these virtual machines are called guest machines.
     Type 1 Hypervisors “run directly on the host’s hardware to control the hardware and to manage guest operating systems” [1]. Some examples of Type 1 Hypervisors include “IBM z/VM, Xen, Oracle VM Server, Microsoft Hyper-V, and VMware ESX/ESXi.” [1]. Type 2 Hypervisors “run on a conventional operating system (OS) just as other computer programs do. A guest operating system runs as a process on the host with the hypervisor abstracting guest operating systems from the host operating system.” [1]. Some examples include “VMware Workstation, VMware Player, VirtualBox, Parallels Desktop for Mac, and QEMU” [1]. Below is a table, briefly explaining both hypervisors, comparing their benefits and drawbacks, and some example vendors for each:
[image: Table
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[bookmark: _Toc97231206]Cloud Computing Explained – Benefits and Drawbacks
Cloud computing “is a method of providing shared computing resources, including applications, computing, storage, networking, development, and deployment platforms as well as business processes.” [9] With cloud computing comes many advantages and disadvantages that user must weigh up against each other to see if it is worth it for them.
     Starting with the advantages, cloud computing is relatively simple to use. “Applications that take the favorable cloud-based from are generally far less demanding to set up and maintain than a proportionate level of administration installed on the premises.” [14] All user need “is a straightforward web browser, leaving the complexities of management to the service provider.” [14]
     Another advantage is cost effectiveness, as it mitigates ownership fees, along with other costs. “Removing costly systems and the requirement for the client to amin them normally gives organizations a noteworthy cost reserves that more than counterbalance the charges for clous storage.” [14]
One more advantage of cloud computing, is the scalability it offers. Scalability refers to “the ability to increase or decrease IT resources as needed to meet changing demand” [15]. This scalability is hard to get with physical hardware, as you must either pay more for future proofing, or upgrade as your business expands, both of which can be quite costly. Use of the cloud allows business “to react in real time to unusual spikes in traffic, while under a specific on-premises cloud or non-cloud arrangement, then client would need to officially secure or rent the important resources required in order to deal with the usage peaks.” [14]
     These advantages are just some of the reasons why businesses choose to integrate the cloud into their network. However, it does come with some disadvantages. Some of these disadvantages include reliability issues, or the cloud service in question being “unavailable for extended periods of time due to errors and system crashes”, leaving the business unable to perform some of its functions until the service is restored, which they can’t influence.
     Cloud also increases the chance cyber-attacks. “Hackers may break and enter into a client’s applications hosted on the cloud, and thus access and distribute sensitive data.“ [14]. This mainly happens when attacker use Man-in-the-middle attacks on employees accessing the business via the cloud on unencrypted WiFi. Using either mobile data, or a VPN, both of which encrypt your incoming and outgoing data, can help to remedy this.
     With its many advantages outweighing the disadvantages for most businesses or users, cloud computing has become massively important within a networking environment for businesses, and Tech Companies caught onto this and offered their own cloud service solutions to both businesses and customers. Some of these vendors include Microsoft Azure, Amazon Web Services, Google Cloud Platform, IBM Cloud, Oracle Cloud, etc… 
[bookmark: _Toc97231207]Domain Name System (DNS) And Its Significance Within Active Directory Domain Services
DNS “is the TCP/IP facility that lets you use names rather than numbers to refer to host computers. Without DNS, you’d buy books from 207.171.182.16 rather than from www.amazon.com” [3] To provide unique DNS names for each host computer on the internet, DNS uses Divide and Conquer. “DNS use a hierarchical naming system that’s similar to the way folders are organised hierarchically on a Windows computer. Instead of folders however, DNS organizes its names into domains. Each domain includes all the names that appear directly beneath it in the DNS hierarchy.” [3]. Below is a graph, detailing the DNS hierarchy briefly:
[image: Chart, radar chart
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[4]



     DNS is not just significant for the internet either, as hinted in the header. DNS is used by Active Directory Domain Services “to make it possible for clients to locate domain controllers and for the domain controllers that host the directory service to communicate with each other.” [5] A domain controller stores user account information, authenticates users, and enforces security policy for a windows domain.
[bookmark: _Toc97231208]‘Role or Feature Based Installation’ Critical Roles
[image: Graphical user interface, text, application

Description automatically generated]AD (Active Directory) is one of the critical roles in ‘role or Feature based installation’ as part on an enterprise network, and there are many others, as shown below:
     One of these roles are DHCP Servers. DHCP (Dynamic Host Configuration Protocol) “automatically configures the IP address for every host on a network, thus assuring that each host has a valid, unique IP address.” [6] A DHCP server is a separate server      dedicated to DHCP, rather than running the protocol on a router or switch, resulting in less stress on these devices, especially in bigger networking environments that require both DHCP IPv4 and IPv6 address. Within a small network, like the one built in this document, a DHCP Server would not be needed. However, on a bigger network with many host devices, a DHCP server significantly reduces the time it would take to manually assign IP address to each host device and allows devices to leave and join the network at any time with no hassle to the network manager or user.
     Another important role would be Active Directory Rights Management Services (AD RMS). AD RMS allows organisations to “retain control over sensitive documents, for example, so that they cannot be e-mailed to unauthorized users” [7] This allows the network manager to protect documents from those not meant to access and/or distribute them. AD RMS infrastructure makes use of AD RMS Clients, and AD RMS Servers.
“AD RMS clients, which request licenses and enforce assigned rights protection at the document level to files and messages.
AD RMS servers, which administers account certification, licensing and publishing services that use Active Directory as well as assisting clients in locating these services.” [8]
Terminologies used In Document
Firewall
A Firewall is simply a device that controls “the flow of network traffic between network or hosts that employ differing security postures.”. [10] This means that a firewall can be configured to either block certain IP address from sending data through the firewall, or only allow a certain range of IP addresses to send data through the firewall, for example business devices on the network, or another network the business owns.
     As shown in this document, Windows has a built-in firewall solution, bundled in with Windows Defender. It offers two-way network traffic filtering and is easy to use as most the configuration is done out of the box. When a new program is run, you will be told by Windows that the application is being blocked from internet use by the firewall, and you can allow the program to send and receive date if you choose. 
     macOS used on apple computers also has a built-in firewall like Windows, that filters traffic two-way, incoming and outgoing packets. However, unlike windows it is not on by default, and must be enabled by the user. This can be useful for more tech savvy users that either want to use a third-party firewall, or simply don’t want a firewall on the device, but the most users, this could be a problem, as they may not even know what a firewall is, and that they need to activate it.  Most Linux Distributions also come with a firewall, but like macOS, it is not enabled, and may need to be configured by the user. Unlike the Windows Firewall, the Linux Firewall is managed by the Netfliter Linux Kernal Subsystem, which means a firewall administrator or network manager to set their own policies for incoming connection. The Windows alternative is controlled by a program in user mode, meaning it has less settings that can be tweaked when compared to Linux. However, this does mean the Linux Firewall is harder to understand and use when compared to the simplicity of the Windows Firewall.
Ping Command
The ping command allows the user to “check the connection between two computers or other devices on an IP network”. [11] “Ping stands for Packet InterNet Groper and uses ICMP echo packets to test the connection.” [11] The ping command works by typing “ping” and the IP address of the device you want verify is connected to the device issuing the ping command. This was shown previously in the document on windows, but this command also works the same on both Linux and macOS.

OOBE (Out of Box Experience)
OOBE is simply “The experience of setting up and using a new computer or software package.” [12]. The OOBE presents itself after windows is installed and the user boots up the system for the first time. On windows the “OOBE consists of a series of screens that require customers to accept the license agreement, connect to the internet, log in with, or sign up for a Microsoft Account, and share information with the OEM.” [13]. 
     macOS has a similar OOBE to windows, the main difference being how it is stylised, and agreeing to Apples own license agreement. Some Linux distros, such as Ubuntu also have an OOBE, but is very streamlined, asking for a location, username and password, and a welcome message once you log into ubuntu. It has no license agreement, as Linux is an open-source software.
[bookmark: _Toc97231209]Reflection/Conclusion
The screenshots and accompanying text within this document give a good overview of how to set up VMs and use them build a virtual LAN with a type 2 Hypervisor, and how to deploy a network directory service and active directory network objects. The document helps to guide users through each of the steps within the document, with the use of screenshots and accompanying narration. The document also provides narration on why certain steps are taken, as well as concepts used within a NOSS (Network Operating Systems and Services) environment, through the use of accompanying comments of screenshots and the observational task. This results in a document that can be used by anyone to both recreate the steps taken within the screenshots, as well as to gain a better understanding of the concepts involved in a NOSS environment, such as Virtual machines, Network Directory Services, Server management, etc… The document is clear and concise and informative for the word count provided. However, it could provide more narration on why certain steps were taken, and less focus on user steps, as at times, the document does tend to lend itself more into a user manual.


[bookmark: _Toc97231210]Reference List
[1] A. Vasudevan, Practical Security Properties on Commodity Computing Platforms: The uber eXtensible Micro-Hypervisor Framework, Pittsburgh: Springer, 2019, pp. 4-5. [E-book]
[2] A. U. Rehman, R. L. Aguiar, and J. P. Barraca, Network Functions Virtualization: The Long Road to Commercial Deployments, IEEE, 2019 pp. 5. [E-book]
[3] D. Lowe, Networking For Dummies, 9th ed., Hoboken: Wiley Publishing, Inc., 2009, pp. 125. [E-book]
[4] InetDaemon, “DNS Hierarchy”, InetDaemon.Com, May. 19, 2018. [Online] Available: https://www.inetdaemon.com/tutorials/internet/dns/operation/hierarchy.shtml [Accessed Mar. 3, 2022].
[5] Microsoft, “DNS and AD DS”, Microsoft Docs, Aug. 29, 2021. [Online] Available: https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/dns-and-ad-ds [Accessed Mar. 3, 2022].
[6] D. Lowe, Networking All-in-One Desk Reference For Dummies, 3rd ed., Hoboken: Wiley Publishing, Inc., 2008, pp. 287. [E-book] 
[7] S. Clines, and M. Loughry, Active Directory For Dummies, 2nd ed., Indianapolis: Wiley Publishing, Inc., 2009, pp. 9. [E-book]
[8] Microsoft, “How AD RMS Works”, Microsoft Docs, Aug. 29, 2021. [Online] Available: https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj590750(v=ws.11) [Accessed Mar. 3, 2022].
[9] J. S. Hurwitz, and D. Kirsch, Cloud Computing for Dummies, 2nd ed., Hoboken: Wiley Publishing, Inc., 2020, pp. 8. [E-book]
[10] K. Scarfone, and P. Hoffman, Guidelines on Firewalls and Firewall Policy: Recommendations of the National Institute of Standards and Technology, Gaithersburg: DIANE Publishing Company, 2010, pp ES-1. [E-book]
[11] J. Habraken, Absolute Beginner’s Guide to Networking, 4th ed., Indianapolis: Que Publishing, 2003, ch. 13, pp. 399. [E-book]
[12] PCMag, “OOBE”, PCMag.com, [Online] Available: https://www.pcmag.com/encyclopedia/term/oobe [Accessed Mar. 4, 2022]
[13] Microsoft, “Customize the Windows 10 Out of Box Experience (OOBE)”, Microsoft Docs, Aug. 29, 2021. [Online] Available: https://docs.microsoft.com/en-us/windows-hardware/customize/desktop/customize-oobe [Accessed Mar. 4, 2022]
[14] P. A Abdalla, and A. Varol, “Advantages to Disadvantages of Cloud Computing for Small-Sized businesses” First University Department of Software Engineering, Elazig, 2019. [Online] Available: https://booksc.org/ireader/76727088 [Accessed Mar. 4, 2022]
[15] VMware, “What is cloud scalability?”, VMware.com, [Online] Available: https://www.vmware.com/topics/glossary/content/cloud-scalability.html [Accessed Mar. 4, 2022]
image5.png
il

Machine  Help

{5 e @ OD.

New Settngs Discard Start

B servert &) General
[ © roneredof Name: Gent2
Operating System: Windons 10 (64-51)
[ server2 [ system
(5 ©~roneredoft Base vemary; 4056 1B

Boot Order:  Floppy, Optica, Hard Disk
Accelration:  VT-x/AMD-Y, Nested Paging, Hyper-¥ Paravirualzation

Controler: SATA.
‘SATAPort0:  Clent2.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optial Drive] Empty.

@ Audio

HostDriver:  Windows DirectSound
Controlr:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

H P Type here to search

Oracle VM VirtualBox Manager A 4

B preview

Client2





image6.png
W Uracle VIV Virtualbox Manager ——— - =~

Q@ 0P,

New Settngs Discard Start

=] General

Name: Servert

Operating Sytem:  Other Windows (64451
[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Accelration:  VT-x/AMD-Y, Nested Paging, PAEIX

[ pisplay

Video Memory: 188
Graphics Controller:  VEOXVGA.
Remote Desktop Server:  Disabled
Recording: Disabled

@ storage

Controler: IDE
“IDE Primary Device 0 Server L.vdi (ormal, 25,00 GB)
DE Secondary Device 0 [Optical Dive] en_windows_server_2015_essentials_updated_sept_2013_x64_dvd_a191f3afso (4.65 G8)

‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller:  OHCT
Device iters: 0 (0 active)

[[] Shared folders.

None

© Descrpt
Nene

H P Type here to search




image7.png
Oracle VM VirtualBox Manager
Machine Help

H P Type here to search

Q@ 0P,

New Settngs Discard Start

=) General
Neme: Server2
‘Operating System: _Other Windows (64-bit)

[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Acceleration:  VT-x/AMD-Y, Nested Paging, PAEIX

=) pisplay

Vido Memory: e
Graptics Controler:  VBoxGA
Remote Desktop Server: Dsabled
Recordng: Destled
@ storage

Contoler: e

"IDE Primary Device 0:  Server 2.vdi (Normal, 25,00 GB)
DE Secondary Device 0 [Optical Dive] en_windows_server_2015_essentials_updated_sept_2013_x64_dvd_a191f3afso (4.65 G8)

@ Audio

HostDriver: ~ Windows DirectSound
Controllr:  1CH ACS7

& Network
‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

B preview

Server2





image8.png
39 Oracle VM VirtualBox Manager A 4 -

Fie Machine Help

{5 e @ OD.

New Settngs Discard Start

B servert = General B preview
[N ©roreredort Nome: Clents
Operating System: Windows 10 (64-bit)

] server2 [&] system
(] ©roneredoft Base vemary; 4056 1B o
BootOrder:  Floppy, Optica, Hard Disk Client1

Accelration:  VT-x/AMD-Y, Nested Paging, Hyper-¥ Paravirualzation
[ pisplay

Contoler: SATA
SATAPort0:  Clientl.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optical Drive] en-us_windows_10_consumer_editions_version_21h2_x64_dvd_cfdb144.iso (5.48 GB)
@ Audio

HostDriver:  Windows DirectSound
Controlr:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

0950
H P Type here to search 04/02/2022




image9.png
Oracle VM VirtualBox Manager
Fie Machine Help

[EM] server1
(S T roeredont

Server2
@ Poneredoff

[] Clientt
15| © ponered Off

Q@ 0P,

New Settngs Discard Start

=] General

Name: Gent2

Operating System:  Vindows 10 (53411
[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Accelration:  VT-x/AMD-Y, Nested Paging, Hyper-¥ Paravirualzation

Controler: SATA.
'SATAPort0:  Clent2.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optial Drive] en-uis_windows_10_consumer_editons_version_21h?_x64_dvd_6cfdb 14450 (5.48 GB)

@ Audio

HostDriver:  Windows DirectSound
Controlr:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

B preview

Client2





image10.png
9
UG oo & o
Wensets st s
— = Generst
e e senert
s Sysem: S didows (545)
[ER serverz .
& © Ponered off Base Memory: 4096 M
SoorOrierr Foppy,Opts ord ik
csastan: TN, Nesed o, PAEDK
et
B e 8 oot
@ Server - settings
Genta
@ Ponered Off ) General System
- Uothetomd | Bocesor | Acafeaton
Oipey pocesct:
Storage. e
e can
Audio i
Newors | ExedetFestres: A snabepAgh
0 e nested A

Sers otz
use

Shared Folders

U terace

sone
Vi

&)

Y o e here tosearn

Server1





image11.png
O e L]
o — =

Server2 @ "
LS Srevecson S emory: 09548
SoonOrdes gy, Opti, Hard Dk

Server1
Acceieraton: VT A/AV., Nested Pogn, PAENX
Clents
© Ponerea ot B Dol
@ Server! - Settings T

Clent2
8] © roversaon

General Display

8] syem [ —

Dty [ o
Storage [lod
o WM,
Network Scleacars At vorirs | )
‘Serial Ports " e

rachics Consoter: VBowiGA_~
uss

Shared Folders

Userlnterace

Ohevaee

Y - oo





image12.png
Oracle VM VirtualBox Manager
Machine Help

H P Type here to search

Q@ 0P,

New Settngs Discard Start
=) General

Neme: Servert
‘Operating System: Other Windows (64-bit)

[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Acceleration:  VT-x/AMD-Y, Nested Paging, PAEIX

=) pisplay
Vido Memory: 12508
Graptics Controler:  VBoxVGA
Remote Desktop Server: Dsabled
Recordng: Destled
@ storage

Controler: IDE
“IDE Primary Device 0 Server L.vdi (ormal, 25,00 GB)
DE Secondary Device 0 [Optical Dive] en_windows_server_2015_essentials_updated_sept_2013_x64_dvd_a191f3afso (4.65 G8)

@ Audio

HostDriver: ~ Windows DirectSound
Controllr:  1CH ACS7

& Network
‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

B preview

Serverl





image13.png
Oracle VM VirtualBox Manager
Machine Help

H P Type here to search

Q@ 0P,

New Settngs Discard Start

=) General
Neme: Server2
‘Operating System: _Other Windows (64-bit)

[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Acceleration:  VT-x/AMD-Y, Nested Paging, PAEIX

=) pisplay
Vido Memory: 12508
Graptics Controler:  VBoxVGA
Remote Desktop Server: Dsabled
Recordng: Destled
@ storage
Contoler: e

"IDE Primary Device 0:  Server 2.vdi (Normal, 25,00 GB)
DE Secondary Device 0 [Optical Dive] en_windows_server_2015_essentials_updated_sept_2013_x64_dvd_a191f3afso (4.65 G8)

@ Audio

HostDriver: ~ Windows DirectSound
Controllr:  1CH ACS7

& Network
‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

B preview

Server2





image14.png
Oracle VM VirtualBox Manager
Fie Machine Help

[EM] server1
(S T roeredont

Server2
@ Poneredoff

[] Clientt
15| © ponered Off

Q@ 0P,

New Settngs Discard Start

=] General

Name: Gent2

Operating System:  Vindows 10 (53411
[&] system

Base Memory: 4096 VB
Boot Order:  Floppy, Optica, Hard Disk
Acceleration:  VT-x/AMD-, Nested Paging, PAE/NX, Hyper-V Paravirtualzation

Controler: SATA.
'SATAPort0:  Clent2.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optial Drive] en-uis_windows_10_consumer_editons_version_21h?_x64_dvd_6cfdb 14450 (5.48 GB)

@ Audio

HostDriver:  Windows DirectSound
Controlr:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

B preview

Client2





image15.png
¥ Oracle VM VirtualBox Manager A 4 -

Fie Machine Help

{5 e @ OD.

New Settngs Discard Start

B servert 5 General
[ © roneredof Name: Gt
Operatng System: _Windows 10 (64-b1)
[EIL server2 [&] system

(S Tronaedont

Boot Order:  Floppy, Optica, Hard Disk
Acceleration:  VT-x/AMD-, Nested Paging, PAE/NX, Hyper-V Paravirtualzation

Controlr: SATA

‘SATAPort0:  Clent.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optical Drive] en-us_windows_10_consumer_ecitons_version_21h?_x64_dvd_6cfdb 14450 (5.48 GB)

‘Adapter 1: _Intel PRO/1000 MT Desktop (NAT)
£ uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene

1015
H P Type here to search 04/02/2022




image16.png
& server! [Running] - Oracle VM VirtualBox

Fle Machine View Input Devices

Help

e Windows Setup

Windows Server: 2019

Enteryour language and other preferences and clck "Next”to continue.

1 @ ontc





image17.png
&8 server! [Running] - Oracle VM VirtualBox A 4 -

File Machine View Input Devices Help

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

. J

Recycle Bin

104
= gy M

@O 5@ gl G @Rty
104
H P Type here to search iR =3





image18.png
B e @

New s

= General

Neme: Servert
Operating System: _ Other Windows (64-bi)

] server2 ] system
(S Tronaedont s Hemory: 05618

Processors: | 4
Boot Order:  Floppy, Optical, Hard Disk
Client1. Acceleration:  VT-+/AMD-V, Nested Paging, PAEINX

8 © poveredoff
@ Senvrt - Settings

Client2

Adapter 4

B © roneredoft B oo "
[&] system Adopter 1| Adepter2 | Adepter 3
) oispy e etvork e
Srnge Atache to: [nermaltietio

Name: [pubieted
(F Audio D Advanced
& Newore
-
& v
1 sherea ot
] erterece

10:12
01/03/2022




image19.png
{8 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

cle Bin

4 [ <« Networkand Intemet > Network Connections

Vo h Network Connections 0

Quisniza = Dicablashic nsbuiode devica__Dinanocahic connoction  Rename this connection

| v Internet Protocol Version 4 (TCP/IPv4) Properties X
Networking | Shang

General

Connect using
You can get IP settings assigned automatically if your network supports.
(& Wtel(R)PRO/1Y  this capabitty. Otherwise, you need to ask your network adminstrator
for the appropriste P setings.
(O Obtain an TP address automatically
(@ Use the following IP address:
P addvess:

Subnet mask:

Defauit gateway:

Obtain DS server address automaticaly

[valdate settings upon exit

items 1 item selected

018
e B

BOEF O B IIGMrgcr

10:13
11/02/2022




image20.png
U et [Runing] - Orace VM VuaBin = prenen

File Machine View Input _Devices _Help

serverz
L @roveson

] Chents
© poversaon

Chentz
8] © Foweresoff
1« Netwerk snd ntemet » Network Connectons
Organize +
Prvateier] [

fied network
PRO/I000 MT Desk

e oz B

BOUS S IBBNS@rsrc

“a LI, T




image21.png
8By e @ .

=) General s

e Servert preview

peratng Systers Othr iedons (6451

&) system

B Nemary: 05618

Boot rdes: Fppy, Opteal, Hord ik .
Acceieraton: VT A/AV., Nested Pogn, PAENX

5 Display
@ Senvert - Settings

sty Adwr? Adspterd | Adspierd
Ensble Netvork Adspter

W oy

Storage

)

At o el Netwark -

Hames [Prvatetets
Audio

© Advances
Network

SeralPors
uss
Shared Folders

Userlntetace

INY 2R3

"z P,





image22.png
{8 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

< Network and Intemet > Network Connections v|®) | Search Network Connections

r

[ bt
Internet Protocol Version 4 (TCP/IPv4) Properties. X pktop Ad.

General

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
T for the approprste IP seftings.

(O Obtain an IP address automatically
® Use the folowing IP address:
P address: 92,16, 1. 1

Subnet mask: 255 .255.255. 0

Defauit gateway:

Obtain DS server address automaticaly

[valdate settings upon exit

102
e B

PIONEERECT [CIELER

1024
H P Type here to search 11/02/2022




image23.png
B e eo o

New s Start

S servert =] General
© Poweredoff Name: Clentt
Operatig System: Windows 10 (645i)
[EIL server2 [ system

© Powered off Base Memory: 4096 MB
Processors: | 2
Boot Order:  Floppy, Optical, Hard Disk
= Acceleration:  VT-+/AMD-V, Nested Paging, PAE/NX, Hyper-y Paravirtuaization

@ Client! - Settings ? X

[99] General Network

System Adepter 1 Adepter2  Adapter3  Adapter 4

Enable Network Adapter
Attached to: [Internal Network -

Display

G storege

Neme: [PrivateNett <
Audio

D Advanced privatenet2

. PLbloet
i intnet

Seril Ports

use

Shared Folders

User Interface

ODEYEEE

25

03/03/2022





image24.png
g

{8 Server2 [Running] - Oracle VM VirtualBox

Settings

- o x
File Machine View Input Devices Help

qe B

< Network and Intemet > Network Connections v|®) | Search Network Connections o

Organize v Disablethis network device  Diagnose this connection  Rename thisconnection m @

PublicNet
9 Intemet Protocol Version 4 (TCP/IPvd) Properties
_ Unidentified network (TCP/1P) roper
Intel(R) PRO/1000 MT Desktop Ad. Genersl

Connect using. You can get I settings assigned automatially i your network supports

45 capapity. Oierasoe, you need 1 aok YO nebwork i ator
el PRO/ODONT Desktd o st st F scionger -

(O Obtain an IP address automaticaly

@ Use the folowing 1P address:
P address:

“This connection uses the folwing s

Subnet mask:

L itemet Prtocol Verson 4
1 . Vicroof Networ Adspter
"4 Mirosch LLDP PrtocalDr
e prtond vt Obtan NS server adess sutomaticaly

Defauit gateway:

nstal Uninstd
Desciption
“Transrission Cortrol Potocolrte

T S e
ol [ mT——

1 item selected

10:50

3 e N
0OXS R BB

10:50
11/02/2022




image25.png
Oracle VM VirtualBox Manager

Fie Machine Help

{5 e

7 servert
(S T roeredont

R server2
(S Tronaedont

ity ooy a

Client1 [Running] - Oracle VM VirtuclBox

File Machine View Input Devices Help

9

ecycleBin

Network Connections

A « Network and Intemet > Network Connections v o

Organize »  Disable this network device  Diagnose this connection  Rename this connection

Wy PN 9
S Unidentified network

@7 Intel(R) PRO/1000 MT Desktop Ad.

 privateNet! Propertie:
Networking

Connect using.

(& ellR) PRO/1000 T Desitop Adapter

“This connection uses the folwing fems:

3 et or Microscft Networks
B Fie and Pier Sharng for Mirosch Networks
51005 Packet Scheder
& temet Protocol Version & (TCP/IPv4)

(0] s Mirosoft Network Adapter Mtplexor Protocol
2. Microsoft LLDP Protocol Drver
2. temet Prtocol Version 6 (TCP/IPY6)

>

nstal Uninstal Fropetties
Desciption
“Transission Cortrol Protocol/itemet Protocal. The default

wide area network prtocol that provides communication
across dverse interconnected networks

Titem  1item selected

P Type here to search

Intermet Protocol Vrsion 4 (ICP/1Pv4) Properties

General

You can get IP settings assigned automatcal if your network supports
this capabiit. Otherwise, you need to ask your network administrator
o the appropriate IP settngs.

(O Obtain an IP address automatically

® Use the folowing IP address:

P address:

Subnet mask:

Defauit gateway:

Obtain DS server address automaticaly

[valdate settings upon exit

BOkT QB B IIGMrgtcr





image26.png
{8 Server2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

< Network and Internet > Network Connections >

Organize »  Disable this network device

PrivateNet2
_ Unidentified network

Intel(R) PRO/1000 MT Desktop Ad.

1 item selected

v|®) | Search Network Connections

Diagnose this connection  Rename this connection

Networking  Sharing

Connect using.

£ ntl(¥) PRO/1000 MT Desk

“This connection uses the folowing

L itemet Prtocol Versn 4
1 . Vicroof Networ Adspter|
"4 Micosch LLDP Prtocel
& temet Poocal Verson §

nstal Unins
Desciption
“Transission Cortrol Potocol/

‘wide area networ protocol that
across diverse interconnected ne

Internet Protocol Vrsion 4 (TCP/IPvé) Properties

General

You can get IP settings assigned automatcal if your network supports
this capabiit. Otherwise, you need to ask your network administrator
o the appropriate IP settngs.

(O Obtain an IP address automatically

® Use the folowing IP address:

P address: 192 168, 11 1
Subnet mask: 55 . 255 . 255 . 0
Defauit gatewsy:

Obtain DS server address automaticaly

[valdate settings upon exit

105
3 e B

BOEF o BRI Mrscr

10:54
11/02/2022




image27.png
Oracle VM VirtualBox Manager

File Machine Help

{5 e @ OD.

New Settngs Discard Show
— =) General

Client2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

aring Center

Network Connections

4 8 « Network and Interet > Network Connections. v o

Organize v Disable this network device  Diagnose this connection  Rename this connection >

PrvateNet2
A e nevore

@7 Intel(R) PRO/1000 MT Desktop Ad

\_21h2_x64_dvd_6cfdb 14450 (5.48 GB)

1
@ PrivateNet2 Properties X

Internet Protocol Vrsion 4 (ICP/1Pv4) Properties

Networking General
Comect usng You can get IP settings assigned automatcal if your network supports
- this capabiit. Otherwise, you need to ask your network administrator
£ Inte(R) PRO/1000 MT Desktop Adapts s aod

(O Obtain an P address automaticaly
This connection usesthefolowing fems:

B Clert for Moot Netwoks (©use e flowng P adrse:

i and e St for ol Mook 1 sddes

a5 Pocket chodsr

. Intemet Protocol Version 4 (TCP/IPv4)

.. Microsoft Network Adapter Multiplexor Protocol Defauit gateway:

S Mresoh LLOP roced Drvr

" Frome Prooc Vesan  1CP/6) ObtanON server oress atamatcaly
>

Subnet mask:

nstal Uninstal Propeties
Desciption
Transission Cortrol Protocol/itemet Protocal. The default

wide area network prtocol that provides communication
across dverse interconnected networks

-
& 9 06 5, [

[PIONEENIEC T [CIOLER

P Type here to search





image28.png
{8 Server! [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

4 M « Windows Defender Frewsll > Customize Settings estch Control Panel

Customize settings for each type of network
You can modify the irewsl settings for esch type of network that you use.
Private network settings

° (O Turn on Windows Defender Firewall

Block allincoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tom off Windows DefenderFirewall (ret recommended)

Public network settings
@ Oom on Windows DefenderFreual

Block allincoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app

) © Tumoff Windows DefenderFirewal (ot recommendied)

@
B oy M

IO REC IR

B preview

10:02

25/02/2022




image29.png
Recycle Bin

ator: Command Prompt

Microsoft Windows [Version 16.0.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved

C:\Users\Administratorsping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims

Ping statistics for 192.168.11.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C:\Users\Administrators,

101
oC AW N 0 B

BOEF o 1E®II@rotcy

1018
3 oy N

[CIoN A=Y CICIOLERE

1018
NG o B





image30.png
Recycle Bin

tor: Command Prompt

Microsoft Windows [Version 16.0.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved

C:\Users\Administrator>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data

Reply from 192.168.1.2: bytes-32 time<ims TTL-128
Reply from 192.168.1.2: bytes=32 time<ims
Reply from 192.168.1.2: bytes=32 time<ims
Reply from 192.168.1.2: bytes-32 time<ims TTL-128

Ping statistics for 192.168.1.2

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems

C:\Users\Administrator>

25/02/2022

RecycleBin

|
Migrosot
Edge

»7c AR E

25/02/2022





image31.png
@

& 0D

{8 server! [Running] - Oracle VM Virtual

Box

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavailable to (%))

e Vet Machine eports tht the guestOS upports mose pointer ntegration. T mens that you d ot need f capurehe ous poter o be bl {0 us it yourguest 05 sl mawse ()5

Quasnina = Dicabla thic mstund devica

|

Networking  Sharing
Connect using.

(& ellR) PRO/1000 T Desitop Adapter

T

4 I < Network and Internet > Network Connections

Disanca thic conng

connection uses the folowing tems:

I Clent for Microsoft Networks

2 Fie and Prnter Sharng for Microsoft Networks
905 Packet Schedder

& temet Protocol Version & (TCP/IPv4)

2. Microsct Network Adapter Mutiplexor Protocol
2. Microsof LLDP Protocol Drver
2. Intemet Protocol Version 6 (TCP/IPYE)

Transission Cortrol Protocol/itemet Protocal. The default
wide area network prtocol that provides communication

2items

Uninsta

Internet Protocol Vrsion 4 (TCP/IPvé) Properties

General

You can get IP settings assigned automatcal if your network supports
this capabiit. Otherwise, you need to ask your network administrator
o the appropriate IP settngs.

(O Obtain an IP address automatically

® Use the folowing IP address:

P address:

Subnet mask:

Defauit gateway:

Obtain DS server address automaticaly

[valdate settings upon exit

1 item selected

o g
22022 T

IR LER

10:41
25/02/2022




image32.png
&

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavailable to (%))

e Vet Machine eports tht the guestOS upports mose pointer ntegration. T mens that you d ot need f capurehe ous poter o be bl {0 us it yourguest 05 sl mawse ()5

A [ « Networkand Intemnet >

Organize »  Disable this network device

ML/ PrivateNett
Networking | Shang

Connect using

5 Itel) PRO/1000 MT Desktop Adepter 52

Cofigure.
“This connection uses the folwing fems:

Network Connections

Diagnose this connection  Rename this connection

WL/ PublicNet

Dnidentifed n
oneie ey Itemet Protocol Version 4 (1CP/1Pwd) ropertes

General

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I seftngs.

(O Obtain an P address automaticaly

Cientfor Microsoft Networks

Fie and Prrter Sharing for Mcrosoft Networks
QoS Packet Schedler
2. Intemet Protocol Version 4 (TCP/IPvé)
(0] s Mirosoft Network Adapter Mtplexor Protocol
2. Microsof LLDP Protocol Drver
2. Intemet Protocol Version 6 (TCP/IPYE)

© Use the foloning I agaress:
P aderess:

Subnet mask:

Defauit gateway:

Obtain DS server address automaticaly

Uninsta

Transission Cortrol Protocol/itemet Protocal. The default
wide area network prtocol that provides communication

[valdate settings upon exit

o g
22022 T

ECFGICRER]

10:41
25/02/2022




image33.png
{8 Server! [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

e Vet Machine eports tt he GuestOS =pperts s pointer ntegration. T ety d ot e f Copore e o ot o b b o ue £ your et 05 sl mawse ()5

4[> Control Panel » System and Security » System [0 | sesrch Control Panel »

Control Panel Home . . .
View basic information about your computer

© Device Manager Windows edition

© | system Properties X

® Computer Name  Hardware  Advanced  Remote. hts Windows Server 2019

Windows uses the ollowing information to dentfy your computer
onthe network.

ore(TM) i7-7700 CPU @ 3.60GHz 3.60 GHz

For example: IS Producton Server” or
‘Accounting Server’ perating System, x64-based processor
Full computername:  DCTNWT

Workgroup: WORKGROUP

Computer descrption

lor Touch Input s available for this Display

p settings

o rename tis computeror change fs domain or

workgroup cck Change. Change. pr @ Chonge setings
W

Microsoft Software License Terms.

3 @hctiate Windows

Secalso

Security and Maintenance

1055
3 o5 B

BOEF o BRI Brgtcr

10:55
25/02/2022





image34.png
{5 e @@ OD.

{8 Server! [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

M Windows Defender Firewall

& 3 v 1 i « Systemand Security > Windows Defender Firewall v O | Search Control Panel p

Help protect your PC with Windows Defender Firewall

Control Panel Home

Wiows Defender Firewall can help prevent hackrs o malcous software fom gining acess o your
Allow anapporfesture PCthosgh the merme o s nebwon
rauh o Detender
Freval
Updoteyour Frewol setings
© Change notiicstion settings pdateyo! o

Windows Defender Firewal s not using the recommer z
@ Tum Windows Defender recommended seftings to protect your L settings
Firewall on or off computer

© Restore defauts
© Advanced settings

Troubleshoot my network l g Private networks Not connected

What are the recommended seftings?

Networks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the
lit of allowed apps:

Active private networks: None

Notification state: Do not notify me when Windows Defender
Firewall blocks 2 new app

B cuestor public networks Connected
Networks n public places such s airpors o offe shops

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the
lit of allowed apps:
. Active public networks: T Unidentified network

Security and Maintenance Notification state: Do not notify me when Windows Defender
Firewall blocks 2 new app
Network and Sharing Center

05
a2 B

[PIoNEENEC IR

I

10:45
25/02/2022





image35.png
00 b
0 Gonernt B preview

B server2
[ © roneredof

Client1.
) © ponered off

Client2
3 @ ponerecoft

i

s Add Roles and Features Wizard

Select server roles

Before You

llation

Select one or more roles to install on the selected server.

Roles

] Active Directory Federation Services
[ Active Directory Lightueight Directory Servces.

DESTINATION SERVER
DCINwT

Description

Active Directory Domain Services.
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS

A0S 5] Actve Directory Rights Mansgement Serices
. 3 0rich Servr Uses domain controllers to give
Confirmation ] DNS Server network users access to permitted
5 fox e resources anywhere on the network
© @] File and Storage Services (4 of 11 installed) through a single logon process.
0 Hyper-v

(] Network Policy and Access Services
O Print and Document Services

O Remote Access

(] Remote Desktop Services

[ Volume Activation Services.

[ Web Server (ii5)

(] Windows Deployment Services

(] Windows Server Update Services

[<rion | [ Net>

Cancel

Events Events

Services Bl sevices

Performance Performance

BPA results BPA results

Hide

02 March 2022
Wednesday

1328

9 e B
CINEEREC TP





image36.png
bl e - Ay

i

] E ]
S server2 H
[y © poneredott

s Add Roles and Features Wizard et

Client1.
) © ponered off

Confirm installation selections DESTNATON SERVER

DCINwT B
Client2 O —
[ © Ponered oft To instal the following roles, role services, or features on selected server, click Instal. sy

] Restart the destinston server automatical f required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Remote Server Administration Tools
Role Administration Tools.
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools:
Active Directory Administrative Center

Hide
AD DS Snap-ins and Command-Line Tools

Export configuration settings
Specify an alterate source path

[ = e
Events Events

Services Bl sevices

Performance Performance

BPA results BPA results

TN 022

— Wednesdy
1331

ez B

7 4
[PIONEENECT CICLER]

02/03/2022




image37.png
B v TR

New Settngs Show

0 Geneeat B preview
B

Server2 P Server Manager - X
[ © roneredof

-~ ve @ Py Meorage Took

@ poneredoff =

. WELCOME TO SERVER MANAGER

@ Poneredoff

B Local Server
Al Servers
AD DS

n Configure this local server

File and Storage Services > [[d A

2 Add roles and features

w

Add other servers to manage
4 Create a server group

Connect this server to cloud services

«

Hide

ROLES AND SERVER GROUPS
Roles:2 | Servergroups: 1 | Servers total: 1

File and Storage
Services

@ Manageability

Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

7 4

9 gz
FIOTIEENE]

1 ® @ rontcet

T w) e |




image38.png
3 @ ponerecort

[ Client2
3 @ ponerecoft

B Local Serve|

5 All Servers
ADDsS
R File and Stof

New Settings
[ General

Domain Controller Options

Configuration

DNS Options

‘Additional Options

Paths

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional levek Windows Server 2016

Specify domain controller capabilfies

omain Name System (DNS) server
¥ Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

BPA results BPA results

TARGET SERVER
DCI-NWT

Hide

ECF BICRER]

(=X

NG




image39.png
112 o
eg o

Fi—

L& O DR UGS reter





image40.png
4

New Object - User

2 cemen
&

nosstask msft/Users

INWT-LJ| @nosstask msft

Userlogon name (ore-Windos 2000}

[nossTasky

| (T

] [

B Reed-orly Dormain C
B, Enerprise Admins
B, Enerpise Key Admins
B, Enerprise Read-only
8 Schema Admins

2 Adminstrstor

bal
bal
bal
bal
bal
bal
bal
bal
bal
bal

Security Group - Global

Security Group - Universal
Security Group - Universal
Security Group - Universal
Security Group - Universal

User

Description
Members in this group c.
Members of this group.
Members in this group c.
DNS Administrators Gro.
Servers in this group can.
Members of this group t.
DN clients who are per.
Designated administrato.
All workstations and ser.
All domain controllers .
All domain guests

All domain users
Members in this group c.
Members of this group.
Members of this group.
Members of this group.
Designated administrato.
Members of this group.
Members of this group.
Designated administrato.
Built-in account for ad

32items 1 item selected 1.13 KB

7 Print Management

T5/09/2018 0613 Shortaut

PN ENEC T CICLER]





image41.png
5 ActiveDirectory Users and Computers
Fie Acion View Help

e aE 40 XE0= Hm P euTah

3 Active Directory Users and Com| | Name
51 Saved Queres dEoCNWT
v 3 nosstask msft
(1 Builtin
1 Computers
(3| Domain Controllers
1 ForeignSecurityPrincipal
1 Managed Senvice Accoul
5 Users

Type
Computer

DCType
oc

site
Defautt-First i

Description

T it Vanagement

32items 1 item selected 1.13 KB

7570972018 0&:13

PN ENEC T CICLER]





image42.png
File Action View Help

e nm £ ol
T Active Directory Userssnd ¢| | 0enea | Members Henber OF  Menaged By iption

[ Saved Queries Members: dministrators Gro.

Mg ool o S oot roup o
2 Computss T — ot

(51 Domain Controllers lents who are per.
1 ForeignSecurityPrinci nated administrato.
) Managed Serice Act

) Users

Domain Admins Properties.

stations and ser.
main controllers i
main guests

lbers in this group c.
lbers of this group.
lbers of this group.
lbers of this group.
nated administrato.

lbers of this group.
lbers of this group.
nated administrato.

in account for ad,
in account for gue.

% Print Management 15/09/2018 08:13

32items 1 item selected 1.13 KB

oo

BRI E® G Mratcr





image43.png
File Action View Help

e n@ 48l

v 3 nosstaskmsft
Builtin
Computers
Domain Controllers
ForeignSecurityPrinci
Managed Service Ace
Users

Domain Admins Properties.

General Members  Member Of  Managed By

Members:

Name. Actve Diectory Domain Services Folder

& Adviisor  rosstasknet/Users
B landavs  nossaskms/Users

iption
dministrators Gro.
s i this group can,
lbers of ths group t.
lients who are per.
nated administrato.
stations and ser.
main controllers i
main guests
lbers in this group c.
lbers of this group.
lbers of this group.
lbers of this group.
nated administrato.
lbers of this group.
lbers of this group.
nated administrato.
in account for ad,
in account for gue.

32items 1 item selected 1.13 KB

% Print Management 15/09/2018 08:13

PN ENEC T CICLER]





image44.png
File Action View Help

e n@ 48l

Select Users, Contacts, Computers, Service Accounts, or Groups

‘Select his objecttype

v B nosstaskmsft [Users. Service Accourts. Groups. or Other abjects

Buitin
Computers From s acaton
Domin Contrlles || [pessaskons
ForeignSecuritPrinci

Managedt Senive Aed | Eterthe bict names o select (exancis)

= [am Janvis (NWT-L) @nosstasicmsf)

G ] [

roup
Tbers of this group.
bers of this group.
Jnated administrato.
bers of this group.
bers of this group.
Jnated administrato.
in account for ad,

in account for gue.

>l

% Print Management 15/09/2018 0813 Shortcut

32items 1 item selected 1.13 KB

PN ENEC T CICLER]





image45.png
R Cosen: mostaskmststeen
& Descrpion

s
[
4
g

bmainLocal  Members in this group .

' When you clck Finish, the following object il be created: bimsinLocal  Members ofthis group.

e bmainLocal  Members in thisgroup ¢
bmainLocal DS Administators Gr,
e omainLocal  Servers in this group can,
P lobal Members ofthis group &
lobal DNS cients who are pe
lobal Designated sdministato
lobal Allworkstations snd s
lobal Al domain contrlers
lobal Al domain guests
lobal Al domain users
lobal Members in this group ¢
P — Members ofthis group
lobal Members ofthis group
B Reed-only Domain C.._ Securty Group - Gobal Members ofthis group
B Enterprise Admins  Securty Group - Univrsal Designsted sdministat
B Enerprise Key Admins  Securty Group - Universal Members ofthis group
B Enerprise Read-only .. Securty Group - Universal Members ofthis group
B schema Admins  Securty Group - Universal Designsted sdministat
2 Adminstrstor User Buitin sccount orad

% Print Management 15/09/2018 0813 Shortcut

32items 1 item selected 1.13 KB

02 March 2022
Wednesday
1514
B g B

PN ENEC T CILER]





image46.png
Fle Acion View Help
e nm 48l

T Active Directory Users 3nd €
Saved Queries

v E2 nosstsskmstt
Buitin
Computers
Domain Controlers
ForeignSecurityPrinci
Mansged Senice Ac
Users

Domain Users Properties

General Members  Member Of  Managed By
Members:

o e
e
| Aoy
2ttt nosstask msft/Users
L lamdarvs  nosstask met/Users

iption
s i this group can,
lbers of ths group t.
lients who are per.
nated administrato.
rstations and ser.
main controllers i
main guests
lbers in this group c.
lbers of this group.
lbers of this group.
lbers of this group.
nated administrato.
lbers of this group.
lbers of this group.
nated administrato.
in account for ad,
in account for gue.

32items 1 item selected 1.13 KB

% Print Management 15/09/2018 08:13

[Pl Y] ﬂﬁl]@ﬁm-tcw





image47.png
File Action View Help

e n@ 48l
S AciveDirectoy Useang ] Menbert Ditn Enviomert Sessons
oved o Remoiccaril | Remetc Desdop Sevces Prfle | COM+
> 82 ekt Gener | Adduss | Acoot | Profle | Tokphanes | Orgonaton | thi group can
Buitin 1 o his group .
= Computers | Logon Hours forGary Sith X |areper
Domain Cor jinistrato.

ForeignSecul 2 o 3 and ser

Managed Sq 0-2-4:6-8-10-12:14-16-18-20-22- 0 hollers .
Users its

ftion

group c.
group.
group.
group.
iistrato.
group.
group.
iistrato.
forad.

‘Sunday from 23:001t0 00:00 oo

OFEndof:

Shorteut

32items 1 item selec|

ooy T
EErEENEC O





image48.png
Fle Acion View Help
e amoddz BmteETER

T Active Directory Users and Com
Saved Queries

< E3 nosstaskmst There re no tems to show in thisview,
Buitin
Computers
Domain Controlers
ForeignSecuritPrincipa
Mansged Senice Accou
Users

Name Type Description

% Print Management 15/09/2018 08:13

32items 1 item selected 1.13 KB

PIONEENEC T CICLER]





image49.png
Client2
@ Poneredoff

Computer Name/Domain Changes

You can changs the name and the membership of this
‘computer. Changes might affect access to network resources.

Computer name:

[wstwT

Full computer name:
WSTNWT

Member of
® Domain:

O Workgroup:
WORKGROUP

o [ comen

oK Cancel
swrage

Tablet
Multitasking

Projecting to this PC

P Type here to search

About

wupy

Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms.

Related settings

BitLocker settings

Device Manager

Remote desktop

System protection
Advanced system settings

Rename this PC (advanced)

@ Gethelp
& Give feedback

Free up disk space | Defragment and optimize your drives

PN ENECT e





image50.png
{5 e B @ oD

] servert

M © ruming

[EI7] server2
[ © roneredof

Client2 < Network and Intemet > Network Connections 3]
@ Poneredoff

Quasnina = Dicabla thic nstund devica  Disanacathic camnsction  Rename this connection >

Networking

c
Internet Protocol Vrsion 4 (ICP/1Pv4) Properties

General

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate P settngs

(O Obtain an IP address automatically
® Use the folowing IP address:

1P adress: 12,168, 1 .2
Subnet mask: 255 .255.255. 0

Defauit gateway:

btain DNS server address automaticaly
(® Use the folowing DNS server addresses:

Preferred DI server: 12,168, 1 . 1

Atemate ONS server | ——
Ahanced
o] conn

[valdate settings upon exit

P Type here to search

PIONEENEC T CILER]





image51.png
Servers

M © ruming

[EI7] server2
[ © roneredof

About

wupy

Windows Security

Computer Name/Domain Changes
Change product key or upgrade your edition of Windows

Enter the name and password of an account with permission to

join the domain, Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms.

Password Related settings

BitLocker settings

Device Manager

Remote desktop
System protection
swrage Advanced system settings

Rename this PC (advanced)
Tablet
Multitasking @ Gethelp

& Give feedback
Projecting to this PC ive feedbach

Free up disk space | Defragment and optimize your drives

s
wonyzez

PIONEENEC T CIOLER]

P Type here to search





image52.png
{5 e

 Rumning

serverz
© poneredoff

Client1.
& Ruing

Client2
Ponered OFF

L
&
<

p
4
O
fregeien)
f
3
¢ _N
1D
f vicroserd [
A
£ <
p <
{ C
4
4

q
q
1 [
é <
[
n
] ¢
n

.

Settings

Home.

About
——

[etkey or u

You canchange the e and the menberss f s jS—
Camder, Cranges g S7ectscsees o ek esoutces.
e =
WsawT Computer Name/Domain Changes X
Flcomputernane
wSiAWT
@ veconetonenossoscaoman
Menberof
© Doman
. o]
O Wokgou fer
WORKGROUP
em settings
Cancel € (advancea)

oK Cancel

[

plies to our serv

@) me 00 4 s ooy BB
EF O BRI ®rntcy pLIE R GG Rt




image53.png
Type 1 Hypervisor

Type 11 Hypervisor

Directly runs on server ard-

Runs on top of the supported
os

Minimizing overhead duc to
direct hypervisor interaction

with hardware resources.

Tncur overhead as hypervisor

runs on top of the supported
0s.

Provide better hardware re- | Provide
source utilization.

More socure duc to hardware- | Less secure due to a software-

based hypervisor based hypervisor.

Hard to Set-up. Fasy to Set-up.

‘Examples-vSphere, Examples: VMware Worksta-

XenServer, Hyper-V, KVM .

tion, VMware Player, Mi-
crosoft Virtual PC, Oracle
Virtnal Box, and Free BSL
ete.





image54.png
DNS Hierarchy.

RoOT
-« FRootLevel

agom oorg s ™ net «— Top Level Domains (TLDs)

YA

berkeley ¢ Second Level Damains

e

Sub-Domein of parert.
erkeley ed
Voos e Host'zos'

rose———





image1.png
39 Oracle VM VirtualBox Manager A 4 -

File Machine Help

{5 e Q@ 0P,

New Settings start

= General =] Preview

Name: Servert

Operating System: _ Other Windows (64-51)

[&] system

Base Memory: 4096 M8

Boot Order:  Floppy, Optical, Hard Disk Serverl

Acceleration:  VT-+/AMD-V, Nested Paging, PAEINX

Vdeo Memory: P
Graics Canollr: Voot
Remots Do server: Disbled
Recordong Disied
@ storage

Controler: IDE
IDE Primary Device 0:  Server Lvdi (Norma, 25.00 GB)
IDE Secondary Device 0: _[Optcal Drive] Empty

@ Audio

Host Driver:  Windows DrectSound
Controler:  1CH ACS7

& wetwork
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Contraler: OHCT
Device Fiters: 0 (0 active)

[ shared folders

None
® Description

None





image55.png
T Add Roles and Features Wizard - 0o X

DESTINATION SERVER

Select server roles ocawT
o Select one or more roles toinstal on the selected server.
nstalation Type Roles Description

e 1] ctue Diecton Cersiate Serices Active Directory Domain Services
| sererroes | , boma: ADDS) stres nformation bout
] Actve Diectry Fecration Serices objects o the network and makes
Festures 5] Actve Directoy Lightweight Directry Services this information available to users
A00s 5] Actve Directry Rights Management Services and network administratos. AD DS
] OHCP Server uses domain controllers o give
confrmazen ] ons Sener netork users access to permitted
] FaxSener resources anywhere o the netwrk
1 ] Fle and Storage Services (4 o 11 installed) through a singlelogon process.
B ey

] Network Policy and Access Services
O Print and Document Services

[ Remote Access.

(] Remote Desktop Services.

O Volume Activation Services

[ Web Server (I5)

[ Windows Deployment Services

] Windows Server Update Services

] el [ | o





image2.png
File Machine Help

Q@ 0P,

New Settngs Dscard  Start

B servert = General
[N ©roreredort Name: server2
Operating System: Other Windows (64-bit)

[&] system

Base Memory: 4096 M8
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  VT-+/AMD-V, Nested Paging, PAEINX

[ isplay

Video Memorys e
Graphics Controller: VBOXVGA
Remote Deskiop Serve:  Disbled
Recordng: Dsabied
@ storage

Controler: IDE
IDE Primary Device 0:  Server 2.v (Normal, 25.00 GB)
IDE Secondary Device 0: _ [Optial Drive] Empty.

@ Audio

Host Driver:  Windows DrectSound
Controler:  1CH ACS7

& wetwork
Adapter 1:  Intel PRO/1000 MT Desktop (NAT)

+ oHct

Device Fiters: 0 (0 active)
(7] shared folders

Nore

® Description

None

Oracle VM VirtualBox Manager A 4

=





image3.png
Oracle VM VirtualBox Manager A 4 -

Fie Machine Help

{5 e @ OD.

New Settngs Discard Start

B servert =] General ] preview
[ © roneredof Name: Gt
Operating System: Windons 10 (64-51)
] server2 [&] system
(] ©roneredoft Bose Memory: 40368 9
BootOrder:  Floppy, Optica, Hard Disk Client1

Accelration:  VT-x/AMD-Y, Nested Paging, Hyper-¥ Paravirtualzation

Video Memory: v
oo Contolers VeonSveh
Remote Desiop Serves Dsaied
Recorang: Deabed
@ storage
Contoler: ATA

‘SATAPort0:  ClentL.vdi (Normal, 20.00 GB)
SATAPort 1:  [Optial Drive] Empty.

@ Audio

HostDriver:  Windows DirectSound
Controlr:  Intel HD Audio

& wetwork
‘Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 uss

USB Controller:  OHCT
Device iters: 0 (Dactive)

[ shared folders

None

© Descrpt
Nene





image4.png
@ P

=) General 5

e Servert preview

peratng Systers Othr iedons (6451

&) system

B Nemary: 05618

Boot rdes: Fppy, Opteal, Hord ik et
Acceieraton: VT A/AV., Nested Pogn, PAENX

5 Display
@ Server! - Settings

SeralPorts
uss

Shared Folders

e
(8] sytem Aerbutes
) oz Optcal rive: |IDE Secorcry Deviee 0~ | @
! Ouve opvo
@ sonse .
=
Do avso e -
& Network Locaton:
i
13
P
=]
]

Userlnterace

"z P,





