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[bookmark: _Toc223441696]Introduction
The issue of academic certificate fraud is a developing worldwide phenomenon that impacts universities, employers, and graduates. Most organizations can hardly confirm the validity of qualification, and the conventional modes of verification are tedious, manual and can be easily interfered with. This situation poses a reputational risk to the institutions and diminishes confidence in the job market. Hence the necessity of a safe, transparent and effective verification system that can guarantee integrity of academic credentials is evident. This project suggests developing a blockchain-based system of academic certificate verification which will be used to secure tamper-proof digital records. Blockchain technology has provided decentralization, immutability and cryptography security, thus making it applicable in prevention of fraud and instant verification. The proposed solution will help to improve reliability and minimize costs and processing time of administrative functions by substituting paper-based or centralized database systems. In this project, value creation and creativity are illustrated through the application of emerging technology as a method of solving a real-life institutional problem. It brings creative thinking and project management to provide a scalable digital solution. The project scope, methodology in development, design artefacts, innovation analysis, and ethical issues will be provided in the report.
[bookmark: _Toc223441697]Task 1 – Project Management
[bookmark: _Toc223441698]Project Scope and Objectives
Background and Project Aim
Academic certificate fraud has increased significantly due to the availability of digital editing tools and counterfeit documentation services. Employers often rely on manual verification processes, which are time consuming and inconsistent across institutions. Universities also face reputational damage when fraudulent qualifications circulate in the labour market (Kerzner, 2023). The aim of this project is to design and develop a blockchain-based academic certificate verification system that ensures secure, tamper-proof, and instantly verifiable digital credentials. The system seeks to improve trust, transparency, and efficiency in qualification authentication.
SMART Objectives
1. To develop a functional blockchain prototype within sixteen weeks, meeting defined technical requirements.
2. To enable universities to issue secure digital certificates using blockchain smart contracts, ensuring tamper-proof records.
3. To create an employer verification portal that authenticates certificates within thirty seconds, improving verification efficiency.
4. To reduce manual verification processing time by at least fifty percent, compared to traditional confirmation methods.
Deliverables and Target Users
The primary deliverables include a blockchain-based certificate platform, a secure university administration portal, and an employer verification portal (Taboada et al., 2023). The main users are universities issuing certificates, employers verifying credentials, and students accessing their authenticated digital records.
Scope Boundaries
The project includes system design, prototype development, and testing. It excludes large-scale national deployment, integration with all university databases, and long-term maintenance beyond the prototype phase.
[bookmark: _Toc223441699]Proposed Solution and Technologies
Technical Architecture/ Open-source Structure.
The project will use a blockchain system like Ethereum or Hyperledger Fabric to develop the proposed system to guarantee storage of records with high security and immutability. Ethernet has smart contracts enabling automated validation of certificates by predefined rules in form of coded rules. Hyperledger Fabric can be viewed as having a permissioned network system, which is appropriate in the context of an institution (Li et al., 2022). The issuance, storage, and validation of academic certificates will be done through smart contracts, which will not involve human intervention. A web-based interface will be created to provide the ability to certificates uploading by universities and efficient verification of credentials by employers. Non-sensitive metadata will be kept in a supporting off-chain database to enhance the performance of the system. In line with the principles of open-source found in Week 08, open-source blockchain frameworks have transparency, collaborative development, cost efficiency, and flexibility, which are related to innovation-driven value creation.
Justification, Value and Resource Requirements
The reason why blockchain technology is appropriate is that it provides immutability, decentralization, and cryptographic security, which minimise the possibility of fraud or data manipulation. The decentralized verification also brings its own advantages by disabling the use of the central authority and allowing real-time authentication (Ismail and Salama, 2025). The development team that will be needed in the project will consist of a blockchain developer, a web developer and a systems analyst. The duration is estimated to be sixteen weeks and a medium prototype level budget allocation.
[bookmark: _Toc223441700]Project Timeline, Schedule and Constraints
Project Phases and Duration
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[bookmark: _Toc223441807]Figure 1 Gantt chart
Source: Author’s own work, generated using Microsoft Excel, 2026
The project will be organized into 16 weeks and broken down into five stages; Planning (Weeks 1-2), Design (Weeks 3-4), Development (Weeks 6- 11), Testing (Weeks 12-14), and Deployment (Weeks 15-16). Planning is concerned with feasibility and scope acceptance. System architecture and smart contract specifications are formalized through design (Salm and McKinney, 2025). The blockchain construction, coding and integrating complexities make development the longest stage. The testing does functional and security validation and then it is finally deployed. This systematic time has been used to guarantee rational distribution of technical labour.
Milestones and Logical Sequencing
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[bookmark: _Toc223441808]Figure 2 Milestones and Logical Sequencing
Source: Author’s own work, generated using Microsoft Excel, 2026
There are five milestones that will rule the progress, which include Requirements Approved (Week 2), Design Sign-off (Week 5), Prototype Ready (Week 11), Testing Complete (Week 14), and Project Completion (Week 16) (Rehal and Jain, 2025). The sequencing is placed logically in line with SDLC principles since validated requirements are followed by design, approved design by development and verified testing is followed by deployment. Milestone approval is managed to promote governance and performance tracking.
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[bookmark: _Toc223441809]Figure 3 Phase summary
Source: Author’s own work, generated using Microsoft Excel, 2026.
Cost Constraints
[image: ]
[bookmark: _Toc223441810]Figure 4 Cost Constraints
Source: Author’s own work, generated using Microsoft Excel, 2026.
The overall project cost that is estimated to be incurred is 40260 with a 10 percent contingency reserve. The key cost drivers are blockchain and web development resources, cloud hosting and testing tools. The constraints of the budget are such that the implementation is done on the level of prototyping and not on the full institutional implementation level (Mannava et al., 2025).
Risk Factors
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[bookmark: _Toc223441811]Figure 5 Risk factor
Source: Author’s own work, generated using Microsoft Excel, 2026.
The main threats are vulnerabilities of smart contract, scalability, non-regulatory compliance, stakeholder opposition, and cost overruns. Reducing exposure is carried out by mitigation strategies, including code audits, Layer-2 scaling testing, GDPR compliance, and financial control.
Technical Constraints
Technical constraints are scalability of blockchain (15- 30 TPS), transaction latency, integration complexity, inability to change smart contracts, and key management by cryptography. To overcome these limitations, planning and design are done to determine that it is technically feasible.
[bookmark: _Toc223441701]Development Method (SDLC Justification – Agile Model)
Overview of the Agile Model: Agile development model is a software development life cycle model that is an iterative and incremental model of software development, focusing on flexibility, collaboration and continuous improvement (Ahmed, 2024). Agile, in contrast to linear models splits the project into smaller development cycles called sprints during which features are designed, developed, and tested in sequence. As SDLC principles mentioned in Week 7 Session 1 say, Agile advocates agile planning and early development of working components. This method is responsive to change as opposed to hard-copy documentation, and thus it fits in the complex and changing technological projects.
Blockchain Development Suitability: Agile is also very suitable to systems based on blockchains, since smart contract logic, security validation and integration complexity can typically be improved and refined through repeated refinement. The blockchain settings will require ongoing testing to determine the vulnerabilities and performance problems at the early stages (Wadhwa, 2024). The iterative development offers an opportunity to deploy on test networks in incremental modes which also permits real time validation and deployment before complete implementation. This minimizes the chances of irreversible smart contract errors that is crucial because of blockchain immutability. Functionality refining at short cycles enhances technical accuracy and reliability of the system.
Critical Comparison and Strategies Benefits: Agile is more flexible and quicker in identifying risks as compared to the Waterfall model that has a strict sequential structure. Waterfall can postpone tests until late in the development process, thus raising the cost of corrections. Agile also, in contrast, includes testing in every sprint, which improves risk management. More than that, Agile facilitates frequent stakeholder input through universities and employers to ensure the system is user-focused and increases the level of adoption preparedness (Alzoubi, 2022).
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[bookmark: _Toc223441812]Figure 6 System Architecture Diagram
Source: Author’s own work, generated using Drio.io, 2026.
The system architecture map shows that there is a blockchain-based infrastructure with a layer-based infrastructure to enable secure certificate verification. The User Layer has University Admin Portal, Employer Verification Portal, and Student Access Portal, which are the main interfaces of interaction with the system. Application Layer consists of the backend server, REST API, and the role-based authentication to control safe requests (Burr and Leslie, 2023). The Blockchain Layer is composed of distributed nodes which are in charge of ledger consensus and smart contract implementation in charge of certificate issuance and validation. Data Layer stores hashes of encrypted certificates on-chain but storing sensitive information off-chain. The combined security layer has AES-256 encryption, PKI, multi-signature validation, and the use of HTTPS communications.
[bookmark: _Toc223441703]Design Artefact 2 Use Case Diagram 
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[bookmark: _Toc223441813]Figure 7 Use Case Diagram
Source: Author’s own work, generated using Plant UML, 2026.

In the UML use case diagram, three main actors are defined: University Administrator, Employer and Student, in which the system interactions take place. The University Administrator is the issuer of digital certificates, uploads certificate data, controls access to users and revokes credentials with the hash generation being part of certificate issuance. Certificates are checked by the Employer and verification status is viewed, with smart contract validation being used to verify authenticity. The student retrieves digital certificates, exchanges certificate hash and demands verifying (Nwulu et al., 2022). The system boundary has well defined the functional responsibilities and the include relationships represents the logical process dependencies. Such modelling lets roles of users, flow of functions, and logic of interaction become clear in the blockchain verification system.
[bookmark: _Toc223441704]Task 2 – Innovation
[bookmark: _Toc223441705]Type of Innovation
Disruptive Innovation: The presentation of the blockchain-based certificate verification system has disruptive innovation opportunity in that it disproves the existing paper-based and centralised model of verification. Traditional systems use manual email verifications and institutional databases, which are not fast and are prone to fraud (Renaldo et al., 2024). The project transforms the way the trust is formed between the universities and the employers by introducing decentralised ledger technology. According to the innovation theory in Week 1 Session 1, disruptive innovation offers a new value and thus defines new processes in an effort to redefine the current processes instead of refining them. Blockchain changes verification to cryptographically assured validation that has been controlled by an institution to verification.
Process Innovation: Process innovation is also indicated in the project as the workflow of issuing and verifying the certificates is redesigned. Smart contracts automate the process of authentication and eliminate administrative overhead and processing time (Osborne et al., 2022). Verification is no longer done manually on documents, but in an automated digital transaction which is documented on a distributed network. This enhances efficiency in operations and accuracy.
Digital Transformation: The system facilitates digital transformation by substituting the old system of verification with the secure digital infrastructure. The blockchain allows the real-time, transparent, and decentralised verification, which enhances the credibility of the institutions and increases the confidence of the employers in the authenticity of the qualifications (Eisenreich et al., 2022).
[bookmark: _Toc223441706]Value Creation
Economic Value: The verification system is an economic success as the blockchain-based system lowers the administrative and operational expenses involved in the manual authentication of certificates. Conventional verification takes the time of the staff, email messages, and document processing, which raises labour costs (Ozdemir et al., 2023). The validation of the smart contracts is automated and as a result, the time taken to process the smart contract is greatly reduced and also less reliance on manual intervention. In the long term, the institutions will be able to shift administrative resources to more valuable academic pursuits and enhance cost-effectiveness and financial viability.
Social Value: The system produces social value through enhancing trust in the education and employment ecosystem. The concept of the certificate fraud erodes the credibility of institutions and negatively affects the perception of people on academic qualifications. The ledger provided by blockchain is immutable, and therefore, it cannot be tampered with, which enhances the transparency and decreases fraudulent claims. This increases equity in the recruitment and the fact that the real graduates will be safeguarded against a bad reputation.
Employer Value and Institutional Value: To the universities, the system improves the reputation of the institution by showing that they are technologically innovative and that they adhere to the secure data practices. Employers gain faster and real time verification, which enhances efficiency in recruitment and accuracy in decision making. Minimized verification delays improve the speed of hiring and the reduction of compliance risks (Klassen, Wilson and Dobni, 2023).
Long-Term Sustainability: The decentralised system promotes scalability and flexibility in the long term. By incorporating safe digital infrastructure, the institutions are ready to take up future digital transformation programs that will make the innovations in the higher education systems sustainable.
[bookmark: _Toc223441707]Creativity and Critical Thinking Application
Innovative Problem-Solving Style
Creative problem-solving was used by refining the process of certificates verification as a digital challenge based on trust and not an administrative one. The project rethought verification, as opposed to reinforcing the current paper-based approaches, by using decentralised ledger technology. The combination of encrypted certificate hashes and smart contracts indicates the innovative thinking towards eradicating the fraud by its origin. The solution is unique, incorporating blockchain, web interfaces, and layered security controls, which identifies a fresh technology and applies it to an unsolved institutional issue.
Design Decisions on Critical Evaluation
The evaluation of the technological options and risk factor were done using the principles of critical thinking, which were discussed in Week 2. The system was not chosen based on novelty but on scalability, feasibility and regulatory compliance (Küfeoğlu, 2022). As an illustration, the choice to save hashes of certificates on-chain only without saving their contents resolved the issue of GDPR but maintained the integrity of the blockchain. Agile and Waterfall model comparison also indicated analytical assessment and not assumption based. Every design element was explained by the risk analysis and rational thinking.
Innovation Full Mindset Showcasing
Innovation mentality was also exhibited by establishing a proactive risk anticipation, involving the stakeholders, and planning its scalability in the future. Adaptive thinking, continual improvement, and value-based design are evident in the project in accordance with transformative principles of digital innovation.
[bookmark: _Toc223441708]Ethical, Legal and Reflective Considerations
This project helped me to increase my knowledge on the systematic project management and technological innovation. I was informed about the importance of systematic planning, controlling the milestones and evaluating the risks that can help to make the implementation successful. The implementation of the Agile principles enhanced my understanding of the iterative development and collaboration with stakeholders (Taherdoost, 2025). The reflective practice discussions during Week 9 helped me to persist in decision evaluation as opposed to problem-solving on the spot. The process not only increased my level of analysis but also enhanced the need to align creativity and feasibility. Altogether, this project helped me not only to cultivate the spirit of innovation but also to combine technical design with the strategic thinking.
[bookmark: _Toc223441709]Conclusion 
The academic certificate verification system that is based on blockchain has a good technical feasibility and strategic relevance. The project overcomes the threat of certificate fraud and helps to improve the institutional trust through the integration of structured project management with innovative blockchain architecture. Agile methodology, risk mitigation, and cost planning integrate to establish controlled implementation. The solution creates economic, social, and institutional value by bringing about automation and transparency. In addition, its decentralised structure enhances prospective scalability and digitalisation in the world of higher education. Organized governance, stakeholder involvement and ethical adherence are some of the elements that supports the sustainability of the planned system.
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Milestone ID Milestone Target Week Key Deliverable(s)

Approval Required

(Yes/No)

M1 Requirements Approved 2

Signed-off requirements document, feasibility report, stakeholder register, scope 

statement

Yes

M2 Design Sign-off 5

System architecture document, smart contract design specification, UML use 

case diagrams, requirements traceability matrix

Yes

M3 Prototype Ready 11

Functional blockchain prototype, deployed smart contracts (testnet), web 

interface (alpha), integration test report

Yes

M4 Testing Complete 14

System test report, security audit report, UAT sign-off document, resolved bug 

log, performance benchmarks

Yes

M5 Project Completion 16

Production-deployed system, full technical documentation, user manuals, post-

deployment performance review, project closure report

Yes

BLOCKCHAIN-BASED ACADEMIC CERTIFICATE VERIFICATION SYSTEM
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Planning Weeks 1–2 M1

Design Weeks 3–5 M2

Development Weeks 6–11 M3

Testing Weeks 12–14 M4

Deployment Weeks 15–16 M5

Blockchain Setup → Smart Contract Dev → Web Interface → Database Integration

System Testing → Security Testing → UAT → Bug Fixing

Final Deployment → Documentation → Performance Review

Phase Summary

Problem Analysis → Feasibility → Stakeholder ID → Scope Definition

Requirements Spec → Architecture → Smart Contract Design → Use Case Diagrams
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Resource / Role Role Description Duration (Weeks) Est. Cost per Week (£) Total Cost (£)

Blockchain Developer Lead developer; smart contract & DLT implementation 16 £900 £14,400

Web Developer Frontend/backend web application development 14 £700 £9,800

System Analyst Requirements, architecture & integration analysis 12 £600 £7,200

Cloud Hosting Cloud infrastructure (AWS/Azure) & server costs 16 £250 £4,000

Testing Tools Automated testing, security audit tools & licences 8 £150 £1,200

£36,600

£3,660

£40,260

BLOCKCHAIN-BASED ACADEMIC CERTIFICATE VERIFICATION SYSTEM

Project Cost Estimation

SUBTOTAL

Contingency Reserve (10%)

FINAL ESTIMATED BUDGET
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Risk ID Risk Description

Probability

(Low/Med/High)

Impact

(Low/Med/High)

Mitigation Strategy

R-01

Smart Contract Vulnerability

Exploitation of coding flaws within smart contracts may allow 

unauthorised access or data manipulation.

Medium High

Conduct formal code audits using tools such as MythX and Slither. Implement 

multi-signature validation and peer code review processes prior to 

deployment.

R-02

Blockchain Scalability Limitations

The chosen blockchain network may experience performance 

degradation under high transaction volumes.

Medium Medium

Evaluate Layer-2 scaling solutions (e.g., Polygon, Optimism) and implement 

transaction batching. Conduct load testing during development phase.

R-03

Data Security Breach

Unauthorised access to sensitive student certificate data 

stored or transmitted within the system.

Low High

Apply end-to-end encryption (AES-256), role-based access control (RBAC), 

and comply with GDPR data handling requirements. Schedule regular 

penetration testing.

R-04

Stakeholder Resistance to Adoption

Universities and employers may resist transitioning from 

traditional paper-based certificate verification methods.

High Medium

Engage stakeholders early through workshops and pilot demonstrations. 

Develop comprehensive training materials and phased rollout plans to ease 

transition.

R-05

Budget Overrun

Unforeseen technical complexity or resource availability 

issues may cause expenditure to exceed the estimated budget.

Low High

Maintain a 10% contingency reserve. Conduct weekly financial monitoring 

and implement change control procedures for scope adjustments.

R-06

Regulatory Non-Compliance

Changes in GDPR or national data protection legislation may 

affect permissible data storage practices on the blockchain.

Low High

Engage legal counsel during design phase. Store only hashed certificate 

references on-chain; maintain full personal data off-chain in GDPR-compliant 

databases.

R-07

Third-Party API or Service Failure

Dependency on external blockchain nodes, cloud providers, or 

identity services may cause system downtime.

Medium Medium

Implement redundant infrastructure and fallback service providers. Define 

SLAs with vendors and include disaster recovery procedures in the 

deployment plan.
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Use Case Diagram - Blockchain Academic Certificate Verification System
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Task ID Phase Task Name

Start

Week

End

Week

Duration

(Weeks)

Dependenc

y

Milestone

(Yes/No)

W1 W2 W3 W4 W5 W6 W7 W8 W9 W10 W11 W12 W13 W14 W15 W16

T1.1 Planning Problem Analysis 1 1 1 — No

T1.2 Planning Feasibility Study 1 2 2 T1.1 No

T1.3 Planning Stakeholder Identification 2 2 1 T1.1 No

T1.4 Planning Scope Definition 2 2 1 T1.2 No

M1 MILESTONE Requirements Approved 2 2 1 T1.4 YES

◆

T2.1 Design Requirements Specification 3 3 1 M1 No

T2.2 Design System Architecture Design 3 4 2 T2.1 No

T2.3 Design Smart Contract Design 4 5 2 T2.2 No

T2.4 Design Use Case Diagram 4 5 2 T2.2 No

M2 MILESTONE Design Sign-off 5 5 1 T2.4 YES

◆

T3.1 Development

Blockchain Setup 

(Ethereum/Hyperledger)

6 7 2 M2 No

T3.2 Development Smart Contract Development 7 9 3 T3.1 No

T3.3 Development Web Interface Development 8 10 3 T3.2 No

T3.4 Development Database Integration 9 11 3 T3.3 No

M3 MILESTONE Prototype Ready 11 11 1 T3.4 YES

◆

T4.1 Testing System Testing 11 12 2 M3 No

T4.2 Testing Security Testing 12 13 2 T4.1 No

T4.3 Testing User Acceptance Testing 13 14 2 T4.2 No

T4.4 Testing Bug Fixing 13 14 2 T4.3 No

M4 MILESTONE Testing Complete 14 14 1 T4.4 YES

◆

T5.1 Deployment Final Deployment 15 15 1 M4 No

T5.2 Deployment Documentation 15 16 2 T5.1 No

T5.3 Deployment Performance Review 16 16 1 T5.2 No

M5 MILESTONE Project Completion 16 16 1 T5.3 YES

◆

BLOCKCHAIN-BASED ACADEMIC CERTIFICATE VERIFICATION SYSTEM
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