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Introduction – Crisis Context and Command Responsibilities

This Review covers a control room exercise conducted on 11 December 2025 in preparation for the Euro 2028 fixture in Cardiff between Wales and Russia. From the outset, the scenario aligned with what Coombs (2007) describes as an intentional, man‑made crisis, shaped by international tension, high‑profile VIP attendance, and the potential for terrorism and public disorder. Using Marker (2020), the exercise sat between the signal detection and acute stages, where early warning signs and rapid escalation require coordinated action.
As a team, we operated within Bronze Command, responsible for frontline operational delivery, implementing tactical instructions from Silver Command, and ensuring stewarding, crowd movement, and immediate safety measures were executed effectively. Bronze Command works under significant time pressure and uncertainty, consistent with Brecher and Wilkenfeld's (1982) definition of crisis: high threat, limited time, and ambiguity.
The operational environment was complex, with hospitality at Cardiff Castle, a fan zone area based at Cardiff Bay, and a media hub at Cardiff Arms Park. The stadium layout added further challenges, with Russian supporters on the south side, Welsh supporters on the north, families in the West Stand, and VIPs positioned on the northern side. This created potential crossover risks, particularly around the southern fan zone.

Preparation and Planning
We had kept our preparation practical and based on the intelligence we had. Printed street views and intelligence on nearby hotels housing Russian supporters informed our planning. We also had street views printed with nearby transport links, as well as Google Maps on the go. Coordination with local personnel and emergency services was central, supported by reinforcements from outside the area. As Bronze Command, we were focused on how these plans translated into operational tasks for stewards and frontline teams.
A risk assessment matrix guided planning around entry timings, crowd flow, and pressure points. This aligned with ISO 31000 (2018), which stresses identifying hazards, assessing likelihood, and planning mitigation. In hindsight, Reason’s Swiss Cheese Model (2025) could have been applied more explicitly to highlight how small failures — such as misinformation or VIP movement clashes- might align to create a major incident. At Bronze level, I became aware of how easily operational gaps can emerge when assumptions are made about crowd behavior or timings.
 Venue – Specific Planning 
· Royal Box in East Stand requires enhanced protection.
· South side housed Russian fans; north side housed Welsh fans.
· West Stand designated as family section.
· Fan zone on the southern side increased risk of crossover between rival supporters.
· Floating pitch at Cardiff Bay requires additional marine and crowd‑flow planning.
· Media hub at Cardiff Arms Park required secure access and controlled movement.

Security Measures 
Platinum Command required each level to identify operational needs. Measures included:
· Extra stewards and roaming stewards in Zone Ex
· Mounted police reinforcements
· Fire marshals with equipment and evacuation plans
· CCTV monitoring for crowd density
· Roof closure
· Full stadium sweep the night before
· Cybersecurity team monitoring digital systems
· CBRN response on alert due to chemical‑attack intelligence
· Gas masks placed in first aid points, control room, and royal box
· Counter‑terrorism dogs deployed
· Gym closed as part of security sweep
· IED checks on team coaches and staff vehicles
· All staff subject to security screening
Reflecting on this, we’ve realised how much Bronze Command relies on clear communication from Silver to ensure these measures are implemented consistently. Comfort’s (2007) work on interagency coordination highlights the importance of shared situational awareness — something we had but could have strengthened further.
Threat Assessment 
Key threats included:
· Chemical attack risk
· Protest gathering north of the stadium
· Potential VIP‑targeted attacks
· Cyber‑attacks targeting ticketing or surveillance
From what we know about how crowds behave, panic is usually overstated, and people tend to cooperate when they’re given clear instructions. That shaped how I briefed stewards, keeping the focus on reassurance rather than an alarm.
We also looked at transport risks. Cardiff’s train station and road networks are easily disrupted — a fallen tree or an accident can delay fans and slow emergency services. Because of that, we planned diversion routes and backup transport options

Crisis Response 
In our scenario, no actual attack took place. Instead, we worked through how we would respond if something did happen, making sure our plans, communication lines, and command structure were solid. As the situation developed, we dealt with hoax calls, changes in command focus, and shifting priorities, which tested how well we could adapt under pressure. Even though there was no real incident, we still declared a major incident as part of the exercise, directed paramedics, arranged a temporary morgue, and as Bronze Command we focused on directing stewards, keeping the crowd calm, and making sure access routes stayed controlled.
Decision‑making still followed the Recognition‑Primed Decision Model (Klein, 2015) because we were working under time pressure and had to make quick choices based on the information available. This links to Naturalistic Decision Making, which explains how teams make decisions in real‑world, fast‑moving situations. Even without a real attack, the hoax calls and sudden changes in the scenario meant some decisions were reactive, which aligns with wider research on how pressure affects judgement (Byrnes, 2024)
Communication was one of our strengths. Stadium security followed instructions, and alternative exit routes were planned to reduce distress if anything had escalated. Coordination between police, paramedics, and stadium staff worked well, although the hoax calls stretched resources. This fits with the Crisis and Emergency Risk Communication model, which highlights the need for clear, consistent messaging Reynolds and Seeger (2005).
Misinformation was still a major challenge. False reports pulled resources away from other areas and could have undermined public trust if this were a real event. This showed how important it is to have good digital monitoring and quick verification systems. Social media can spread panic, but it can also be used to push out accurate updates when handled properly.
VIP presence added another layer of complexity. Even without an attack, we had to think about how to balance VIP protection with general crowd safety. This raised questions about prioritisation and how resources would be allocated if something had happened. These are the kinds of ethical and operational dilemmas that command teams face in real incidents.
Resource fatigue also became clear. Officers and paramedics were stretched by the hoax calls and the train collision caused by a fallen tree. This highlighted the need for surge capacity planning so that backup teams can be deployed quickly when things get busy.
 
Crisis Recovery
Even though no real attack took place, the recovery phase still showed how we would bring things back under control after a major incident. Once the scenario ended, the focus moved to stabilising the situation, supporting emergency services, and returning operations to normal. The temporary morgue, hoax calls, and the train collision caused by a fallen tree highlighted how quickly pressure can build, even without an active threat.
A key part of recovery was reopening routes, lifting the stadium lockdown, and supporting the safe movement of fans, staff, and VIPs. This linked to resilience planning, where organisations need to absorb disruption and get back to steady operations. Hollnagel's (2011) resilience ideas fit well here, as the exercise tested how we adapt and respond when things change quickly.
Communication stayed important during recovery. Clear updates helped reduce confusion and reassured staff and partners that the situation was under control. This matches the Crisis and Emergency Risk Communication model, which stresses consistent messaging throughout an incident.
The exercise also showed the value of learning and reflection. Using Kolb’s learning cycle (2022), we reviewed what worked, what didn’t, and what needs improving. Hoax calls, VIP pressures, and resource fatigue all gave us useful lessons for future planning. Surge capacity, better verification processes, and stronger coordination between command levels were key areas to develop.
Overall, the recovery phase showed that even without a real attack, our systems and teams need to be flexible, coordinated, and ready to adapt. The exercise helped us understand how we would regain control and return to normal operations if a real incident ever happened.
  
Conclusion
The Euros 2028 crisis simulation demonstrated the complexity of managing high‑profile sporting events in volatile contexts. Preparation was structured and detailed, incorporating venue layout, fan‑flow design, VIP logistics, and extensive security measures. The response was fast and decisive, though sometimes reactive due to misinformation. Recovery showed resilience, though extended disruption highlighted areas for improvement.
As a Bronze Command team, we learned the importance of rapid verification, clear communication, and maintaining situational awareness under pressure. The exercise strengthened our crisis‑management skills, particularly in decision‑making, coordination, and crowd communication. Using models such as PDCA, RPD, and resilience theory helped us understand not just what happened, but why — and how to improve next time.
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