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Lab 5: Creating Administrative Users and Enabling MFA

Task 1: Creating Administrative Users 

Step 1: Log on to Microsoft Azure portal 
Step 2: Select Azure Active Directory (Azure AD) in the left pane from the portal menu and select Users under Manage tab
Step 3: On the Users blade, click + New user to add a new account 
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Step 4: In the next page, select Create user option and fill the following fields accordingly 

Under Identity: 
· User name: Admin (or any name you wish)
· Name: Use same as Admin 
· First Name: Your first name 
· Last Name: Your last name

Under Password: 
· Select let me create the password
· Type your preferred password in the initial password box
· Please remember your password/note it down as you will need to use it later to login 

Under Groups and roles: 
· Groups: leave 0 groups selected as it is 
· Roles: Click on User and from Directory Roles menus select Global administrator and click on select button 

Under Settings: 
· Block sign in: make it NO
· Usage Location: Select United Kingdom from the list 

Under Job info: 
· Job title: Student 
· Department: Cloud Computing 
· Company Name: UWTSD
· Manager: Leave as it is

Step 5: Click on Create button to create Azure AD account. The Admin user will be created with Global Administrative role and will be listed in your Azure AD users list
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Step 6: Now sign out from your default azure user and login back with the user you created recently that is Admin. 

Step 7: You will be asked to reset your password for first time login. Once logged in, you can provision Azure resources with this Admin account 



















Task 2: Setting and Enabling Multi-Factor Authentication (MFA)
	Multi-Factor Authentication is an additional security layer to protect your Azure account. When you enable MFA, users are required to provide two-factor authentication code along with their username name password to login to account. 

Step 1: Login to Azure Portal and navigate to the Users section of the Azure Active Directory 
Step 2: Select the user for which you wish to enable MFA and then click Multi-Factor Authentication option as shown in the figure below: 
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Step 3: A new window will appear, and system may ask you to pick an account. Please select the account from where you are trying to set MFA for another user. It may say Help us protect your account. Please select skip for now (14 days until this is required) option. It may also ask you to stay sign in. Please select NO

Step 4: On the Multi-Factor Authentication page, select the user and then click Enable to enable MFA as shown in the figure below: 
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Step 5: After clicking on Enable from the list (right side under Test account), another pop up will appear. Click on enable multi-factor auth. A successful message will appear

Step 6: Now MFA is enabled. Users are required to setup a two-steps authentication app on their mobile. For this, you need to type the following link on the browser to register your users for MFA
https://aka.ms/MFASetup

Step 7: A pop up will appear saying help us protect your account. Click on Next and below page will appear
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Step 8: Please download and install Microsoft Authenticator App in your mobile phone and click on Next

Step 9: On the next page, set up your account message will appear. Simply click on Next 

Step 10: On the next page, a QR code will appear. 

Step 11: Now open Microsoft Authenticator app on your mobile. Select + sign/add account and select Work or School account and scan the QR code and click Next. On the Authenticator app on your mobile you will be able to see the user account is already there now

Step 12: You will receive an approve sign in message on you mobile. Please select Approve. The following pop up will appear on your computer screen. Click on Next 
[image: ]










Step 13: System will ask for your mobile number. Select your country as United Kingdom and enter your phone number and select Text me a code option and click Next. 

Step 14: Finally click Done to complete the process 

Step 15: Now, your MFA has been enabled for the Azure account using the Microsoft Authenticator App. 
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