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[bookmark: _Toc102243004]Introduction
This report investigates how cloud computing has impacted the organisation networks and has driven the increasing adoption of software-defined networking, as well as how SDN and cloud services are changing how organisations are implementing new network infrastructure. In addition, the report focuses on how small and medium-sized businesses benefit from cloud services as it provides access to extra computing resources, they would not be able to afford. Finally, the study explores how Representational State Transfer (RESTful) application programming interfaces (API)s has been utilised for several reasons by cloud services to provide incompatible interfaces for applications.

[bookmark: _Toc102243005]How the shift towards cloud computing has impacted the industry
The shift towards cloud computing has significantly impacted the industry due to the increased adoption of cloud services and the organisations actively using cloud computing, as explored by Amrita Pathak’s article on challenges of Cloud computing [1]. Organisations have merged their data centres and wide area network links to produce a seamless network connecting to on-premises and off-premises assets.  
Cloud services have allowed organisations to transform their organisation’s IT infrastructure with different service options such as Software – as – a Service (SaaS), Platform – as – a service (PaaS) and Infrastructure-as-a-Service (IaaS), as discussed by Sai Vennam IBM cloud computing article [2]. Another article “What is cloud computing” [3] from Microsoft, provides a brief explanation of the differences between each of these cloud services, as quoted below: 
‘The most basic category of cloud computing services. With IaaS, you rent IT infrastructure—servers and virtual machines (VMs), storage, networks, operating systems—from a cloud provider on a pay-as-you-go basis.
Platform as a service refers to cloud computing services that supply an on-demand environment for developing, testing, delivering, and managing software applications. PaaS is designed to make it easier for developers to quickly create web or mobile apps, without worrying about setting up or managing the underlying infrastructure of servers, storage, network, and databases needed for development.
Software as a service is a method for delivering software applications over the Internet, on demand and typically on a subscription basis. With SaaS, cloud providers host and manage the software application and underlying infrastructure, and handle any maintenance, like software upgrades and security patching. Users connect to the application over the Internet, usually with a web browser on their phone, tablet, or PC.’
Along with the different types of cloud service models that organisations can implement to improve their network infrastructure, organisations have the option of 3 different cloud deployment types, public, private, and hybrid clouds, which will be discussed further below. 

[bookmark: _Toc102243006] Public Cloud
A public cloud is a type of deployment which is maintained and owned by a third-party organisation such as Amazon Elastic Compute Cloud (EC2) [4], Microsoft Azure [5], IBM [6], Oracle Cloud Infrastructure [7] and Google Cloud [8] are examples of providers of public cloud. This means that customers use all the computing resources, storage, hardware, and applications that the cloud provider manages, as the Microsoft article explains [3]. 

[bookmark: _Toc102243007]Private Cloud
The private cloud is different from the public cloud infrastructure. Resources owned by the organisation can be located on their onsite premises, on their datacentres, or cloud providers can host a private cloud, as illustrated by Microsoft article [3]. An organisation with a private cloud maintains a private network with the services and infrastructure. 

[bookmark: _Toc102243008]Hybrid Cloud
A hybrid cloud combines a private and public cloud that allows resources such as data and applications to commerce between public and private clouds. Organisations that utilise a hybrid cloud deployment substantial gain from more flexibility, optimisation and deployment options to the enterprise security, compliance, and current network infrastructure, as explained in the Microsoft cloud computing article [3].

Cloud services have enabled organisations to take advantage of several functions that would have been difficult and costly to implement on their network, as discussed in the Salesforce article ‘12 Benefits of Cloud Computing’ [9]. Organisations benefit from lower IT costs, as cloud computing has allowed organisations to reduce the amount of money spent on buying hardware such as racks of servers, cost of employing IT staff and software licenses, which is discussed on Vennam [2] and Salesforce [9] articles. The adoption of cloud services has also reduced electricity to power and cool data centres. 

Organisations have taken advantage of Scale Elastically. This is the ability to deliver the right amount of IT resources such as computing power, storage, and bandwidth when required by the organisation to a specific geographic location, as noted in Vennam [2] and Microsoft’s [3] cloud computing articles. This also allows the organisation to lower its cost and resources when traffic dips. Small to medium-sized businesses have taken advantage of Scale. 

Elastically. The service can be bought on a pay as you go service and brings additional resource capacity at an affordable rate, as discussed in the Verizon cloud computing article ‘5 Ways Cloud Computing Enhances Your Small business’ [10]. 
Other benefits of cloud computing, which have impacted the organisations and their IT departments, can be found in Salesforce [9], Microsoft [3] and Vennam’s [2] articles.

[bookmark: _Toc102243009]How the job role of network professionals has evolved to meet the technical challenges of the cloud.
With organisations increasingly adopting cloud services, network professionals have been required to adapt to the changing landscape of network architecture, as discussed in Open Networking Foundation's white paper 'Software-Defined Networking: The New Norm for Networks' [11]. This is required so that network professionals can meet the day-to-day tasks of implementing and maintaining of Software defined networking (SDN), which is essential in utilising the full benefits of cloud services.

There are several different challenges that the cloud has brought on for network professionals must now tackle, which are:

[bookmark: _Toc102243010]Data security, privacy, and Access Management
Data privacy and security are challenges for network professionals when adopting cloud services due to an increasing cyber threat of data breaches, as explained in Pathak's article [1]. Yogesh Kumar and Rajan Prasad Tripathi's journal 'Networking Issues and Challenges In Cloud Computing' [12]. The article explains that administrators must ensure that all data is encrypted when data is uploaded to a third-party cloud service, which requires defining the roles of who will be managing the encryption keys. Kumar and Tripathi's journal further explain that organisations must ensure the sensitive data's confidentiality, integrity, and availability (CIA). 
Failure to protect sensitive information could result in regulatory fines, legal action and damage to the organisation's public image, as discussed in the National Cyber Security Centre (NCSC) article 'GDRP Security Outcomes' [13] and Information Commissioner's Office (ICO) guide for General Data Protection Regulation (GDRP) [14].

Access control and management systems are essential for ensuring the data stored on the cloud are available to the required staff member and the integrity has not been compromised. Such inadequate controls could lead to such risks as:
· data theft, leak, and breaches
· hacked (APIs)
· compromised login details 
· authentication breaches
These threats can be mitigated by correct configured access control software, as explained in Ben Lutkevich Access Control article on TechTarget [15]. Lutkevich further explains that access control software for companies like Microsoft Active Directory and Identity and Access management tools from IBM can provide the below means to mitigate any risks or threats:

· ‘Reporting and monitoring applications
· Password management tools
· Provisioning tools
· Identity repositories
· Security policy enforcement tools’

[bookmark: _Toc102243011]How RESTful Web Services have been used to facilitate these changes.
APIs have been used in the cloud to enable users to access a cloud provider application or services, consisting of data storage resources, monitoring tools or IT infrastructure, as explained in IBM’s cloud article on API [16]. Vennam’s article [2] explains that cloud services providers have implemented APIs to control all user-related operations and the fact clouds are based on the self-service and automation terms. 
Representational State Transfer (RESTful) APIs, also known as RESTful web services, have aided the adoption of cloud services due to REST simplicity. REST also takes advantage of existing protocols and Hypertext Transfer Protocol (HTTP) when creating web APIs, which means developers do not require the installation of additional software or libraries, as explained by the MuleSoft API article ‘What is a RESTful API?’ [17].
Alex Rodriguez’s article on RESTful web services [18] explains that REST APIs have emerged as a predominant web service design model and its impact is the use of a more straightforward style. RESTful allows for web services focused on system resources, including addressing and transferring resource states over HTTP by a wide range of clients based on different programming languages and operating systems (OS). REST has been utilised because it’s compatible with various file formats such as HTML JSON and XML, as discussed in Kerry Doyle, Kevin Ferguson, and Cameeron Mckenzie’s article on REST for TechTarget [19]. The article further explains that REST is a popular development for mobile applications, Internet of things (IoT) devices, and other web services. 
MuleSoft article ‘Top 3 benefits of Rest APIs’ [20] explains that it is ‘stateless’ and does not reside in either the client or server. The REST protocol separates the user interface (UI) and the data storage, which allows developers to work on different parts of the web service or application at other times. This also allows developers to work on multiple development environments if required. 

[bookmark: _Toc102243012]Why software defined networking has become so heavily adapted by industry
Software defined networking (SDN) is becoming increasingly popular in enterprise networking. It is becoming the new norm for networks and replaces the ill-suited traditional network architectures to meet the needs of today’s organisations, as explained in the Open Networking Foundation’s white paper [11].
As quoted in Linda Rosencrance’s article ‘Software Defined Networking (SDN)’ [21], ‘The goal of SDN is to improve network control by enabling enterprises and service providers to respond quickly to changing business requirements.’
Rosencrance’s article further explains that SDN architecture consists of three layers: application, control, and infrastructure. APIs are used for communicating with these layers northbound and southbound, as illustrated in figure 1 diagram from Rosenrance’s article [21].
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OFN white paper [11] further explains that critical elements of SDN architecture use OpenFlow protocol which decouples and structures communication between the control and data planes of support network devices. OpenFlow is a standard interface explicitly designed for SDN, which provides high-performance, granular traffic control across various vendor network devices. SDN architecture logically centralises the network intelligence and states that the underlying network infrastructure is absent from the applications. This has enabled users of SDN to create a highly programmable, automated network control that can be scaled, and flexible networks that can adjust to the users’ network resources demands. 
Network engineers can take advantage of the greater control in flexibility and speed when it comes to specific vendor-provided hardware devices, as explained by the VMware article ‘What is Software-Defined Networking (SDN)?’ [22]. They can do this with simple programming to an open standard software-based controller. This means network engineers have more flexibility in deciding which network equipment to implement because a single protocol will communicate with the network devices through a centralised controller. 
VMware article [22] further explains that network engineers have more customisation for their network infrastructure when using SDN. Network engineers can configure and allocate virtual resources. This will change the network in real-time through a centralised location, allowing engineers to optimise data flow through the network and prioritise applications requiring more availability. 
SDN provides a more holistic view of security threats with the proliferation of smart devices connected to the internet. Network engineers can create separate zones for managed devices that require different privileged access levels, as explained by the VMware article [22]. This also means that infected devices can be quarantined immediately to prevent further infection on the network. 
The shift towards SDN architecture has required organisations to upskill their network professionals to implement and manage the network, as discussed in Pathak's [1] and Tom Hollingsworth's  'SDN, Network Professionals and Jobs' [23] articles. Hollingsworth's article further explains that network engineers are known to turn to scripts and automated systems to handle network virtualisations. This will reduce the complexity of configuring many virtual servers and applications.

[bookmark: _Toc102243013]Why standards, such as JSON and REST have been selected and utilised.

[bookmark: _Toc102243014]JSON
JSON.org ‘Introducing JSON’ [24] described JSON as a lightweight data-interchange format that humans understand to read/write and easily parsed/generated by machines. One of the main reasons that make JSON ideal properties for being the standard data-interchange language is that JSON is a text format which is independent but utilises conventions to are familiar to the C family language. The C family language has influenced the development of other languages such as C++, C#, Python, Java, JavaScript, Perl, PHP, Verilog, D, Limbo and C shell of Unix and more, which all support JSON. These features have s made JSON a popular format as it’s easy to understand by humans and computers, which can work with many programming languages.

[bookmark: _Toc102243015]REST
Restful has become popular due to the API ability in being flexible with web applications that are programmed using a diverse number of programming languages. Also, with these applications being installed on different operating systems, they have the ability to communicate with each other, as discussed in Rodriguez's IBM article on REST [18].

[bookmark: _Toc102243016]Conclusion 
Organisations have had to address several challenges when implementing cloud services into their organisation, such as training staff to support and implement, and the challenges in data protection, security, and network monitoring with the extra traffic brought with cloud-based storage and applications. By overcoming these challenges, organisations can benefit from additional computing resources, storage, reduced costs, data availability, network security and monitoring. Without the benefits of APIs and JSON formats, this has allowed cloud services to implement communication between environments and applications, which at one time would be highly challenging to implement this function.
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