Task 4: Investigation documentation processes
 
	
Outline the statutory duties of disclosure within criminal investigations that investigators must adhere to.

Critically explore the challenges that disclosure presents to investigators, offering potential solutions where appropriate.

You may draw upon examples from your own professional practice as illustration.
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Outline the statutory duties of disclosure within criminal investigations that investigators must adhere to.

Introduction 
Disclosure is crucial in criminal investigations and case preparation. Investigators ensure proper and timely disclosure execution. This essay outlines investigators' statutory disclosure duties in England and Wales.
What is Disclosure
“Disclosure is a vital part of every investigation and the preparation of every case for prosecution and trial. Public confidence in the system of disclosure needs to be rebuilt and this continues to be a priority for all three of our organisations, both individually and working together.” (Crown Prosecution Service, 2017).
Disclosure involves investigators, prosecutors, defence, and courts. Police record, retain, review, and reveal material to the prosecution. Investigators review material for relevance, disclosing unused material undermining the prosecution or supporting the defence to the prosecutor, who provides schedules to the defence. The defence may prompt further relevance reassessment (Polykarpou, 2022).
Disclosure is vital for public trust and requires collaboration (Crown Prosecution Service, 2017). It involves complex interactions and ongoing material management, assessment, and communication. Non-adherence undermines fairness and confidence (Hoyle, 2023).
History of Disclosure
Morton (2006) offers a critical history of modern disclosure in England and Wales. Before R v Bryant and Dickson (1946), the defence was "blindfolded" with prosecutor discretion (Morton, 2006). The CPIA 1996 began modern disclosure, but Morton argues rules are manipulated, hindering swift justice (Morton, 2006).
Disclosure has evolved since the 1960s, now governed by the CPIA 1996 and Code of Practice, establishing the legal framework for investigators (Ministry of Justice, 2020).
Morton suggests the 1960s system, though unfair, was swifter. Modern practices caused delays and inefficiencies. Nonetheless, balancing efficiency, fairness, and justice is essential. The CPIA and Code of Practice provide a framework while ensuring fair administration.
The Criminal Procedure and Investigations Act 1996
The CPIA 1996 Code outlines investigators' duties: pursue reasonable lines of inquiry, record and retain material, and reveal to prosecutors anything undermining the prosecution or assisting the defence (Brader, 2020).
After a defence statement, investigators re-examine material, bringing relevant information to the prosecutor. The disclosure officer and prosecutor jointly examine, reveal, disclose, and certify (www.jmw.co.uk, n.d.).
Investigators actively seek, record, retain, review, and reveal material to prosecutors, focusing on unused material potentially undermining the prosecution or aiding the defence (Ministry of Justice, 2020).
Griffiths (2022) examines the Attorney General's 2020 Guidelines, updated in 2022, outlining disclosure principles under the CPIA 1996. Guidelines define roles for fair trials through disclosure, balancing fair trial (Article 6 ECHR) and privacy (Article 8 ECHR) rights (European Union Agency for Fundamental Rights, 2018).
Disclosure requires ongoing evaluation and engagement. Personal/private material handling must be lawful, necessary, proportionate, and least intrusive. Fair trial rights take precedence, with justified, minimal intrusion (Attorney General's Office, 2024).
Key Duties of Investigators
According to the Crown Prosecution Service (CPS, 2021), investigators have three primary duties in criminal investigations. First, they must record, retain, and review all material objectively, ensuring that all relevant information is preserved and considered throughout the investigation. Second, investigators must reveal relevant material to prosecutors, identifying items that undermine the prosecution or support the defence, promoting fairness by allowing the defence access to crucial information. Third, investigators must pursue reasonable lines of inquiry, including those exonerating the suspect, approaching the case objectively and exploring all plausible avenues of investigation, even if they lead to evidence challenging the prosecution's case. By diligently fulfilling these duties, investigators uphold the fairness and integrity of the criminal justice process.
Balancing the Rights to a Fair Trial and Privacy 
Investigators must ensure personal/private material handling is lawful, necessary, proportionate, and least intrusive. Fair trial rights (Article 6 ECHR) take precedence over privacy (Article 8 ECHR), but intrusion must be justified and minimal (Horsman, 2022).
Conclusion 
Disclosure is critical for fairness, transparency, and justice. Investigators play a pivotal role, adhering to the CPIA 1996 and Code of Practice. Duties include recording, retaining and reviewing material; revealing to prosecutors; and pursuing reasonable lines of inquiry.
Morton (2006) highlights the evolution from informal to formal disclosure, balancing efficiency, fairness, and justice. The Attorney General's Guidelines (2020) emphasise this balance, considering fair trial and privacy rights.
Diligent adherence to duties and principles upholds integrity and public confidence. Rebuilding trust requires ongoing collaboration among stakeholders.
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Critically explore the challenges that disclosure presents to investigators, offering potential solutions where appropriate. 
Introduction
Disclosure, the process of providing the defence with access to all material that could potentially undermine the prosecution's case or support the defence's case, is a fundamental aspect of criminal investigations that ensures fairness and transparency within the criminal justice system. However, the disclosure process presents investigators with a complex array of challenges as they strive to balance the pursuit of justice with the need to protect sensitive information and safeguard the rights of all parties involved. This essay will delve into a critical exploration of the key challenges investigators encounter in relation to disclosure, drawing upon the high-profile EncroChat case and my personal experience with Operation Exacum to illustrate the potential ramifications of disclosure failures and the intricate complexities of striking a balance between thorough investigative practices and the protection of privacy rights.
The Changing Landscape of Criminal Investigations
The rapid expansion and advancement of digital forensics, which encompasses a wide range of devices and presents investigators with a host of new challenges, has propelled digital evidence to the forefront of criminal investigations in recent years (Anderson, Sampson and Gilroy, 2021). The exponential growth in the volume of digital data generated by individuals and organisations has fundamentally transformed the landscape of criminal investigations, necessitating investigators to adapt their approaches and acquire new skill sets to effectively manage, analyse, and disclose this ever-increasing body of evidence (Abhijith Kotasthane et al., 2022).
Challenges in Digital Evidence Disclosure
In the context of digital evidence, investigators face particularly significant challenges when it comes to disclosure. The sheer volume of data that must be processed can make the task of identifying and analysing relevant information a daunting prospect (Anderson, Sampson and Gilroy, 2021). The diverse range of devices and formats involved further complicates the process of collecting, preserving, and presenting digital evidence in a manner that is both comprehensive and easily understandable (Anderson, Sampson and Gilroy, 2021).
Investigators must also grapple with the delicate balance between conducting a thorough investigation and respecting the privacy rights of individuals (Horsman, 2022), while simultaneously adhering to the principles of data protection (ICO, 2023). Anderson, Sampson and Gilroy (2021) emphasise the importance of developing digital evidence strategies that establish clear parameters proportionate to the specific circumstances of each case. Such strategies play a crucial role in overcoming the challenges presented by the vast quantities of data stored on digital devices, while also ensuring that examinations remain focused and targeted.
The examination of devices belonging to complainants and witnesses presents a unique set of challenges for investigators. As Anderson, Sampson and Gilroy (2021) point out, there is a delicate balance to be struck between "the right of privacy of an individual" and "the suspect's right to a fair trial". To navigate this complex terrain, investigators must obtain informed consent from device owners, ensuring that they fully comprehend the nature and extent of the examination process, as well as how the extracted information will be used and shared.
Operation Exacum: Disclosure Challenges
Operation Exacum, a multi-agency investigation undertaken in 2023 to tackle an Albanian organised crime group (OCG) involved in trafficking adults for the purpose of cannabis production, presented me with a range of disclosure challenges that exemplify the complexities investigators face in practice.
During Operation Exacum, I employed the covert tactic of prison telephone interception (Legislation.GOV.UK, 2016), which yielded crucial evidence but also carried the risk of potential weaknesses if disclosed, as it could compromise the effectiveness of similar operations in the future (Loftus, Feilzer and Goold, 2024). Despite these concerns, I recognised the imperative to disclose the secured evidence to ensure a fair trial for the defendants (Brader, 2020). Through close collaboration with the assigned Crown Prosecution Service lawyer, I carefully weighed the risks and explored strategies to mitigate the potential impact of revealing the covert tactic (www.cps.gov.uk, 2023), ultimately prioritising the principles of fairness and transparency in the legal proceedings (Vogel, n.d.; Stoykova, 2023).
The volume and complexity of digital evidence gathered during Operation Exacum presented additional disclosure challenges, particularly due to the language barrier posed by the Albanian suspects communicating in their native tongue. To effectively sift through the vast tranche of telecommunications data, I enlisted the assistance of a qualified interpreter. While interpreters bring valuable advantages to the table, such as their deep understanding of cultural context and specialised linguistic knowledge, they also face challenges, including the potential for subjectivity in their interpretations and difficulties in documentation (Nur Fitria, 2024).
The substantial volume of telecommunications data recovered during Operation Exacum necessitated the implementation of a rigorous process to ensure the prompt and proper review and disclosure of all relevant digital evidence to the defence while maintaining a clear chain of custody (Badiye, Kapoor and Menezes, 2023). This process required meticulous collaboration with legal experts, as I recognised the critical importance of preserving the integrity of the data to ensure the admissibility of the digital forensic evidence in the impending legal proceedings (Mahajan and Pandit, 2024).
Balancing Investigative Thoroughness and Privacy
Stoykova (2023) sheds light on the challenges inherent in striking a balance between investigative thoroughness and the protection of privacy rights in the context of digital investigations. The EncroChat case serves as a prime example, where questions were raised about the proportionality of intercepting data from thousands of encrypted phones, given the possibility that a significant number of the affected individuals may have been using the service for legitimate purposes, such as safeguarding their privacy. To address these challenges, Stoykova (2023) underscores the importance of developing effective digital evidence strategies that establish clear parameters proportionate to the facts of each case. These strategies are essential for overcoming the challenges posed by the vast quantities of data stored on digital devices while ensuring that examinations remain targeted and proportionate.
Mindful of the concerns raised by Stoykova (2023), I took great care during Operation Exacum to ensure that only targeted and proportionate examinations were conducted, avoiding any inadvertent intrusion into the realm of private communications unconnected to the offences under investigation. To this end, I sought the advice of experienced colleagues who had previously investigated similar cases (HMICFRS, 2025) and paid close attention to text messages that appeared to be written in code or seemed incoherent at first glance (Csofs.org, 2025).
Reasonable Lines of Inquiry (RLOI)
Operation Exacum generated a substantial number of reasonable lines of inquiry, which presented me with additional disclosure challenges inextricably linked to the communications evidence I had recovered. The CPS disclosure manual emphasises the imperative for investigators to thoroughly document their decision-making process when determining reasonable lines of inquiry and handling third-party material. This documentation should include a comprehensive record of the rationale behind any decisions to pursue requests for information from third parties (CPS, 2022).
One of the primary challenges I encountered during Operation Exacum was the fact that while multiple reasonable lines of inquiry required investigation, I did not have access to the staffing levels necessary to adequately pursue all of the identified RLOIs. In hindsight, the Holmes computerised database, which is commonly used in major crime investigations that involve processing large amounts of data (Oxford Reference, 2025), should have been considered and potentially utilised during the operation.
Horsman (2022) provides a detailed examination of the concept of reasonable lines of inquiry (RLOI) in the context of digital investigations, highlighting both the strengths and weaknesses of this approach. On the one hand, the RLOI model offers a structured framework for conducting digital investigations, promoting efficiency, consistency, and legal defensibility. By adhering to the RLOI framework, investigators can focus their efforts on the most relevant data, reducing the risk of error or misinterpretation that may arise from processing excessive amounts of irrelevant information. On the other hand, Horsman (2022) acknowledges the challenges posed by the inherent subjectivity in determining what constitutes a "reasonable" line of inquiry, as well as the technical complexity of digital evidence, which may lead to inconsistency in approach or the potential for missing important evidence.
Conclusion
Disclosure presents investigators with complex challenges, particularly with the increasing volume and importance of digital evidence. Balancing the pursuit of justice with protecting sensitive information and individual rights requires careful navigation.
Operation Exacum illustrated the multifaceted challenges investigators face, from handling covert tactics and language barriers to maintaining data integrity and managing RLOIs with limited resources. Implementing rigorous processes, collaborating with legal experts, using interpreters, and ensuring targeted, proportionate examinations were key strategies employed.
As criminal investigations evolve in the digital age, developing clear guidelines, standards, and tools is essential to support investigators in making consistent, defensible disclosure decisions. Ongoing research and collaboration among legal, forensic, and law enforcement professionals is crucial to refine best practices and address the ever-changing challenges posed by digital evidence. By balancing the pursuit of justice with protecting individual rights, investigators can help ensure the fairness, transparency, and integrity of the criminal justice system in an increasingly complex, data-driven world.
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