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Exercise 01: Extract Password Hashes from the Target System using pwdump
Lab Scenario
Smith, a forensic investigator, was working on a case wherein a disgruntled employee has encrypted important data of the organization on his PC and left the organization. Now, to gather the crucial data that was kept in the suspect's system, Smith needs to crack the perpetrator’s account. In order to crack the password of the perpetrator’s account, Smith needs to first gather the LM and NTLM password hashes from the system. 
As an expert forensic investigator, you must know how to gather the LM and NTLM password hashes from the system to crack the system passwords.

Lab Objectives 
NTLM hash is used to verify the user's password in the Windows Operating System.
NTLM hashes can be used to crack user passwords when combined with various other tools such as Mimikatz, John the Ripper, and Hashcat.. 

Lab Environment 
To carry out this lab, you need the following: 
· Windows 11 virtual machine
· Windows Server 2022 virtual machine 
· Web browsers with an Internet connection 
· Administrator privileges to run the tools


Overview of the Lab
This lab familiarizes you with the pwdump7 tool and helps you understand how to gather the LM and NTLM password hashes from the system.


Lab Tasks
Note: In this lab, we are considering that the footprint of the investigation is not a major issue
1. [bookmark: _Hlk191309813]In the Windows 11 machine in your virtual box, navigate to Forensics tools  Defeating Anti-forensics Techniques\Password Cracking Tools and copy the pwdump7 folder and paste it on the Desktop.

2. In the search bar of your Windows machine, type cmd and click on Run as administrator to open Command Prompt with administrator privileges. 
Note: If a User Account Control pop-up appears, click Yes.

3. In the Command Prompt window, type cd C:\Users\Admin\Desktop\pwdump7 to navigate to Desktop.
[image: A computer screen with white text

AI-generated content may be incorrect.]
4. Now, type PwDump.exe and press Enter to dump the Hashes of the Windows 11 machine in the Command Prompt window.
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
5. Forensic investigators can further use these hashes along with password cracking tools to crack the system passwords.

6. Close all open windows


Lab Analysis 
Analyse and document the results of this lab exercise.

Exercise 02: Detect Steganography
[image: A close-up of a document

AI-generated content may be incorrect.]
Overview of the Lab
This lab familiarizes you with tools such as StegSpy, Image Steganography, OpenStego, and DeepSound, and it helps you understand how to identify messages or files with hidden content using these tools.

Lab Tasks 
Note: In this lab, we are considering that the footprint of the investigation is not a major issue. 
1. Turn on the Ubuntu Forensic virtual machine.
2.  Switch to the Windows Server 2022 virtual machine and navigate to Forensics tools   Anti-forensics Techniques\Steganography Detection Tools\StegSpy and double-click StegSpy2.1.exe to launch the tool.
3. Click the Run button from the tool’s main page to add the suspicious file.
4. An Open window appears. Navigate to the location of the suspicious file, Forensics tools Evidence Files\Image Files. Select the file Model.png and click the Open button.
5. The tool will scan the file and display the type of steganography technique used to hide another file within it.
6. Close the application. 
7. You shall now attempt to extract the hidden file from the image (Sample.png) using OpenStego tool.
8. To install OpenStego, navigate to Forensics tools Defeating Anti-forensics Techniques\Steganography Detection Tools\OpenStego and double-click the Setup-OpenStego-v0.8.6.exe file.
Note: If an Open File - Security Warning pop-up appears, click Run. 
Note: In the Select Setup Install Mode window, click on Install for me only.
9. The OpenStego setup wizard appears. Accept the license agreement and follow the wizard-driven installation steps to install the application.
10. Navigate to the Start menu and click on OpenStego under the application list. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]

11. The OpenStego GUI appears. Click the Extract Data button under the Data Hiding section to input the file containing steganography and extract the hidden data
[image: A screenshot of a computer

AI-generated content may be incorrect.]
12.  Provide the path of the file containing steganography in the Input Stego File field and specify a folder as an output directory in the Output Folder for Message File field. The path to the file containing steganography is Forensics tools Evidence Files\Image Files\Sample.png. In this lab, we are setting the output folder as Desktop.
13.  Click the Extract Data button. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
14. The tool will analyze the file and extract the hidden data successfully. It saves the extracted data to Desktop. Click OK.
15.   The hidden file has been extracted to Desktop as Test.txt, which contains the text as shown in the following screenshot:
[image: A screenshot of a computer

AI-generated content may be incorrect.]

16.  In this manner, you can extract hidden data from an image file. Close the text file and OpenStego application.
17.  Now you will analyze and view the information embedded in an image (cat.png) by using zsteg tool.
18.  Switch to the Ubuntu Forensics virtual machine 
19.  Login to the Ubuntu Forensics virtual machine
20.  Click on the Files icon in the Launcher panel to launch the File Manager 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
21. File manager window will appear pointing to Home directory
[image: A screenshot of a computer

AI-generated content may be incorrect.]

22.  Next, go to Forensics tools  Evidence Files → Image Files and copy cat.png file and paste it in the Home directory.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
23.  Click on the Terminal icon from the launcher panel to launch the command line terminal.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
24.  Command line terminal launches. You require root privileges in the terminal to install an application.
25.  Type sudo su and press Enter. You will be prompted to enter the password. Type your root password for the ubuntu machine and press Enter.
26.  Now, you will enter the root terminal as shown in the following screenshot: [image: A screenshot of a computer

AI-generated content may be incorrect.]
27.  To install zsteg, we need to install ruby; type the command sudo apt install ruby and press Enter.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
28.  Now, type the command sudo gem install zsteg and press Enter
[image: A screenshot of a computer

AI-generated content may be incorrect.]
29.   In the terminal type, zsteg cat.png and press Enter
30.  The information that is encrypted in the .png file will be displayed
[image: A screenshot of a computer

AI-generated content may be incorrect.]
31.  During investigation, you might also come across audio files that contain hidden data. 
32.  In this section, you will learn the process of extracting hidden data from an audio file using DeepSound.
33.  Now, switch to the Windows Server 2022 machine, navigate to the location of the file DeepSound.msi, to Forensics tools  Defeating Anti-forensics Techniques\Steganography Detection Tools\DeepSound, double-click the DeepSoundSetup.msi file, and follow the wizard-driven instructions to install the application. 
Note: If an Open File - Security Warning pop-up appears, click Run.
34.  Upon completing the installation, either a dialog box will appear asking you to choose a browser and select OK, or a web browser will open automatically, displaying a webpage associated with the DeepSound application. Close the browser window.
35.  Double-click the DeepSound icon located on the Desktop to launch the application.
36.  The DeepSound GUI appears as shown in the following screenshot:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
37.  Click the Open carrier files button to add the file containing steganography
[image: A screenshot of a computer

AI-generated content may be incorrect.]
38.  Navigate to the location Forensics tools Evidence Files\Audio Files; select the file containing steganography, Dangerous.wav, and click the Open button.
39.  Click the Extract secret files button to start extracting the hidden files or data
[image: A screenshot of a computer

AI-generated content may be incorrect.]
40. After extraction, the tool will generate a message displaying the location of the extracted file. Click OK.
[image: A computer screen with a message

AI-generated content may be incorrect.]

41. To view the hidden file that was extracted in the previous step, navigate to the location displayed in the screenshot above, i.e., C:\Users\Administrator\Documents
[image: A screenshot of a computer

AI-generated content may be incorrect.]
42.  In this manner, you can detect and analyze data hidden in files of various formats using steganography.
43.  Close all open windows. 
44.  Turn off the Ubuntu Forensics virtual machine.



Lab Analysis 
Analyse and document the results of these lab exercises.

Task: tryhackme.com

Create a login account on www.tryhackme.com

The tryhackme.com website is a learning cybersecurity platform where you can develop your skills by working through hands-on guide tasks and supporting videos.  You can also learn and test your skills with gamified, real-world cybersecurity challenges.

Now that you have created your account.

1. Once you have sign in go to learn
[image: ]

2. To select a free walk through task, select 
a. Search
[image: A screen shot of a computer

AI-generated content may be incorrect.]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Chose any of the free walkthrough exercises and give it a go. 

If you want specific labs such as Forensics type forensics in the section “Search security terms or topics” see figure above and attempt a lab of your choice. Each week try to complete a different one. 

There are many other similar site.  If you are using a different one please share it to the class.  We will use a number of this site free walkthrough exercise but the option is yours if you want to subscribe (pay).
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Lab Scenario

Attackers occasionally attempt to deceive users and system security by hiding a malicious
program within an apparently useful image o file. By doing thi, they can avert security checks
and lure victims into downloading and running malware, as well as prevent forensic
identification.

s an exper forensic investigator, you must b able to detect and analyze steganography files.
Lab Objectives

Steganography i the process of hiding information or a fle within another fle. In other words, it
is the process of disguising a harmful file as 3 safe file.

The objective of this lab is to help you analyze files hidden using steganography and find their
impact on a system or network.

Lab Environment
To carry out this lab, you need:
= Windows Server 2022 virtual machine
= Ubuntu Forensics virtual machine
= Web browsers with an Internet connection

« Administrator privileges to run the tools.
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