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Research in Data Security & Firewalls
	Data security, defined as “the practice of protecting digital information from unauthorized access, corruption, or theft throughout its entire lifecycle.” [1] is a core component of an organisation in the modern world. It is stated by King [2] that data security has four roles in a company:
· “It protects the organisation’s ability to function.
· It enables the safe operation of applications implemented on the organisation’s IT systems.
· It protects the data the organisation collects and uses.
· It safeguards the technology the organisation uses.” [2]
	Data security is critically important to an organisation’s ability to function, this is due to the constantly rising threats that pose great security risks to not just the systems that an organisation uses but also to the data that they store. When companies suffer personal data breaches, it damages their reputation with their customers.  Herold [13] states that “Fewer breaches mean the business does not lose trust, then resultingly lose customers or other types of business.” In a 2017 report by PwC, [14] it is stated that “85% of consumers will not do business with a company if they have concerns about its security practices” From this, it can be deduced that it is in the best interest of companies that handle the data of their users, to keep their data secure as it would mean a loss in business if data was to be leaked.
The security of an organisation’s computer system can directly influence how operational an organisation can be directly after a cybersecurity attack. “On Friday 12th May 2017, the NHS, was brought to a standstill for several days due to the WannaCry outbreak, affecting hospitals and GP surgeries across England and Scotland.” [15] and on May 7th 2021, the US Colonial Pipeline was struck by a ransomware attack that caused severe disruptions to the pipeline. “Colonial Pipeline suffered a ransomware cyber-attack over the weekend and took its service down for five days, causing supplies to tighten across the US.” [16] Both of these attacks affecting the NHS and the US Colonial Pipeline are clear examples of the damage that having a severe malware attack on your organisation can completely disrupt normal operations of the organisation. In both examples, the organisations had their operations completely stopped for multiple days due to the attacks. 
In the case of the NHS attack, the reason the ransomware infection was so severe was because of the poor cyber security management in the NHS. Both the statements “the NHS was criticized for using outdated IT systems, including Windows XP, a 17-year-old operating system that could be vulnerable to cyber-attacks.” In conjunction with “The NHS had not rehearsed for a national cyber-attack it was not immediately clear who should lead the response.” Clearly indicate that it was due to the lack of proper system maintenance and security management allowed the attack to become as serious as it did.
While for the Colonial Pipeline attack, the hackers were able to gain access through a compromised account that wasn’t being used. The extracts “The account was no longer in use at the time of the attack but could still be used to access Colonial’s network.” [17] as well as “The VPN account, which has since been deactivated, didn’t use multifactor authentication” [17] both illustrate that this attack was facilitated by the poor management of unused accounts as they were left vulnerable to exploitation of attackers to gain access to core system infrastructure.




Firewalls
A firewall can be either software based, or hardware based. Defined as “a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules” by Cisco. [3] A firewall is designed to block malicious or undesired network traffic from flowing through a network while not restricting intended traffic in any way. They can be located at different levels of a network, from on the router, to a separate computer system, down to the end devices as part of their operating systems. [4] Typically a firewall is intended to be used to block incoming network packets from outside of the trusted network, but it is also capable of being used to block traffic leaving the network. Firewalls can be categorised by multiple methods; however, I will be analysing firewalls that have been categorised by processing mode. 

OSI Model
The OSI model is a standard for how different computers communicate with each other. [7] It is based on the idea of segmenting computer communication into 7 layers. The OSI model is read from top down, where it starts at layer 7. The layers in the OSI model are:
· 7 - Application Layer
· 6 - Presentation Layer
· 5 - Session Layer
· 4 - Transport Layer
· 3 - Network Layer
· 2 - Datalink Layer
· 1 - Physical Layer
The application layer is the layer than the user can interact with. The applications that the user interacts with are not part of the application layer, but instead they directly rely on the protocols that allow for communication on the application layer. Some of the protocols that are used in the application layer are: Doman Name System (DNS), Hypertext Transfer Protocol (HTTP) and File Transfer Protocol (FTP).[8]
The presentation layer’s main job is the facilitate the preparation or translation of data that is either heading to the application layer or the session layer. It can prepare information in multiple ways. It can translate data to a syntax that the application layer can read or to a syntax that is able to be transferred over a network to another device. [7] In addition to this, the presentation layer is also capable of handling the encryption and decryption of data for the transfer over a secure encrypted connection. Finally, the presentation layer is responsible for the compression and decompression of data that is being sent and received. This is done to reduce the number of bits that need to be sent over a network with the goal of improving network speed by reducing load.
The session layer handles the connections between devices. It achieves this by establishing, controlling, and ending sessions. These sessions can be used to create ‘checkpoints’ during data transfer, checkpoints are used when the transfer of data fails as they can be used to resume where the previous checkpoint was rather than restarting the entire transmission. [10] The session layer is also used for the synchronisation of information to ensure that information is received at correct timing.


The transport layer is directly responsible for the communication between the devices. It achieves this by breaking the data down into segments before it gets sent and reassembling it on the receiving end. The transport layer is also used for controlling how fast data can be send by ensuring that the slower device is able to keep up with the faster device. The transport layer also checks the data for errors and requests the resending of data if it is incorrect, however this is only done for connections that go outside of the network, internal connection’s error handling is done by the data link layer (Layer 2). [7] On top of this [9] explains that Transmission Control Protocol (TCP) is handled on the transport layer which works off the Internet Protocol (IP). TCP functions at level 4 while IP works at level 3.
The Network layer is used for the transfer of data between two separate networks. This means that this layer is unused when transferring over the same network. The network layer is responsible for breaking down the segments from the transport layer into packets to be send between networks. While receiving it recombines the packets into the segments. [7] The Network layer handles the forwarding of packets, for this is needs to find the most efficient route to send the packets to reach its destination network, this is called routing. [9] The Network layer uses IP addresses to know where the data is being send. Routers are used for this layer since they route data. [11]
The data link layer is used for the transfer of data between two devices on the same network. This is done by breaking down the packets into frames.  [7] This layer also has two sub layers known as the Media Access Control (MAC) layer and the Logical Control (LLC) Layer. The MAC layer controls the rate at which data is transferred and multiplexing of data on the network. While the LLC layer controls the rate of data transfer, error handling and identifies line protocols with physically connected devices. [11]
The physical layer is the final layer of the OSI model, this layer is what handles the physical transfer of data across the network as bits. [11] This is the layer that physical hardware such as cables, switches and modems reside. This layer is where data is converted to a stream on 1s and 0s for physical transfer. [7] 
From my research I found that the main list of firewalls categorised by processing mode differed between sources. While all sources agreed upon packet filtering firewalls, proxy or application gateway firewalls and circuit level firewalls. [4] states that hybrid firewalls are another option while [6] contrasts that with stating that next generation firewalls are instead another option. 

Packet Filtering Firewalls
Packet filtering firewalls have two different types, stateless and stateful. Stateless packet filter firewalls are extremely basic by design, it looks at the packets that are entering and leaving the network and compares them to an access control list (ACL), when it compares the packets, it checks whether there is a rule that says if the packet is allowed into or out of the network. [7] If the packet isn’t allowed into the network, it is simply dropped. [6] 
Stateful firewalls largely functions in the same way as a stateless firewall, however it dynamically updates the data that it compares to by recording information about every packet that passes through it. While in a stateless firewall, the main point of inspection are the ip addresses and ports, in a stateful firewall, the information in the packet is also inspected and compared to previous records to determine whether a packet is safe to go through the network. If a packet is not allowed through the stateful firewall, is it dropped. [12]


Proxy or Application Gateway Firewalls
	This type of firewall functions at the application level using a proxy device. This is done to prevent a device from outside of the network directly accessing internal devices on the network. This is used to hide the identity and location of the internal device. [5] The proxy works a middle-man between the internal and external devices. Proxy firewalls thoroughly inspect, checks IP addresses and validates TCP handshakes. [4] While proxy firewalls are effective for security, they can “dramatically affect network performance”. [6] From this information, it can be determined that proxy firewalls are very effective for both increasing the device’s security by analysing the data being transmitted, it comes at the cost of significantly lowering the performance of the network.

Circuit Level Firewalls
	These work at the session layer of OSI model, circuit level gateways have a similar task to packet filtering firewalls as the only perform a single check on the packets. When an internal device connects to an external device, the gateway creates a virtual connection to the external device to protect the internal device’s identity. [5] They work by monitoring TCP connections to determine if the connection is valid. However, the gateway doesn’t perform an inspection on the packets themselves, so it wouldn’t prevent any malicious or unwanted data entering the network if the TCP connection is valid. [5] Because of this, circuit level gateways shouldn’t be used as the only firewall in a network but should instead be used in addition to another firewall type.

Hybrid Firewalls
	Hybrid firewalls are simply the combination of multiple other firewalls working together to protect the network. Due to this, hybrid firewalls can vary in functionality dramatically in different installations because the user is able to pick specifically which firewalls they want to use together to create their hybrid firewall system. These systems have the advantage that they get to combine the strengths of multiple firewalls but have the trade-off of increasing the complexity of the network and potentially decreasing the performance depending on which firewalls are used. This solution is good for organisations due to them being able to select how strict their firewall setup is while balancing with ease of setup and network performance.

Next Generation Firewalls
Next generation firewalls are made to be a type of all-in-one solution for firewalls, this is because they combine many features of other firewalls into a single package. These firewalls are capable of “deep packet inspections to detect anomalies and malware.” [5] They have all the functionality of a standard firewall; they can block denial-of-service attacks. They can include features such as anti-virus and intrusion-prevention systems.[5] They are best suited for working together with other security solutions. However, they are typically more expensive than other firewall solutions, and they could add complexity to a network when connecting them to other security devices.[6]
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