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[bookmark: _Hlk192840264]Assessment 2: Surveillance: a way to ‘keep us safe’ or a way to ‘control’. Explore, in depth, the tensions of surveillance in a modern world.
Towards the end of the 20th century, Davis (1997, para 3) wrote an article titled ‘The Body as Password’ in reference to the willingness of society to share personal data, stating ‘come the millennium, we may be feeding pieces of ourselves into an ever-expanding array of computerized banking files, credit card registries, and state and federal databanks’. The purpose of this submission is to examine whether surveillance is a way to keep people safe, or a way to control. Through the exploration of biometric surveillance, the application of Deleuze’s (1992) theory of societies of control, alongside relevant legislation, this submission will explore, in depth, the tensions of biometric surveillance in a modern world. The themes investigated within this submission will conclude that biometric surveillance is a way to control. 
Lyon (2022, p.2) states that today, the idea of surveillance is essential in understanding the digital world. While the term ‘surveillance’ is over two hundred years old, and has hence seen a transformation in ‘social, political and technological spaces’, it now speaks of ‘infrastructural conditioning’ where the term ‘watching over’ is bound into the sphere of ‘power and resistance’, creating methods of justification that supports its spread in society (Lyon, 2022, p.2). When looking at types of surveillance, the Surveillance Study Network [SSN] (2006, p.4) notes that it can adopt several forms, such as CCTV, biometrics, records of communication and numerical or categorical data. Surveillance is often positioned around the notion of control, in that it is ‘purposeful’ and ‘focused’ whilst subsequently projecting ‘entitlement, management, influence and protection’ within society (SSN, 2006, p.4). Initially, this indicates a high level of power and control associated with surveillance. 
When considering power, Dahl (1957, pp. 201-203) defines it in the context of the relationships between individuals and so views power as an agent capable of getting another to do something that they would not otherwise do. When contemplating control, Scott (2014, p.693) refers to social control, in which the behaviour of individuals and groups is regulated by social processes. With this, Scott (2014, p.694) highlights a difference between ‘repressive and coercive forms of control’, whereby ‘hard techniques’ such as physical constraints are enforced; particularly prominent in institutions such as the police, alongside ‘softer ideological’ types of control, that function through the ‘shaping of ideas, values and attitudes’. Control can therefore be illustrated through the lens of sanctions. For example, Claridge (2020, p.2) conveys how informal sanctions are operated amongst individuals and groups without the aid of formal sanctions, helping to uphold social norms, whereas formal sanctions are channelled through policy, rules and regulation. In this sense, the government is responsible for running the country, and thus, has control over public services such as the National Health Service, the police and armed forces (UK Parliament, 2025, np). This equips the government with power to exercise control with formal sanctions which is particularly relevant when analysing the justification for biometric surveillance and how it is utilised. 
The Scottish Biometrics Commissioner (2025, para 1) observes how the word ‘biometric’ derives from the Greek language, meaning ‘measurement of life’. Therefore, ‘biometric data’ refers to information surrounding human identification, that following a process of technical processing, is stored as binary code in a computerised form (Scottish Biometrics Commissioner, 2025, np). When applied, biometrics can be used to measure and analyse a plethora of characteristics of the human body, including but not limited to fingerprints, voice recognition and facial patterns, which aid the authentication of a person’s identity (Lyon, 2008, p.501). The Biometrics Institute (2024, np) explains how biometric data can be categorised into two segments, firstly, verification, which using biometric technology, queries if a person is who they claim to be. Examples of this include facial recognition and fingerprints through banking systems and voice recognition within organisation helplines (Saverat and Brawley, 2024, p.5). Secondly, identification, which using an enrolment database, finds and returns biometric data connected to a single person, helping to uncover their identity (Biometrics Institute, 2025, np). Alsaadi (2021, p.15) notes how the authentication and identification process exercised through biometric technology creates ease of access when operating computer networks and mobile phones for instance, while replacing older methods such as passwords and PIN’s which can be easily forgotten. Alsaadi (2021, p.15) maintains that these techniques can offer ‘better security level for real time identification’ by reducing unauthorised access to applications and services. This is one example of how biometric surveillance encapsulates safety on a micro level. Moreover, biometrics in the form of facial recognition and fingerprints are widely used within police forces and forensic science to identify suspects (Saverat and Brawley, 2024, pp.6-8). In support, the Home Office (2018, p.10) conveys how South Wales Police utilise facial recognition to compare pre-made watch lists of suspected mobile phone thieves, with images of people in crowds during public events. These watch lists, which are created for specific and time-limited purposes, may also include those who are prohibited from going to an event or who are already known to the police (Home Office, 2018, p.10). Collectively, these examples of biometric surveillance appear worthwhile and well placed in society, both on a micro level, for the protection of individuals personal information, and on a macro level, for the identification of potential suspects, subsequently highlighting the dynamic uses of biometric surveillance for purposes of safety. However, it is important to recognise the potential risks of biometric surveillance, not only its benefits.
Generally, surveillance poses a risk to the privacy of many individuals, especially with the development of computer-based surveillance that hold ‘powerful capabilities’ (Power, Heavin and O’Connor, 2021, p.155). In support, Lyon (2010, p.108) maintains that information and communication technologies are employed to ‘increase the power, reach and capacity of surveillance systems’. Despite its benefits to the police and security services, the regulation of surveillance and how this corresponds to the rights of citizens in terms of privacy is now being contested due to the involvement of not only the state, but a third party – the corporate sector (Longstaff and Graham, 2009, p.6). To mitigate crime, the government has begun to utilise the private sector to develop and apply surveillance systems, including biometric intelligence (Longstaff and Graham, 2009, p.6). This raises questions surrounding the logic of involving large corporations, because while the government has a duty to act in the best interests of the public, the loyalty of corporations is to their shareholders (Longstaff and Graham, 2009, p.6). This demonstrates how control through surveillance can be channelled through different levels of authority, altering the power dynamics that the government possess (UK Parliament, 2025).
This idea of surveillance and control can be explored through the work of Deleuze (1992) in which he builds upon Foucault’s theory of discipline surrounding enclosed institutions and docile bodies (Foucault, 1975). Deleuze (1992, p.4) refers to ‘societies of control’ where using the example of a factory, describes this establishment as previously having ‘contained its internal forces at a level of equilibrium’. Now, Deleuze (1992, p.4) hypothesises that a larger force, in his example, the corporation which he describes as a ‘spirit or gas’, has replaced the factory, suggesting control is no longer confined to enclosed spaces. Deleuze (1992, p.7) adds that ‘a mechanism giving the position of any element within an open environment is not necessarily one of science fiction’. Here, Brusseau (2020, p.3) uses the example of an electronic ankle bracelet to illustrate Deleuze’s theory in a modern sense. Brusseau (2020, p.3) explains how convicts confined to a prison ‘compels activities by location’, that is, when sent to the canteen, one is expected to eat. In contrast, the use of an ankle bracelet worn by criminals on home arrest removes rules of confinement, making concrete walls ‘redundant’ (Brusseau, 2020, p.3). From here, Brusseau (2020, p.3) claims that this is where control begins as the convicts’ movements are still being tracked and data extracted, allowing monitoring to happen from afar whilst providing an insight into the ‘personal habits, biological needs’ and ‘human desires’ of the individual. From this view, technological advances have altered the power dynamic from rigid discipline amongst institutions such as prisons and factories (Deleuze, 1992, p.4), to more free flowing powers amongst society, providing an illusion of freedom in the process. Therefore, modern computer-based technologies such as biometric intelligence means that ‘surveillance could be everywhere at any time’, capturing any irrelevant information in the process (Basturk, 2017, p.5). This theory captures how the advancement of technology equips citizens with modern day mechanisms that supposedly benefit them, such as examples previously mentioned (Alsaadi, 2021), when it is large corporations as referenced in the work of Deleuze (1992) and Brusseau (2020), that facilitate this sense of control by generating data to survey the actions of its users. This questions who has the real control and power, something that is particularly relevant in the consideration of biometrics. 
Figure 1 illustrates the three elements that make up the surveillance network, showing the ingrained existence of surveillance in the modern world (Marciano, 2018, p.128). Marciano (2018, p.128) also highlights how biometric technology communicates directly with the body, bypassing the human mind in the process. Consequently, this dependency on body over mind diminishes the power of human communication and replaces them with ‘speaking bodies’, which may ‘legitimize unauthorized use of personal bodily information’ (Marciano, 2018, p.129). Ultimately, this allows for information to be automatically and even remotely retrieved by powerful people without knowledge or consent (Marciano, 2018, p.129), highlighting the issue of privacy alongside the concern that individuals do not have autonomy over their personal bodily information. By way of illustration, the company ‘Clearview AI’ (2025, np) specialise in facial recognition using a database that has collected over 50 billion facial images sourced from the public domain, such as news media and social media. The main ethos behind Clearview AI (2025, para 1) is that they are enhancing public safety and securing justice to victims of crime by providing ‘cutting edge technology’ to assist US law enforcement to identify suspects and criminals. In recent years, Clearview AI have been fined on more than one occasion for breaking procedures stipulated within the Regulation (EU) 2016/679 of the European Parliament and of the Council (2016) (Information Commissioner’s Office [ICO], 2022, p.2; European Data Protection Board, 2022, np). For transparency, an appeal made by Clearview AI to revoke the ICO’s (2022) jurisdiction was accepted by the General Regulatory Chamber (‘Clearview AI Inc v The Information Commissioner’, 2023, p.1) on the basis that the ‘monitoring of data subjects’ behaviour’ fell beyond the ‘material scope’ of Article 3 of the UK General Data Protection Regulation, referred to as the ‘Territorial application’ within the Data Protection Act (2018, Part 7(207)). This shows that while their actions may have been invasive, certain legislation was not applicable to them, which ultimately questions the effectiveness of legislation. This is corroborated within the tribunal report (‘Clearview AI Inc v The Information Commissioner’, 2023, pp.25-31) which acknowledges that Clearview AI do collect and store personal data by ‘scraping’ images from the internet, and that they are likely to be monitoring the behaviour of data subjects in some capacity. The case report also expressed agreement with the ICO that it is at the discretion of Clearview AI as to who can use their service, indicating that they could extend their services to ‘commercial clients’ should they desire (‘Clearview AI Inc v The Information Commissioner’, 2023, p.33). This reinforces the previous point made by Longstaff and Graham (2009) surrounding the involvement of third-party organisations and their powers within the delivery of biometric technology.
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(Marciano, 2018, p.128)
In response to this ruling, the BBC reported that critics of Clearview AI argued that the use of its technology by law enforcements places everyone into a ‘perpetual police line-up’ (Vallance, 2023, para 9). Although the latter is likely to hold a level of media bias, the criticism portrays a sense of uneasiness in how biometric technology is used, when unbeknownst to many, images that people post innocently into the public domain can be accessed by law enforcement should they deem it necessary (Clearview AI, 2025, np). In fact, a survey conducted by the European Union Agency for Fundamental Rights [FRA] (2020) discovered that 30 percent of individuals in the EU are fearful about advertisers, businesses and foreign governments’ accessing personal information covertly (p.5), and only 51 percent are aware that they can access their personal data held by private companies (p.12). The survey also revealed that 41 percent of participants do not wish to share their personal data with private companies, with as few as 6 percent comfortable with sharing facial images (FRA, 2020, pp. 3-4). This conveys a sense of distrust from individuals in how their personal data is used, indicating that people must be mindful of what they share within public domains, whilst familiarising themselves with their rights and privacy policies stipulated within online services. Although, as the example of Clearview AI has shown, while legislation such as the Data Protection Act (2018) can shield against misuses of data, it cannot always guarantee protection from organisations operating outside the scope of a country’s legal framework (‘Clearview AI Inc v The Information Commissioner’, 2023). In relation to privacy, Article 8 of the Human Rights Act (1998, schedule 1) states that everyone has a ‘right to respect for private and family life’, except:

such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. (Human Rights Act, 1998, schedule 1).

Again, this raises concerns surrounding the value of this act given that it can withdraw the right to privacy in many circumstances. While the Human Rights Act (1998) may create an illusion that everyone has this right, whether it is achievable in a contemporary society that is heavily dependent on biometric surveillance, seems progressively unlikely. Henceforth, recommendations by Stockwell et al. (2024, p.5) on behalf of The Centre for Emerging Technology and Security stress the importance of simplifying existing policy and legislation and implementing new protection that reflects the ever-growing nature of biometric systems to ‘reassure the general public’. 
In summary, this submission has established that surveillance is deeply ingrained into society and can be subjective in its uses, both for purposes of safety and control (Lyon, 2022; SSN, 2006). Formal sanctions demonstrate how power and control can be upheld, granting those with power to implement biometric technology into society (Dahl, 1957; Scott, 2014; Claridge, 2020; UK Parliament, 2025). The use of biometric surveillance has many uses on a micro and macro level, primarily for authentication and identification purposes, deeming it useful in terms of safety (Scottish Biometrics Commissioner, 2025; Lyon, 2008; Saverat and Brawley, 2024; Alsaadi, 2021; Home Office, 2018). However, the theory of ‘societies of control’ (Deleuze’s, 1992; Brusseau, 2020; Basturk, 2017) alongside the findings of Longstaff and Graham (2009), shows how the implementation of biometrics has altered the power dynamic within society into a much broader context, where the sharing of personal data is handled beyond government control, and is heavily involved in utilising the human body (Alsaadi, 2021; Marciano, 2018). Controversy surrounding the tech giant, Clearview AI (2025) demonstrates how facial images can be readily accessed by private companies and shared with law enforcement. While one could argue that it is worthwhile for safety purposes, infringements of regulations as seen in this submission (ICO, 2022; European Data Protection Board, 2022) highlight firstly, how corporations have control over personal data, and secondly, how they have the power to overrule prosecutions brought against them (‘Clearview AI Inc v The Information Commissioner’, 2023). Thence, although legislation may aid the protection of personal data and privacy (Data Protection Act, 2018; Human Rights Act, 1998), the advancement and normalisation of biometric surveillance embedded into daily life has blurred the idea of privacy. The untrusting nature from people towards the sharing of personal data (FRA, 2020), along with the example of how it can be used by private companies specialising in biometric technology (Clearview AI, 2025), affirms that surveillance in this form is a way to control in plain sight. Ultimately, ‘The Body as Password’ by Davis (1997) has never been truer in a society that engrosses itself in biometric surveillance. 
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