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1.0) [bookmark: _Toc7813770] Introduction 
This section will describe the scenario, look into the background of the work to show what research has been done in this area, what products are currently on the market, and consider if these devices can be used to improve home network security. It will show the necessity of the research, the aims of the final project with expected outcomes as well as the impact it can have. Finally, the conclusion will sum up the author’s opinion of the research and suggest how home network security can be effective.
[bookmark: _Toc7813771]1.1) Working title 
Designing, testing and building a secure home network for a University degree portfolio.
[bookmark: _Toc7813772]1.2) Background 
With the majority of home users not being computer security experts, a lot of trust is given to devices being secure immediately (without the user having to setup any security features). The interest of this research would be to find out if people’s homes are as secure as they assume they are, and if not, how to improve it. There isn’t a great deal of research available for home network security, but this proposal plans to combine several ideas and is specifically aimed at home users.
Some of the most common network attacks are:
· Packet sniffers - A piece of hardware or software used to monitor network traffic. Used for intercepting and logging traffic that passes over a network[1], [2]. 
· Password attacks - Thousands of passwords tried in an attempt to guess the correct one[3],[4].
· IP spoofing - A technique used to gain unauthorized access by manipulating IP packets in order to impersonate another computer on the network[5], [6].
· ARP Spoofing – Replying to a message that was intended for someone else so as to convince the host that they are genuine and get all future messages [7].
· Man-in-the-middle attacks - The attacker sits between two parties who believe they are directly communicating with each other, and can even alter the message[8], [9].
· DDOS - making a website or computer unavailable by flooding the website with too much traffic[10].
Literature describing ways of combating these attacks include Feamster’s paper ‘Outsourcing home network security’ which describes a distributed network monitoring system that could be used at a network level[11].  This is in relation to a smart switch which reports unusual activity back to a central server – this can very quickly recognise behaviour patterns such as distributed attacks, and block them early. Feamster suggests this should be managed remotely because the majority of homes and small businesses are either poorly managed, or not managed at all, which has some truth to it; but other concerns arise, such as - who is then responsible for the security, and who is liable if that home or small business gets hacked? If one company is responsible for many people’s remote security, can they protect all of their clients from the latest hacks; whereas a worldwide corporation such as one of the big anti-virus companies have 24/7 updates.
Xu,Wang and Lee have taken a similar approach to Feamster, but rather than a centralised server – a local computer system is attached to the network, called a ‘homeTPS’ which analyses home network traffic in real-time, then detects and blocks vulnerabilities[12]. The concern here (and also in Feamster’s suggested solution) is that all internet activity is being monitored and analysed, so there are issues concerning privacy such as where this information is stored, who gets to see it, if it is secure, confidential, encrypted etc. Again, there is some reservation about how quickly a vulnerability can be patched to ensure that this local system remains secure. 
This approach would also support the work of Sivaraman, Gharakheili, Vishwanath, et al who suggest that one of the biggest threats at the moment is the emergence of the Internet of Things[13]  – IOT devices. These devices are being targeted for security breaches and being used in DDOS attacks and as spam bots[14]. The device could be a baby monitor, a smart TV, a security camera – anything which can be accessed through the internet is at risk. Just a few years ago hackers gained access to 100,000 smart devices and used them to send out 750,000 malicious emails[15].
Now with the enforcement of GDPR[16], it is more important than ever make our home and business networks secure.
The smart lighting system ‘Hue’ by Philips[17] uses ZigBee[18] to send signals to each bulb in the house. This has the benefit of having its own transmitter (called a ‘bridge’) connected to the home router, so for a hacker to be able to control the light bulbs remotely, they would first have to get through the router’s security, then access the bridge, finally send a signal to the bulb. One downside to this system is that it could be made more secure by sending every signal encrypted in case a hacker in close proximity is ‘eavesdropping’[13].  This bridge is an extra layer of security compared to a web camera / baby monitor etc which is IP connected[18] because for a hacker to access these, only the router has to be bypassed.
There are devices on the market at the moment which advertise that they increase security by adding antivirus to the whole network in a separate, self-contained piece of hardware which connects to the router. Examples include ‘Bitdefender’s Box’[19], and ‘Bullguard’s Dojo’[20]. There are also hardware security devices available which include a firewall such as ‘F-Secure’s Sense’[21]. All of the academic research read has been ‘secondary’ – the researchers have been building on previous ideas, rather than creating something completely new. 
[bookmark: _Toc7813773]1.3) Research necessity 
Most of the UK (and millions of people around the world) have high-speed connectivity to the internet using the equipment supplied by their ISP[22]. But how secure are today’s home networks? Most home networks have multiple users and many different devices connected; being used for internet shopping, online banking, social media, and even correspondence from the work place as more and more people work from home nowadays[23]. Therefore, it is critical for our home networks to be secure. 
The literature shows that there have been many studies that test the security of corporate networks, but very few that have thoroughly tested home network security. This opens up an opportunity for more research in this particular area of computer networking. 
The research proposed is effectively a combination of the approaches discussed in the ‘background’ section. The experiments will start by testing routers with no security added, then using a hardware antivirus[19]/[20], this will connect directly to the router, providing an extra layer of protection. The literature suggests that this should result in minimizing the type of attacks listed above. Also, because it is a smart antivirus, it updates regularly and reports back to a central server, in a similar way to the method discussed by Feamster. Finally, a hardware firewall will be added before testing again, as a combination of the two maybe needed. So, this research intends to build on existing ideas and combine them together and apply to a new environment. 
[bookmark: _Toc7813774]1.4) Impact
The UK government has estimated that cybercrime costs the UK £27bn each year[24], it impacts on banks, businesses, the government and typical home users because so many people shop and bank online nowadays. This research has the potential to raise awareness of online security, possibly change the way people think about their home network, hopefully resulting in a reduction in cybercrime. If the results are as good as expected, then it could change the equipment ISPs provide, it may also encourage other researchers to investigate this area further, therefore having a positive impact on the research community.
[bookmark: _Toc7813775]1.5) Aim
The aim of this project is to test the security of several home routers that ISPs provide, and if found to be not very secure, design a system that improves security. This will be achieved by these objectives:
I. Investigating the security of routers from 3 different ISP’s as they come from the factory by testing all three thoroughly using several types of established tools.
II. Determine whether the standard level of security can be improved by the adding extra hardware to the network and running the same tests again.
III. Analyse the results of each router, then create a detailed report showing the strengths and weaknesses of all 3.
IV. Evaluate the results as a whole, and suggest an improved network design which shows the public how they can improve the security of their home network.


[bookmark: _Toc7813776]1.6) Expected outcome 
This project is expected to demonstrate the weaknesses of a typical home network, by running many tests in a structured way, recording the results and creating a report of the findings.
An improved system will have been designed which members of the public can implement in their homes. Also, a report of the tests will be created which will highlight to the ISPs the weaknesses of their routers, should they wish to improve security in the future. It is expected that the results of this research will lead to a method of creating the most secure home network, and a paper published with the findings.
[bookmark: _Toc7813777]1.7) Conclusion 
This section has shown why this research is necessary, the literature shows that some of the high-risk devices in people’s homes are IOT devices as they don’t have security installed locally and very rarely get updated. Some of the potential solutions in the literature were compared, including a smart switch which monitors network activity and reports back to a central server, and a computer connected to the home network which also monitors network activity. Some devices which are for sale were researched, and it was decided that these should be tested in an attempt to improve security. The aim of the project was broken down to four objectives, and the expected outcome was predicted. 
It is the author’s opinion that the best results will be obtained using a combination of the hardware antivirus, and the hardware firewall as this should protect against malware/virus attacks as well as hacking protection. After reading and considering the literature, it is clear that to protect a network it must be possible to adapt to new attacks; this is because malware, hacking tools and viruses are evolving all the time in a similar way to biological viruses. It can’t be set once and left, the security will soon become out of date and at risk. Even if the proposed solution is not the answer, there must be a similar solution which will allow the network security to evolve as rapidly as the attackers do. If this research does not find an acceptable solution, this can be developed in future work.
[bookmark: _Hlk7551828]The next section will describe the research and development methods.
[bookmark: _Toc7813778]2.0)    Research and development methods
[bookmark: _Toc7813779]2.1) Introduction 
This section will explain the philosophy, outline the research approach and strategy. It will also describe the planned experiments and expected results, give details of the methodology, as well as discuss the risks, limitations and the precautions needed to ensure this work is as accurate as possible. Because this is designed for the public, one key element is that it must be so simple to install, so that anyone can do it. The result of this research could become a guideline for home users, as there is very little data available for home security systems, compared to corporate networks. The conclusion explains the reason behind the design of the experiments.
[bookmark: _Toc7813780]2.2) Research philosophy 
There are many different ways to approach research, the main deciding factor is the type of study being undertaken. Figure 1 is a diagram which incorporates all of the strategies, techniques and philosophies:
[image: ]
[bookmark: _Ref6675403][bookmark: _Toc6769039][bookmark: _Toc6768149][bookmark: _Toc6768047][bookmark: _Toc6765463]Figure 1 – The research onion, image courtesy of ‘Research Methods – Saunders’[25]
As this research will involve experiments yielding quantitative data, the philosophical stance taken will be that of the natural scientist, working with observable reality[26], [25] – known as positivism. This has been defined by Hinkelmann, Witchel and Friedrich as:
“Being able to observe the world in a neutral and objective way, discover relationships, derive and test theories. All observations should be repeatable”[27].
An alternative stance could have been taken such as ‘interpretivism’ but this would have been less appropriate for this work as it relies on subjective interpretations from ‘social actors’[25], [27].
[bookmark: _Hlk7445335]Another alternative is an inductive approach (see below), developed from a phenomenological philosophy, - the goal of phenomenology is to develop an understanding through human experience. This method is generally not compatible with positivist or experiment methodologies, but rather as a method to investigate the experience lived[28].
[bookmark: _Toc7813781]2.3) Research approach
Once a philosophy has been chosen, it should remain consistent throughout, as it affects every aspect of the way the experiment is undertaken and the choice of research approach, needs to compliment the philosophy.
An ‘inductive’ approach requires the data to be collected first, and then the theory developed around the results[29], [30], see Figure 2: 
[image: ]
[bookmark: _Ref7549705][bookmark: _Toc6769040][bookmark: _Toc6768150][bookmark: _Toc6768048][bookmark: _Toc6765464]Figure 2 – An inductive approach, image courtesy of ‘how to choose a research methodology’ [27]
Alternatively, a ‘deductive’ approach is one in which a theory is developed first, then a research strategy designed around this to test the hypothesis[29], [30], see Figure 3: 
[image: ]
[bookmark: _Ref7549732][bookmark: _Toc6769041][bookmark: _Toc6768151][bookmark: _Toc6768049][bookmark: _Toc6765465]Figure 3 – A deductive approach, image courtesy of ‘how to choose a research methodology’ [27]
[bookmark: _Hlk7551324]In keeping with the positivist philosophy chosen, a deductive approach will be taken throughout, to test the hypothesis of how insecure the router is as it comes from the factory, and if the network is indeed more secure with the additional hardware connected. The experiment will be designed first, and the results used to test the hypothesis. 
[bookmark: _Toc7813782]2.4) Research strategy 
The type of research needed to get the results necessary will be ‘experiment’. This is exploratory analysis in the form of a scientific experiment[31], designed to confirm or refute the hypothesis by carefully and systematically testing, then accurately recording the results. The data gathered can be visualised using graphs and tables, showing relationships between variables, identifying patterns etc. 
It is important to have an organised structure to work to, Sanchez, Sánchez and Wan in their paper ‘Work smarter, not harder’ explain that 
‘The benefits of a well-designed experiment are tremendous once you realize how much insight and information can be obtained in a relatively short amount of time’ [32].
They proceed to explain how much more efficient the data collecting process can be, and how much time can be saved by designing the experiments properly at the beginning.
To collect the results as accurately as possible, the equipment (The router, hardware anti-virus and IOT device as well as the computer used to try and breach the security) will be set up so that only the variable will change. A laptop will be setup next to the equipment purely for recording the results. 
These results will then need to be analysed, graphs created to compare results, conclusions drawn and reports written explaining the data found; but gathering accurate data is essential – so a strategy to keep consistent is explained below.

[bookmark: _Toc7813783]2.5) Research methods 
The plan is to run a series of malware programs (on each router) from the ‘Anti-Malware Testing Standards Organisation’[33] - these are safe malware files that are used to test antivirus software. These will first be run on a network with only the router as it comes from the factory, no extra security added (the 3 routers are named in Table 1) – see Figure 4:
[image: ]
[bookmark: _Toc6768050][bookmark: _Ref6767981][bookmark: _Toc6768152][bookmark: _Toc6769042]Figure 4 – A home network with no security added
Each setup will have 20 malware programs run (1 at a time) on each router, to ensure a stable set of results. Then the same malware programs will be run again on each of the 3 routers, but this time adding a hardware antivirus to the network. This should protect all devices in the home, not just computers, but also ZigBee smart lighting, thermostats and other smart-home devices (because they can’t have antivirus software installed locally) see Figure 5:
[image: ]
[bookmark: _Ref6768307][bookmark: _Toc6769043]Figure 5 – A home network with a hardware antivirus added
After this, more tests will be run using the same three routers again, to see if they can block phishing websites - once without adding any extra security (Figure 4), and again with extra security added (Figure 5). Finally, (using the same equipment again) this time using penetration testing software, with and without added security. If the hardware antivirus doesn’t block any hacking attempts, then a hardware firewall will also be added, and the penetration tests run again - Figure 6:

[image: ]
[bookmark: _Ref6768957][bookmark: _Toc6769044]Figure 6 – A home network with a hardware antivirus & firewall added
This will enable an evaluation into the effectiveness of home routers as they are sent to customers, as well as being able to develop a tried and tested method to make home networks as secure as possible, without having to alter anything or install anything on individual devices.
[bookmark: _Toc7813784]2.6) Experiments planned 

	Test
	Equipment

	
	

	1) Use 20 malware programs from AMTSO
	Using a Virginmedia router

	2) Use 20 malware programs from AMTSO
	Using a Talktalk router

	3) Use 20 malware programs from AMTSO
	Using a BT router

	4) Use 20 malware programs from AMTSO
	Using a Virginmedia router & hardware AntiVirus

	5) Use 20 malware programs from AMTSO
	Using a Talktalk router & hardware AntiVirus

	6) [bookmark: _Hlk6132169]Use 20 malware programs from AMTSO
	Using a BT router & hardware AntiVirus

	
	

	7) [bookmark: _Hlk6132054]Try to visit 20 phishing sites from phishtank.com
	Using a Virginmedia router

	8) Try to visit 20 phishing sites from phishtank.com
	Using a Talktalk router

	9) Try to visit 20 phishing sites from phishtank.com
	Using a BT router

	10) Try to visit 20 phishing sites from phishtank.com
	Using a Virginmedia router & hardware AntiVirus

	11) Try to visit 20 phishing sites from phishtank.com
	Using a Talktalk router & hardware AntiVirus

	12) Try to visit 20 phishing sites from phishtank.com
	Using a BT router & hardware AntiVirus

	13) Try to visit 20 phishing sites from phishtank.com
	Virginmedia router with Antivirus & Firewall

	14) Try to visit 20 phishing sites from phishtank.com
	Talktalk router with Antivirus & Firewall

	15) Try to visit 20 phishing sites from phishtank.com
	Bt router with Antivirus & Firewall

	
	

	16) [bookmark: _Hlk6133313]Run penetration testing using Metasploit program
	Using a Virginmedia router

	17) Run penetration testing using Metasploit program
	Using a Talktalk router

	18) Run penetration testing using Metasploit program
	Using a BT router

	19) Run penetration testing using Metasploit program
	Using a Virginmedia router & hardware AntiVirus

	20) Run penetration testing using Metasploit program
	Using a Talktalk router & hardware AntiVirus

	21) Run penetration testing using Metasploit program
	Using a BT router & hardware AntiVirus

	22) Run penetration testing using Metasploit program
	Virginmedia router with Antivirus & Firewall

	23) Run penetration testing using Metasploit program
	Talktalk router with Antivirus & Firewall

	24) Run penetration testing using Metasploit program
	Bt router with Antivirus & Firewall


Table 1 - Experiments Planned


[bookmark: _Toc7813785]2.7) Anticipated test results 

	Test Range
	Expected Outcome

	
	

	1-3
	The stock standard routers will not block any of the malicious software, it will all be allowed to run

	4-6
	It is anticipated that the addition of the hardware antivirus will block approximately 80% of the malware

	
	

	7-9
	The stock router will allow any blacklisted website to be visited without even a warning

	10-12
	The software inside the hardware antivirus should update regularly enough to know the latest banned sites, but it is likely that the very latest sites won’t be blocked for a few days. This can be tested by looking at when the website was blacklisted

	13-15
	The addition of the firewall should be much more efficient at blocking dangerous sites so very few phishing sites are expected to be allowed.

	
	

	16-18
	All of the penetration testing is expected be allowed into the home network

	19-21
	Most tests not blocked because the added hardware is an antivirus device so is unlikely to block the latest penetration testing tools - for this a hardware firewall would be needed

	22-24
	With a hardware firewall and antivirus connected, the amount of penetration testing tools that can access the network should be very few as that is what the product is designed to block.


Table 2- Anticipated Results of Experiments

The results of these tests will show how secure each provider’s routers are as standard, and how effective the addition of a hardware antivirus and firewall is at preventing modern attacks. This will be used to inform the ISPs of shortfalls with their routers, and also to show the public how they can be most secure while online at home. 
[bookmark: _Toc7813786]2.8) Risks 
The number of risks in a project can be kept to a minimum by utilizing proper planning and management[29]. Project risks are defined as any problem that threatens the result of the project. This could affect the delivery time of the project or a financial cost[34]. 
In order to avoid as many potential risks as possible, it is important to try and anticipate what could go wrong in this project:
· Getting incorrect results when testing. This risk can be minimized by only changing one variable at a time. This reduces the chance that an outside factor may be responsible for the result. 
· Recording the data incorrectly. This is a common mistake, often called ‘human error’. The best way to avoid this is to take a logical, systematic approach to testing.
· It is important that the data is recorded straight away because any delay increases the chance of errors, also it should be input directly to excel because every time there is another recording, the chance of human error increases.
· One risk is that the tests are out dated, so up to date tools must be used when testing.
· Receiving a ‘false positive’– this can happen, but by repeating the test many times, the overall result should show the correct average. 
· Incorrectly interpreting the data after all the results have been recorded. This should be avoided by using more than one method and comparing them to make sure they are the same.
· Data loss is a common hazard these days, it only takes a hard drive to fail and all the results could be lost. To avoid this, the spreadsheet files will automatically be backed up to a cloud service (such as dropbox).
· Not leaving enough time to complete all the tasks. Time management plays a key role in a project, and a plan for this has been done in the form of a Gantt chart – see section 3.4.
· The results of the experiments may not improve the security over the standard router. This is a possibility, but it would not mean that the research is a failure, just that the hypothesis has been disproven. If this eventuality occurs, then further research will be required using a replacement router (rather than adding to one) using an enterprise standard router which can have the security personalised using settings such as ‘Access Control Lists’.
There are other risks associated with this project such as being mindful of user’s data and privacy. If the added hardware is reporting activity back to a central server, then this needs to be checked that this is anonymous and doesn’t violate the rights of the end user[11].

[bookmark: _Toc7813787]2.9) Analysing data 
The results of every test will be recorded in excel; this gives the option of displaying the information in a variety of visual ways which make it much easier to see trends in the data. Once this has been done, it should be clear which method (or combination of methods) is the most effective route to secure the network without interfering with typical, everyday usage.
[bookmark: _Toc7813788]2.10) Conclusion 
After some comparison – a positivist philosophy was chosen, and a deductive approach. This is the most suitable type of research for these experiments. A list of tests has been planned in this section, as well as the results predicted for each test. The risks associated with this research were listed and it was noted that further experiments maybe required if the results are not as expected. It was highlighted how important it is to have as much as possible planned carefully before starting work, so that the results are as accurate as possible. The experiments have been planned with the public in mind, so that the design can be recreated by someone with very little knowledge of IT. 
The next section will describe the resources needed and the project time management.
3.0) [bookmark: _Toc7813789]Resources and planning
[bookmark: _Toc7813790]3.1) Introduction
This section will describe the setting in which the experiments will be carried out, the equipment needed and the time management plan including a Gantt chart in order for the research to be as efficient as possible, finally the conclusion states the author’s opinion of how this research would be best used.
[bookmark: _Toc7813791]3.2) Setting 
The setting of these experiments will be the University of Wales, Trinity Saint David, Swansea.
[bookmark: _Toc7813792]3.3) Equipment
The equipment needed for the experiments will be: 
· The three different routers. 
· Two hardware antivirus boxes.
· A hardware firewall. 
· A computer used to try and break into the network.
· The software from AMTSO.
· The software from Metasploit. 
· An IP based IOT device such as a web-camera (for testing).
· For security reasons, these tests will be run on a virtual machine (so a Pc will be needed).
· A cloud storage account (such as Dropbox) with enough storage available for all of the data.
[bookmark: _Toc7813793]3.4) Gantt chart

A list of tasks and a Gantt chart have been created to ensure time management is adhered to, see Figure 7 & Figure 8:
[image: ]
[bookmark: _Ref7817826]Figure 7 -  A list of tasks were created
[bookmark: _GoBack]
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[bookmark: _Ref7817841]Figure 8 – A Gantt chart created in Microsoft project 
[bookmark: _Toc7813794]3.5) Conclusion
A successful plan of the work needed includes time management which will help to keep the project on target and focused. The Gantt chart starts at the beginning of the academic year, and has a break for Christmas, and includes an extra few days contingency - just in case an unforeseen problem arises. Planning a list of equipment also helps the project to run smoothly, as this can easily be put together in the first week (rather than waste time continually searching for items needed). Once everything is setup and the experiment is ready to start, the focus can then be on obtaining and recording accurate data. Finally, the data can be analysed and the reports written. 
Ideally, this would be published somewhere that the public could access it, as a guide explaining how an average home user could safely and confidently secure their home network themselves. 
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Before deciding which route to investigate, there was a lot of background reading required. Any ideas at this time were noted and put together in a mind map, shown in Figure 9:
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[bookmark: _Ref6949580]Figure 9 – Mind map of research ideas and questions[35]
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