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1. [bookmark: _Toc196587467]Introduction

I will develop a website-based data management system that will sort, edit, create and delete through managing various amounts of data that includes users, museums, artists and artwork details. The proposed system will manage the Albert Displays website with PHP for the server’s role for a functioning website that will display the information with a backend database that will allow administrators to sort existing records, edit their details, create new entries, or delete unwanted entries. Discussion on Anti-SQL prevention methods will also be discussed in this report. References and Figures will be cited throughout this document and will be displayed at the end.


















2. [bookmark: _Toc196587468]Anti-SQL injection measures and issues

SQL injection is a type of code injection that depending on the intent can cause damage or destroy a database entirely. This type of method is commonly used in web hacking as a person can implement malicious code in the form of SQL statements, such as an input box [1]. The most common use of SQL injection is to access a system by bypassing the login or viewing credentials that are not secure or encrypted, an example would be a username or userid. The issue is that some companies that operate databases with websites are not correctly encrypting or safeguarding their data this could be due to budget costs, time for integration, or haven’t thought of a functional system to prevent SQL injection [2]. The problem can be more serious if a user had access to a database to potentially view confidential data such as usernames, emails, private information, or access level to determine an administrator that provides higher privileges to the system. These inquires that businesses and organisation apply these methods to keep data integrity and security throughout all areas, by using prepared statements, validate user inputs. For the purposes of security, I have included a feature that will protect users’ private information from being compromised, I have implemented a hashing system on users’ passwords so that the stored value isn’t readable to the end user as displaying open passwords is a high security risk for potential breaches and potential unauthorised access. 
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Figure 1 – Users page with stored information

As seen in Figure 1 the password filed is hidden to protect against unauthorised access into user accounts by displaying dummy text. My reasoning for applying this layer of security is to ensure that all password of users is encrypted to prevent other users from viewing, this prevents scenarios where if unauthorised personnel where to obtain an admin account they still won’t be able to view the passwords, ensuring data integrity [3]. I have also made the user of prepared statements, so that user inputted statements are not executable SQL queries so that in the event of an injection the input will be read as plain text, preventing malicious code from being executed [4]. However, there are still some areas that I haven’t secured to prevent SQL injection, implementing a user access level is a good indicator to set level on who has permissions or access to what in the system, for example, this could be an admin role that has higher permissions than a manager where the admin can edit and delete fields but the manager can only create [5]. This is an important procedure to ensure that users are assigned to job specific roles determined by their access level and their ability to perform tasks on the system.
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Figure 2 – Create a new user page

When developing the user password hash I encountered a problem with the edit feature as if a user’s details needed to be changed the password was hidden from the viewer preventing unauthorised people from viewing, however if the person where to go into developer tools the value on the input box would reveal the password, this is a massive weakness that I found as anyone could obtain the password. In response I implemented the hashing which resolved this problem [6].
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Figure 3 – Set a hashing function to be declared instead of the password
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