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In recent years, there have been multiple reports of suspected Chinese balloons flying over North America [1]. These seem to be High altitude balloons with an underslung load looking akin to a satellite with solar panels. The most recent balloon to appear over the US and Canada got shot down by the US military using an F-22 and an AIM-9 Sidewinder [2], and they have used this chance to collect some information from the downed device [3].
These balloons are approximately 60 metres tall carrying a payload slung underneath potentially weighing several hundred to a thousand kilos [4]. According to Adm Mike Mullen it also had propellers on to guide its trajectory despite claims from China that it had “been blown off course”. The balloons flew between 24 and 37km above sea level.
There have been tensions between the US and China for some time now due to several factors like trade wars, Technology [5], ideological and political differences [6], and ethical issues including the US criticizing China for its human rights record [7]. This will both have caused distrust of the Chinese by the US when they say it’s a weather balloon, while also being the reason China might have instigated spying.
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The Chinese balloons over North America have raised concerns among many people, policymakers, military officials, the public, and this company. The primary concern is that these balloons will conduct military surveillance or other malicious purposes. The balloons could potentially gather intelligence on military installations, government facilities, and critical infrastructure. The Chinese could also use the balloons to intercept communications. The Chinese have claimed that high speed winds blew the balloon off its course and while this might be true, this report will assume that the balloons are a potential threat.
If these balloons are gathering intel and feeding it back to the Chinese government it might be the beginning of plans for the Chinese to attack the US, especially with the focus on the Russian-Ukraine war currently ongoing.
It has been seen that these balloons have no self defence mechanism, however they might have self-destruct systems to either wipe themselves before falling into enemy hands, or a small explosive to destroy the evidence. The presence of an explosive if pretty damming evidence of the fact it was meant to self-destruct so it is more likely that the device would overload itself to damage sensitive equipment and memory.
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Given the potential security risks associated with Chinese balloons over North America, there is a strong chance that the following will occur:
Increase in Surveillance and Monitoring
The U.S. government will have increased its surveillance and monitoring of their airspace due to the Chinese balloons flying over. They will achieve this through increased radar and satellite coverage, as well as increased monitoring of commercial air traffic. The balloons are no easy to detect unless they are being looked for so if there is any scope for designing a method for this then the company should consider talking to Government agencies about developing this.
As an OME company, this shouldn’t cause to much effect, if however, the Balloons do come over and aren’t detected there are a few more recommendations which should lessen the impact of potential spying.
Strengthen Cybersecurity Measures
Private companies should strengthen their cybersecurity measures to prevent cyber-attacks launched from Chinese balloons. This could include measures such as firewalls, intrusion detection systems, and encryption.
Cyber-attacks are always a threat to the OME industry, this issue will bring the threat of them to the forefront of people’s minds. This will make implementing additional security measures easier, such as training employees to spot cyber-attacks. 
The primary target of the Cyber-attacks against the company will be to steal security information which could be used in turn to steal data on the products. This will lead to two problems; one, the Chinese will understand how the products are built and be able to form counter measures against them, and two, they will be able to copy the products and create their own version of them.
Develop Countermeasures
The U.S. government will be developing countermeasures to Chinese balloons, such as jamming technology to disrupt their communications and GPS signals. There might be a market to develop technology to detect, monitor, or potentially hijack the balloons if they are controllable. 
While the company might not specialise in cyber warfare such as hacking, a portion of developing OME devices falls under EMR, whether it’s sending a signal to detonate a device or for a missile to lock onto a target. Given this, developing a means to disrupt or jam the payload shouldn’t be difficult. Working with Government agencies to find out the technologies inside the balloons will give an edge on however the size of the device will indicate limitations of the technology aboard.
If the balloons do have self-destruct mechanisms in place, then disrupting devices could be created, then there is also a chance to capture the balloons without the lost of evidence. If the signals to the balloon are blocked, then the people controlling it cannot send a self-destruct signal. It might be triggered by a lack of signal, but this is unlikely given the chance of poor signal at high altitudes. The counter measure would need to be a directional device, or one which could be brought into proximity to the balloon long enough to bring it down. A directional beam signal which could overpower any signal sent by the controllers would be optimal. Additionally, false information could be sent using this rendering any readings useless.
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Given the potential security risks associated with Chinese balloons over North America, it is recommended that action be taken as soon as possible. The company should immediately look to strengthening its cyber defences. Checks should also be conducted to ensure nothing has been corrupted and training should be held so there is a level of confidence within the company that nothing will be missed. This should be conducted in the next few weeks.
Next, the company should look to developing a stronger security culture within the workforce. This should include things like locking computers when not at the desk, locking computers away so they can’t be stolen, changing passwords etc. all of which is recommended by the UK Government [8]. This will take longer to introduce however once implemented will be a benefit to the company.
Once the company has sorted itself out, prioritising the safety of employees and IP, then Government agencies should be contacted to devise any plans for future technology that can be provided to prevent this from occurring again. This would be more beneficial that what has happened which is a very reactive approach. 
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To understand the potential capabilities and limitations of Chinese balloons over North America, it is important to consider the fundamentals of electromagnetic radiation. Electromagnetic radiation is a form of energy that travels through space in the form of waves. It includes radio waves, microwaves, infrared radiation, visible light, ultraviolet radiation, X-rays, and gamma rays. Specifically for the Chinese balloons the most relevant would-be radio waves and microwaves, which are used for communication and surveillance. Radio waves have wavelengths between one millimetre and 100 kilometres, while microwaves have wavelengths between one millimetre and one meter. These waves are used for a variety of applications, including radio and television broadcasting, cellular communications, and radar. Chinese balloons flying over North America could potentially use radio waves and microwaves for communication and surveillance. They could use radio waves to communicate with ground-based stations or other balloons, or to intercept and monitor radio signals from the ground. They could also use microwaves for radar and other surveillance applications.
The maximum size of the wavelengths the balloon could detect would be dictated by the size of the antennae and its orientation. If the payload contained a half-dipole antenna and was approximately 30 metres wide then the max wavelength would be 60 metres, which translates to about 5MHz, which according to a report by the ARRL [9], it is used for amateur radio. This can be used for communication for computers which are connected to VPNs, or Virtual Private Networks. Information gleaned from these comms might be useful to catch anyone who is transmitting unauthorised or unsecure information. This is unlikely to be anything effecting the Government but might be how the balloons are communicating.
There are other limitations to the capabilities of Chinese balloons over North America. First, the balloons are going to be limited in their payload capacity and power supply. This means that they may not be able to carry sophisticated surveillance equipment or transmit data over long distances. Additionally, the balloons are subject to weather conditions and may not be able to operate in adverse weather. They were noted to be much larger than normal high-altitude weather balloons so the technology they could carry would be greater. The balloon was also shown to have solar panels which would reduce the need for heavy batteries and due to the height would receive a lot of sunlight without worry of much cloud cover.
Another limitation of Chinese balloons over North America is their vulnerability to countermeasures. For example, jamming technology could be used to disrupt their communications and GPS signals. Additionally, the balloons could be shot down or intercepted by military aircraft or missiles as the latest one has been. The force used to down the balloon might have been a little excessive, however the US military wanted to be sure to take it out. It might be that a simple strafe with the gun may have taken it out however there would also be bullets flying around in us Airspace where a missile is more controlled.
The Chinese balloons over North America have raised concerns about potential security risks. While the balloons could potentially be used for military surveillance or other malicious purposes, there are limitations to their capabilities and vulnerabilities that should be considered. It is important for the U.S. government and private companies to take steps to mitigate these risks, including increasing surveillance and monitoring, strengthening cybersecurity measures, developing countermeasures, and increasing public awareness. In terms of international law, the use of stratospheric balloons for military surveillance purposes is not explicitly prohibited. However, countries are required to respect the sovereignty and territorial integrity of other countries. This means that the use of Chinese balloons over North America without the consent of the U.S. government would be a violation of international law. Furthermore, the use of Chinese balloons over North America could also be seen as a violation of the principle of non-interference in the internal affairs of other states. This principle is enshrined in the United Nations Charter and prohibits countries from intervening in the domestic affairs of other countries. In addition to security and legal concerns, there are also potential economic implications associated with Chinese balloons over North America. If Chinese companies can successfully launch balloons over North America, they could potentially gain a competitive advantage in the telecommunications and surveillance industries. This could result in the loss of jobs and revenue for U.S. companies. 
In response to these potential economic implications, it is important for companies to invest in research and development of their own technology. This could include developing more advanced surveillance equipment, improving power supply and payload capacity, and developing more robust communication systems. 
In conclusion, there are many implications if the balloons are in fact spying devices, both from a security and a political view. The recommendations above are a few of the potential actions the company can take to avoid some of the more serious of these implications. If the balloons are no threat though the recommendations will still benefit the company in preparation for something like a cyber-attack or the western countries being spied on.


References
[1]	“Chinese Balloon Map: All the Places Objects Spotted | Time.” https://time.com/6253418/chinese-balloon-map-sightings/ (accessed May 11, 2023).
[2]	“U.S. SHOOTS DOWN CHINESE SURVEILLANCE BALLOON - ProQuest.” https://www-proquest-com.ezproxy.uwtsd.ac.uk/docview/2774838491?pq-origsite=primo (accessed May 11, 2023).
[3]	“NORAD CHIEF: CHINESE BALLOON OFFERED U.S. CHANCE TO COLLECT INTEL - ProQuest.” https://www.proquest.com/docview/2774839019?accountid=130472&parentSessionId=N8fkXvtpcrsJrFDGulvd0XOG6xUxWK9wfsKA0XYQmUE%3D&pq-origsite=primo (accessed May 11, 2023).
[4]	“Suspected Chinese spy balloon was 200ft tall - US defence official - BBC News.” https://www.bbc.co.uk/news/world-us-canada-64548140 (accessed May 11, 2023).
[5]	“OFFICE of the UNITED STATES TRADE REPRESENTATIVE EXECUTIVE OFFICE OF THE PRESIDENT,” 2018.
[6]	“America vs China Political System | Comparison | BohatALA.” https://bohatala.com/america-vs-china/ (accessed May 11, 2023).
[7]	“China’s Disregard for Human Rights - United States Department of State.” https://2017-2021.state.gov/chinas-disregard-for-human-rights/index.html (accessed May 11, 2023).
[8]	“Developing a positive cyber security culture - NCSC.GOV.UK.” https://www.ncsc.gov.uk/collection/board-toolkit/developing-a-positive-cyber-security-culture (accessed May 12, 2023).
[9]	“World Radiocommunication Conference Approves Global 60 Meter Allocation!” http://www.arrl.org/news/world-radiocommunication-conference-approves-global-60-meter-allocation (accessed May 12, 2023).
 
image1.jpeg




