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Global Learning Institute (GLI) is currently encountering a number of obstacles pertaining to its existing on-premises IT infrastructure. These issues encompass elevated maintenance expenses, susceptibility to hardware malfunctions and calamities, as well as restricted scalability [1]. GLI is contemplating the migration of its file storage system and databases to Azure cloud services in order to tackle these difficulties.

The purpose of this study is to provide an overview of the initial stage of transferring GLI's file storage system and databases to Azure, with a specific emphasis on utilising Azure's complimentary services to meet the institution's constrained financial resources.

The maintenance and upgrading costs of GLI's on-premises servers are high, they are susceptible to hardware failures and disasters, and they do not have the capacity to accommodate the growing demand for online courses and certificates.

Azure File Storage offers a cloud-based solution for file sharing that is both scalable and cost-effective. GLI has the capability to transfer its file storage system to Azure File Storage, so eliminating the requirement for servers located on-site and decreasing expenses associated with maintenance. Azure File Storage provides a complimentary tier that includes 5 GB of storage, allowing GLI to commence the migration of its files without paying any supplementary costs at the outset. GLI may easily expand its storage requirements by utilising Azure's pay-as-you-go concept.

A range of database services is provided by Azure, encompassing Azure SQL Database and Azure Database for MySQL/PostgreSQL. GLI has the capability to transfer its databases to Azure SQL Database, hence gaining advantages from the inherent high availability, automated backups, and superior security functionalities [2]. GLI can transfer its databases without incurring immediate expenses by utilising Azure SQL Database's complimentary tier, which provides 250 GB of storage and 200 DTUs. Moreover, Azure Database Migration Service streamlines the migration procedure, guaranteeing minimal periods of inactivity and loss of data.

GLI may utilise Azure's complimentary services to facilitate the initial stage of migration. GLI may reduce initial migration expenses and take use of Azure's scalable and dependable cloud infrastructure by using Azure File Storage's free tier for file storage and Azure SQL Database's free tier for databases.

The use of Azure cloud services is a viable resolution to the existing difficulties faced by GLI in managing its file storage system and databases, which are now hosted on-premises infrastructure [3]. By utilising Azure's complimentary services, GLI may commence the migration process without substantial initial expenses, thereby establishing a scalable, cost-efficient, and robust IT infrastructure. This study presents a strategic plan for GLI's migration to Azure, emphasising the advantages and potential advantages of moving to the cloud.

The report's conclusions suggest that GLI should proceed with migrating its file storage system and databases to Azure cloud services [4]. GLI should give priority to utilising Azure's complimentary services in order to minimise upfront expenses and optimise the advantages of migrating to the cloud. Furthermore, it is recommended that GLI formulate an all-encompassing migration strategy, taking into account many aspects including data transfer, application compatibility, and IT staff training, in order to facilitate a seamless move to the Azure cloud.

[bookmark: _Toc164856921]a) Azure Total Cost of Ownership (TCO)

Conducting a comprehensive study is crucial for a Cloud Architect responsible for evaluating the possible cost savings of transferring data from on-premises servers to Azure cloud services for Global Learning Institute (GLI) [5]. The Azure Total Cost of Ownership (TCO) Calculator gives a systematic method for evaluating the existing expenses associated with on-premises infrastructure in relation to the pricing and offerings provided by Azure. This analysis aims to explore the underlying assumptions and differences between on-premises infrastructure and Azure services.
1. Hypotheses regarding On-Premises Infrastructure:
GLI maintains a collection of physical servers for the purpose of hosting a diverse range of applications and services [6].
Let us consider a scenario where there are ten on-premises servers that possess various tasks, such as web servers, database servers, and file servers.
The yearly expenses for maintaining and upgrading each server amount to £6,000.
The annual expenditure for on-premises servers amounts to £60,000.
The GLI system utilises various databases to manage user profiles, course content, and administration processes.
Given a set of five databases, each exhibiting distinct workloads and usage patterns.
The yearly expenses for maintaining and licencing each database amount to £10,000.
The total yearly expenses for on-premises databases amount to £50,000.
Storage Usage: The management of course materials, papers, and multimedia files in GLI necessitates a significant amount of storage capacity.
Assume a storage capacity of 20 terabytes on-site, with an annual cost of £20,000 for hardware and maintenance.
Network Utilisation: The network infrastructure of GLI enables internal communication, user authentication, and data transmission.
The annual expenses for network maintenance and bandwidth are estimated to be £15,000.

2. A Comparative Analysis of Azure Pricing and Offers:
Azure Virtual Machines (VMs) provide a range of VM kinds that are tailored to accommodate diverse workloads. The pricing structure for these VMs is determined by factors such as VM size, region, and consumption [7].
An average B-series virtual machine (VM) equipped with 2 virtual central processing units (vCPUs) and 4 gigabytes (GB) of RAM costs around £0.08 per hour.
Azure Hybrid Benefit enables customers who possess Windows Server licences to get a maximum savings of 40% on virtual machine expenses.
Azure SQL Database offers managed database services that incorporate inherent intelligence, robust security measures, and scalability capabilities.
The pricing is determined by the amount of compute resources (eDTUs or vCores) and storage capacity.
The initial tier commences at a rate of £0.0069 per eDTU/hour or £0.0184 per vCore/hour, while the storage expenses commence at £0.115 per GB/month.
Azure Blob Storage provides a scalable solution for storing unstructured data in the form of objects.
The pricing for the hot access tier begins at $0.0184 per GB/month, and there are extra fees for data transfer and operations.
Azure Networking facilitates secure and confidential communication among Azure resources through the utilisation of Azure Virtual Network (VNet).
The pricing structure encompasses both complimentary incoming data transfer and outward data transfer fees, commencing at £0.087 per gigabyte (GB).

3. Examination and Consequences:
The migration from on-premises infrastructure to Azure cloud services offers substantial potential for cost savings.
Significant annual savings can be achieved by eliminating initial hardware investments and minimising ongoing expenses, such as maintenance and licencing fees [8].
Scalability and flexibility are key features of Azure's pay-as-you-go strategy, which enables GLI to adjust resource allocation in response to demand fluctuations. This approach ensures efficient resource utilisation and cost-effectiveness.
Global Lightweight Infrastructure (GLI) has the capability to adaptively modify compute, storage, and networking resources in order to handle varying workloads, hence improving operational agility and flexibility.
Azure offers improved dependability, resilience, and data protection in comparison to on-premises solutions because to its worldwide infrastructure and integrated security measures.
The utilisation of Azure's compliance certifications and security controls serves to guarantee adherence to regulatory requirements and minimise the potential risks linked to hardware malfunctions and security breaches [9].
Transitioning from on-premises infrastructure to Azure cloud services offers GLI the chance to achieve substantial cost reductions, increased scalability, and improved dependability. Through the utilisation of Azure's pricing and features, GLI has the potential to enhance cost optimisation, enhance operational efficiency, and establish a favourable position for future development and innovation [10]. To fully capitalise on the advantages of shifting to the Azure cloud, it is crucial to have a thorough migration strategy, along with ongoing optimisation and monitoring.
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	The long-term comparison between on-premises and Azure costs. 
Cost reductions resulting from executing workloads in Azure accumulate gradually. This demonstrates the cumulative effect of those savings over a span of years.
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Total on-premises cost over two year(s)£5,960,693.67
Total Azure cost over two year(s)£1,305,720.39
A total savings of £4,654,973.27 with Microsoft Azure
[bookmark: _Toc164856923]b) Discover the advantages of Azure File Storage and its robust security protocols for GLI
Azure File Storage offers a robust and secure solution for Global Learning Institute (GLI) to securely store and efficiently manage their data in the cloud environment. The objective of this analysis is to assess the possible benefits of Azure File Storage and its associated features, including security measures, for GLI [11].

 Azure File Storage allows GLI to adjust its storage capacity based on changes in demand, allowing for scalability and flexibility. GLI has the ability to easily increase their storage capacity as their data requirements grow, without requiring significant expenditures in infrastructure or continuous maintenance [12]. As the educational offerings expand, GLI's scalability ensures its ability to effectively manage the increasing volume of course materials, documents, and multimedia files.

Azure File Storage enables seamless file retrieval from any internet-connected location, facilitating efficient collaboration among GLI students, instructors, and staff. Users are able to securely access files stored in Azure File Shares by employing common file protocols, such as SMB (Server Message Block). This feature enables the smooth exchange and cooperative engagement with diverse documents and resources. The enhanced accessibility level facilitates increased efficiency and enables GLI to deliver a seamless and uninterrupted educational experience for their students [13].

Azure File Storage offers inherent redundancy and high availability features, ensuring the ongoing accessibility of GLI's data in the case of hardware failures or catastrophic incidents. Microsoft Azure possesses the capacity to replicate data across many data centres situated within a designated geographical area or across different geographical areas, hence providing redundancy and the ability to withstand potential disturbances. Redundancy methods are implemented to reduce periods of inactivity and ensure the ongoing functioning of GLI, safeguarding their important data and ensuring constant access of educational resources.

Azure File Storage employs a wide array of security mechanisms to protect GLI's data from unauthorised access and cyber threats. The security features include encryption for both data stored and data being transmitted, integration of Azure Active Directory (AD) and role-based access control (RBAC) for controlling access, and use of Azure Virtual Network (VNet) service endpoints and firewalls for network security [14]. By applying these security measures, GLI can ensure the confidentiality, integrity, and availability of their data stored on Azure File Storage. This will assist them in adhering to regulatory mandates and safeguarding confidential data.
Azure File Storage offers GLI a practical, readily available, and extremely secure alternative for storing and managing their files in the cloud. Through the utilisation of Azure File Storage and its associated functions, GLI possesses the capacity to enhance cooperation, ensure the accessibility and reliability of data, and comply with security requirements, thereby reinforcing their goal of delivering exceptional online education to students [15].
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	Configure the Storage Account
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	Connect to File Share
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Assessing Azure Database Alternatives for the Storage of User Profiles:

When selecting the optimal Azure database solution for the storage of user profiles, it is imperative to take into account many variables including scalability, performance, security, and compatibility. In this analysis, we will assess three distinct Azure database alternatives, namely Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL [16].

1. Azure SQL Database:

Azure SQL Database provides horizontal scalability by utilising provisioned and serverless purchase models, enabling databases to adjust their capacity in response to workload requirements.
Azure SQL Database has robust computational capabilities, including in-memory OLTP, columnstore indexes, and intelligent query processing, hence enabling high-performance computing.
Azure SQL Database incorporates a range of sophisticated security measures, such as transparent data encryption, dynamic data masking, row-level protection, and threat detection.
The software exhibits complete compatibility with SQL Server, hence facilitating the seamless migration of pre-existing applications and databases [17].
In light of its scalability, performance, and compatibility with pre-existing SQL Server setups, it is advisable to consider Azure SQL Database as a suitable solution for storing user profiles.

2. Azure Database for MySQL:

Azure Database for MySQL provides horizontal scalability with its adaptable server setups and automated scaling functionalities.
The performance of this system is commendable for applications based on MySQL, as it offers several capabilities such as read replicas, caching, and query caching.
The security measures included in Azure Database for MySQL encompass network isolation, SSL/TLS encryption, and user authentication [18].
The software exhibits compatibility with applications that rely on MySQL, rendering it well-suited for contexts where MySQL is the favoured database technology.
It is recommended that organisations that are already utilising MySQL-based applications and are in need of a managed MySQL service in the cloud consider implementing Azure Database for MySQL.

3. PostgreSQL Azure Database:

Azure Database for PostgreSQL provides horizontal scalability with its adaptable server configurations and automated scaling functionalities.
The performance of this system is commendable for applications built on PostgreSQL, as it offers several capabilities such as read replicas, connection pooling, and indexing.
The security measures used in Azure Database for PostgreSQL encompass network isolation, SSL/TLS encryption, and role-based access control.
The software exhibits compatibility with applications that are built on PostgreSQL, rendering it appropriate for contexts where PostgreSQL is the favoured database technology [19].
It is recommended that organisations that are already utilising PostgreSQL-based applications and are in need of a managed PostgreSQL service in the cloud consider implementing Azure Database for PostgreSQL.
Based on the evaluation, Azure SQL Database is the most suitable option for storing user profiles due to its scalability, performance, and compatibility with existing SQL Server environments.
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	Create a SQL Database
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	Configure the SQL Database
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	Monitor and Optimize
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Global Learning Institute (GLI) can effectively establish backup schedules and retention policies for file sharing and databases by utilising Azure Backup features. Now, let us examine how GLI can achieve this for each particular scenario:

Azure Backup is utilised for file sharing purposes.

Backup creation schedules:
Azure Backup provides the capability for GLI to establish backup schedules for Azure File Shares.
The frequency of backups can be decided based on the recovery point objectives (RPOs) and the specific needs of the business, such as whether they should be performed daily or weekly [20].
Azure Backup rules enable the creation of backup schedules that can be performed at predefined periods or intervals.

Policies for retaining employees:
GLI possesses the capacity to enact retention policies with the purpose of determining the suitable timeframe for preserving backup data.
In accordance with regulatory compliance obligations or internal policy, organisations possess the capacity to determine retention durations.
Azure Backup offers a variety of retention options that allow for significant flexibility, including daily, weekly, monthly, and yearly retention periods.
The Azure File Share (GLI) possesses the functionality to establish retention policies for particular files or folders, allowing users to tailor retention settings based on certain data categories.


Backup creation schedules:
GLI can create backup schedules for Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL using Azure Backup.
The frequency of backups can be determined by users based on their Recovery Point Objectives (RPOs) and workload requirements, allowing them to choose between hourly, daily, and weekly intervals.
The implementation of backup schedules enables the automatic execution of database backups at predefined intervals, ensuring the consistent execution of backups without requiring manual intervention [21].

Policies for retaining employees:
Google Cloud Infrastructure (GLI) possesses the capacity to define retention policies for the purpose of determining the suitable duration for preserving database backups.
They can define retention timeframes based on compliance needs, data retention rules, and recovery objectives.
Azure Backup offers customers a range of retention options, allowing GLI to maintain backup data for a specified period of time, such as days, weeks, months, or years.
According to the GLI system, retention rules can be established by taking into account several types of backups, including full, differential, and transaction log [22]. This facilitates the enhancement of storage efficiency and the attainment of recovery objectives.

Optimal Strategies:
To effectively achieve data security objectives, it is advisable for GLI to align their backup schedules and retention policies with their organisational needs.
Maintaining alignment with dynamic business requirements and compliance standards necessitates the continual evaluation and revision of backup schedules and retention policies.
GLI should regularly test its backup and recovery processes to ensure the effectiveness of their backup plans and facilitate data restoration in the event of a disaster or data loss.
It is essential to use Azure Backup monitoring tools to monitor backup jobs and retention policies. This is necessary to identify any errors or discrepancies and promptly take corrective actions.
GLI may effectively protect their data and ensure continuous corporate operations by implementing Azure Backup solutions. This involves setting up backup schedules and retention settings for both file shares and databases [23]. GLI has the potential to mitigate the likelihood of data loss and uphold adherence to regulatory standards through the implementation of tailored backup schedules and retention policies. The regular monitoring and evaluation of backup protocols are essential in order to validate the ability to recover data and improve long-term backup strategies.
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	Create recovery service
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	Backup succesful
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[bookmark: _Toc164856929]e)Analyse the potential benefits of Azure Site Recovery in aiding GLI's disaster recovery efforts.

Ensuring the continuity of business operations and minimising delays in the case of unexpected disruptions or catastrophic incidents are crucial for organisations like Global Learning Institute (GLI). Azure Site Recovery (ASR) offers a comprehensive disaster recovery solution that allows GLI to protect their storage and databases, maintain operational resilience, and mitigate the impact of disruptions [24]. Now, let's delve more into how ASR could assist GLI in the recovery process following disasters.

One notable feature of Azure Site Recovery is its ability to enable continuous replication of data from on-premises installations to Azure. The Google Cloud Infrastructure (GLI) possesses the capacity to deploy Automatic Storage Replication (ASR) for the purpose of replicating storage and database workloads in real-time. This ensures the uninterrupted updating of data inside the Azure environment [25]. Continuous replication is implemented to reduce the likelihood of data loss in the event of an outage or disaster, hence allowing GLI to quickly restore their systems with minimal disruption to regular business operations.

In the event of a service failure, the utilisation of Azure Site Recovery allows for the automation of the failover process, hence enabling GLI to effectively and seamlessly migrate their workloads from on-premises infrastructure to Azure. The objective of ASR is to oversee the operational condition of GLI's on-premises environment and rapidly activate failover protocols upon identifying any occurrences of failure or outage [26]. After successfully addressing the problem, Automatic Speech Recognition (ASR) optimises the failback procedure, enabling GLI to promptly reinstate their workloads to the initial on-premises setting. The implementation of this automated procedure reduces the time and effort required for disaster recovery, hence assisting GLI in reducing periods of inactivity and guaranteeing continuous company operations.

ASR offers orchestration and testing capabilities, enabling GLI to create recovery plans and simulate failover scenarios. The GLI possesses the capacity to develop recovery plans that delineate the precise sequence of actions to be undertaken in the event of a failover, ensuring that critical systems are accorded precedence for restoration. In addition, GLI can employ the testing components of ASR to validate the efficiency of their disaster recovery plan and identify any potential issues before a genuine outage occurs [27]. By including regular testing, GLI has the potential to improve the effectiveness of its disaster recovery methods and ensure readiness to handle unexpected emergencies.

Azure Site Recovery provides multi-site replication, allowing GLI to duplicate their data across various Azure regions, hence improving redundancy and resilience. GLI possesses the capacity to employ Automatic Speech Recognition (ASR) for the purpose of replicating their storage and databases across geographically dispersed Azure regions. The use of this configuration ensures the availability of their data, even in the event of a localised catastrophe. Multi-site replication is implemented to mitigate the risk of data loss or downtime resulting from regional outages, hence providing GLI with an increased level of assurance in sustaining uninterrupted corporate operations.

ASR demonstrates a smooth connection with other Azure services, such as Azure Backup and Azure Monitor, hence providing vast opportunities for data protection and monitoring. The GLI platform offers the capability to employ Azure Backup to create additional backup copies of their data, hence enhancing the robustness of their data [28]. In addition, Azure Monitor enables GLI to actively monitor the status and effectiveness of their disaster recovery infrastructure in real-time, hence facilitating proactive management and resolution of issues. GLI's ability to effectively manage and monitor their disaster recovery activities is enhanced by this relationship.

Automatic Speech Recognition (ASR) deployment offers a cost-effective solution for disaster recovery by eliminating the need for costly alternative data centres and equipment. GLI's adoption of Azure's pay-as-you-go pricing model enables the financial compensation of resources exclusively according to their usage during failover events or testing sessions [29]. The use of this technique by GLI yields advantages in terms of cost reduction and the preservation of robust disaster recovery capabilities. ASR presents itself as an attractive option for companies aiming to enhance their resilience while minimising costs.

Azure Site Recovery provides GLI with a comprehensive and cost-effective solution for disaster recovery, enabling them to protect their storage and databases, maintain uninterrupted business operations, and mitigate the impact of disruptions [30]. The implementation of continuous data replication, automatic failover and failback, orchestration and testing capabilities, multi-site replication, connection with Azure services, and cost-effective pricing may enhance GLI's disaster recovery strategy and ensure its readiness to address catastrophic events.


Link  video: https://www.youtube.com/watch?v=hLeDOmeloqc&ab_channel=StefaniaGalbau
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The study analyses the migration of Global Learning Institute (GLI) to Azure cloud services and the implementation of Azure Site Recovery, Azure File Storage, and Azure databases. This migration signifies a significant development in the organization's IT infrastructure, resulting in improved scalability, resilience, and cost-effectiveness.

The choice to transition from on-premises servers to Azure cloud services was motivated by the difficulties faced by GLI, such as exorbitant maintenance expenses, restricted scalability, and susceptibility to hardware malfunctions and catastrophes. Through the utilisation of Azure services, GLI has the potential to gain advantages such as better scalability, decreased operational expenses, improved disaster recovery capabilities, and strengthened security measures.

The research highlights a significant discovery on the possible cost savings that may be achieved by utilising the Azure Total Cost of Ownership (TCO) calculator. The utilisation of this tool enabled the assessment of potential cost reductions that could be attained by the transfer of data from on-premises servers to Azure cloud services. GLI obtained valuable insights into the financial advantages of implementing Azure services by making estimates about on-premise server, database, storage, and network usage, and comparing them to Azure pricing and offers.

The paper also explored the benefits of Azure Site Recovery in enhancing GLI's readiness for disaster recovery. Azure Site Recovery provides an automated disaster recovery orchestration feature that allows GLI to replicate and failover virtual machines. This ensures that there is little downtime and data loss in the event of outages or disasters. This feature improves GLI's ability to maintain uninterrupted business operations and reduces the potential dangers linked to interruptions in their IT services.

In addition, the paper examined the advantages of Azure File Storage, with a particular focus on its scalability, cost-efficiency, and strong security protocols. Azure File Storage allows GLI to effortlessly store and distribute files across many applications and platforms, guaranteeing the integrity of data and adherence to regulatory standards. Furthermore, the use of Azure databases, such as Azure SQL Database, Azure Database for MySQL, or Azure Database for PostgreSQL, provides GLI with adaptable and dependable database solutions customised to their individual requirements.

The paper highlights the substantial benefits that GLI can potentially achieve by transitioning to Azure cloud services and using Azure Site Recovery, Azure File Storage, and Azure databases. GLI can overcome the constraints of on-premises infrastructure, achieve increased scalability and agility, improve disaster recovery capabilities, and optimise costs by adopting cloud technologies.

The study provides a persuasive argument for GLI's decision to migrate to Azure cloud services and implement Azure Site Recovery, Azure File Storage, and Azure databases. By employing meticulous strategizing, execution, and continuous refinement, GLI can fully leverage the capabilities of Azure services to stimulate creativity, enhance productivity, and provide outstanding educational experiences to its stakeholders.
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