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1. Introduction

What is cloud computing? Before the computer was invented, there was no network,
and each computer (PC) was a single machine. And application software to complete
their work. Later, with the Network, single machines can exchange information and
work together. Later, the performance of the single machine became stronger and
stronger, and there was a server. People have found that some servers can be put
together and placed in the computer room, and then users can access and use computer
resources in the computer room through the network. Then again, small networks
became large networks, and there was the Internet. A small computer room becomes a
large computer room, and there is an IDC (Internet Data Centre). When more and more
computer resources and application services (Applications, such as watching webpages,
downloading movies) are centralized, it becomes "Cloud Computing”. Countless large
computer rooms have become the "cloud". [1]

Cloud computing definition: Cloud computing is a mode that can be easily accessed on
demand based on a network-based, configurable shared computing resource pool.
These configurable shared resource computing pools include networks, servers, storage,
applications, and services. And these resource pools can be quickly provided and
released with minimal management or through interaction with service providers.

2. Emerging and Future Trends Questionsl-3

2.1 Question 1

In cloud computing we often use the terms Platform as a Service (PaaS) and Container as
a Service (CaaS) when referring to the deployment of services. Compare and contrast
these approaches and provide arguments for the role that Docker plays in providing such
services. In your answer, identify the benefits and drawbacks of Docker.

The principle of cloud computing is simple. To put it plainly, it is to put computer
resources together and put them on the network. However, the implementation of cloud
computing is complicated. For example, in the "Double 11" Taobao shopping festival
in China, billions of users around the world visit Alibaba's website, and the super heavy
traffic requires the design of a cloud with super large capacity, super high simultaneous
access, super-fast speed, and super security. The computing system can meet the
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requirements of stable business operation. This is the characteristic that modern cloud
computing must have. [2]

Cloud computing resources are divided into three levels, which are laas, Paas, and Saas
laaS: Infrastructure-as-a-Service;

SaaS: Software-as-a-Service;

PaaS: Platform-as-a-Service.

The first level is the lowest level of hardware resources, including CPU (computing
resources), hard disk (storage resources) and so on. The second level, to some
advanced, from the hardware, the need for software applications, such as operating
system (Windows, Linux, etc.), database software. The third level, more advanced,
you not only have to install the basic operating system, but also the specific service
application software, such as FTP server software, online video server software, | can
directly use the service.

Different users sometimes just want to run their own simple programs. In order not to
affect each other or be affected by the system configuration environment, a virtual
machine must be established. If you build a whole set of virtual machines in order to
run a small program, it is obviously a waste of resources, and the operation is more
complicated, and it will take a long time. And, sometimes, if you want to migrate your
own service program, you need to migrate the entire virtual machine. Obviously, the
migration process can also be complicated. Is there a way to be more flexible and
faster? Yes, this introduces the "Container".

Docker

Containers are also virtualized, but belong to "lightweight" virtualization. Its purpose
is the same as the virtual machine, to create an “isolated environment”. However, it is
very different from the virtual machine-the virtual machine is an operating system
level resource isolation, and the container is essentially a process level resource
isolation. And Docker, which is often heard, is a tool for creating containers, and it is
an application container engine. Docker's logo is a whale carrying many container
boxes. [3]
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The three core concepts of Docker are a warehouse, an image, and a container. There
are images in the warehouse, and the container runs on top of the image.

A repository is similar to a code repository, and is a place where Docker stores image
files centrally. Divided into two forms of public warehouse and private warehouse. The
largest public repository is the DockerHub mentioned earlier. Of course, private
repositories can also be built in the LAN.

An image is similar to a virtual machine image. It can be understood as a read-only
template for Docker and contains a file system. Images are the basis for creating Docker.
All docker containers run on images.

Containers are the containers. They are application instances created from images. They
can be started, started, stopped, and deleted. These containers are isolated and invisible
to each other.

The image corresponds to a public class written in Java code, and the container is an
instance that runs based on this code. Everyone can call this public class, and can pass
different parameters according to their needs to form instances of different content,
such as We can specify the instance name by passing parameters to start the basic
WebLogic image container. On the same machine, we can start many processes with
different instance names based on the same image. But these parameters do not change
the original code, all changes are only stored in the container. So, the image is read-
only and the container is writable.

4 /10



Docker is a container. Containers standardize freight goals, and Docker standardizes
applications. Containers contain any type of app, each running in its own container,
isolated from each other, and sharing the resources of the Great Shark Freighter. This
packaged container can be placed in to run on the platform. Very graphically shows the
characteristics of Docker: Build, Ship and Run Any App, Anywhere! Run any
application on any platform! Compared with traditional virtual machines, the
advantages of Docker are obvious. It has a fast start-up time, seconds, and high
utilization of resources (a host can run thousands of Docker containers at the same time).
In addition, it takes up very little space. Virtual machines generally require several GB
to tens of GB, while containers only need MB or even KB.

Benefits and Disadvantages of Docker

Benefits

1.Quick Provides an independent development environment for easy

configuration development. Since docker can be used in a variety of
environments, and the infrastructure is not required to be
associated with the environment of the application, there are
no compatibility issues.

2. Improve work This is a concept similar to a container. At the beginning of

efficiency development, the project was placed in an independent
environment similar to a container for development. When it
was deployed, the container environment was only deployed,
and the container environment has been assigned a unified
standard by all systems, there are no compatibility issues, so
work efficiency can be improved.

3.Application Docker provides a container for running applications in an

isolation isolated environment. Each container is independent and
allows the execution of any type of application, without the
problems of intrusion and virus infection, and can even use
sandbox for virus isolation.

4. Gathering It is a clustering and scheduling tool for docker containers.

Swarm uses the Docker API as its front end, which helps us
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use various tools to control it. It can also control the docker
host cluster as a virtual host. This is an ad hoc engine group
used to enable a pluggable backend.

5. Routing network It can route incoming requests for published ports on the
available nodes to the active container for connection.

6. Services A service is a task list that allows specifying the status of
containers within a cluster. Each task represents an instance
of a container that should be running, and Swarm schedules
them between nodes.

7.Safety Security and management should be a high-priority

Management consideration; business users should no longer consider them
as the last step in migrating applications to containers.
Conversely, companies must plan security and management
right from the start, incorporate their functions into the
application development process, and actively focus on these
aspects while the application is running.

Disadvantages

1. limitation Docker is based on Linux64-bit and cannot be used in 32-bit
Linux / Windows / Unix environment

2. Virtualization schemes such as isolation index KVM are still somewhat lacking,

and the runtime of common parts of all containers

3. Implementing Docker is complicated. It requires a lot of technical support, such as

container management, orchestration, application packaging, network between

containers, data snapshots, and so on.

4]

2.2 Question 2

There is a trend amongst cloud computing users to move towards developing infrastructure
as code (laC). Explain this term then critically evaluate the future usage of this technology.

The rapid advancement and evolution of technology also requires frequent changes in
the configuration of infrastructure. In this process of rapid change, infrastructure needs
to be both flexible, secure, and reliable.
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Traditional infrastructure operation and maintenance management has the following
problems.

---The product team uses the application system to obtain server resources. There are
multiple approval processes in the middle, and it needs to wait for the implementation
of the operation and maintenance team. The response is not timely.

---Lack of cascading in automation. Although there is a certain degree of automation,
it cannot be unattended and requires some temporary command intervention. Due to the
high cost of environmental release and reconstruction, it cannot be released, resulting
in low resource consumption.

----Disconnect from the product team. It is difficult to dynamically increase the
environment at any time based on demand. Additional documentation is needed to
describe the environment and may not be updated in time.

In response to the above issues, infrastructure as code is a way to use new technologies
to build and manage dynamic infrastructure. It regards infrastructure, tools and services
and the management of infrastructure as a software system, and adopts software
engineering practices to manage changes to the system in a structured and secure

manner. [5]

There are four key principles of infrastructure as code.

--- Regenerative. Any element in the environment can be easily copied.
---Consistency. The configuration of each element of the created environment is always
the same.

--- Quick feedback. Ability to make changes frequently and easily, and quickly know
if the changes are correct.

--- Visibility. All changes to the environment should be easy to understand, auditable,
and version controlled.

The goals of infrastructure as code are:

---standardization. Define the environment with code, and standardize the
development environment, test environment, and production environment.
---automation. Drive your code preparation environment with automation tools. This
includes creating environments, updating environments, and destroying environments.
--- Visualization. Use monitoring to visualize environmental information. The current
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state of the environment is visible, and the history of the environment change is
visible and traceable.

In addition, if you want to create scalable services in a production environment, you
also need to rely on the practice of cabin facilities as code. During peak times, the
system can automatically create and join new nodes to achieve dynamic expansion
based on the defined environment, and destroy them during low peaks. When a node
is found to fail during monitoring, the system can automatically create a new node to
replace the failed node according to the defined environment to achieve automatic

disaster recovery.

Infrastructure as code is a technology that conforms to the development of the times.
After that, programmers will save a lot of time and program based on modularity. The
consequential disadvantages may be lack of basic innovation and system rigidity.

2.3 Question 3

Kubernetes is a technology used for the orchestration (management) of Docker containers.
Investigate this technology and provide a scenario that best illustrates its purpose.

Kubernetes——Container Orchestration

Kubernetes is a container cluster management system. Its main duties are container
orchestration, including starting containers, automating deployment, expanding and
managing container applications, and recycling containers. In simple terms, Kubernetes
is a bit like a container nanny. It is responsible for managing which machine the
container is running on, monitoring the container for problems, controlling the
container's communication with the outside world, and more. Through the following
Kubernetes system structure diagram, we can see the relationship between Kubernetes
and the container. [6]

Kubernetes is an open source container cluster management system, which can realize
the automatic deployment, automatic expansion and reduction, and maintenance of
container clusters.

1. Failure migration: When a node is shut down or hung up, the services on one node
will be automatically transferred to another node, and all services in this process will
not be interrupted. This is not possible with docker or ordinary cloud hosting;

2. Resource scheduling: When the CPU and memory on the node are not enough, the
node can be expanded, and the newly created pod will be scheduled by the kube-
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schedule to the newly expanded node;

3. Isolation of resources: Create three namespaces for development, operation and
maintenance, and testing. After switching contexts, developers can only see all the pods
in the development namespace and not the pods in the operation and maintenance
namespace. Influence, do not interfere with each other. In a traditional host or only
docker environment, log in and you will see all services or containers;

4. Because the docker container is used, the processes do not affect each other;

5. Security: Different roles have different permissions to view pods, delete pods, and
other operations; RBAC certification adds security to k8s, including fast and accurate
deployment of applications and limiting hardware usage to just the resources needed.

Kubernetes advantages

--- Movable: public cloud, private cloud, hybrid cloud, polymorphic cloud

--- Extensible: modular, plug-in, mountable, combinable

--- Self-healing: automatic deployment, automatic restart, automatic replication,
automatic scaling

--- Load balancing: k8s can update new versions faster, package applications, and
update without interruption of services and server downtime. The migration from
development to test environment to production environment is extremely convenient.
Get it done, generate the image once and run it everywhere.

hubete nte = kubete -

a
| MRS f

Figure 2 Kubernetes System structure diagram
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The most direct feeling is that we can develop complex systems "lightly on the
battlefield". In the past, more than a dozen people were needed at every turn and many
technical experts in the team worked together to design and implement a distributed
system for operation and maintenance. After adopting the Kubernetes solution, only a
small and capable team can easily handle it. In this team, an architect focuses on the
extraction of "service components™ in the system, several development engineers focus
on the development of business code, and a system and operations engineer is
responsible for the deployment and operation and maintenance of Kubermetes. "996",
this is not because we have done less, but because Kubernetes has done a lot for us.

The Kubermetes system architecture has a super horizontal expansion capability. For
Internet companies, the size of users is equivalent to assets. Whoever has more users
can win in the competition. Therefore, the strong horizontal expansion capacity is one
of the key indicators of the Internet business system. Without modifying the code, a
Kubernetes cluster can be smoothly expanded from a small cluster with only a few
Nodes to a large-scale cluster with hundreds of Nodes. We can use the tools provided
by Kubernetes to even complete cluster expansion online. If our microservices are well
designed and combined with the linear increase of hardware or public cloud resources,
the system will be able to withstand the huge pressure brought by the concurrent access
of a large number of users.
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