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Recap of CF - Week 4 - Quiz/ Recap

Let's check your understanding from the previous lectures
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Identifying potential suspects
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Computer Forensic team roles
Learned about the different roles that make up a team
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Importance of chain of custody
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To preserve the chain of custody
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Setting clear goals for the investigation

Meet the criteria of the investigation
Tool selection
Consider clients questions
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The importance of secure evidence
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Roles in Forensics team
Photographer, Analyzer, Responder, Investigator...

Do
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Preservation of digital evidence is required
to maintain integrity and usability in court
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Approach
How to correctly remove a device from a

scene, making sure to right down all the steps.

Do
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Last week
Role played thru an investigation, setting up
a team, working out a standard operating
procedure to secure and collect evidence
Do
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Prepare, gather, process, present
Do
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ACPO
Do
= Do
'  taken by law er
or their agents should change data\
Principle 2: In circumstances where a pe
must be competent to do so and be able | p the relevance and the
implications of their actions. i |
Principle 3: An audit trail or other reoo applied to digital evidence should be
created and preserved. An independent third party
achieve the same result.
Principle 4: The person in charge of thé?‘
the law and these principles are aqhere |
& ANONYMOUS 2/19/24 11:11AM
Standard Operating Procedure
Do
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Quizz
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