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Abstract

With the rapid development and popularization of various network technologies, the scale of cyberspace is expanding rapidly, and the complexity is increasing. At the same time, network security attacks are becoming more and more frequent. With the continuous innovation of attack technologies, the traditional network boundaries become blurred or even disappear, which brings great challenges to the traditional protection ideas and security products with the security boundary as the core.

In the past, people rely more on the experience of security analysts and security tools to perceive and analyze the security status of the network. However, the knowledge of security analysts is limited, and various security tools also have shortcomings. Nowadays, in the face of the challenges brought by cyberspace security situation, with the support of powerful computer and data analysis platform, we hope that cybersecurity situation awareness can change this situation. With the help of new cybersecurity situation awareness technology, we can understand the current cybersecurity status more comprehensively, predict its development trend, make effective planning and response, test and support people's intuitive views more efficiently and scientifically, and protect increasingly complex infrastructure systems.

The essence of cybersecurity situation awareness is to obtain and understand a large number of network security data, judge the current overall security status and predict the short-term future trend. Cybersecurity situation awareness is a method of quantitative analysis of cybersecurity and a fine measurement of cybersecurity. It can acquire, understand, evaluate and predict the future development trend of many factors that affect cybersecurity. 

This dissertation researches and discusses the cybersecurity situation awareness and its various methods and technologies, summarizes the existing research, and provides a detailed reference for the follow-up research.
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[bookmark: _Toc56790804]Chapter 1 Introduction
1.1 [bookmark: _Toc56790805]Thesis motivation
Nowadays, the global cybersecurity situation is very serious. According to statistics, 19.8% of users' computers suffered at least one malware Web attack in a year in 2019, and 975,491,360 attacks were found in the world. At the same time, the global data leakage incidents occur frequently. According to the latest annual cost research of IBM, the average cost of data leakage is now as high as 3.92 million US dollars. These costs have increased by 12% over the past five years. In addition, the organizations under attack cover government agencies, universities, scientific research institutions and many industries and enterprises involved in the national key infrastructure. Today's network attacks are no longer limited to the traditional Botnet, Trojan horse and virus, but use advanced escape technology such as zero-day threat, morphing polymorphism, multi-step attack, apt attack and other new attack means.

In the face of the new cybersecurity situation, the traditional security system has encountered bottlenecks, so it is necessary to further improve the security operation level and actively carry out the construction of active defense capacity. From the perspective of network security construction in reality, for many years, various security agencies have been focusing on architecture security, such as vulnerability management, system reinforcement, security domain division, etc. Although some achievements have been made and a large number of products have been developed, most of these are the construction of passive defense capabilities, and they also encounter development bottlenecks. Most organizations have deployed various kinds of network monitoring and protection equipment, such as traffic monitoring system, IDS, firewall, terminal monitoring system, UTM and other network monitoring and protection equipment. Although these devices also produce a lot of data with useful information in the process of operation, such as packet data, session data, logs, alarms, and so on, they reflect the network security status to a certain extent. Due to the lack of comprehensive and comprehensive cooperation, it is difficult to present the overall situation of the network.

More and more security experts and companies are aware that the traditional passive protection strategy by simply purchasing more security equipment cannot improve the security capability, and it is difficult to adapt to the current network security situation. It is necessary to actively carry out the construction of active defense capability and adopt more active countermeasures to deal with the problems while further improving the security operation level There are three kinds of changes. Therefore, on the basis of establishing a certain automatic protection capability, companies and organizations began to increase the investment in the ability based on non-feature detection technology, and the construction of adaptive security architecture with continuous monitoring and event response analysis as the core; and through the in-depth analysis of events, establish prediction and early warning, improve the security system pertinently, and finally achieve effectiveness The purpose of detecting and defending new attack threats.

Cybersecurity situation is such a technology. This technology has the ability of environmental, dynamic and overall insight into security risks. It is a way to improve the ability of discovering, identifying, understanding, analyzing and responding to security threats from a global perspective based on security big data. It is ultimately for decision-making and action, and is the landing of security capabilities. With the increasing importance of cybersecurity in recent years, as well as the increasing demand to deal with emerging network threats, situational awareness has begun to take a leading role in the field of cybersecurity. At this stage, faced with the risk of failure of traditional security defense system, situational awareness can comprehensively perceive the situation of cybersecurity threats, understand the health status of network and application, helps security personnel take targeted response measures. In short, cybersecurity situation awareness technology is the key technology to solve the current and future cyber security threats, which is of great significance to individuals, organizations, companies and countries. This is why this dissertation chooses cybersecurity situation awareness as the topic.
1.2 [bookmark: _Toc56790806]Definition of cybersecurity situation awareness
With the rapid development of cyberspace, it is particularly necessary to carry out situation awareness, situation understanding and situation prediction on the deep information contained in massive unstructured data, structured data and agile data generated in cyberspace, and cyberspace situation awareness came into being. The so-called cyberspace situation refers to the current state and change trend of the whole network composed of various network equipment operation conditions (Rajivan 2017), network behavior and user behavior. Although according to different application fields, cyberspace situation can be divided into security situation, topology situation and transmission situation, but the current research on cyberspace situation is mostly focused on network security situation.

In the late 1990s, situation awareness was introduced into the field of information technology security (Syed 2016), and was first used to study the next generation of intrusion detection system, and the concept of cybersecurity situation awareness appeared. Cybersecurity situation awareness refers to the acquisition, understanding, display and prediction of the latest development trend of security elements that can cause changes in network situation in large-scale network environment. Situation refers to the current situation seen from the overall perspective, including the organization's own threat state and the overall security environment. It is necessary to find out attack events or attack clues based on detection as much as possible. At the same time, it is necessary to make further analysis on the alarm and other information involved to clarify whether it is a real attack, as well as the type and nature of the attack, possible scope of influence and harm, mitigation or clearance "Potential" refers to the future state, which needs to have a deep understanding of the attack events faced at the present stage, to clarify whether the known threat or the unknown threat, as well as the action intention of the attacker, the attacker's technical and tactical level and characteristics, so as to predict the future security state of the organization.

Different from the entity situation awareness system (which mainly depends on specific hardware sensors and signal processing technology), the cybersecurity situation awareness system relies more on the cybersecurity facilities such as firewall, intrusion detection system, anti-virus system, log file system, malware detection program and so on. These security sensors will generate more abstract event data than the original data package（Franke 2014）. Cybersecurity situational awareness should be a kind of dynamic and overall insight into security risks based on the environment. It is a way to improve the ability of discovering, identifying, understanding, analyzing and responding to security threats from a global perspective based on security big data. Finally, it serves for decisions and actions, and is the landing of security capabilities.
1.3 [bookmark: _Toc56790807]Organization of the dissertation
In 1988, Dr. Endsley put forward the definition of situation awareness for the first time, that is, situation awareness refers to "recognize and understand environmental factors within a certain space-time range, and predict the future development trend". The conceptual model of this definition is shown in Figure 1.2. This model is more applied to the traditional situation awareness in the aviation field to consider human factors, and then gradually introduced into the field of cybersecurity.

[image: ]
Figure 1.2 Conceptual model of situation awareness

Based on Endsley model, later researchers have put forward more than ten kinds of cybersecurity situation awareness models. For different models, the names of the components are different, but the functions are basically the same. For the functions based on network security situation awareness, this paper summarizes the research on network security situation awareness into three aspects:
· Perception of network security situation elements
· Comprehension of network security situation
· projection of network security situation
The main part of this dissertation is divided into three parts according to the three aspects, which discuss and study the concept, function and technology used. 

In conclusion, the structure of this paper is as follow:

Chapter 2 is a literature review, starting from the background of network security, discusses the definition and importance of network security, reviews various cybersecurity technologies and leads to cyber security situation awareness technology.

Chapter 3 expounds the research methods supporting this paper from the perspective of philosophy and methodology.

Chapters 4, 5 and 6 discuss and study three aspects of cybersecurity situation, namely situation perception, situation comprehension and situation projection.

Each chapter will have an introduction and a summary.





[bookmark: _Toc56790808]Chapter 2 Literature Review
[bookmark: _Toc56790809]2.1 Introduction
This chapter will provide detailed background and context on the cybersecurity area under investigation. This chapter is divided into four parts. The first part will discuss the definition and research of cybersecurity; the second part will discuss various defense measures and technologies to maintain cybersecurity; the third part will review the relevant research on situation awareness, and finally, the conclusion. In this part, above literature research will be summarized, and find the gap of these studies, as the starting point of this dissertation,
[bookmark: _Toc56790810]2.2 Cybersecurity 
[bookmark: _Toc56790811]2.2.1 Different security
We are in a more digital era than before, almost everything is related to the network, everything is stored on the network and spread in the network, which means how to ensure the safe operation of the network has become an important part of how to ensure the normal operation of the society. Not only that, more and more people and organizations began to commit crimes through the network, including stealing data, tampering with data, cracking passwords and so on. These criminal acts often bring huge losses to companies, organizations and other institutions. Therefore, the protection of network security is a problem that every company and organization must consider, and it is necessary to invest in advanced and effective security systems. But before we start to build and design security systems, we must first distinguish the connections and differences between various types of security, including information security, cyber security and network security.

Tom Peltier states that (Peltier 2005), information security encompasses the use of physical and logical data access controls to ensure the proper use of data and to prohibit unauthorized or accidental modification, destruction, disclosure, loss or access to automated or manual records and files as well as loss, damage or misuse of information assets.

Information Security (InfoSec) research is far reaching and includes many approaches to deal with protecting and mitigating threats to the information assets and technical resources available within computer-based systems (Crossler 2013).

Von Solms R and Van Niekerk J argued (Von and Van 2013) the term cyber security is often used interchangeably with the term information security, although there is a substantial overlap between cyber security and information security, these two concepts are not totally analogous

A widely accepted view is that cybersecurity is a subset of information security that deals with protecting an organization’s internet-connected systems from potential cyberattacks; and network security is a subset of cybersecurity that is focused on protecting an organization’s IT infrastructure from online threats. Though the terms are often used in conjunction with one another, cybersecurity is considered to be the broader discipline, with network security defined as one aspect of information and/or cybersecurity. The relationship of the three can be represented by the following Figure 2.1.
[image: ]
Figure 2.1 The relationship between three kinds of security
[bookmark: _Toc56790812]2.2.2 Defining cybersecurity
Defining different security concepts, mixing or even misusing will hinder the progress of technology and science, so it is necessary to define cybersecurity accurately. In fact, how to define cybersecurity is not easy because it is a widely used term, and its definition is usually subjective and highly variable

Cavelty argued that (Cavelty 2010) there are many interrelated fields of network security, deconstructing the term cybersecurity helps to situate the discussion within both domains of "cyber" and "security" and reveals some of the legacy issues，“cyber” is a prefix connoting cyberspace and refers to electronic communication networks and virtual reality . It evolved from the term "cybernetics", which referred to the “field of control and communication theory, whether in machine or in the animal”. Public Safety Canada defines cyberspace as “the electronic world created by interconnected networks of information technology and the information on those networks. It is a global commons where people are linked together to exchange ideas, services and friendship.

There is no widely accepted concept of safety in the literature review, According to Buzan, Wæver, and Wilde (1998), discourses in security necessarily include and seek to understand who securitizes, on what issues (threats), for whom (the referent object), why, with what results, and under what conditions (the structure). Although there are more concrete forms of security, the term takes on meaning based on one’s perspective and what one values.

As a result of literature review, the following several representative and substantive definitions of network security are listed: 
· “Cybersecurity consists largely of defensive methods used to detect and thwart would-be intruders.” (Kemmerer, 2003)
· “Cybersecurity entails the safeguarding of computer networks and the information they contain from penetration and from malicious damage or disruption.” (Lewis, 2006)
· “Cyber Security involves reducing the risk of malicious attack to software, computers and networks. This includes tools used to detect break-ins, stop viruses, block malicious access, enforce authentication, enable encrypted communications, and on and on.” (Amoroso, 2006)
· “Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user's assets.” (ITU, 2009)
· “The ability to protect or defend the use of cyberspace from cyber-attacks.” (CNSS, 2010)
· “The body of technologies, processes, practices and response and mitigation measures designed to protect networks, computers, programs and data from attack, damage or unauthorized access so as to ensure confidentiality, integrity and availability.”  (Public Safety Canada, 2014)
· “The art of ensuring the existence and continuity of the information society of a nation, guaranteeing and protecting, in Cyberspace, its information, assets and critical infrastructure.” (Canongia and Mandarino, 2014)
· “The state of being protected against the criminal or unauthorized use of electronic data, or the measures taken to achieve this.” (Oxford University Press, 2014)
· “The activity or process, ability or capability, or state whereby information and communications systems and the information contained therein are protected from and/or defended against damage, unauthorized use or modification, or exploitation.” (DHS, 2014)
Craigen studies and discusses the above definitions and provides a new, more inclusive and unified definition of cybersecurity: “Cybersecurity is the organization and collection of resources, processes, and structures used to protect cyberspace and cyberspace-enabled systems from occurrences that misalign de jure from de facto property rights.” (Craigen 2014)
[bookmark: _Toc56790813]2.2.3 Importance
In fact, almost everyone knows the importance of network security, but they often underestimate its importance. A network security accident may affect millions of people and cause billions of losses, which can lead to the decline of a company and even affect the future of a country. First of all, we review several famous network security incidents in recent ten years. In 2010, the United States and Israel jointly developed the computer virus "Stuxnet", which aims to destroy Iran's nuclear weapons program. This cyber attack has destroyed Iran's nuclear facilities in many places. Although countries will take other means to carry out mutual network attacks before 2010, ”Stuxnet” is the first network security incident that shocked the world, stealing from a single information data Access to the actual physical facilities of the destruction, which marks the entry into a new stage of cyber warfare, also marks that network security incidents can affect the future of a country(Langner 2011).

In 2010, Sony announced that hackers had stolen the details of 77 million Playstation network users, including personal identity information and financial details. Today, that number may seem trivial, but at the time it was one of the biggest hacking incidents in the world. 

The Snowden leak in 2013 may be the most important cyber security incident in the past decade. It exposed the global surveillance network established by the United States and its "five eyes alliance" after the September 11 attacks, and sounded the alarm bell to all countries once again. 

Mt. Gox is not the first cryptocurrency exchange to be hacked into in the world, but it is still the biggest cyber attack victim in the cryptocurrency ecosystem. However, the hacker who launched the attack is still a mystery. In early 2014, 850000 bitcoins were stolen and now worth more than $6.3 billion. At that time, Mt. Gox was the world's largest cryptocurrency exchange. After this incident, hackers realized that they could make huge profits through trading platforms because of their weak security capabilities compared with traditional banks. In the following years, there were hundreds of similar hacking incidents, but Mt. Gox was still the main cause of such incidents. 

In December 2015, hackers' cyber attack on the Ukrainian power grid caused a large-scale power outage in western Ukraine, which was the first case in history of successfully using the network to control the power grid. In this attack, hackers used a malicious software called black energy, and carried out a similar attack the next year (December 2016). A more sophisticated malware, called “Industryyer”, was even used in the second attack, leaving a fifth of the population in the Ukrainian capital without power. 

More than 100 million Americans and 6 million Canadians were affected by the capital one incident disclosed in July 2019. The data leaked through this vulnerability is not publicly shared on the Internet. Therefore, most of the users whose data are stolen are likely to be safe, but the incident is still a matter of concern. According to an investigation, the hacker suspect behind the incident was a former Amazon Web Services employee accused of illegally accessing capital one's AWS server to retrieve data and data from 30 other companies.

The cybersecurity incidents listed above are only a small part of all the security incidents in this decade, but each accident has caused amazing losses, and the scope of the losses and impacts has increased year by year. Cybersecurity is an important field that is increasingly gaining attention as the internet expands(Daya 2013).
[bookmark: _Toc56790814]2.3 Defensive measures
[bookmark: _Toc56790815]2.3.1 Firewall
A firewall is often placed at the entrance of each private network in the Internet (Gouda 2004). The function of a firewall is to examine each packet that passes through the entrance and decide whether to accept the packet and allow it to proceed or to discard the packet. A firewall is usually designed as a sequence of rules. To make a decision concerning some packets, the firewall rules are compared, one by one, with the packet until one rule is found to be satisfied by the packet: this rule determines the fate of the packet.

Due to the rapid development of Internet and its applications, the number of users is increasing exponentially, and the way users use the Internet has also changed. Therefore, more advanced and effective firewall system is needed to protect the network security. This is the next generation firewall, referred to as NG-Firewall. This firewall is a high-performance firewall that can comprehensively deal with the threat of application layer. Through in-depth insight into users, applications and content in network traffic, and with the help of a new high-performance single path heterogeneous parallel processing engine, NG-Firewall can provide users with effective application layer integrated security protection, help users to carry out business safely and simplify the network security architecture of users (Neupane 2018).

Although it has been upgraded, the basic function of the firewall is still to judge whether it is allowed to pass through according to the starting and ending points of the package. However, this method cannot screen out all the packages with risks, because the firewall only cares about the starting and ending points of the package, and the firewall cannot find the malicious content contained in the package. This is also the limitation of firewall.
[bookmark: _Toc56790816]2.3.2 Intrusion Detection System
Intrusion detection system (IDS) is a kind of cybersecurity system which can monitor the network transmission in real time and send out alarm or take active response measures when suspicious transmission is found (Liao 2013). The core function of IDS is to analyze various events and find the behavior violating the security policy. Unlike other network security facilities, IDS is an active security technology. IDs first appeared in April 1980. In the mid-1980s, IDS gradually developed into an intrusion detection expert system (Denning 1987). In 1990, according to different information sources, IDS was divided into network-based IDS and host-based IDS, and then distributed IDS appeared (Mukherjee 1994). According to the difference of detection methods and security strategies, IDS can be divided into anomaly intrusion detection and misuse intrusion detection. The former blocks the behavior intrusion that does not conform to the model by establishing a normal behavior model; the latter is to establish an unacceptable behavior model, and those conforming to the model are judged as intrusion. The former has low false positive rate and high false positive rate, while the latter has low false positive rate and high false negative rate. In terms of technical means, IDS can be divided into two types: one is based on flag and the other is based on anomaly. The former distinguishes attacks by selecting and defining the characteristics of events violating security policies, and the latter focuses on maintaining a feature knowledge base; the latter is similar to anomaly intrusion detection, in which a set of normal values are defined to compare whether it is normal or not, and then to prevent malicious attacks.

Unlike the firewall, IDS is a monitoring device, which does not need to be bridged on any link and can work without network traffic (Snapp 1991). IDS is generally deployed on the links that all concerned traffic must flow through, that is, the access traffic from high-risk network areas and the network packets that need to be counted and monitored. In reality, the location of IDS in the network is usually located as close as possible to the attack source or as close as possible to the protected resources, such as the switch in the server area. Like firewall, intrusion detection system also has its limitations: due to the rapid development of modern network, network transmission rate is greatly improved, IDS workload is more and more heavy, the reliability of attack detection is low, and due to the imperfection of pattern recognition technology, the high false alarm rate of IDS is also a big problem.
[bookmark: _Toc56790817]2.4 Situation awareness
The research of situation awareness in the modern sense also comes from the needs of war. It was put forward in the process of human factor engineering research on improving pilots' air combat ability after World War II. It is a research and exploration for improving air combat capability, analyzing air combat environment information, quickly judging current and future situation, and making correct response. It is still military Important research topics in the field of science. Later, situation awareness was gradually adopted in the field of information technology, belonging to the category of artificial intelligence.

The US Military Field Manual published in September 2004 defines situational awareness as: "the understanding and understanding of the current situation can help conduct timely, relevant and accurate evaluation of friendly, competitive and other actions in the battle space, and its purpose is to help decision-making. Situational awareness is the ability and skill of insight into information, so as to quickly determine the background and relevance of many developing events. " (Tadda and Salemo 2010).

Dr. Endsley's definition (Endsley 1988) of situation awareness is: "situation awareness is to recognize a large number of environmental factors in time and space, understand their meaning, and predict their status in the near future, so as to achieve decision-making advantage." Dr. Endsley believes that there are three levels of situational awareness, namely "cognition, understanding and prediction", which are closely related to the well-known OODA (Observe, Orient, Decide, Act) loop.

Dr. Albert's description of situation awareness (Albert 2000) is as follows: "situation awareness describes the perception of the state of a specific point in time, the whole battle space or part of it. In some cases, the development track information of the events that have happened and the development prediction of the current situation are the focus of attention. Situation consists of tasks and mission constraints, capabilities and intentions of relevant forces, and key environmental characteristics. " The interaction between perception and reality is the interaction between perception and reality. For example, for a certain battlefield situation, everyone has a different perception. He also believes that understanding refers to having sufficient knowledge, being able to judge the possible consequences of the situation, and having sufficient awareness of the situation to predict the future development mode of events. Therefore, situational awareness focuses on the understanding of past and present situations.

The difference between Endsley and Albert in the definition of situational perception is that Endsley regards prediction as a part of perception, while Albert distinguishes perception from understanding (prediction). This is also a major difference in the current understanding of the definition of situational awareness. Some people think that prediction is part of situation awareness, while the other thinks that prediction and situation awareness are two things.

In a word, the core part of situation awareness can be understood as a gradual and clear process. Through the extraction of situation elements, the necessary data can be obtained, and then the situation understanding can be carried out through data analysis, so as to realize the situation prediction in the short term in the future and realize a dynamic and quasi real-time system. Therefore, situation awareness refers to the extraction and understanding of environmental factors in a certain time and space and the short-term prediction of the future.
[bookmark: _Toc56790818]2.5 Conclusion
Starting from the definition of network security, this chapter studies and introduces what is cybersecurity, and then explains the importance of cybersecurity, thus leading to various methods to protect cybersecurity, and puts forward that these methods have certain limitations, cannot meet the new form of network security, and then puts forward the technology of situation awareness. By reviewing the research of situation awareness, a conclusion can be drawn that the technology can effectively meet the new cybersecurity situation, and is an effective method to improve the cybersecurity defense ability and solve the future cybersecurity problems. However, the review of the literature on the cybersecurity situation awareness of this technology are insufficient, especially the technology used is not uniformly summarized and summarized. Therefore, based on the research of cybersecurity situation awareness technology, this dissertation summarizes, analyzes and summarizes the key technologies used in it, as a reference for future research.


[bookmark: _Toc56790819]Chapter 3 Methodology
[bookmark: _Toc56790820]3.1 Introduction
This chapter discusses the research approach supporting the thesis from a philosophical and methodological perspective.
[bookmark: _Toc56790821]3.2 Philosophical perspective
From a philosophical perspective, the basis of this study is structuralist epistemology, that is to say, this paper conducts an empirical study on cybersecurity situation awareness based on the previous researchers' views and understanding of various technologies，Constructivism posits that knowledge or meaning is based on one’s view, or dependent upon a social consensus.

According to Elkind (2005), Constructivism is “the recognition that reality is a product of human intelligence interacting with experience in the real world. As soon as you include human mental activity in the process of knowing reality, you have accepted constructivism.”

The theoretical perspective adopted for this dissertation is Interpretivism which is closely aligned to Constructivism (Williams M 2000). The purpose of Interpretivism is to explain the elements of research in the process of understanding the differences between people，It requires not only the richness and vividness of concrete and individual phenomena, but also scientific abstraction, quantification, inference and prediction should be avoided. The limitation of case study should be avoided, and the separation and dismemberment of human experience caused by empirical Abstract inference should be prevented.

Both Constructivism and Interpretivism emphasizes qualitative over quantitative analysis (Saunders et al. 2009).

In addition, the purpose of this study is to summarize and develop on the basis of understanding and studying the field, rather than to test the validity of a preconceived hypothesis. This shows that the research follows an inductive method rather than a deductive method starting from hypothesis. The inductive approach does not aim to corroborate or falsify theory. Rather, through a process of gathering data, it attempts to establish patterns, consistencies and meanings (Gray 2016).
[bookmark: _Toc56790822]3.3 Methodology
The theoretical perspective chosen for research influences methodology, which in turn influences data collection and analysis methods. However, this is not to say that research methods should be classified into specific relationships according to specific philosophical views, but rather the rationality of the choice of realistic methods based on philosophical views and research issues. Because this dissertation, is not to prove or summarize a conclusion through data, but based on the existing research to conduct in-depth analysis and understanding of the research object, so this paper adopts the method of qualitative research》

Qualitative research is to find social laws through the measurement of social facts, aiming to determine the relationship between them and explain the reasons for changes, so as to guide social practice (Morse 1994). Qualitative research pays more attention to the participant's point of view. It aims to understand the social phenomenon and how different people understand the meaning of their lives, so as to reveal the internal dynamics of various social situations and those characteristic aspects of human experience neglected or abandoned by quantitative research.


[bookmark: _Toc56790823]Chapter 4 Situation perception
[bookmark: _Toc56790824]4.1 Introduction
According to the definition of situation awareness, situation awareness begins with perception, which extracts the state, attribute and dynamic information of relevant elements in the environment, and classifies the information into various comprehensible expressions to provide materials for understanding and prediction. Accurate and comprehensive extraction of cybersecurity situation elements is the basis of cybersecurity situation awareness research.
This chapter first introduces the scope of data, that is, cybersecurity data, extracted in situation extraction, then analyzes the cybersecurity data acquisition technology and the tools used, and finally discusses the cybersecurity data preprocessing technology.
[bookmark: _Toc56790825]4.2 The scope of cybersecurity data
Data is the input and element extraction source of cybersecurity situation awareness. The attack and defense confrontation in the field of cyber information security is constantly upgrading, and its essence is a contest of knowledge between both sides. Whoever can take the lead in screening and analyzing valuable content from massive data will have the first opportunity in attack and defense.
The data scope of cybersecurity situation awareness mainly includes the following aspects：
· Complete data
· Extract content data
· Session data
· Statistical data
· Metadata
· Log data
· Alarm data.
[bookmark: _Toc56790826]4.2.1 Complete data  
Cybersecurity situation awareness is absolutely necessary for the collection of original and complete data. The data that has not been filtered and filtered through the network can provide complete content description and has high value. The main complete content data type here is packet capture data, which is the most comprehensive and complete representative of network data that can be collected.
[bookmark: _Toc56790827]4.2.2 Extract content data
Although the content of packet capture data is comprehensive and rich, its huge capacity will bring great difficulties to the analysis work of security personnel, and also bring certain pressure to storage resources. Moreover, in practice, packet capture data can only be saved for days or weeks, which requires a new data type, which is extract content data, generally packet string data. Packet string data is derived from packet capture data. It is a data format between packet capture data and session data. The data format includes plaintext string extracted from packet protocol header. In terms of capacity, it is easier to manage than packet capture data and can be stored for a long time. The packet string data has both the integrity of packet capture data and the speed of session data, and the storage space requirement is not so high, and can be customized according to user requirements, so it is an ideal and appropriate network security data type.
[bookmark: _Toc56790828]4.2.3 Session data
Session data is a collection of communication behaviors between two network devices, also known as stream data. It is defined as a series of packets with the same attributes passing through a certain observation point in the network. These attributes include endpoint (start and end point of the session), direction (one-way or two-way), time granularity (start time and end time of data packet sending), protocol level (network each Layer protocol). Session data is one of the most flexible and useful types of network security data because it stores the properties and configuration information required by specific user communication sessions. Session data is not as detailed and complete as packet capture data, but its small size enables it to be kept for a long time. Unlike packet capture data, which can only be saved for hours or days, it can be saved for months or even years, which is conducive to review and rapid analysis, and is very valuable for security analysis. The most common session data is the standard quintuple data, which is usually composed of five attributes, as shown in Figure 4.1
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Figure 4.1 Quintuple Data
[bookmark: _Toc56790829]4.2.4 Statistical data
Statistical data is the organization, analysis, interpretation and demonstration of other types of data, which can take many different forms. For example, the calculation of data value can determine the positive and negative relationship between two entities over time. The statistics describe all aspects of traffic generated by various activities.
[bookmark: _Toc56790830]4,2.5 Metadata
Metadata, also known as intermediary data and relay data, is used to describe other data. It mainly describes data attributes (such as data organization, data domain and its relationship). It is used to support functions such as indicating storage location, historical data, resource search, file recording, etc. In order to obtain metadata, we extract key elements from network activities and then use some external tools to understand it.
[bookmark: _Toc56790831]4.2.6 Log data
Log data is one of the most important and valuable network security data types, especially when it is stored on a secure central server and multiple log sources are associated. Log data records the state of specific events, specific systems or environments. It is generally the original log files generated by devices, systems or applications, including web proxy logs, firewall logs, VPN authentication logs, windows security logs and syslog data. Log data is often called event log. Application servers, routers, firewalls, network devices and many other types of devices can generate event logs. The logs generated by different devices have different formats and types. Log data can be stored on local devices or sent from multiple device sets to one or more central servers. When collecting network security data, log data is indispensable, because log data not only records information and network status directly related to network functions, but also records all network activities. The more comprehensive and abundant log data is, the easier it is to reproduce scenarios for network security situational awareness. Many organizations have centralized management and reporting mechanism and system of log, so as to monitor and judge various events. According to the source of logs, logs can be divided into physical device logs, network device logs, operating system logs and application logs.
[bookmark: _Toc56790832]4.2.7 Alarm data
Alarm data refers to the warning information automatically generated by the system when the value of some quantity in the detection system exceeds the specified limit, or any data configured to check is abnormal. This data usually contains a description of the alarm, along with a pointer to display abnormal data. In general, the capacity of alarm data is very small because it contains only pointers to other data. The analysis of network security situation awareness for events is often based on the alarm data generation. Intrusion detection system (IDS) is an important source of alarm data, which can monitor and analyze network traffic. Security personnel can review alarm data on IDS console.

The capacity occupied by the above data types is different. Generally speaking, the capacity of complete content data is the largest, followed by extraction of content data, and then session data. Statistics, metadata, log data, and alarm data are usually smaller than the above three types of data, and the capacity can vary greatly depending on the type of data you are collecting and the data source you are using.
[bookmark: _Toc56790833]4.3 Cybersecurity data collection
Whether we can collect more data and extract the key information that affects the security situation from these massive network data is the basis of network security situation awareness. Data acquisition and processing has an important impact on the whole situation extraction, analysis and presentation. If the data analysis is not clear and the data collection is chaotic, situation extraction will not be realized, and then the whole situation awareness cannot be realized. Network security data collection generates and collects network security data through the combination of software and hardware technology, and its purpose is to provide materials for situation extraction and situation management The solution and prediction lay the data foundation.
[bookmark: _Toc56790834]4.3.1 Develop data collection plan
[bookmark: _Hlk56511434]Due to the complexity and staggering amount of data, it is necessary to make a plan before collecting data. Generally speaking, at least four different stages are involved, namely, defining threats, quantifying risks, identifying data sources, and refining valuable elements, as shown in the Figure 4.2
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Figure 4.2 Division of data collection planning stage

· Defining threats, the threat here does not come from competitors or industry competition, but rather factors that negatively affect the confidentiality, integrity and availability of organizational or personal data.
· Quantifying risks, it is also known as risk assessment, which quantifies the threat, weakness and impact of the organization's information assets, as well as the possibility of risks caused by the combined effects of the three. It is necessary to evaluate the risk qualitatively, but it is necessary to quantify the risk as much as possible in the process of data acquisition planning. The most commonly used method is to obtain the risk value by the product of "influence" and "probability". The product of the two can simply measure the value of risk faced by the organization. In addition, there are many ways to quantify risk.
· Identifying data sources, when making the data collection plan, it is necessary to select the data generated from the location which is easy to cause invasion threat and negative impact according to the specific situation and practical application. Developers should start with the threat with the highest value at risk, analyze where these threats are most likely to occur, locate them, and then search for them step by step.
· Refining valuable elements, after identifying a large number of data sources, it is necessary to check each data source individually and analyze data sources carefully to extract the real valuable elements, because not every data source has the necessity and significance of collection. If some data collection is difficult, consumes more resources, takes up a large storage space, is complex to manage, and will not cause too much impact on the security analysis, then it can be ignored. In this stage, we should start from the actual business application scenarios, analyze each data source in detail, define the location of the collection, calculate its storage space and storage cycle, and then formulate a reasonable data collection plan.
[bookmark: _Toc56790835]4.3.2 Active collection
After making the cybersecurity data collection plan, the next step is to start the implementation of data collection process. In theory, any collection plan hopes to obtain complete and appropriate data as far as possible without any impact on the environment. However, in the real world, due to various reasons, it is difficult to leave no trace and can only minimize the impact.

The so-called "active collection", also known as interactive collection, refers to the way to collect network data by interacting with the host on the network, such as logging into the network device through the console or network interface, and determining the current status by scanning the network port. When actively collecting data through various networks and security devices, these devices cannot be removed from the production environment, otherwise it will bring certain economic losses to the organization. Therefore, the collection process will definitely have a certain impact on the equipment and network environment, and the collectors can only minimize the impact. Common active collection methods include
· Collecting data through SNMP
· Data collection through telnet
· Data collection through SSH
· Collecting data through WMI
· Data collection through multiple file transfer protocols
· Using JDBC / ODBC to collect database information
· Collecting data through agents and plug-ins
· Data collection through vulnerability and port scanning
· Data collection through "Honeypot" and "Honeynet"
[bookmark: _Toc56790836]4.3.3 Passive collection
Passive collection means that when data is collected on the network, the second layer (data link layer) or higher data is not sent out. Traffic acquisition is often classified as passive data collection. Different from active collection, passive collection often does not need to send or modify a data frame to obtain traffic, and the impact on the environment is smaller than that of active collection. Passive collection methods include
· Data collection via wired and wireless
· Data collection through hubs and switches
· Data collection through syslog
· Collecting data through SNMP trap
· Data collection through web service / MQ

[bookmark: _Toc56790837]4.3.4 Data collection tools
Cybersecurity data collection tools can be roughly divided into two categories, one is open source data collection tools (mostly in the form of software or packages), the other is customized and developed according to some specific requirements. The former is usually available for free download on the Internet, while the latter is sold as a commercial product or for internal use, while customized data acquisition products are usually based on special hardware devices (which are used to improve performance). Common open source tools are listed below.
· Wireshark, a well-known graphical tool for capturing, filtering, and analyzing packets.
· Tshark, used to capture network packets and analyze protocols in the form of command line.
· Dumpcap, which can maximize the capacity of capturing packets with the least resources, is specially used to capture packets.
· Tcpdump, based on UNIX system, an early emerging network traffic capture, filtering and analysis tool.
· Netsniff-NG, a high-performance full packet capture tool with zero copy mechanism.
· Dsniff suite, Strong network security monitoring and data collection tool.
· Argus, a professional stream data analysis tool suite with strong analysis ability.
· Fprobe, a lightweight net flow generation and acquisition management tool.
· YAF, a stream generation and distributed collection tool capable of providing ipfix output.
· Httpry, a dedicated packet sniffer, is used to display and record HTTP traffic.
· Justneffer, a comprehensive protocol analysis tool with customizable output capability.
· Daemonlogger, high performance, high stability packet capture tool.
· Splunk, a portable and highly scalable tool for log detection, aggregation and analysis.
· Xplico, a tool for extracting Internet traffic, capturing and analyzing network application layer packets.
· Smtpdump, a special decoding and data extraction tool for SMTP.
[bookmark: _Toc56790838]4.3.5 Collection point deployment
Collection point deployment is the most important part. This step will determine the physical location of the collection point on the network, which determines what kind of data you can collect and the effect of cybersecurity situation awareness. The overall goal of data collection is to ensure that the key data sources of Cybersecurity situation awareness can be found and identified.

The factors that need to be considered in the deployment of collection point include data redundancy, time synchronization, collection coverage, cost benefit, storage space, etc., as well as the network access and IP address distribution. After selecting the collection point, we can create a panoramic view of Cybersecurity data acquisition for subsequent analysis
[bookmark: _Toc56790839]4.4 Cybersecurity data preprocessing
Without high-quality data, there will be no high-quality data analysis results. High-quality decision-making must rely on high-quality data. How to preprocess the network security data, improve the quality of data, so as to improve the quality of analysis results, is a problem we must face and solve. After data collection, it is usually necessary to preprocess the data. There are many technologies for data preprocessing, such as cleaning, integration, reduction and transformation. These technologies are not mutually exclusive, but can be used together. The purpose of preprocessing is to ensure that there are not too many errors and irrelevant data in the whole process of data collection, storage, analysis and visualization. The main contents of data preprocessing include data auditing, data filtering and data sorting.
[bookmark: _Toc56790840]4.4.1 Data auditing
Data audit mainly includes the following four aspects (Sookhak 2014):
· Accuracy audit: from the perspective of the authenticity and accuracy of the data, the focus of the audit is to check the errors in the investigation process.
· Applicability audit: according to the purpose of the data, check the extent to which the data interpretation explains the problem. Specifically, it includes whether the data matches the selected topic and the definition of the target population.
· Timely audit: check whether the data is sent in accordance with the specified time. If not, check the reasons for not sending in time.
· Consistency audit: check whether the data is consistent in different storage spaces, and whether the data connotation is inconsistent, contradictory or incompatible.
[bookmark: _Toc56790841]4.4.2 Data filtering
After the data has passed the audit, the errors found in the audit process should be corrected as much as possible. When the data errors cannot be corrected, or some data do not meet the requirements of analysis and processing and cannot be made up, it is necessary to screen the data (Kouri 2007). Data filtering mainly includes two aspects:
· Some data that do not meet the requirements or have obvious errors are eliminated.
· The data that meet some specific conditions are filtered out, and the data that does not meet the specific conditions are eliminated.
[bookmark: _Toc56790842]4.4.3 Data sorting
Data sorting refers to the arrangement of data in a certain order, so that data analysts can find some obvious characteristics or trends and find clues to solve problems. In addition, sorting can help to check and correct the data and provide the basis for re classification or grouping. In some cases, sorting itself is one of the purposes of analysis. Sorting can be done easily by computer.
[bookmark: _Toc56790843]4.5 Summary
Starting from the introduction of cybersecurity data, this chapter analyzes and studies the target of cybersecurity situation perception, which includes complete content data, extracted content data, session data, statistical data, metadata, log data and alarm data. This chapter lists and introduces these data in detail, and then discusses the methods of data extraction and collection. Firstly, the basic principles of data collection are introduced from the establishment of collection plan. Then the active acquisition and passive collection are discussed, and a series of active and passive collection methods are listed. In addition, the mainstream data acquisition tools are listed. The deployment of collection point is a key point, which is the key to ensure that the key data source of cybersecurity situation awareness can be found and identified. Therefore, this chapter also discusses this in detail. Finally, this chapter discusses and studies the data preprocessing, including data auditing, data filtering and data sorting.
























[bookmark: _Toc56790844]Chapter 5 Situation comprehension  
[bookmark: _Toc56790845]5.1 Introduction
The comprehension of situation includes the process of combining, interpreting, storing and retaining information. Therefore, the process of situation comprehension includes not only recognizing or noticing information, but also integrating a large number of information, determining the correlation between the information and a single main object, and inferring or deriving a series of conclusions related to the object according to the information. By judging the importance of objects and events, the process is understood and finally a structured situation image is formed. In addition, comprehension is a dynamic process. With the continuous change of the situation, we must combine the new information with the existing knowledge to obtain the current situation image. The comprehension of cybersecurity situation is to obtain the macroscopic cybersecurity situation by analyzing the correlation between the information on the basis of obtaining the massive cybersecurity data information. Among them, data fusion is the core of cybersecurity situation comprehension. Cybersecurity situation comprehension abandons the study of single security events, but considers the overall security state of the network from a macro perspective, in order to obtain a comprehensive evaluation of cybersecurity and achieve the purpose of auxiliary decision-making.

This chapter will be divided into four sections, respectively study and discuss four methods and technologies for further understanding and processing security situation, including security detection and analysis, situation index construction, situation assessment and situation visualization
[bookmark: _Toc56790846][bookmark: _Hlk56592385]5.2 Cybersecurity detection and analysis
Cybersecurity detection refers to the process of checking the collected data and generating an alarm according to the observed abnormal events and data, which is often completed by a certain software, which is also called cybersecurity detection mechanism. This kind of detection is often realized by a technology called intrusion detection, which is not limited to this. There are other methods, such as intrusion response and Intrusion Forensics. When the collected security data is preprocessed and verified, and an exception is found in it, it will enter this process. Once the cybersecurity detection mechanism generates alarm data, and these data can be provided to the security personnel for analysis, the process will be ended, and you can enter the cybersecurity analysis link.
[bookmark: _Toc56790847]5.2.1 Intrusion detection
As a widely concerned cybersecurity technology, intrusion detection is a dynamic monitoring, prevention or defense system intrusion mechanism developed in the last decade. The so-called intrusion detection refers to the detection of intrusion behavior. It collects information from several key points in the computer network or system, and analyzes the information, so as to find out whether there are behaviors violating security policies and signs of being attacked in the network or system (Heady 1990). Intrusion detection system is the combination of software and hardware to implement intrusion detection. It collects and analyzes the information of computer system and network, and carries out security audit, monitoring, attack identification and real-time response to the protected system.

Intrusion detection is a process of detecting computer network and system to find the event of violating security policy (McHugh 2000). For the data that needs to be analyzed, we call them events. Intrusion detection is to analyze and process the events. A typical intrusion detection system should include at least three functional modules: ① providing information source of event record flow; ② analysis engine for detecting intrusion signs; ③ response component based on analysis engine. The CIDF (common intrusion detection framework) proposed by DARPA (Advanced Research Projects Agency of the United States Department of Defense) describes the general model of intrusion detection, as shown in Figure 5.1.
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Figure 5.1 General model of intrusion detection
Intrusion detection system is mainly composed of the following four components:
· Event generator: Capture events (valuable network security data to be analyzed) from the entire network environment and provide them to the rest of the system. This involves data collection. How to ensure the reliability, correctness and completeness of information collection is the key. When designing software tools, we should ensure that they have strong robustness and can prevent tampering.
· Event analyzer: Analyze the events submitted by the event generator and generate the analysis results. It is the core of intrusion detection, its efficiency directly determines the performance of the whole intrusion detection. The analysis methods are mainly based on anomaly / behavior detection and analysis and based on misuse / knowledge detection and analysis,
· Response unit: When the event analyzer finds the intrusion signs, the next step is to respond to the analysis results of the event analyzer, which can be a simple alarm or a more complex response operation.
· Event database: It is used to store all kinds of intermediate and final data. It can be a simple text file or a complex database. Considering the huge and complexity of data, mature database products are generally used to support, so as to give full play to the advantages of the database and facilitate other modules to add, delete, access, sort and classify data (Depren 2005).
[bookmark: _Toc56790848]5.2.2 Intrusion Prevention
Although intrusion detection can alert the detected attacks and play a certain role in early warning, it cannot effectively resist the attacks of attackers because it does not have the overall defense capability (Brooks 2006). Therefore, intrusion prevention technology was born, and it is usually deployed on hardware devices in the form of software programs, which is called intrusion prevention system (IPS). Although intrusion prevention system is more like security protection equipment (such as firewall, anti-virus software), it is also an excellent in-depth detection system for network security situation awareness.

Firewall is a system that implements access control policy. It checks the flow of network traffic and intercepts packets that do not conform to the security policy (Fuchsberger 2005). The traditional firewall is designed to reject those obviously suspicious network traffic, but still allows some traffic to pass through, so the firewall is still helpless for many intrusion attacks. Intrusion detection technology monitors the network or system resources, looks for the behavior or attack sign that violates the security policy and sends out the alarm, but most intrusion detection systems are passive (bypass deployment), not active (serial deployment). As a result, they are often unable to warn in advance before the attack actually occurs.

Intrusion prevention can provide active protection. Its design purpose is to intercept intrusion activities and aggressive network traffic in advance, so as to avoid losses. It is not simply to send an alarm when malicious traffic is transmitted or after it is transmitted. It realizes this function by directly embedding it into the network traffic (serially). That is, it receives the traffic from the external system through a network port. After checking and confirming that there is no abnormal activity or suspicious content, it is transmitted to the internal system through another port. As a result, problematic packets and all subsequent packets from the same stream can be cleared from the IPS device (Zhang 2004).
[bookmark: _Toc56790849]5.2.3 Intrusion tolerance
In the case of defense failure, how to ensure the survivability of the system has become a major problem of database security. At present, there is a new security technology, intrusion tolerance technology, more and more attention. Intrusion tolerance mainly studies how to protect the service capability of the system under attack. The purpose of intrusion tolerance is to maintain the normal service of the system in the case of partial intrusion and performance degradation (Deswarte 1991). Intrusion tolerance is more advanced than intrusion detection, and it is also a good choice for network security situation awareness.

Intrusion tolerance technology (ITT) is the third-generation cybersecurity technology popular in the world, which belongs to the category of information survival technology (Deng 2004). Scholars at Carnegie Mellon University have defined this kind of survival Technology: the so-called "survival technology" refers to the ability of a system to complete its mission within a limited period of time when attacks, failures and accidents have occurred. It assumes that we can't detect the intrusion to the system completely and correctly. When the intrusion and fault happen suddenly, we can use the "tolerance" technology to solve the "survival" problem of the system to ensure the confidentiality, integrity, authenticity, availability and non repudiation of the information system.

Numerous cybersecurity incidents tell us that it is not enough to rely on "blocking" and "prevention" for cybersecurity. Intrusion tolerance technology is based on this idea, which requires that any single point failure or failure in the system will not affect the operation of the whole system (Mishra 2011). Since any system can be occupied by attackers, intrusion tolerant systems do not trust any single point device. Intrusion tolerance can ensure that no single device, local network or single site can leak secrets or destroy the system through the prevention of decentralization of power and single point of failure in technology, and no device or individual can have privileges. Therefore, intrusion tolerance technology can also effectively prevent the occurrence of internal crime.

There are two ways to implement intrusion tolerance technology. The first way is attack response, which can accelerate the reaction time, adjust the system structure and reallocate the resources by detecting the failure of local system or estimating that the system is attacked, so that the information assurance can continue to work in the case of attack. This implementation method depends on whether the intrusion decision system can detect system failure and various intrusion behaviors timely and accurately. The other way is called "attack masking", that is, after the attack, the whole system seems to have no feeling. This method borrows the idea of fault-tolerant technology, and sufficient redundancy should be considered in the design to ensure that the whole system can still work normally when some systems fail (Veríssimo 2003).
[bookmark: _Toc56790850]5.3 Cybersecurity analysis
Safety analysis often occurs when a manual investigation is required, involving the collection of more survey data from other data sources and the conduct of studies related to these data. It is the most complex and time-consuming part of network security situation awareness. In this process, a security incident may be upgraded to a classified safety accident, and the corresponding emergency response measures are carried out by the security personnel. Safety analysis is not a mechanical process and cannot be completed by software alone. It requires a high level of human ability and requires the high participation of safety analysts. There is no unified and fixed standard for safety analysis, so it has strong subjectivity. In the process of security analysis, the security personnel can judge whether the network and related assets are damaged by analyzing the collected information and the output results of security detection mechanism inspection.

Security analysis is a very important part of network security situation awareness. In this process, security analysts get the output of the detection mechanism and collect information from various data resources to judge whether the network or the information stored in the network is damaged. There are many kinds of safety analysis methods, which depend on the experience and knowledge accumulation of safety analysts to a great extent.
[bookmark: _Toc56790851]5.3.1 Packet analysis
Because the data package contains a lot of valuable information, the analysis of data package is often encountered in the process of security analysis. It includes analyzing which protocols are used in the data package, searching the contents of the data package according to the keywords, or extracting some files from the data package, etc. However, the challenges in reality are various (Sanders 2017). For example, not all protocol information and packet content can be recovered, packet data may be wrong or truncated in the communication process, the packet content may be encrypted by different level protocols or adopt private protocol, the number of data packets is huge and difficult to start. Fortunately, packet analysis tools are becoming more and more powerful. A well-trained security analyst will usually master a variety of different analysis tools and analysis techniques to select the appropriate tool to complete the task according to the site situation (Gleichauf 2002). The following data package analysis methods are introduced.

Protocol analysis is to test the various fields in the protocol data structure (Ericsson 1984), which is often used to study protocol specifications or conduct network security data investigation. The first step of protocol analysis is to obtain protocol information as much as possible. The most common way is to consult RFC documents. Each RFC document has a specific number. It is an effective way to develop, communicate and define international standards of Internet. From "open specification" to "general specification" to "standard document" in the "general" level, and then to "standard" level (Fonteyn 1993). In addition to IETF, there are also some other standards organizations that will publish communication protocols, including IEEE and ISO. The former belongs to the IEEE standards association and publishes many well-known network protocols, such as 802.11 wireless network protocol family. The latter is more general and publishes standards for many different industries, including information and communication technology. In addition, many manufacturers will develop their own private protocols for equipment, software and communication requirements, such as RFC2784 "general routing encapsulation" protocol released by Cisco for its devices, which is used to describe the open trunk protocol, and Microsoft's online library. Of course, there are also individuals who have developed more private protocols for their own research or other needs. In a word, it is helpful for security analysts to obtain the documents and information of protocols. Then it uses various protocol analysis tools to check and analyze the communication data structure in the protocol. Fortunately, developers and analysts from all over the world have developed and created many easy-to-use and free tools, such as Wireshark, Tshark and Tcpdump. There are also language specifications that form the basis of these tools, such as PDML and PSML. Cybersecurity analysts can "stand on the shoulders of giants", master and use these tools for protocol analysis.

Package analysis is to analyze the content or metadata of one or more data packages, find out useful data packages, understand their structure and relationship, and collect evidence for further analysis (Baba 2006). In order to identify which packets are useful, filtering technology is often used to separate independent packets based on the field or content of the protocol. In addition, the analyst can also find the target of further checking by looking up some strings or characters in a certain format in the packet when the protocol is unknown.
In the process of packet analysis, the following methods and techniques are often used: first, pattern matching, that is to find the interested packets by finding the specific values in the packets. You can quickly search the content of the packet to find the key words or protocol patterns of interest, so as to create a keyword list. The other is protocol field analysis, that is to extract the data in protocol fields from the captured packets, so as to find the interested protocol field data. The third is packet filtering, that is to separate packets only through protocol metadata or the content of fields in payload. In the process of packet analysis, a variety of packet analysis tools are available. The commonly used tools are Wireshark display filter and BPF filter for filtering, Ngrep for fast keyword search and pattern matching, and hexadecimal editor for viewing and editing the original binary bits in the package file.
[bookmark: _Toc56790852]5.3.2 Computer / Network Forensics
In recent years, more and more network intrusion cases involve electronic evidence. Therefore, electronic forensics has gradually become a technology and specialty (Khan 2016). Similar to forensic medicine, it is a process of obtaining and analyzing electronic evidence from computers or networks. It can be divided into computer forensics and network forensics according to different objects and perspectives (Wang 2008). The former is more traditional, focusing on single device forensics, data recovery and file system analysis belong to this; the latter is with the popularization and rapid development of Internet technology, the number of network devices is increasing, gradually mature, more focused on the whole network as a scene. We will elaborate on these two technologies below.

Computer forensics. The scope of computer forensics includes almost all electronic products that may write data, such as computer host, personal PDA and other electronic products. The evidence produced on these electronic devices includes hard disk, U disk, memory card, memory, etc (Vacca 2005). The memory content of a computer changes at any time when it is running, but the memory may contain extremely important evidence, such as the contents of the clipboard, the password entered, etc. The steps of forensics generally include the following steps: first, protect the target computer system from any change, injury, infection and destruction; second, search all files in the target system and try to recover all files, including deleted files; third, display the contents of hidden files, temporary files and exchange files in the operating system or application to the greatest extent; fifth, if It is possible or permitted by law to access the contents of protected or encrypted files; 6) analyze all relevant data found in special areas of the disk; 7) conduct a comprehensive analysis of all evidence to generate analysis conclusions (Schneier 1999). In addition, the above steps are more static forensic analysis after the event. With the rapid development of the network, dynamic forensics should be combined with some cybersecurity tools to increase the intelligence and diversity of forensics (Prosise 2003).

Network forensics. Unlike computer forensics, which can quickly recover data, network-based electronic evidence is mostly generated by network communication, and its storage time may be very short, and it is easy to lose (Corey 2002). For example, data packets are transmitted through the network in a few microseconds, and disappear from the switch or router in a blink of an eye. Moreover, the source of evidence is often difficult to obtain, or cannot be found, such as a chat record or a blog post, the identity of the parties is often difficult to verify. All these have caused many difficulties to network forensics. Nevertheless, there are general methods for network forensics investigation, such as the common Oscar method: ① obtaining information, including information related to the security incident itself and environmental information; ② formulating a scheme, including clarifying the investigation purpose and time requirements, listing the resources possessed, listing all possible evidence sources and the value of each evidence source, listing the evidence obtained First, establish the order of evidence collection, etc.; ③ collect evidence, document all the evidence, obtain the evidence itself and store the evidence safely; fourth, analyze the evidence, collect the evidence according to the time line, focus on the events of concern, further confirm, and reason and interpret the case; fifth, issue a report to summarize the investigation results Use more popular language to explain and explain, while maintaining scientific rigor. Some methods and skills of network forensics are similar to the process of network security situation awareness, which can be used for reference, such as locating data source, collecting evidence, and analyzing data association.
[bookmark: _Toc56790853]5.3.3 Malware analysis
Malicious software, also known as malicious code, plays an important role in most network attacks. Any software that damages users, computers or networks in a certain way can be regarded as malicious software. The main types are viruses, Trojans, worms, kernel packages, spyware, blackmail software, etc. vulnerability exploitation can also be regarded as malicious software, which is just one A combination of a series of malware (Dinaburg 2008).

The target of malicious code analysis is usually to provide the required information for the response of a network intrusion event, which has a certain level. First, you need to determine what's going on and be able to locate the infected host and file. Secondly, the host code is detected based on the characteristics of the host code, which is used to detect the malicious code in the network What, rather than the characteristics of malicious code itself, which detects malware by monitoring network traffic. Finally, after obtaining the detection signature code, it is necessary to find out how these malware work, that is, the working mechanism of malware (Moser 2007).

In the analysis of malware, only executable files of malware or code are usually available. These files are hardly human readable. Security analysts need to use a variety of tools and techniques for comprehensive analysis to see the whole process clearly. Two basic methods of malware analysis are static analysis and dynamic analysis. The former is to analyze malware without running it, while the latter needs to run malware for analysis.
[bookmark: _Toc56790854]5.4 Cybersecurity situation index and generation
Cybersecurity situation can directly reflect the operation of the cyberspace. Data collection tools are used to collect the original security data on the perceived network. Through certain data preprocessing, combined with comprehensive and objective cybersecurity situation index system, certain situation assessment and calculation can be carried out, and finally the network operation status can be reflected in the form of numerical value or chart. The selection of indicators in the index system directly reflects the decision-making thinking and evaluation angle of cybersecurity situation assessment, and affects the application scope and final evaluation results of the established network security situation index system. Therefore, the construction of cybersecurity situation indicators is of great significance to cybersecurity situation awareness.

Indicators refer to the elements that describe the cybersecurity attributes, and are also the basis for index calculation. Moreover, the indicators described are often not one or two, but several. cybersecurity situation index generation is an important part of cybersecurity situation extraction. It is an indicator to reflect the security attributes of perceived objects, and provides the basis for calculation and evaluation for situation understanding and prediction. There are various indicators that affect cybersecurity situation. Selecting situation indicators with typical data to form a data source for situation understanding and evaluation can provide reliable data support for situation understanding and evaluation. The cybersecurity situation index system is a set of indicators which can comprehensively reflect the characteristics of cybersecurity, and the indicators have internal relations and play a complementary role. It is the basis for forming the standardized objective and quantitative analysis conclusion of cybersecurity evaluation. It can reflect the basic appearance, quality and level of the perceived object's cybersecurity. Cybersecurity situation index system can be used for quantitative evaluation of cybersecurity situation of different scales.

In order to describe the cybersecurity situation more accurately, various kinds of security data collection tools are used to extract indicators from the reported events and data, and describe the cybersecurity situation from the quantitative perspective, which can provide more objective and accurate description of the current network situation for cybersecurity personnel. The data source of index extraction is all kinds of pre-processing security events and operation information reported by the collection equipment deployed in the system. These data are complex and diverse. How to extract indicators from these complex data to ensure that it can comprehensively reflect the current cybersecurity situation, and not to extract indicators too messy, not enough system, the process of calculating situation value is too complex, is not an easy thing.
[bookmark: _Toc56790855]5.4.1 Classification of index attributes
Cybersecurity situation awareness is a complex process, involving many indicators and different types. By classifying and sorting out the attributes of different types of indicators, various indicators can be correctly recognized, which is conducive to the accuracy of situation calculation and assessment. According to different classification criteria, the indicators can be divided into the following categories:
· Qualitative index and quantitative index.
· Overall index and classification index.
· Descriptive and analytical indicators
· Benefit index and cost index.
The selection of cybersecurity indicators plays an important role in situation extraction and understanding. In the process of selecting cybersecurity situation indicators, security personnel can evaluate the cybersecurity situation from their own ideas and perspectives, and combined with the scope of application of the selected cybersecurity situation calculation model to conduct comprehensive consideration. According to the research foundation of current situation index system and the application of cybersecurity situation awareness, this dissertation focuses on the qualitative and quantitative indicators.

Qualitative indicators often have certain requirements for the knowledge and experience of safety management personnel. The qualitative evaluation of cybersecurity situation mainly adopts the way of simulating or reproducing various network behaviors. In general, the results of qualitative index evaluation will be presented and explained by visual graphics. If the real-time network state monitoring data is collected, the result of situation assessment will have good real-time performance. Unlike quantitative indicators that can give specific calculated cybersecurity situation values, qualitative indicators often form visual graphics to show the change process of cybersecurity situation. Security managers need to make certain artificial judgments according to their own experience and knowledge accumulation.

In the process of cybersecurity situation awareness, if quantitative index system data is used, the results of situation calculation and evaluation will be presented in the form of numerical value, such as security coefficient value, network node weight, theoretical threat degree, network performance monitoring data, etc., that is, the network security situation is represented by specific values. Generally, according to the different values of cybersecurity indicators, there are different security risks and risks in the network. 

To sum up, no matter which type of quantitative indicators is used, it cannot fully meet the requirements of network security situation awareness. Therefore, the development direction of network security situation indicators is to combine the two indicators to measure the network security situation.
[bookmark: _Toc56790856]5.4.2 Extraction of cybersecurity situation index
Our goal is to establish a tree hierarchy with indicators as elements, that is, the index system of cybersecurity situation, which can be used to describe the overall cybersecurity situation. On the one hand, the selected situation indicators should be able to cover the main factors of the cybersecurity situation awareness system, so that the final situation awareness results can reflect the real cybersecurity situation; on the other hand, the more the situation indicators and the wider the scope, the more difficult it is to determine the priority of the indicators, the more complex the process of processing and calculation modeling, and distort the essential characteristics of the system The more capable. Therefore, in order to construct a scientific and reasonable network security situation index system, we must follow certain principles, adopt appropriate methods and steps, repeatedly analyze, summarize and weigh. These principles include but are not limited to
· Scientific principle
· Principle of completeness
· The principle of independence
· Principal component principle
· Operational principle
· Configurable principle
· Monotonicity, sensitivity and other index principles
The process of index extraction is a process from macro to micro, from top to bottom, from abstract to concrete. We will use the idea of hierarchy to analyze the problem and construct the index system of tree hierarchy structure. This method is the most basic and commonly used method to extract indicators and then construct a comprehensive index system. The general process is shown in Figure 5.2.
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Figure 5.2 Index extraction process
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               
[bookmark: _Toc56790857]5.4.3 Construction of cybersecurity situation index system
After the extraction of cybersecurity situation indicators, the next step is to use certain means and methods to build the cybersecurity situation index system. The construction principles of index system include:
· Hierarchical classification principle
· Similar principle
· Combination of dynamic and static principle
[bookmark: _Toc56790858]5.4.4 Four common indicators
From the perspective of network security, we often summarize the state of cybersecurity through four aspects: the basic operation of the network, network vulnerability, network threat and network risk. These four aspects are also four dimensions, which can basically cover all parts of the information network entity, and reflect the security status of the network more comprehensively, which are adopted by many scholars and commercial organizations.

The basic operation of the network index is a numerical value obtained by collecting the data of system operation in a certain time window and evaluating it quantitatively. Generally speaking, the higher the value is, the worse the network system is.

Network vulnerability index is a comprehensive analysis by quantifying the number of vulnerabilities and other information, and then calculating the vulnerability index. It can measure the loss degree of the network system when facing the attack. Generally speaking, the higher the value, the more vulnerable the network is to attack and the greater the possibility of loss.

The network risk index is to collect various security events caused by network attacks in the network within a period of time, and comprehensively evaluate the occurrence frequency and hazard level of these collected events, and then calculate the value. This value represents the degree of harm caused by network security incidents to the network system. Generally speaking, the larger the value is, the deeper the harm degree is.

The network threat index is the value calculated by collecting the security events caused by the user's illegal behavior or equipment operation in a period of time, and quantitatively evaluating these events. Generally speaking, the higher the value is, the greater the threat to the network security operation caused by such security incidents.
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The construction of the index system is not the end point, because there are still some problems in the units and types of indicators, as well as the inconsistency between numerical orders of magnitude. If it is directly used in situation assessment, it may lead to inaccurate evaluation results and lose the significance of evaluation. Therefore, it is necessary to standardize the test data of indicators before situation assessment to avoid the occurrence of unreasonable phenomena. According to the different types of indicators, the standardization methods are also different. Some methods for standardization of quantitative and qualitative indicators will be introduced below.

The standardization of quantitative indicators refers to a certain form of mathematical transformation of measurement data, so that the index data of different dimensions can be converted to a unified dimension, so as not to affect the results of multi index comprehensive processing. The standardization of quantitative indicators is also called the dimensionless method of index data. There are mainly three methods: linear dimensionless method, broken line dimensionless method and curve dimensionless method. Among them, the first two belong to linear transformation, and the third belongs to nonlinear transformation.

Qualitative index is a kind of qualitative and static evaluation of the evaluation object, which needs to be quantified before processing. Generally speaking, according to the change type of index evaluation value, qualitative indicators can be divided into continuous type and discrete type: the continuous type index value is within a fixed range, and the evaluation is obtained by linear relationship; the score range of discrete index can be customized, for example, when the qualitative index is described in the way of "very high, high, medium, low, very low", according to their order The results can be quantified by "1, 2, 3, 4, 5", and then standardized.
[bookmark: _Toc56790860]5.5 Cybersecurity situation assessment
Situation assessment plays an important role in the research of cybersecurity situation awareness. It is the key and key link in the whole process of cybersecurity situation awareness. The so-called cybersecurity situation assessment is to collect, filter and analyze the security incidents generated by cybersecurity equipment, establish appropriate mathematical model based on the construction of security indicators, and evaluate the degree of security threats suffered by the network system as a whole, so as to separate out the stages of network attacks and comprehensively grasp the overall security situation of the network. Sometimes, situation understanding is equivalent to situation assessment, or the core of situation understanding is situation assessment.

Through the cybersecurity situation assessment, we can find the potential security risks and threats in the network as soon as possible. We can fully evaluate the influence scope and severity of these hidden dangers and threats, which can help the cybersecurity management personnel to master the current cybersecurity situation, so as to take containment and prevention measures against these threats before the network attack, so as to prevent the system from attack and damage. The cyber security is fully protected. Only by evaluating the cybersecurity situation, can we know the security situation of the network, so as to grasp the security situation of the whole network and provide the basis for the next situation prediction. The important role of cybersecurity situation assessment is to provide strong support for the implementation of security protection.

Security situation assessment is the key and difficult point of cybersecurity situation awareness, so far there is no systematic theoretical system. The research in the field of situation assessment is relatively scattered, most of which are independent viewpoints. There is no unified method that can be used for assessment better, and the methods and techniques for measuring the quality of assessment are also relatively lacking, which leads to the diversification of assessment methods without an authoritative consensus. This part will sort out and summarize the existing mainstream research results.
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Cybersecurity situation assessment is a method and related behavior process to realize situation understanding in cybersecurity situation awareness. It is the core element of cybersecurity situation awareness (also situation understanding). Generally speaking, the meaning of cybersecurity situation assessment is to extract the security data and events generated by cybersecurity equipment in real time, calculate and evaluate through certain models and methods, and dynamically reflect the actual operation status of the network. Sometimes, the meaning of situation assessment can also be extended to predict the future security trend through offline analysis of historical data, data mining and other methods and corresponding algorithms. After evaluating the impact of security incidents on the network, the next step is to predict the cybersecurity situation, so as to select the means of security prevention in time. In many cases, both of them will be classified as situation assessment. But in fact, the model algorithms and methods used for evaluation and prediction are different.

The main function of cybersecurity situation assessment technology is to reflect the operation status of the network and the severity of the threat faced. Cybersecurity situation assessment is mainly to collect and preprocess the original security data and events on the network, based on the established cybersecurity situation assessment index system, on the basis of certain prior knowledge, through a series of mathematical models and algorithms, and then obtain quantitative or qualitative cybersecurity situation assessment results in the form of security situation value, showing the cybersecurity status. It should be noted that the value of security situation will also change with the change of security situation. The amount of data involved in the whole process is relatively large, and the evaluation algorithm is relatively complex, which will lead to redundancy and false reports. Therefore, data preprocessing and analysis (cleaning, integration, reduction, transformation, event correlation analysis, etc.) are often needed, which are involved in the previous part. Situation assessment focuses on evaluating the impact of the incident on the network after it occurs, and evaluates the current cybersecurity situation through the analysis and modeling of the historical security situation, sometimes even including the future situation assessment. Network security managers increase corresponding security measures and upgrade and optimize the network through situation assessment, so as to cope with the change of cybersecurity situation.
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A very important part of cybersecurity situation assessment is the calculation of situation index, which mainly involves the determination of the weight. The weight problem of situation assessment refers to the process of quantifying the importance of the factors related to the evaluation target. The larger the weight value is, the more important the factor is relative to the evaluation target, otherwise it is less important. There are two common methods to determine the weight: rank normalization method and analytic hierarchy process.

In the situation assessment, the problem of determining the weight can be solved by using the ranking normalization method. That is, the cybersecurity managers can sort the factors related to the evaluation objectives according to their own experience, and then normalize the ranking results, and finally get the weight vector, the calculation formula is shown in the Figure 5.3
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Figure 5.3 Calculation formula of weight vector

Because the cybersecurity managers are facing a dynamic and complex network environment, they can only judge the importance of equipment and service based on their subjective experience. The weight vector calculated in this way is not objective enough to withstand the test of practice. This method is simple, but it has some limitations.

Analytic hierarchy process (AHP) is an effective and concise new method applied in decision-making of complex problems. It is a better method to solve the weight problem in situation assessment. It divides the various factors that are difficult to quantify which have influence on the evaluation objectives into levels, making them orderly and orderly. At the same time, it compares the factors related to the evaluation objectives, determines their relative importance, and obtains a matrix by quantifying them. Then, it uses the method of fuzzy mathematics to determine the final order of all relevant factors.
[bookmark: _Toc56790863]5.5.3 Classification of cybersecurity situation assessment methods
There are many research results on cybersecurity situation assessment methods, which can be classified and summarized as shown in Table 5.1.

	Classification basis
	Assessment method

	Focus of assessment
	Risk assessment
Threat assessment

	Time of assessment 
	Static evaluation
Dynamic evaluation.

	The theoretical basis of the assessment
	Based on mathematical model
Based on probability and knowledge reasoning 
Based on pattern classification

	Form of assessment
	Qualitative evaluation
Quantitative evaluation



Table 5.1 Classification assessment methods

Among the categories classified according to the theoretical basis of evaluation, the methods based on mathematical model are represented by analytic hierarchy process, set pair analysis, fuzzy comprehensive evaluation, distance deviation method and multi-attribute utility function method. It comprehensively considers the factors influencing network security situation awareness, and then establishes the corresponding relationship between the security index set and the security situation. The problem of situation assessment belongs to multi index comprehensive evaluation or multi-attribute set. It can get a definite mathematical expression, and then give a definite result. This type of method is the earliest method used in network security situation awareness, and it is also the most widely used method. Its disadvantage is that the evaluation model constructed by this method and the definition of variables involve many subjective factors and lack of objective and unified standards.

The methods based on probability and knowledge are represented by fuzzy reasoning, Bayesian network, Markov process and D-S evidence theory. The model is built based on expert knowledge and experience database, and the security situation is evaluated by logical reasoning. The main idea is to deal with the randomness of network security events with the help of fuzzy theory and evidence theory. It is necessary to obtain prior knowledge before constructing the model by this method. From the practical application, the method still has a single way to acquire knowledge, mainly relying on machine learning or expert knowledge base. Machine learning has the problem of difficult operation, while the expert knowledge base mainly depends on the accumulation of experience. Its disadvantage is that a large number of rules and knowledge take up a lot of space, and the reasoning process is more and more complex, so it is difficult to be applied to large-scale network evaluation.

The method based on pattern classification is represented by clustering analysis, rough set, grey correlation analysis, neural network and support vector machine. The model is established by training, and then the network security situation is evaluated based on pattern classification. The advantage of this method is that the learning ability is very good, the model is more accurate, but the disadvantage is too much calculation, such as rough set and neural network modeling time is long, the number of features is large and it is not easy to understand, so it cannot be applied in the network environment with high real-time requirements.

Each evaluation method has its advantages and applicable occasions, but also has some disadvantages. It is necessary to select appropriate methods and means of situation assessment according to the actual needs of cybersecurity situation awareness.

[bookmark: _Toc56790864]5.6 Visualization of cybersecurity situation
At present, the most effective way of human cognition is through visual perception. Almost any part of the whole process of cybersecurity situation awareness can be visualized, which is driven by big data visualization technology. However, how to quickly, accurately, completely and effectively convey the situation to security decision makers is a very challenging problem. Compared with the visualization of geospatial and physical entities, the Visualization Challenge of situation awareness mainly lies in the processing of abstract concept elements, that is, the visualization of data information. Although there are many visualization technologies for raw data or massive data, it is still difficult to solve the problem of how to represent the situation and how to present the current state and future trend to better assist decision-making. It is much more difficult to present the situation from the two dimensions of time and space than through geographical space. For any type of visualization technology, it is very important to make the whole process visible, to make the data traceable and to make the data comparable and analysis.
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This chapter discusses and studies the content of situation comprehension in detail, including security detection and analysis, situation index construction and situation assessment. In the part of cybersecurity detection and analysis, it focuses on various security detection technologies, including intrusion detection, intrusion prevention and intrusion tolerance. This chapter introduces and analyzes the history, development and principle of each technology. In addition, this part also discusses security analysis, including security analysis process, computer / network forensics, malware analysis and other analysis methods. In the part of situation index construction, the category of situation index is introduced and studied in detail, and the qualitative index and quantitative index are analyzed respectively. Then the principle and process of index extraction are introduced, and various principles of index extraction are listed. The construction of cybersecurity situation index system is the focus of this part, which lists the construction principles of the index system. In the part of cybersecurity situation assessment, the basic theory of cybersecurity situation index calculation is analyzed in detail. Finally, this chapter briefly introduces the visualization of cybersecurity situation.












[bookmark: _Toc56790866]Chapter 6 Situation projection
[bookmark: _Toc56790867]6.1 Introduction
It is an essential part of situation awareness to understand the state of situation elements and predict it to some extent on the basis of change. The projection, or prediction of cybersecurity situation refers to the prediction of the development trend of the network for a period of time in the future according to the historical information and current status of the cybersecurity situation. Cybersecurity situation prediction is a basic goal of situation awareness. Due to the randomness and uncertainty of network attacks, the security situation changes based on it present a complex nonlinear process, which limits the use of traditional prediction models. At present, neural network, time series prediction and support vector machine are commonly used in network security situation prediction. In addition, causal data model and pattern recognition are also commonly used in network security situation prediction. In the future, with the boost of artificial intelligence and machine learning technology, more intelligent technical methods may be produced.

The so-called prediction refers to that on the basis of recognizing the external and internal factors that cause the development and change of things, it explores the law of the internal and external factors affecting the change of things, and then estimates and forecasts the future development trend of things, and obtains the possible situation of its future development and change. The essence of prediction is to know the past, master the present, and estimate the future based on it. According to the nature and task of prediction, there are mainly quantitative prediction and qualitative prediction. The former uses the original data and information, with the help of mathematical models and methods, analyzes the relationship between the data before and after, obtains its future development and change rules, and achieves the purpose of prediction. The quantitative prediction methods mainly include time series, artificial neural network, grey theory, regression analysis, etc. The latter mainly relies on personal experience accumulation and ability, uses limited original data for reasoning, judgment and estimation, and qualitative prediction methods mainly include expert evaluation method, analogy method, judgment analysis method and market survey method.

Based on the collection, transformation and processing of historical and current situation data series, situation prediction explores the development and change rules between situation data by establishing mathematical model, and then conducts similar reasoning on the future development trend and situation of situation, forms scientific judgment, prediction and estimation, makes qualitative or quantitative description, issues early warning, and formulates correct for security personnel It provides reference for planning and decision-making. The specific process is as follows: firstly, the historical situation data sequence is obtained, the data sequence is processed and transformed by technical methods, and then the relationship and law between the security situation data sequence is found and identified by using the mathematical model, the equation relationship including time variable and situation variable is established, and the situation function changing with time is obtained by solving the equation.

This chapter will first study and explain three typical and common quantitative prediction method models, including grey theory prediction, time series prediction and regression analysis prediction. Then, it will introduce the intelligent prediction methods which are developing rapidly and attracting much attention recently.

[bookmark: _Toc56790868]6.2 Grey theory prediction
Due to the great probability, complexity and suddenness of network security events, it is relatively difficult to predict them. In addition, there are few known and available information. In order to make full use of and mine a small amount of known information, the grey system theory can be used to mine the rules between data information and identify the relationship between them (Wang 2004).

Grey system theory is a subject of system science, which takes uncertain system as the research object. It has been widely used in many fields and solved many practical problems which were difficult to solve in the past (Julong 1989). The so-called grey system is a system type between the white system and the black system. It refers to the "small sample" and "poor information" uncertainty system that "part of the information is known and part of the information is unknown". Incomplete information mainly includes the following situations:
· System factors are not completely clear.
· The relationship between factors is not completely clear.
· The system structure is not completely known.
· The working principle of the system is not completely clear.
If a system has the fuzziness of hierarchical structure, the randomness of dynamic change, the incompleteness or uncertainty of index data, these characteristics are called grey. The grey system is called grey system. In the theory of grey system, the grey model is established to describe the continuous change process of things in the grey system after generating and transforming the original data sequence which represents the behavior characteristics of the grey system (Liu 2010). It is called grey model, or GM model for short.

The prediction of grey information is not only related to the process of grey information, but also related to the time range. Through the generation and processing of the original data and the establishment of the grey model, the law of system change is mined, discovered, mastered and sought. It can be used to establish the corresponding differential equation model, so as to predict the future development trend and future state of things, and make a scientific quantitative analysis of the future state of the system.

According to its functions and characteristics, grey prediction can be divided into time series prediction, topological prediction, interval prediction, catastrophe prediction, seasonal catastrophe prediction, waveform prediction and system prediction.

[bookmark: _Toc56790869]6.2.1 Grey prediction model
The modeling process of grey prediction is as follows: ① processing the original data into the generated number; ② after the residual (difference between the calculated value of the model and the actual value), the differential equation model is established; ③ the convergence analysis based on the correlation degree is carried out; ④ the data obtained from GM model is inversely generated and reduced; ⑤ the "five-step modeling" (qualitative analysis, factor analysis, preliminary quantification, and so on) are adopted The dynamic quantification and optimization method is used to establish a model of differential equation GM (1,1) prediction.

The grey forecasting model is divided into two categories, namely single sequence grey prediction model and interval grey number forecasting model.

The single sequence grey prediction model thinks that although the behavior of the system is "hazy", and the data is complex, it must be orderly, and there are some internal laws, but these laws are covered by complex phenomena. It is difficult for people to find some internal laws directly from the original data. Before establishing the grey model, it is necessary to preprocess the original time series according to certain requirements to get regular time series data-to-generating column, which is called grey generation. The common generation methods of grey system are: accumulation generation, reduction generation, mean generation, grade ratio generation and so on. The single sequence grey prediction model can be subdivided into
· G(1,1) model
· DGM(1,1) model
· GM(1,N) model
· Grey Verhulst model
The interval grey number in the prediction model of interval grey number refers to the grey number with both lower bound and upper bound. "Kernel" and "gray" are two important attributes of interval grey number, which are the basis of studying algebraic operation rules of interval grey number and establishing error test method of interval grey number prediction model. The "core" of interval grey number is the real number most likely to represent the "whitening value" of interval grey number under the condition of fully considering the known information; the "gray" of interval grey number reflects the uncertainty of people's understanding of grey system. The common real number is a special interval grey number whose gray level is zero and whose kernel is itself. The interval grey number prediction model can be subdivided into 
· Interval grey number prediction model based on geometric coordinate method 
IGPM-G(1,1)
· Interval grey number prediction model based on information decomposition method IGPM-P(1,1)
· Interval grey number prediction model based on Grey attribute method IGPM-D(1,1)
[bookmark: _Toc56790870]6.3 Time series prediction
Time series forecasting method is a statistical forecasting method. It is a method to extrapolate the development process and regularity of social and economic phenomena reflected by time series and predict its development trend (Sapankevych 2009). It studies the evolution relationship between the prediction target and the time process, constructs the best mathematical model fitting X(t) according to the statistical regularity, condenses the information of time series, simplifies the representation of time series, and uses the best mathematical model to predict the future.
[bookmark: _Toc56790871]6.3.1 Basic characteristics of time series analysis
Time series analysis has the following two basic characteristics. First, time series analysis predicts the future development according to the change trend of the past. Time series analysis is based on the continuous law of the development of objective things, using the historical data of the past, through statistical analysis to further speculate the future development trend. The assumption that the past will continue to the future contains two meanings: ① there will be no sudden jump change, that is, it will advance at a relatively small pace; ② the phenomena of the past and the present may indicate the development and change trend of the present and future activities. This determines that in general, the time series analysis method is more significant for short-term and short-term prediction, but it will have great limitations for extending to the further future, which will lead to large deviation of the predicted value from the actual situation and make decision-making mistakes.

Second, there are regularity and irregularity in the change of time series data. The size of each observation value in the time series is the comprehensive result of various factors that affect the change at the same time. According to the time characteristics of the magnitude and direction change of these factors, the change of time series data caused by these factors can be divided into four types.
· Trend: a variable changes with time or independent variable, showing a relatively slow and long-term trend of continuous rise, decline and stay in the same nature, but the variation range may not be equal.
· Periodicity: the law of peak and low valley appears with the alternation of natural seasons due to external influence.
· Randomness: individual is random variable factor, and the whole shows statistical law.
· Comprehensiveness: the actual situation is superposition or combination of several changes. In the prediction, we should try to filter and remove irregular changes, and highlight the trend and cyclical changes.
[bookmark: _Toc56790872]6.3.2 Time series and its types
Time series is a sequence of successive observations of the same phenomenon at different times. Its elements mainly include the time range and sampling unit of the research object, as well as the observation data about the research object matched with each time.

According to whether there is a reference, the time series can be divided into the following three types:
· Relative time series
· Absolute time series
· Average time series
According to whether there is a trend, the time series can be divided into stationary series and non-stationary series.
[bookmark: _Toc56790873]6.3.3 The process of time series prediction
In the prediction of time series, the calculation process are as follows (Kayacan 2010):

① Stability test: Firstly, the stationarity of time series is verified for modeling. The run test method is used to test the sequence. If the sequence itself is not stable, its difference sequence is obtained, and then the stationarity test is carried out, and so on until a certain order difference sequence is stable.

②After the stationary sequence is obtained, the preliminary identification and order determination of the model are carried out. The initial identification needs to calculate the sample autocorrelation function (ACF) and partial autocorrelation function (PACF). According to the tailing or truncation properties of ACF and PACF, the time series model and its order are determined. If the initial values of autocorrelation coefficient and partial autocorrelation coefficient are obviously greater than 2 times of standard deviation, then almost 95% of the coefficients fall within the range of 2 times standard deviation, and the process of non-zero coefficient decaying to small value fluctuation is very sudden, it is usually regarded as k-order truncation; if more than 5% of the sample correlation coefficient is greater than 2 times of standard deviation, or the non-zero coefficient decays to small value fluctuation, the process is relatively slow Or continuous, usually regarded as trailing. In SAS software, it can be judged by autocorrelation and partial autocorrelation function.

③The model and order of the time series can be determined by the previous step. In order to get the expression of the model, the parameters of the model need to be calculated. The parameter estimation method can be used, and the least square estimation is generally selected. This method makes full use of each observation value, so the estimation accuracy is high. The least squares estimate is the set of parameters that minimize the sum of squares of residuals.

④In order to test the correctness of the model, we need to test the residual series of the model with white noise. If the residual sequence is a white noise sequence, then the established model is correct. The model expression can be used to predict the time series, otherwise the model needs to be modified.
[bookmark: _Toc56790874]6.4 Regression analysis and prediction
Situation prediction based on causality is a research hotspot in recent years. The feature of causality method is to determine the dependence between variables by the observed values of some variables, so as to predict a certain variable by the future value of related variables and the dependency between the variables found (Bates 1988). Regression analysis is one of the main categories of causality, which is a statistical method to analyze data. The method of situation prediction based on regression analysis is to determine the logical and functional relationship between the independent variable (situation value) and the dependent variable (evaluation index) on the basis of analyzing the relationship between various dependent variables and independent variables, so as to achieve the purpose of situation prediction (Montgomery 2012).
[bookmark: _Toc56790875]6.4.1 Theoretical basis of regression prediction
In the real world, everything is related to and influenced by the things around it. There is a certain relationship between various variables reflecting the movement of objective things. The relationship between variables can be roughly divided into two categories: functional relationship and correlation relationship. The former is the definite relationship between objective things, which can be reflected by a certain mathematical expression; the latter reflects the non-strict and uncertain linear dependency relationship between things, which is difficult to express accurately by function. For this kind of relationship, we often use regression analysis and to measure it(Jolliffe 1986).

Regression analysis is a statistical analysis method to determine the quantitative relationship between two or more variables. Its basic idea is: starting from a group of sample data, determine the mathematical relationship between variables, conduct various statistical tests on the reliability of these relationships, and find out which variables have significant influence and which among the many variables that affect a specific variable Not significant. Then, according to the value of one or several variables, the value of another specific variable can be predicted or controlled by using the relationship, and the accuracy of the prediction or control is given(Menard 2002).

[bookmark: _Toc56790876]6.4.2 Classification of regression models
Regression model is a mathematical model to quantitatively describe the statistical relationship. According to different standards, regression models can be divided into different types.

According to the number of independent variables involved in regression analysis, regression models can be divided into univariate regression model and multiple regression model. The former contains only one independent variable and one dependent variable, while the latter can have multiple independent variables and dependent variables.

According to whether the relationship between independent variable and dependent variable is linear, it can be divided into linear regression model and nonlinear regression model. If the relationship between independent variables and dependent variables in regression analysis can be approximately expressed by a straight line, or the data distribution of two types of variables is generally linear trend, then this regression model is called linear regression model. If the relationship between independent variables and dependent variables cannot be approximately expressed by a straight line, it is called nonlinear regression model, also known as curve regression model.

According to whether there are dummy variables in regression models, regression models can be divided into ordinary regression models and regression models with dummy variables. As the name implies, there are no dummy variables in ordinary regression models, while dummy variables are included in regression models with dummy variables.

[bookmark: _Toc56790877]6.4.3 The process of regression analysis and prediction
Regression analysis and prediction method is based on the analysis of the correlation between independent variables and dependent variables, and establishes the regression equation between variables, and takes the regression equation as the prediction model to predict the changes of dependent variables according to the number changes of independent variables in the prediction period. It is an important, effective and high practical value prediction method (Kleinbaum 2013). It is not only commonly used in the prediction of market phenomenon, but also can be used as the method of situation prediction. By extracting the main factors affecting the situation prediction object and obtaining enough data, the network security situation can be predicted. The general steps of regression analysis and prediction are as follows

① The independent variable and dependent variable are determined according to the prediction target. If the specific target of prediction is clear, the dependent variable is determined. If the specific target is the trend of attack behavior, then the trend of attack behavior is the dependent variable. Through data acquisition and situation extraction, the independent variables related to the prediction target are found, and the main influencing factors are selected.

②Establish regression prediction model. According to the historical statistical data of independent variables and dependent variables, the regression analysis equation is established, that is, the regression analysis prediction model.

③Correlation analysis was carried out. Regression analysis is a mathematical statistical analysis of the influencing factors (independent variables) and prediction objects (dependent variables) with causal relationship. Only when there is a certain relationship between independent variables and dependent variables, the regression equation established is meaningful. Therefore, whether the factors as independent variables are related to the predicted objects as dependent variables, how much the correlation degree is, and how much assurance to judge the correlation degree become the problems that must be solved in regression analysis. For correlation analysis, we usually need to find out the correlation relationship, and judge the correlation degree of independent variable and dependent variable by the size of correlation coefficient.
④The prediction model of regression analysis was tested and the prediction error was calculated. Whether the regression analysis prediction model can be used in the actual prediction depends on the test of the regression analysis prediction model and the calculation of the prediction error. Only when the regression equation passes various tests and the prediction error is small, can the regression equation be used as a prediction model for prediction.

⑤The predicted values were calculated and determined. Finally, the regression analysis model is used to calculate the predicted value, and the predicted value is analyzed comprehensively to determine the final predicted value.

[bookmark: _Toc56790878]6.4.4 Methods of regression analysis and prediction
There are various methods of regression analysis and prediction. Generally speaking, these techniques have three metrics, namely, the number of independent variables, the type of dependent variables and the shape of regression line. Common methods include:

· Linear regression
· Logistic regression 
· Polynomial regression 
· Stepwise regression 
· Lasso Regression
[bookmark: _Toc56790879]6.5 Intelligent prediction of cybersecurity situation
In order to truly realize the idea of active defense, the most important link is to add security early warning technology, that is, according to the current detected alarm information to predict the future attack behavior, and truly establish a dynamic response mechanism, which is composed of detection, prediction, response and prevention, to provide real-time, dynamic, rapid response and active for the security of network system Safety barriers. The prediction of cybersecurity situation refers to the prediction of the development trend of the network in the future according to the historical information and current status of the network security situation. It is a basic goal of situation awareness. Because of the randomness and uncertainty of network attack, the change of security situation based on it is a complex nonlinear process. The traditional prediction model method cannot meet the demand gradually. More and more research is developing towards intelligent prediction method. The intelligence here is related to, but not limited to, artificial intelligence. It not only includes the establishment of automatic perception and self-learning mechanism of the machine, so that it has the ability of thinking and behavior, but also includes the identification and prediction of complex network attack behavior.
This part will introduce and discuss two main research directions of intelligent prediction, which are neural network prediction and support vector machine prediction. Because of the large amount of machine learning involved here, this part only makes a brief introduction

[bookmark: _Toc56790880]6.5.1 Neural network prediction
Neural network prediction is one of the most commonly used methods of cybersecurity situation prediction. Neural network prediction model belongs to the field of artificial intelligence. It is a machine learning tool with good function fitting, self-learning and self-memory functions for target samples, parallel processing, high fault tolerance and strong function approximation ability (Leshno 1996). It can obtain the characteristic patterns of complex nonlinear data. The principle of using neural network to predict situation is as follows: firstly, taking some input and output data as training samples, adjusting the weights through the self-learning ability of the network to construct the situation prediction model; secondly, using the model, the nonlinear mapping from the input state to the output state space is realized.

[bookmark: _Toc56790881]6.5.2 Support vector machine prediction
Support vector machine prediction is a pattern recognition method based on statistical learning theory (Hua 2001). The basic principle is that the input space vector is mapped to a high-dimensional feature space through a nonlinear mapping, and linear regression is carried out on this space, so that the nonlinear regression problem of low-dimensional feature space is transformed into the linear regression problem of high-dimensional feature space. Compared with other methods, the absolute error of SVM prediction is small, which ensures the correct trend rate of prediction, and can accurately predict the network security situation. Support vector machine (SVM) is a research hotspot of cybersecurity situation prediction.
[bookmark: _Toc56790882]6.6 Summary
The content of this chapter is to study and discuss situation prediction, or projection, and related technologies. Situation prediction is the goal and end point of situation awareness. This chapter mainly describes and studies the three typical and common quantitative prediction methods, including grey theory prediction, time series prediction and regression analysis prediction, and briefly introduces and discusses intelligent prediction methods, including neural network prediction and support vector machine prediction.
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