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	Module Learning Outcomes 
(from module syllabus)

	Digital Policing 
Complex types of internet-dependent crimes and their impact
Investigative procedures for complex investigations with a digital element
Employing specialist assistance re. obtaining information from a specialist or service provider in the recovery of digital data
Criminology
Constitutional role of the police in contemporary society and the wider criminal justice system
Crime prevention theories and strategies
Strengths and weaknesses of different policing models in relation to crime/victimisation and the public
Benefits of greater understanding of sociology and criminology on/for operational policing and decision making
Specific initiatives relating to crime prevention
Evidence Based Policing
Potential constraints associated with EBP approach and identifying best practice
How to systematically review and critically evaluate available evidence
Optimising opportunities to obtain best available evidence, evaluate options and develop most appropriate solutions to policing problems
Counter Terrorism
Organisational structures and inter-relationships that exist in counter-terrorism policing
Links between terrorism and other forms of criminality
Insider threat within the police service and strategies to prevent this
Response Policing
Application of theories and principles of psychology and human behaviour in various response contexts
Key issues relating to the complexity and challenges of operational policing
Responsibilities of first responders at critical incidents
Best practice when attending high profile critical/major incidents
role of the police within a joint emergency services operation
Policing Communities 
Why key incidents/events have had a damaging effect on the willingness of communities to engage with the police
Community engagement & how policing practice can impact the community
Role of community policing in fostering and maintaining community cohesion
Key principles of effective community engagement
Policing the Roads 
Police powers in relation to commercial vehicle enforcement
Prevalent criminal activity facilitated by road network & its disruption by effective policing of the roads
Disruption options to target criminal activity on the road network
How to police the strategic road network effectively and safely
Roles and responsibilities of personnel involved in police pursuits, and the types of vehicle
Information & Intel
Guidance and processes relating to international and European enquiries/investigations
Analysis and evaluation of info. & intel. appropriate to the policing operation
Analytical products provided by intelligence specialists during the course of an investigation
Developing info. & intel. to inform tasking and co-ordination process
Conducting Investigations 
Difference between 'volume and priority' crime
Use of the additional sources of intelligence that can be obtained during a complex investigation
Importance of the concept of memory upon interview methods and process
How personal attitudes, values and biases can impact on an investigation
Addressing complex circumstances when conducting interviews
Learning from previous investigations (and/or interviewing) to future investigations
Guidance and processes relating to international and European enquiries/investigations




	
TASK DESCRIPTION




This is a 4000 word assignment. Students are required to complete two 2000-word essays (2 x 2000). 

Choose two titles from the below list:

Review complex types of internet-dependent crimes. (2000 words)

The origins of the internet can be traced back to the 1960’s and was originally used by scientists and researchers to share data during the soviet era (Anon., 2019). In 1991 the world wide web became publicly available and started to evolve into the internet that we know and use today. The internet is used for almost anything and as a global population we have become heavily reliant on it as part of our daily lives to shop, bank, control our homes and connect with people. More and more personal information is shared and stored online. Almost everything we do on a daily basis is linked to the internet. Whilst the rapidly growing advancements of the internet benefits us, with it comes a whole host of new and constantly developing crimes and criminals who aim to take advantage of internet users for an illicit gain. This poses a huge issue to the to the world as it exposes people, business, organisations and even governments to being victims of cybercrimes. Her Majesty’s Inspector of Constabulary Matt Parr is quoted as saying;

“The prevalence of digital technology has enhanced our lives and interactions in many positive ways. Unfortunately, however, it has also led to an increase in cyber-dependent crime. It is estimated that this type of crime costs the UK £1.1 billion each year”
(HMICFRS, 2019)  
The above-mentioned cost of cybercrime to the UK is worth noting. The UK government through their National Cyber Security Strategy publication 2016 -2021, stated they    
“will invest a total of £1.9 billion over the next five years to transform significantly the UK’s cyber security” (Government, 2016 )
When reviewing “complex cybercrime”, it’s worth considering the definition of the word “complex”;

“made of many different things or parts that are connected; difficult to understand” (Dictionaries, n.d.)

It is important to take this into account as the complexity of a cybercrime will depend on the police officers understanding of the crime they are investigating. One officer could be computer savvy and their comprehension of the crime could be greater than another officer who may have a limited understanding of cybercrime. 
It was highlighted in the following analysis of specialist cybercrime units.

“three major themes emerged: (a) the accelerating quantity of the workload as cyber-crime becomes a bigger social problem; (b) the resourcing of the units has not developed commensurate with demand and (c) the level of skills and training within units are insufficient to address the unique nature and growing complexities of policing cyber-crime” (Diarmaid Harkin, 2018)
The three factors highlighted can pose huge stress on police forces.  Considering point (a) and (B), the workload posed on cybercrime investigators would potentially increase and lead to issues with existing staff being over worked and victims of cybercrime being not being dealt with in a timely manner. Point (C) highlights that the rapidly changing landscape of cybercrimes becoming more sophisticated and requires officers to be retrained to deal with the crimes. This then leads to costs of training officers or recruiting further specialists in those areas to deal with the crimes.   As highlighted 
“The research needed to match the reality is struggling to keep up. There is a great need for more academics to get involved in cybercrime prevention and cyber security research. It is also especially important to look into this topic interdisciplinarity. The work needs not only a criminological lens, but a multitude of lenses: legal, sociological, and political, in order for us to understand the impact of cybercrime across the globe” (Rick Sarre, 2018)

The HIMCFRS conducted an enquiry into how effective police forces are when dealing with cyber crimes and it was found that whilst the general handling of cybercrime is positive, the three following issues were identified;
concerns around the financial sustainability of capability and capacity at all levels;
limited understanding of demand at a local level; and
some forces not fully complying with initiatives to coordinate resources.
(HMICFRS, 2019)

The first two areas identified are similar to what has been identified, cost and understanding of the crimes. The third issue brings to light a new problem of forces not effetely communicating with each other in order to tackle the cybercrime. To quote Her Majesty’s Inspectorate of Constabulary, Matt Parr, who said;

“We do, however, believe that the current 43 force model is not an effective way to tackle cyber-dependent crime. Preventing and investigating these types of crime requires a joined-up, coherent response across regional boundaries. Having 43 individual forces, often with different structures and responding to different demands, does not readily allow for the level of consistency and flexibility needed” (HMICFRS, 2019)

Matt parr goes on to say that as part of their investigation they have suggested that the UK government should consider a national police response to cyber crime as opposed to 43 dealing with it individually. Whilst this is potentially positive step to counter act cybercrime within the UK, cyber criminals can operate from anywhere in the world, meaning their victims could be in a different country and therefore making it even more difficult to catch of prosecute the criminals. As highlighted; 
“Cyber criminals have no jurisdiction as they can operate from anywhere in the world. The complexity of investigation of such crimes will make it difficult if the police are not adequately trained or educated on the subject matter in being able to identify the offenders and bring them to justices” (Forouzan, 2018)

The above again highlights issues and the importance of adequate training to deal with cybercrimes, it also poses a further issue around jurisdiction. Whilst the UK government is addressing the and considering a national approach to cybercrime, it potentially needs a global approach as the criminals undertaking cybercrime could in different country to the victim. So, this highlights further issues of locating the criminal’s country of operation and bringing them to justice. There could be numerous police forces global, with different polices and investigative process investigating the same the criminals. One such poling organisation that seeks to bridge the gaps between global police forces and operates on a global scale is the International Criminal Police Organisation, better known as INTERPOL.  

INTERPOL is based in France and according to their website, has 190 country members across the world. Their aim is to lead a global approach to working with law enforcement agencies detect and prevent crime and identify and arrest criminals. INTERPOL has a Global Cyber security strategy and believes: 

Cybercrime is one of the fastest growing forms of transnational crime faced by INTERPOL’s member countries. While rapid growth in Internet and computer technology has enabled economic and social growth, an increasing reliance on the Internet has created more risks and vulnerabilities and opened up new possibilities for criminal activity. The borderless nature of cybercrime means that law enforcement agencies face challenges in responding effectively due to the limits of cross-border investigation, legal challenges and diversity in capabilities across the globe” (INTERPOL, 2017)

In 2021 INTERPOL reported the success of Operation HAEICHI-II which operated in 20 counites and was a four-month operation which resulted in the coordinated arrests of 1,003 individuals linked to various cyber-crimes. It was reported that;

On the financial aspect of the operation, the authorities have also intercepted nearly $27,000,000 and froze 2,350 banking accounts linked to various online crimes. (Toulas, 2021)

The types of cybercrimes that were identified during Operation HAEICHI-II were romance scams, investment frauds, online money laundering, and illegal online gambling. These types of cybercrime are referred to as cyber enabled crimes. 
The UK’s Crown Prosecution Service (CPS) categorises cybercrime under two headings, Cyber Enabled crimes and cyber dependant crimes. These are defined as; 

Cyber-enabled crimes – traditional crimes which can be increased in scale or reach by the use of computers, computer networks or other forms of ICT (such as cyber-enabled fraud and data theft)” 
and
“Cyber-dependent crimes – crimes that can be committed only through the use of Information and Communications Technology (ICT) devices, where the devices are both the tool for committing the crime, and the target of the crime (e.g. developing and propagating malware for financial gain, hacking to steal, damage, distort or destroy data and/or network or activity); (service, 2019)

Examples of the two categories defined are vast and differ in levels of complexity. Some examples of Cyber Enabled crimes are malicious and offensive communications, these could be communications sent via social media, cyber bullying, disclosing private sexual images without consent, cyber stalking and harassment, coercion and control, Child sexual offences and indecent images of children. The list is potentially endless and will change with the rapid development of the internet. One relevant example that made headlines recently was Apple’s Air Tag. 

The independent reported; 
“Woman issues warning after ‘being tracked’ by Apple air tag in her bag” (Petter, 2022)

The Air Tags is essentially an electronic key chain that can be attached to keys, bags, wallets the list is endless. The intended use of the device is to allow the user to locate their possessions if lost by providing a location on a map through the attached app. Whilst Apple intended the devices to be used to stop the owners losing their possessions, criminals took advantage of the devices. Unsuspecting victims found the devices places in their coat pockets or bags meaning criminals could stalk them via the app and know their location. 

The BBC reported a further issue of similar location tagging devices; 

“The number of domestic abuse cases has increased dramatically since the UK's Covid lockdown - and tech has played a role. Smart speakers, tracking apps and key-logging software are among products that have made it easier for perpetrators to maintain control of victims and continue abuse” (Franco, 2020)

The article highlights the use of Ring doorbells (Intended for users to see who is at their door) to be used to monitor when their partner was leaving the home, using amazons echo (intended to be used as a music device) to drop in and listen to what was happening in the home and listen to their partner. 

Cyber dependant is essentially a criminal using a computer or electric device to hack another computer of electronic device. The aim of the criminal is hack an organisations computer network to disrupt their functionality, steal company information, their customers information, the possibilities are endless. The CPS breaks Cyber dependent crimes into two further categories;

“Illicit intrusions into computer networks, such as hacking; 
and
the disruption or downgrading of computer functionality and network space, such as malware and Denial of Service (DOS) or Distributed Denial of Service (DDOS) attacks” (Service, 2019)

Some examples of the end goal of Cyber dependant crimes are Cyber-terrorists who intend to disrupt and impact business, governments and even a countries utilities infostructure. One recent example of this was in May 2021, when hackers targeted the colonial pipeline in America. The pipeline delivers fuel from the located on the gulf coast and runs from Texas to new jersey. The federal Beau of investigation (FBI) were quoted;

“This event concerning our energy pipeline delivery system has the potential for significant energy and economic disruptions “ (IER, 2021)

As a result of the hack, systems had to be shut down, thus halted the supply of fuel and leading to an increase in fuel prices. The suspected hackers were believed to have been Russian speakers, who refer to themselves as “Darkside”. This example provides a further issue of policing and locating the criminals. It’s a crime that as effetely disrupted a country fuel supply but has a global impact on who to blame and led to America accusing Russia of the hacking. There is no way to know if it was Russia’s government who authorised the attack or if it was Russian individual. Either way it not only affected the American economy, it posed a risk to the relations between the both countries. 

In summary the complexity of internet dependent crimes is vast, had has many complications and there are a high number of issues when it comes to policing these types of crime. The cybercrimes themselves become more advanced and evolve as technology evolves. Police and organisations that investigate the crimes need to be constantly trained to keep up with advancements. The cost of cybercrimes to victims is high and the cost to keep up with the demand of policing the crime is high. Victims are not just individuals, but businesses, organisations and even governments. The crimes carried out can lead to a global economic impact on countries and even relations between countries. 

Evaluate the disruption options available to target criminal activity on the road network. (2000 words)
The department for transport conducted research and it was found as of 2020, the total road length covering Great Britain was estimated to be 247,500 miles. The break down of the 247500 miles were; 

“189,700 miles (77%) of road were in England
36,800 miles (15%) were in Scotland
21,000 miles (9%) were in Wales”
(GOV.UK, 2021)

The RAC found that as of December 2021 there were 39 Million licensed vehicle in the UK, with the breakdown being;

“31.9 million cars (81.7 per cent), 4.4 million LGVs (11.3 per cent), 0.5 million HGVs (1.3 per cent), 1.3 million motorcycles (3.4 per cent), 0.14 million buses & coaches (0.4 per cent) and 0.78 million other vehicles (2 per cent)”
(RAC Foundation , 2021)

The UK roads infrastructure is vast and essential for the daily functioning of the UK economy, whether it be people driving to work or commercial vehicles transporting goods. However, with the high numbers of road users comes the potential for law breaking and challenges to effectively police the UK roads network.
One main area of concern to roads safety and policing are known as the “Fatal 5”, which are careless driving, drink, and drug driving, not wearing seatbelts, using mobile phones and speeding. South Wales Police have an initiative in place called “Road Smart” which is set up to educate people around “The Fatal 5” and published on their website that;

“Five are the leading causes of road traffic collisions in Wales” (South Wales Police , n.d.)

An additional initiative that South Wales police operate along side “road Smart” is “Op Smart” which seeks to utilise the increasing numbers of road users having dash cams. The initiative has a website set up so that road users who believe they have captured a suspected traffic crime can be uploaded via the “Op Smart website”. There are also national campaign’s, around drink driving which are heavily publicised during the festive period. Whilst these methods are a proactive attempt to target possible offenders, in an attempt to educate them and think before they offend. 
The police use a number of disruptive methods utilising the Road traffic Act 1988 to combat offenders of the “Fatal Five” and other driving offences. A method utilised to combat seat belt offences are roadblocks. A pre co ordinated operation will be set up, with officer or Neighbourhood police team, standing before the roadblock as observers of cars going past, if they spot offenders, they will then radio to officers on the roadblock with details of the offending cars. The officers will then stop them under section 163 of the Road traffic Act 1988, which states;

“a person driving a mechanically propelled vehicle on a road must stop the vehicle on being required to do so by a constable in uniform or a traffic officer” (Legislation.gov.uk, n.d.)

The offenders will then be dealt with under Section 14 of the Road Traffic act 1998 which states;

“persons who are driving or riding in motor vehicles on a road to wear seat belts of such description as may be prescribed” (Legislation.gov.uk, n.d.) 

This is an effective disruption tactic as it catches offenders, other members of the public see the proactive police operations and makes them think twice about wearing a seat belt. The offender will then be issued with a fixed penalty notice. A fixed penalty notice is;

“A Fixed Penalty Notice, or a conditional offer of fixed penalty is an administrative alternative to prosecution before the magistrates’ court which includes a fine and in most cases penalty points too” (RAC , 2019)

A fixed penalty notice is effective as it can be issued on the spot and saves time and the cost of attending courts. There are two types of fixed penalty notice which are “endorsable”, which means the offender will get a fine and points added to their licence and “non endorsable”, means the offender will only get a fine. In the case of not wearing a seat belt, it would be non- endorsable and the offender would receive a £100 fine. Offenders don’t have to accept the fixed penalty notice; however they would then have to attend court and if found guilty would receive a larger fine. 

A disruptive methods option used to combat “speeding” another of the “Fatal Five” are speed cameras. Fixed Speed cameras and average speed cameras are becoming more visible around the UK. There are also speed vans, which are moved around. They are generally installed on sections of road which has a history of safety problems. Within the South Wales Police region, they are managed by “GO Safe”, which is a;

“Partnership is made up of 27 equal partners including the 22 Unitary authorities in Wales, four Welsh Police Forces and the Welsh Government” (GO SAFE, n.d.)

The aim of the cameras is reducing the number of incidents and casualties of speeding. Offenders caught speeding are liable will be issued an a Notice of Intended Prosecution under Section 172 of the Road traffic act, which is a letter sent to the owner of the vehicles home and asks for the details of the driver at the time of the offence. This must be returned within 28 days, telling the police who was driving the car. Once the information of the driver is returned a fixed penalty notice. Speeding is endorsable, so there would be 3 points added to a driver’s licence and a £100. However, they may be given the option to attend a speed awareness course, which negates the points and the fine. If the offender disputes the fixed penalty notice, then they would attend court and if found guilty potentially liable for points on their license and a higher fine:

“The amount you’re fined depends on what the speed limit was and how much over it you were driving. It’s usually a percentage of your weekly income, up to a maximum of £1,000 (£2,500 if you were driving on a motorway)” (Gov.uk, n.d.)

The effectiveness of speed cameras are a highly debated. A report carried out by Professor Richard Allsop of University College London for the RAC Foundation found that;

“speed cameras have offered continuing road safety benefits since their widespread introduction between 2001 and 2005.
These benefits, Professor Allsop concludes, are not just to be found at camera sites but across the wider road network” 
(RAC Foundation , 2010)

Whilst this report is dated, it states there are benefits of speed cameras. However, since their introduction there has been campaigning to remove speed cameras, with many believing they cause more accidents due to drivers breaking suddenly, causing further collisions. They are also seen as an easy way for Police forces to generate cash, with many not realising the funds go to the UK treasury. 

Drivers using mobile phones whilst driving can also be stopped by a police officer utilising section 163 of the Road Traffic Act to stop the offender. Under section 41D of the Road Traffic Act 1988 it states;

“A person who contravenes or fails to comply with a construction and use requirement—
(a)as to not driving a motor vehicle in a position which does not give proper control or a full view of the road and traffic ahead, or not causing or permitting the driving of a motor vehicle by another person in such a position, or
(b)as to not driving or supervising the driving of a motor vehicle while using a hand-held mobile telephone or other hand-held interactive communication device, or not causing or permitting the driving of a motor vehicle by another person using such a telephone or other device”
(Legislation.gov.uk, n.d.)

A driver using a mobile phone, handheld electronic devise such as smart watches or satellite navigation whilst driving would be issued a Fixed Penalty Notice. It is endurable so the offender would receive a £200 fine and 6 points on their licence. However, the if the offender caused a road traffic incident, then the driver would almost certainly attend court is liable for a prison sentence.  

So, the criminal offences discussed have very few options for police to disrupt other than to proactively set up campaigns to educate road users on the dangers of the offences, set up patrols or road blocks and requiring police officers to be proactive and utilise the laws in order to deal with the offences real time. Much like other aspects of policing, policing of the road network also relies on intelligence in which police officers can act on. HMICFRS defined community intelligence as:
“Local information, direct or indirect, that when assessed provides intelligence on the quality of life experienced by individuals and groups, that informs both the strategic and operational perspectives in the policing of local communities”
(Collage of Policing , n.d.)

Two common road offences where intelligence proves useful, whilst both offences can also be picked up on routine patrols, are Drink or Drug Driving and driving without a licence. Police office can act on the intelligence and target times and places where the offender is likely to commit the crimes. Under section 4 (1) of the Road Traffic Act the drivers which states.

“A person who, when driving or attempting to drive a (mechanically propelled vehicle) on a road or other public place, is unfit to drive through drink or drugs is guilty of an offence” (Legislation.gov.uk , n.d.)

Offenders are required are required to provide a roadside breath test, and traffic police can also carry out a roadside drug test. If the driver’s test is above the specified limit or found to have drugs in their system, then they will be arrest under conveyed to custody. 


Whilst the afore mentioned offences are specific road traffic offences, the public highways are also used by criminals

“the road network will be used by criminals in the furtherance of their socially damaging enterprises. Offenders will use the road network to facilitate the commission of crimes including smuggling and cargo theft, county lines exploitation, facilitating burglary and crimes of violence”
(Department for Transport, 2020)

The referenced crimes again rely on investigations built around police intelligence. Intelligence can come from members of the public or even submitted by officers based from un related enquires. More reliable intelligence is often obtained from Covert Human Intelligence Source (CHIS). A CHIS is;
“a person who establishes or maintains a personal or other relationship with another person for the covert purpose of facilitating anything that:
i ) covertly uses such a relationship to obtain information or to provide access to any information to another person; or        
ii) covertly discloses information obtained by the use of such a relationship or as a consequence of the existence of such a relationship” (Moray Council , n.d.)

Any intelligence that is obtained and it is found that road networks are being utilised can then be acted upon. One important tool is Automatic Number Plate Recognition (ANPR). ANPR is;

“Automatic Number Plate Recognition (ANPR) cameras are specialised surveillance units designed to detect, record and log vehicle licence plates”
(WCCTV, n.d.)

The supply of drugs is example of how police can use ANPR can be used to disrupt criminal activity on the road. Through intelligence obtained, if police can get registration plates of the cars used to transport the drugs, ANPR can be use d to monitor hits of that vehicle, where it has been and potentially any other vehicles it may come in to contact with. From here officers can then trace and build further intelligence of those involved. This is particularly useful when mapping out Organised Crime groups (OCG’s) and identifying county lines operations and disrupting their supply routes. ANPR cameras are generally in fixed locations, however Traffic Police also have them fitted to their vehicle. Whilst ANPR is extremely useful, the positioning could be an issue as there tends to be more in built up city areas or on main roads and limited numbers in valley communities where drug supply and dealing is quite high. 

Police forces have a number of effective disruptive methods from proactively educating delivers to the dangers of the fatal five and other road traffic offences. ANPR is also a highly effective tool, however, there potentially are not enough Traffic Officers to police the length of the roads in the UK. The same goes for response Police Officers, who would need to proactively patrol areas 
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	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

Engagement with Literature Skills

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set. You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: 

Refer to reading list to help you find relevant sources. Do not use Wikipedia or ‘red top’ newspapers’ these sources are not reliable, try to use governmental sources and reliable journal articles and books. 

Knowledge and Understanding Skills

At level 5, you should be able to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area and the way in which those principles have developed; knowledge of the main methods of enquiry in the discipline.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: You should demonstrate that you have understood what we have discussed in lectures and tutorials. Do not simply reproduce power point slides, show understanding and expand your knowledge by reading. 

Cognitive and Intellectual Skills

You should be able to critically analyse information, and propose solutions to problems arising from that analysis, including the critical evaluation of the appropriateness of different approaches to solving problems. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? At all times, you must provide justification/evidence for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts, with an understanding of the limits of knowledge, and how this influences analyses and interpretations. Sound, valid conclusions are necessary and must be derived from the content of your work.   Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: 
Do not show bias in your assignment you should present a balanced argument putting forward different perspectives on the topic for example can states commit ;’terrorism’? some would argue that they can whilst others would disagree. 

Practical Skills

At level 5, you should be able to use/deploy a range of established techniques within the discipline, and apply underlying concepts and principles outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts, some of which may be creative.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Guidance specific to this assessment: You might use ‘real world’ examples to highlight your arguments, for example why might one group be labelled ‘terrorist’ whilst another is not, is it the intended target? Or the ideology?




Transferable Skills for Life and Professional Practice 

Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.  This includes demonstrating: professional development to advance existing skills and acquire new competences that will enable you to assume significant responsibility within organisations; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; that you can use appropriate media to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: Put into practice what you have learned in Academic skills to structure your work so that it flows from one logical argument to the next using ‘linking’ words and sentences. Demonstrate you effective referencing skills. 







































	
STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.








	Generic Assessment Criteria 
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
.
	15
	

	





	
	

	
	
	

	2. Knowledge and Understanding Skills

	25
	

	





	
	

	
	
	

	3. Cognitive and Intellectual Skills

	25
	

	





	
	

	
	
	

	4. Practical Application Skills

	25
	

	





	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
	
	








	GENERIC ASSESSMENT CRITERIA



	Level 5

	In accordance with the Framework for Higher Education Qualifications, at the end of Level 5 students will be expected to have developed sound knowledge and critical understanding of the well-established concepts and principles in their field of study, and of the way in which those principles have developed.  They will have learned to apply those concepts and principles more widely outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. They will have knowledge of the main methods of enquiry in the subject area, and ability to evaluate critically different approaches to problem solving. They will possess an understanding of the limits of their knowledge, and how this influences their analyses and interpretations.  They will be able to use a range of established techniques to initiate and undertake critical analysis of information, and to propose solutions to problems arising from that analysis. They will be able to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences, and deploy key techniques of the discipline effectively. They will be able to undertake further training, develop existing skills and acquire new competences that will enable them to assume significant responsibility within organisations.  They will have the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.



	Level 5
	FAIL
	MARGINAL FAIL
	SATISFACTORY
(3rd / Pass)
	GOOD
(2.2 / Pass)
	VERY GOOD
(2.1 / Merit)
	EXCELLENT
(1st / Distinction)
	EXCEPTIONAL
(1st / Distinction)

	Category
	0-29%
	30-39%
	40-49%
	50-59%
	60-69%
	70-84%
	85-100%

	Engagement with literature (including reading, referencing,
academic conventions and
academic honesty) 
	Little or no evidence of reading and/or reliance on inappropriate sources.
Views and findings mostly unsupported and non-authoritative.
Referencing conventions used incoherently or largely absent.
	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.
	Engagement with a limited range of mostly relevant and credible sources. Some omissions and minor errors.
Referencing conventions evident though not always applied accurately or consistently.
	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts. Referencing may show minor inaccuracies or inconsistencies.
	Engagement with a wide range of literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing, with no/very few inaccuracies or inconsistencies.
	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 
	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.

	Knowledge and understanding (Sound knowledge and critical understanding of the well-established concepts and principles in their field of study; knowledge of the main methods of enquiry in the discipline.) 
	Major gaps in knowledge with unsatisfactory, uncritical understanding of the subject matter. Much irrelevant material.  Substantial inaccuracies. Significantly flawed understanding of the main methods of enquiry in the discipline.
	Fragmentary knowledge, with only superficial critical understanding. Some significant inaccuracies and/or irrelevant material.  Incomplete or partially flawed understanding of the main methods of enquiry in the discipline.
	Limited but adequate knowledge and critical understanding of the well-established concepts and principles within the subject area, with a few gaps in the selection of material. A narrow critical understanding of the main methods of enquiry. 
	Knowledge is reasonably detailed and accurate. A good critical understanding of the well-established concepts and principles and the main methods of enquiry, with minor gaps in the selection of material.
	Knowledge is reasonably extensive.  Exhibits very competent critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry.  Breadth and depth of knowledge.
	Excellent, detailed knowledge and highly critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. 
	Exceptionally detailed knowledge and outstanding critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. May go beyond established theories.

	Cognitive and intellectual skills 
(Critical evaluation and analysis of concepts and principles; argument and judgement; the limits of their knowledge, and how this influences their analyses and interpretations.) 
	Wholly or almost wholly descriptive work. Little or no critical evaluation and analysis of concepts and principles.
Failure to develop arguments, leading to illogical or invalid judgements. Unsubstantiated generalisations or opinion, made without use of any credible evidence.

	Largely descriptive work, with superficial use of critical evaluation and analysis of concepts and principles. Weak development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.
	Limited attempt at critical evaluation and analysis of concepts and principles, tending towards description.
Some evidence to support arguments and judgements but these may be underdeveloped, with a little inconsistency / mis-interpretation or failure to fully recognise limits of knowledge.


	Some critical evaluation and analysis of concepts and principles, though descriptive in parts. 
An emerging awareness the limits of their knowledge and ability to use evidence to support the argument though with some tendency to assert/state opinion rather than argue on the basis of reason and evidence.
Mostly valid arguments and logical judgements. 
	Sound critical evaluation and analysis of concepts. Is selective in the range of evidence used and synthesises rather than describes. Ability to devise arguments that show awareness of different stances, and use evidence convincingly, to support appropriate and valid judgements. 
	Excellent critical evaluation and analysis of concepts and principles leading to logical, evidence-based, reasoned arguments and judgements. Explicit recognition of other stances and a strong awareness of the limits of their knowledge.
A capacity for independent thought and ability to ‘see beyond the question’, suggesting some grasp of the broader field and wider concepts.
	Outstanding critical evaluation and analysis of concepts and principles.  Uses evidence exceptionally well to connect ideas, and support highly logical and persuasive, arguments and judgements. Evidence of independent thought and ability to ‘see beyond the question’, suggesting a clear grasp of the broader field and wider concepts. Perceptive recognition of the limits of their knowledge, and how this influences their analyses and interpretations.

	Practical skills
(Apply underlying concepts and principles more widely outside the context in which they were first studied; use a range of established techniques; propose solutions to problems arising from analysis.)
	Limited or no use of established methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
Limited understanding of the application of theory to practice or making appropriate links between the two.
Very weak problem-solving skills outside the context in which they were first studied. 
	Rudimentary application of established methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.
Weak understanding of the application of theory to practice, with only occasional evidence of making appropriate links between the two. Weak problem-solving skills outside the context in which they were first studied. 


	An adequate awareness and mostly appropriate application of established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application. Theoretical knowledge and understanding applied in practice, but not always making logical links between the two.
Can identify problems and propose basic solutions outside the context in which they were first studied. 
	A good and appropriate application of established methods, materials, tools and/or techniques.
Clear appreciation of the context of the application. Mainly consistent, accurate and logical application of theory to practice, making appropriate links between the two.
Can identify problems and propose mostly appropriate solutions outside the context in which they were first studied.
	A very good application of a range of established methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive insights. Consistent, accurate and logical application of theory to practice, making appropriate links between the two. Can identify problems and propose appropriate solutions outside the context in which they were first studied.
Evidence of some creativity. 
	An advanced application of a range of established methods, materials, tools and/or techniques.
The context of the application is well considered, and insightful.
Consistent, accurate and logical application of theory to practice, making well-developed links between the two. Can identify problems and propose excellent, creative solutions outside the context in which they were first studied. 
	Exceptional levels of application and deployment skills using established methods, materials, tools and/or techniques.  Consistent, accurate and logical application of theory to practice, making highly developed links between the two. Can identify routine and non-routine problems and propose quite sophisticated, creative solutions outside the context in which they were first studied. 

	Transferable skills for life and professional practice
(Effectively communicate in a variety of forms
to specialist and non-specialist audiences;  the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.)
	Communication medium is inappropriate or misapplied.
Work is poorly structured, disorganised and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively as part of a group. Little or no evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.


	Communication medium is poorly designed and/or not suitable for the audience. 
Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.
	Can communicate in a suitable medium for the audience but with some room for improvement. 
Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.
Demonstrates the basic skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of minor weakness.
	Can communicate effectively in a suitable medium for the audience, but may have minor errors.
Mostly coherent, organised work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities. 
Demonstrates the skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of strength and some of minor weakness.
	Can communicate well, confidently and consistently in a suitable medium for the audience.
Work is coherent, fluent, well-structured and organised. Can work very well autonomously and/or as part of a team, with very good contribution to group activities. 
Demonstrates very good skills for employment requiring the exercise of personal responsibility and decision-making, with just occasional minor weakness.
	Can communicate professionally confidently and consistently in a suitable medium for the audience.
Work is coherent, very fluent and is presented proficiently. Can work autonomously with initiative. Where relevant can work professionally within a team, showing leadership skills as appropriate, and meeting obligations. Demonstrates excellent skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.

	Can communicate with an exceptionally high level of professionalism, highly suitable for the audience. 
Work is exceptionally coherent, very fluent and is presented professionally. Can work exceptionally well within a team, showing leadership skills. Demonstrates exceptional skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.
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