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[bookmark: _Toc192212811]INTRODUCTION

This report concerns the connection of four virtual machines to Windows and Linux machines. Two of them are servers, and two of them are PCs. We were tasked to connect all the machines. Network’s IP addressing and subtasks and making sure they were able to ping and connect

[bookmark: _Toc192212812]TASK 1- HYPERVISOR 

What is a Hypervisor?
A hypervisor, often referred to as a virtual machine monitor, is a software layer that creates and manages virtual machines (VMs). These VMs are essentially virtual computers that can run their operating systems and applications, all on a single physical machine.
Type 1 Hypervisor: The Bare-Metal Giant
· Direct Hardware Access: Type 1 hypervisors, also known as bare-metal hypervisors, run directly on the host machine's hardware. This direct access provides high performance and efficiency.
· Powerful Hardware Requirements: Due to their direct hardware access, Type 1 hypervisors typically require powerful hardware to operate effectively.
· Enhanced Security: These hypervisors offer robust security features, as they are isolated from the underlying host operating system.
Type 2 Hypervisor: The User-Friendly Option
· Hosted Environment: Type 2 hypervisors, or hosted hypervisors, run on top of an existing operating system. This makes them easier to install and manage.
· Lower Hardware Requirements: As they rely on the host OS for certain functions, Type 2 hypervisors are less demanding on hardware resources.
· Simpler Setup: The installation process for Type 2 hypervisors is generally more straightforward.


Key Differences and Considerations
	Feature
	Type 1 Hypervisor
	Type 2 Hypervisor

	Performance
	High performance
	Lower performance

	Security
	Enhanced security
	Lower security

	Hardware Requirements
	High
	Low

	Installation Complexity
	Complex
	Simple



Benefits of Using Hypervisors
· Faster Deployment: Virtual machines can be deployed much more quickly than physical servers.
· Portability: Virtual machines can be easily moved between different physical hosts.
· Flexibility: You can run multiple operating systems and applications on a single physical machine.
Potential Drawbacks
· Security Risks: Both types of hypervisors can be potential targets for attacks. It's crucial to implement strong security measures.
· Complexity: Type 1 hypervisors can be more complex to set up and manage, requiring specialized knowledge.
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Data is broken into packets. To travel on this network, data is divided into smaller pieces called packets. Each packet contains a bit of information and a destination address.
Routers guide the way. Routers act like traffic controllers, directing these packets to their correct destinations. They use IP addresses to identify where each packet should go.
IP addresses: Unique digital labels. An IP address is a unique number assigned to every device connected to the internet. It's like a digital address that allows devices to find and communicate with each other.
The journey of a packet. When you send a message or load a webpage, it's broken into packets. Each packet is labelled with the sender's and receiver's IP addresses. Routers use these addresses to guide the packets through the internet until they reach their destination.
IPv4 vs. IPv6: Addressing the future. There are two main types of IP addresses:
· IPv4: Older, with a limited number of addresses.
· IPv6: Newer, with a virtually unlimited number of addresses.
Routers and switches: The network's backbone. Routers connect multiple networks and determine the best path for packets to travel. Switches operate within a single network, directing packets to specific devices. These devices work together to ensure efficient and reliable data transmission.
Why IP addresses matter:
· Unique Identification: Each device on the internet has a unique IP address.
· Efficient Routing: IP addresses help routers direct packets to their correct destinations.
· Secure Communication: IP addresses can be used to secure network traffic.
As the internet continues to grow, understanding IP addresses is essential for ensuring a smooth and efficient online experience.
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What is Routing?
Imagine the internet as a vast network of highways. Routing is the process of selecting the best paths for data to travel on these highways. It's like a traffic controller, ensuring that data packets reach their destinations efficiently.
The Role of Routing Protocols
Routing protocols are the rules that routers follow to make routing decisions. They help routers communicate with each other and share information about the network's topology. Some common routing protocols include:
· RIP (Routing Information Protocol): A simple protocol that exchanges routing information with neighboring routers.
· OSPF (Open Shortest Path First): A more complex protocol that calculates the shortest path between routers.
· BGP (Border Gateway Protocol): Used to exchange routing information between different networks on the internet.
Static vs. Dynamic Routing
There are two main types of routing:
· Static Routing: In static routing, network administrators manually configure routes. This is suitable for small, stable networks.
· Dynamic Routing: In dynamic routing, routers automatically adjust routes based on network changes. This is more flexible and suitable for larger, dynamic networks.
Routing in Large Networks
In large enterprises, OSPF is a popular choice for its ability to adapt to network changes quickly. BGP is crucial for internet routing, managing how packets are routed between different networks.
Balancing Complexity and Flexibility
Dynamic routing protocols offer flexibility but can introduce complexity and overhead. Static routing is simpler but lacks flexibility, making it less suitable for larger, dynamic networks. The choice of routing protocol depends on the specific needs of the network.
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Virtual Private Networks (VPNs)
A VPN creates a secure, encrypted connection between your device and a remote network. This is particularly useful for remote workers who need to access their company's network securely.
· How it works: VPNs encrypt your internet traffic, making it difficult for hackers to intercept and understand your data.
· Best practices: 
· Use strong encryption protocols like OpenVPN or WireGuard.
· Keep your VPN software up to date.
· Choose a reputable VPN provider.
Dynamic Host Configuration Protocol (DHCP)
DHCP is a network protocol that automatically assigns IP addresses to devices on a network. This simplifies network administration and reduces the risk of IP address conflicts.
· How it works: A DHCP server assigns IP addresses to devices when they connect to the network.
· Best practices: 
· Reserve IP addresses for critical devices like servers and routers.
· Monitor DHCP logs for unusual activity.
· Regularly update DHCP server software.
Active Directory (AD)
Active Directory is a directory service that manages user accounts, group policies, and other network resources. It's a crucial component of many corporate networks.
· How it works: AD stores information about users, computers, and other network objects. It also controls access to network resources.
· Best practices: 
· Implement strong password policies.
· Use role-based access control to limit user privileges.
· Regularly audit user accounts and permissions.
Certificate Authorities (CAs)
Certificate Authorities issue digital certificates that verify the identity of websites and other online entities. These certificates are used to secure HTTPS connections and other encrypted communications.
· How it works: A CA issues a digital certificate to a website or server. This certificate contains a public key that can be used to encrypt data.
· Best practices: 
· Use trusted CAs.
· Keep certificates up-to-date.
· Regularly monitor for revoked certificates.
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Within the screenshot, it shows both Windows 10 and Ubuntu Setting up Linux was a breeze. Just configure how much CPUs, along with memory and storage you want to give it On the other hand, Windows was a little bit more painful to set up. It’s sometimes a little bit hard to find windows Iso files. It took me quite a while to find out that you have to download an external tool to burn a new 10 file.



[image: A screenshot of a desktop
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Same thing with the servers Linux again, easy breeze to set up. But for Windows, I using Windows Server 22. Now the problem that I had with this is it would boot into an external CMD, which would. Impossible to get out of it took me countless research and time to find out what was happening with it in the end when I spoke to a friend of mine he said that the. Reason is if you go into the storage you can find a floppy disc and it’s technically booting off the back of that. So all I had to do was delete that floppy disc and it worked perfectly.

[image: ]
While messing about with another box on networking, I found a tool within Oracle Called network manager, which basically sets up a virtual network you can configure and assign to different boxes so it only runs within those 2 boxes or within how many you want. You can configure it from IPV4 to IPV6. Didn’t need to use ipv 6 a little bit. Because a little bit too complicated at the moment, so we’ve stuck with IPV 4 

[image: ]
So we’re now in the virtual networks more specifically Nat Networks is what I was using to connect all my boxes together properly. So I. have now. Three networks The network above servers is the default network. It comes up with. So within the three networks, I have servers and Ubuntu network and a Windows Network. So with the servers that only connect both servers, Windows, and In Ubuntu, And then for the Ubuntu Network that connects. That connects the Ubuntu server to the Ubuntu PC and vice versa for the Windows PC and server
Here are a few tables about the ip addressing. Ipv 4 address and subnet mask Each of these tables are separate from the other, so the first one will be. Windows server to Linux server and then. Windows server to Windows PC and so on.

	Name
	IPV4
	IP
	SubNet Mask
	Did they Ping?

	Windows-Server 2022
	192.168.0.0/16
	192.168.0.4
	255.0.0.0
	Yes

	Debian-Server
	192.168.0.0/16
	192.168.100.8
	192.168.255.255
	Yes


	Name 
	IPV4
	IP
	SubNet Mask
	Did They Ping

	Debian-Server
	172.16.0.0/12
	172.16.0.5
	172.31.255.255
	Yes

	Ubuntu-pc
	172.16.0.0/12
	172.16.0.4
	172.31.255.255
	Yes





	Name 
	IPV4
	IP
	SubNet Mask
	Did They Ping

	Windows Server 2022
	10.0.0.0/8
	10.0.2.15
	255.255.0.0
	Yes

	Windows-PC
	10.0.0.0/8
	10.0.0.4
	255.0.0.0
	Yes
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Here are the network settings for the ubuntu PC You can see here, it is attached to the Nat Network, specifically the Ubuntu Network I set up for it I made sure for the promiscuous Mode I selected allow all and select. Ed a random Mac address. This is the same for the other Windows PC but for both the servers it would run adapter one on the network servers and adapter 2 for their respectable networks for either Ubuntu or windows.



[image: A screenshot of a computer
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Here Is the net network attached to the Windows 22 server. And it is on the server network. It’s currently running on adapter 1 and then an adapter two, which is enabled, as you can see, it would be running on the Windows Network, which would only connect to the Windows PC. 

[image: ]
Here is the other screenshot adapter two within the Windows server you can see here it is on the Windows network which will only connect with the Windows PC. Nothing else So both servers will connect to the respectable pcs. And then both pcs will only have one adapter running, which will be into the servers.
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So with Linux, it was easy to ping back and forward, but to. Ping into and then out of windows. That was a different story now. Obviously, when you look up how to change the firewall, you go through a whole list of commands you would put into the CMD. I thought there was an easier way of doing it and there is so when you go into Windows defender Firewall with advanced security Go up to the top right hand corner and click new rule, which should. Display what’s in the screenshot here to add a new rule. You. would go down to predefined. Like so in the next Screenshot. 
[image: ]
And within predefined you would click file and printing sharing. It’s kind of a little bit hard to find, but once you find it, that’s what you need to click on. Then you go to next

[image: ]
And within this list for rules, you want to find echo request. And when you scroll along, you want to make sure you find IPV 4 and IPV 6 just in case, and turn on both of these rules. And then you click next action, and then you add the rule to the system. I felt like this was much more easier to do than putting in a bunch of commands into the CMD and praying it was working. So I knew from adding this rule, it was added to the system, and I could ping in and out of windows.


[image: A computer screen shot of a computer
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Here is me scrolling across to double cheque that the protocol is under ICMPV 6 and ICMPV 4 

[image: A computer screen shot of a computer screen
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So we can now see within. The inbound rules that I. PV4 and IPV 6 echo request file and printing sharing is now enabled so that. Means we can now ping inside and outside Windows.

[image: ]
With the firewall sorted on windows, I moved back over to Ubuntu to. Start the pinging process. For both the server and PC As you can see in this screenshot, I used the command ip addr show Which will show me the current adapters along with my ip address and subnet mask So we can see here that I have pinged both PC and server back and forward I let it run just for a little bit to see that it was going through correctly. And you can see here that it has received it and came back perfectly with no unreachable hosts. 


[image: ]
So we can see within this screen shot that I sent out a ping, but the host was unreachable. I suspect this was due to me putting in a unvalid IP address.

[image: A screenshot of a computer
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Back to windows here now, and we can see from Windows server to Windows PC and vice versa, we have a stable ping connection with no unreachable hosts With Windows, it will only send out four packets to test the connexion with Linux. It will keep going until you have to stop it. 

[image: A computer screen shot of a computer screen
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Within this screenshot here we are attempting to ping the windows server. And as we can see from the screenshot and the data that’s come back, we have done the successful ping to the windows server with no issues. And we have also made Sure that the firewall rule on the windows server is working correctly. 


[image: ]
From this image this is the windows side, so we can also see here pinging into Ubuntu. It works completely perfectly, sending four packages I’m receiving 4 packages so. We’ve also made sure again that the firewall rule is sending out correctly.

[bookmark: _Toc192212817]TASK 3 

This was an interesting and complicated task to do. I had never configured networks for Virtual boxes before I had only played around in them, testing out the sandbox and seeing what I could do with it. So it was an eye-opener to try and get the IP addresses to work, trying to get them to ping properly. It was a complete nightmare, but once you get the hang of it You could pretty much do it with your eyes closed it It was a lot of fun in my opinion. And. I feel like I can use this knowledge now to experiment with virtual boxes and experiment with networks now to see what I can do with it. So I did enjoy this project even though at sometimes it was frustrating.
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From 10.0.2.15 icmp_seq=12 Destination Host Unreachable

From 10.0.2.15 icmp_seq=13 Destination Host Unreachable

From 10.0.2.15 icmp_seq=14 Destination Host Unreachable

From 10.0.2.15 icmp_seq=15 Destination Host Unreachable

From 10.0.2.15 icmp_seq=16 Destination Host Unreachable

~Z

[1]+ Stopped ping 169.254.121.183

barney@Unb-server:-$ [

Activate Windows
Go to Settings to activate Windows.
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barey@unb-server: ~ Q

inet6 /128 scope host noprefixroute
valid_Lft forever preferred_Lft forever
- 2: enpbs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 qdisc fq_codel state UP gr
oup default qlen 1008
Link/ether brd
inet /16 brd scope global dynanic noprefixroute
enpes3
valid_Uft S7Ssec preferred_Lft S75sec
barney@Unb-server:-$ ping 192.158.6.4
PING 192.158.8.4 (192.158.6.4) 56(84) bytes of data.
som "z
[1]+ Stopped ping 192.158.0.4
barney@Unb-server:-$ ping 192.168.0.4
i PING 192.168.8.4 (192.168.0.4) 56(84) bytes of data.

64 bytes from 192.168.0.4:
64 bytes from 192.168.0.
64 bytes from 192.168.0.
64 bytes from 192.168.0.

64 bytes from 192.168.0.4: time=6.212 ns
64 bytes from 192.168.0.4: time=0.567 ms
64 bytes from 192.168.0.4: time=0.359 ns
7z

[2]+ Stopped ping 192.168.0.4

barney@uUnb-server:-$ [|
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c:\Users\adninistrator>ipconfig

B 1ndous 19 configuration

Mic
g

hernet adapter Ethernet

Connection-specific DS Suffix . : soac.local

Link-local IPv6 Address . . . . . : feBo::cBb9:cOcT:cd1d:B15IR16
B 1pus acdress 192.168.0.4

Subnet. Hask 255125508

Default Gateway . L :192116800.1

c:\Users\adatnistratorsping 192.168.100.8

pinging 192.168.100.8 with 32 bytes of data
Reply rom 152.168.160.8: bytes-32 timecins TTL-64
Reply from 192.168.160.5: bytes=32 timecims TTL-64
[Reply from 192 168 160.5: bytes-32 tinecims TTL-64
Reply from 192.168.160.8: bytes-32 timecins TTL-64

ping statistics for 192.168.160.5:
Packets: Sent - 4, Received - 4, Lost - @ (8% loss),
approxinate round trip tises in milii-seconds:
Hininu - ons, Maximum - ens, Average - Ous

i \users\adninistrators

o

Windous Srver 2022 Standard vsbation
Windows License vaid for 175 days
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