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How SAN works

SAN use a methods of managing storage centrally and sharing that storage with
multiple hosts (servers).

« Network for storage data [1]
« Any-to-any connection 11

* Network interconnect:

' o1 e ety

Networksandservers.blogspot.com (3]
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Advantages of SAN

There are numerous advantage of SAN, it include:
* No scalable limitation, there are no limit of adding new resource, [1] ‘

High available, always access to the data and application [1]

Centralized storage management, no need for multiple disk storage [1]

Data protection and disaster recovery, [1]

Rapid data migration, use of fibre optics to transfer data, automatic replication od
data and stored in central location [1]
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Disadvantage of SAN

The different disadvantages of storage area networks are:

« whit a lot of traffic, operation slow, if the system is not scaled few servers doesn't
work well [2]

+ Shared environment, data leaked, not all user use good measure to secure the
SAN [2]

« Expansive, the equipment of a SAN are industry-leading, the cost is higt
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Hardware component of SAN

Host Layer [2]

« Server [4]

Fabric Layer [2]

* Router [5]

 gateways [6]

« Bridges [7]

* Cables[8]

Storage Layer [2]

* Database server [9]

« File server [10]

* Hard disk [11]
Magnetic tape [12]

opscastoage
[13] "Storage Solutions (NAS & SAN) | Rochester, NY | Info Advantage"
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Interconnection of SAN

* SAN switch [14]
« Optical fibre cables [15]

[16] c. Wang, “Connectivity Options Comparison for
10G Servers/Switches", Fiber Optic Cabling Solutions

[17] “Fiber Optic Cables: How They Work & What They
Are Used For, Fastmetrics Business Blog
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Software to manage and monitor the SAN

Storage Management Software it administrate and protect data [18]

+ Data migration toots

« Virtualization, data security, backup plan

+ Network whit efficient server and optimal performance

1. Solarwinds Storage Monitors
2. ManageEngine OpManager

[19]"IT Management Software & Remote Monitoring
' Tools | Solarwinds", Solarwinds.com
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SAN for future growth

Switching Capacity Increases as number of Switches grows,
advance routing allow the SAN to Grow indefinitely. ‘
« Switched Fibre Channel SANs [20]

« Advanced Routing [20]

« No user configuration necessary [20]

For the company it is possible to create a SAN environment, that allow for future grout
as the demand of serviced increase and the resources are expanded.
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Security of data in SAN

Storage area network (SAN) security refers to the collective measures, processes, tools and technologies that
enable the securing of a SAN infrastructure.

« Encryption data [21]

+ Network interface secured Host- and Appliance-Based SAN Encryption

portsecr i cevstes
* Point of failure resolved Encryption Acceleraor Caed.
* Network vulnerability reduced s
°
* Virtual SAN isolation ( .-

* Access control list

[22]"How to address SAN architecture security weaknesses”, SearchSecurity
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Data redundancy in SAN

attack.

* SAN backup [23]

* SAN recovery plan .
* Redundant Array of Independent Disks (RAIC

SAN security involve creation and implementation of backup to ensure operating afte'

@
@
@

[24] "Hyper-V Storage Best Practices - Learn More in Our Blog Post",
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Infrastructure simplification in SAN

One of the business-critcal requirement is the simplification of the IT infrastructure, Major method to
achieve it are: ‘
« Consolidation, mean centralization of resources[23]

* Virtualization, means the creation of virtual environment to access the data

« Automation, means a selection of the component that have automatic capacity

« Integration, integrate storage environment whit network management protocol
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Information lifecycle management in SAN

Information lifecycle management (ilm) is a process to manage information through lifecycle from
beginning to the end. [23] ‘

+ Optimize storage and access
+ Itinclude hardware, software, process and policy to storage

« Single-view system [E—
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[25]"Information Management | Records management, Management, Information age"
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Business continuity in SAN

Continuous business operation is important, and it give competitive advantage. [23]
Business mast focus on important of client privacy and data security ‘
« Disaster plan, recovery time objective

« SAN run in the background because many ventods need business continuity

+ Crisis management

« Incident management

+ Emergency managment

Business continuity management is a framework which is used to detect the exposure
of organization to internal and external threats.
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Objective of presentation

Investigate the following topics:

* What is a SAN and how it works

« Advantage and disadvantage of SAN

« Basic Hardware component in SAN

« How SAN is interconnected

« Software to manage and monitor SAN
* SAN for future growth

« Security of data in SAN

« Infrastructure simplification, information lifecycle management and business continuity in SAN
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What is a SAN

“A Storage Area Network (SAN) is a specialized, high-speed
network that provides block-level network access to storage.
SANs are typically composed of hosts, switches, storage
elements, and storage devices that are interconnected using a
variety of technologies, topologies, and protocols.”[1]




