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1.0 [bookmark: _Toc33964986]Introduction

The following report is based on our Group Project of which we currently have a prototype device in development. Our Group name Cloudme.Inc, my role is to get the device to connect with other end user devices to allow for files to be sent to the prototype wirelessly and securely which the device will then back up to a cloud storage system when it is connected to a network. The report will include all identified risks to the project and a risk management strategy to try and mitigate any risks from having an adverse effect on the project. Also included in the report is sustainability issues this is so we can try and manage any possible issues for the future which could happen. With all types of technology development there is always ethical and legal issues, these are also included in this report to show that the prototype being developed is compliant with all necessary ethical and legal issue in as much depth as possible given the amount of time given to research.
























2.0 [bookmark: _Toc33964987]Risk Assessment

Every project no matter what field has its own unique risks from physical health risks to risks with the project itself depending on what the project is, in this case we are implementing a portable wireless backup solution which is fully functional through a touch screen and web application which automatically stores files from the end users other registered devices to this device and then securely transfer it to a cloud for easy access and safe storage. Given the what the device is going to be capable of it comes with its own unique risks. (1)

[bookmark: _Toc33964988]2.1 Risk Evaluation Matrix
[image: ]
Above is the Risk Evaluation Matrix which I created in Microsoft Excel. The left line going up is the possibility of a risk occurring with rare being lowest possibility and very likely being the highest. The bottom line is the impact that the risk would have on the whole project from left to right with trivial being the least impact and extreme having the biggest impact.


[bookmark: _Toc33964989]2.2 Identified Risks
See Appendices (2.A) Security Report for more identified risks.
[bookmark: _Toc33964990]2.2.1 Risk 1 and 2
The highest risk to the project is that due to deadlines the development could be rushed, and crucial testing of the device can be missed this causes a risk to the operation of the device and problems for the end user, this can also stop or have an effect on any future investment opportunities. 
[bookmark: _Toc33964991]2.2.2 Risk 3
The next biggest risk to the project is that parts of the implementation of the device such as the connection to a network or other end user devices cannot be implemented until all the necessary hardware has been fitted by Alex and Morgan. If not researched correctly parts bought may not be compatible with the rest of the prototype device thus meaning new parts will need to be ordered and potential damage could be caused to other working parts, any parts ordered now will not arrive on time as we had to wait for our current parts to come from China which took weeks to arrive, this will also cause the project to go over budget. 
[bookmark: _Toc33964992]2.2.3 Risk 4
A major likely risk is that members of the team do not complete their tasks on time thus holding back necessary parts of other team members to get the device operational. The main reason why this is likely to happen is because of lack of contact with other team members, this has an adverse effect on all team members because it can add extra work all around due to not knowing the current stage of that particular members work and the rest of the devices functionality as the code may not communicate with the devices operation system.
[bookmark: _Toc33964993]2.2.4 Risk 5
Team members being ill is moderate possibility but unfortunately cannot be prevented most of the time. When a team member is ill, they cannot attend team meetings and during meetings is when serious development is discussed such as changing the api because it is not capable of doing what is necessary, such a change can have a ripple effect across the whole development process. If a team member is not aware of such a change, they can continue to work on their development process not realizing that it may no longer be compatible.
[bookmark: _Toc33964994]2.2.5 Risk 6
Although this risk is unlikely and is going to have a minor effect it is crucial that the necessary research is done by all team members to make sure that the work that they will be doing is compatible with everyone else’s and is do able within a specified time not to cause delays with the project. 
[bookmark: _Toc33964995]2.2.6 Risk 7
Device and web application vulnerable to attack once connected to network. This poses a rare but extreme risk due to all the team’s hard work could be changed or the device could even be tampered with remotely in some way. Due to what the product is and because of what it will be being used for it is paramount that this risk is managed appropriately.

[bookmark: _Toc33964996]2.3 Risk Management Strategy
[bookmark: _Toc33964997]2.3.1 Risk 1 and 2
To minimize the risk of device having bugs and to make it as user friendly as possible all members of the team are to test each stage of their own development process as they implement something new. For the purpose of this project the testing will be filled in on an excel spreadsheet. Once something has been implemented by any member of the team another member is also to test it as they might notice something that the other person did not, for example the web application will be tested on 3 different devices and web browsers to make sure that it is compatible with the majority of available devices on the market. By implementing the testing forms and keeping track we will be able to give the end user a more enjoyable experience and we will be more likely to receive investment opportunities. (2)
[bookmark: _Toc33964998]2.3.2 Risk 3 
In order to make sure that no mistakes are made all team members are to be involved with the hardware development process as we have a set budget and cannot afford any mistakes to be made at this stage. All research carried out is to be discussed at team meetings to make sure that we are all responsible for this process.
[bookmark: _Toc33964999]2.3.3 Risk 4,5 and 6
 As a team we have all joined a discord server for communication so we can communicate with each other 24/7 should any problems arise such as not being able to make it to team meetings and if a member is having a problem with their part of the project, by doing this it allows us to keep on track and take control over the persons part if needed. We are also using Microsoft teams to allow us to see each other’s individual work so that we can see that everything is going as planned, this gives us all full management over each other’s work should any problems occur unexpectedly.
[bookmark: _Toc33965000]2.3.4 Risk 7
During my professional research when implementing an IoT device to the network for the first time I found that there is a search directory on the internet which searches the internet for vulnerable connected devices this search tool is called Shodan, if the device is not configured and secured properly anyone with a Shodan account will be able to find it and launch a cyber-attack thus it is important that a full penetration test is carried out on both the device and website. It is also important that all user files when being transferred from device and stored locally should be encrypted with a 256bit algorithm. Personally, I recommend two encryption keys one dependent on password and another by using an RFID chip however this will cause more time to implement. Throughout my research over the years I discovered that RSA 4096 bit encryption was once the most effective until researcher managed to break it with just a few emails and microphone where as there are still people in jail for using 256 bit just because it can’t be broken so this is why I recommend 256 bit encryption.

[bookmark: _Toc33965001]3.o Code of Practice
[bookmark: _Hlk33105345]Due to the cyber security industry researchers finding new exploits daily it is paramount that all team members are aware that it is important to keep up to date with new vulnerabilities as a new vulnerability can have a ripple effect. such as a vulnerability being found in Google API for example this could be catastrophic for the project because we are dealing with peoples and companies personal private files. (1.A) See attached document Code of Conduct problems. (3)
[bookmark: _Toc33965002]3.1 Sustainability Issues
There are four main pillars of sustainability which are the human pillar, social pillar, economic pillar and environmental pillar. (4)
[bookmark: _Toc33965003]3.1.1 Issue 1
As stated previously in the report the biggest risk factor to the sustainability of this project is without a doubt the security of the device. If the security of the device should fail it will have an impact on three of the pillars of the four pillars of sustainability these are the human pillar, social pillar and economic pillar.
[bookmark: _Toc33965004]3.1.2 Issue 2
 Due to the device requiring power from electricity and having its own battery this effects the fourth pillar sustainability that is the environmental pillar. 
[bookmark: _Toc33965005]3.1.3 Issue 3
The web Application being implemented to correspond with the device needs to have a working web server this to will influence the environmental pillar and economic pillar.

[bookmark: _Toc33965006]3.2 First Analysis
Securing the device is the most stage of sustainability because if the product was to be compromised it could have confidential files stolen which could be to do with an individuals personal life with relations to other members of the public which could reveal sensitive information regarding a person or group of people this has an effect on all four sustainability pillars. If the device was vulnerable to a data leak and files were not encrypted the attackers could gain access to some very sensitive information regarding business information this could be in a form of future development, financial or even employees and customer personal details. If a successful attack was carried out and sensitive information was stolen all users of the product will no longer want to use the product thus throwing them away, the product is not recyclable, and it will end up in landfill thus having a major impact on the environmental pillar.

[bookmark: _Toc33965007]3.3 Second Analysis
Due to the device needing electricity to work it does have an affect on the environmental pillar even though the effect is low due to the device drawing 5.1v at 2.1amps which is about 10watts at max peak power. The device comes with its own built in battery however batteries don’t last forever and at present the battery isn’t changeable as it is soldered to the rest of device meaning that it can not be recycled and will have be disposed via landfill thus having a major impact once again to the environmental pillar.

[bookmark: _Toc33965008]3.4 Third Analysis
Although the device co2 emissions is low in order for the device to be more elegant to use we have implemented a web application allowing the user to view their files and manage their device settings if they have not got the device to hand which once again has an effect on the environmental pillar because the web application needs to be implemented on to web server to work thus adding higher c02 emissions. 

[bookmark: _Toc33965009]4.0 Ethical and Legal Issues
Due to dealing with the security of the project I have had to work alongside every member of the team for example I have to work with the teams web developer to implement a secure web interface and I have had to work with the teams programmer to create a secure user login platform on the device as well as working on my own work to make sure that my work is compatible with the rest of the project, When implementing the device at the start we had research ethical and legal issues to make sure that the device would be compliant.
[bookmark: _Toc33965010]4.1 British Computer Society Code of Conduct
Throughout the development of the project we have followed British Computer Society (BCS) Code of Conduct as there is nothing more important when it comes to the publics end user’s health, wellbeing, security, privacy and potential risks to the environment. The first thing that we researched during the start of the project was how to implement a wireless device, so it did not influence any other devices and did not put any humans at risk. (5)
[bookmark: _Toc33965011]4.2 IET Code of Conduct
Due to the device keeping the end users’ personal files safe I decided that the best way to implement this was by making the device ISO27001 compliant, by using ISO27001 it helped me identity risks and prevent the possibility of certain cyber-attacks. (6)
Whilst working alongside the team’s programmer we are being compliant with ISO 25010 as it asks the right questions, we need to provide end users with the best user experience. Whilst I am doing the basic testing to the device and using Kali Linux to run Penetration tests, I make sure that all fixes whenever bug or vulnerability are found are compliant with ISO 33001 to make sure that it is of the best quality. (7)
[bookmark: _Toc33965012]4.3 Quality Assurance Issues
It is of up most importance to make sure that the quality of the device is up to the highest standard possible from the safety and design to elegant flow of developed software. In order to make sure that the device quality is right we are going to prepare a survey to testers to see what they view is, the survey will be start from 1 to 5 just like a test sheet it will ask the end users questions about their experience when using the device. The survey will include a section for the device itself which will then go into different sections regarding this topic such as the feel and weight. The survey will then also cover the operation of the device such as the software, then another part of the survey will cover the website. Each part of the survey will provide a recommendation box asking the end user to comment on what we can improve on in the future. (8)
The device will have a link directing the end user to the teams contact details should they have any issues of the product at any time.




[bookmark: _Toc33965013]5.0 Bibliography
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[bookmark: _Toc33965014]6.0 Appendicies
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