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[bookmark: _heading=h.meak8kqa5yos]1. Introduction
[bookmark: _heading=h.u1xy4d2zyn1l]1.1 Context and Background 
Rapid growth in technology has resulted in numerous advancements across a variety of fields, including Artificial Intelligence (AI), Cybersecurity and Data Mining. One of the largest technological advancements that have occurred in the current digital world is the development of Cloud Computing and its associated technologies like Containerization, Kubernetes Orchestration, and Microservices deployment Models. They have revolutionized the ways that companies approach their infrastructures, offering an affordable, scalable and effective method to manage applications and services on the cloud [2].
Containerization which is powered by platforms such as Docker provides a way to organize and separate apps and their dependencies into small, lightweight containers. This makes it easier to deploy over a variety of platforms. Additionally, Kubernetes, an open-source platform for orchestrating containers simplifies deployment of, scaling, and managing of applications that run on containers. Microservices, on the contrary on the other hand, is a technique that breaks up applications into smaller independent applications that are able to be created to be deployed, scaled, and deployed in a way that is independent of each other [3].
This is causing the new wave of speed and scale in business which allows for rapid creation and deployment. But, the use of cloud-native platforms presents new security issues that aren't usually encountered in conventional, monolithic software design. These issues stem from the fact that microservices are distributed as well as the complexity involved in orchestrating containers and the dynamic ecosystem that these systems are operating in. When businesses move to cloud, they will face the need to find security holes and work on them in order to secure sensitive data and maintain operational scalability [7].
Recent advancements in cloud-native security has highlighted the necessity for strong security measures to protect containers and orchestration frameworks. The most recent research is concentrated on improving security practices to protect container runtimes, as well as the microservices' communication as well as reducing the risk associated of misconfigurations that occur in orchestration tools such as Kubernetes. Yet, despite the advances there are still gaps in the broad security frameworks which cover the entire range of threats in microservices-based containerized platforms [10].
[bookmark: _heading=h.4ha33zyavs31]1.2 Research Problem 
The primary research issue this research aims to tackle is security weaknesses that exist in cloud-native systems, specifically with regard to containerization such as Kubernetes orchestration and deployment of microservices models. When organizations implement these technology are faced with increasing difficulty when it comes to securing distributed environments. Although microservices and containerization have significant advantages including the ability to scale and flexibility however, they also present different attack vectors that traditional security approaches might not be able to tackle effectively [12].
One of the major issues is the dynamic cloud-native nature. Traditional monolithic systems security threats are usually simpler to control since all components are usually tightly linked. However, microservices have a loose coupling and are used across multiple platforms and environments, which make it harder to ensure consistency of security configurations and policies. Furthermore, Kubernetes orchestration adds another level of complexity as it manages many containers within a cluster, which increases the chance of security issues and improper access [21].
Current security options to protect these environments are fragmented and typically focus on distinct elements, like container security, for instance or Kubernetes security. But, there's a dearth of research into integrated security frameworks that meet the needs of all of companies that are adopting cloud-native infrastructures. This research aims to address this issue by examining the security issues that cloud-native technologies pose and recommending actionable strategies for businesses to manage these risks [5].
[bookmark: _heading=h.s449p0vbcq3v]1.3 Research Aim and Objectives 
1.3.1 Research Aim:
This research is to study the security issues that are associated with containers as well as Kubernetes orchestration and microservices deployment strategies for cloud-native systems. The research will reveal the key security weaknesses of these technologies and provide extensive solutions to improve security. In the end, it will help companies protect their cloud-based applications more efficiently.
1.3.2 Research Objectives:
· To examine security risk that come with the use of containers: The focus will be on the weaknesses specific for container environments, which include security issues with images, containers runtime security, as well as issues that relate to isolation of the network.
· To investigate Kubernetes security threats to orchestration This research will dig into the security challenges associated with Kubernetes specifically in the area of security for clusters as well as role-based access control (RBAC) as well as potential security issues on the orchestration layer [15].
· To evaluate microservices-specific security challenges: This objective will examine the security risks unique to microservices architectures, such as API security, inter-service communication vulnerabilities, and threats related to service discovery mechanisms. [11].
· In order to develop a robust security framework for cloud-native systems Based on the results in the preceding objectives this study will create an array of best practices as well as mitigation strategies that address the known security risks with regard to containerization, Kubernetes and microservices systems [7].

· to assess the efficacy of proposed security measures This study will be aimed at assessing how the proposed security measures reduce the risk identified, and also improve the security for organizations that are adopting cloud-native technology [14].
[bookmark: _heading=h.ted8t37md9wc]1.4 Significance of the Research 
The significance of this research lies in many reasons. In the first place, as companies increasingly migrate to cloud-based infrastructures and cloud-native architectures, the need to secure this type of environment has never been more crucial. As more and more people rely on containerized apps such as Kubernetes orchestration and microservices, companies should ensure they have secure security procedures to avoid the risk of data loss, system failures and various security issues. Through identifying the most important security concerns and offering extensive solutions, this research will help to advance the field of cloud-native security [11].
Furthermore, the conclusions of this research are beneficial in both academic and operational areas. In terms of academics, this study will broaden the amount of information available about cloud-native security, focusing on the interplay between containers, Kubernetes orchestration, and microservices deployment. The study will shed light on the specific security threats related to these technologies, as well as provide theoretic advancements on ways to reduce these threats. The research can provide practical suggestions that businesses can follow to increase the security of their organizations when they transition to cloud-based environments. This could lead to better security for cloud applications, decreasing the chance of security breaches that cost a lot of money and enhancing efficiency and resilience [19].
In addition, this research might be a step towards broader technological and societal impacts. In tackling the security issues associated with cloud-native infrastructures and addressing the security issues, this research can assist in creating safe and secure cloud-based ecosystems. This may lead to a higher acceptance of these technology as well as fostering innovation in various areas ranging from healthcare commerce to finance, where cloud-native security is increasingly being used as 
the foundation of digital change [12].
[bookmark: _heading=h.9ay9p6963ush]2. Literature Review
[bookmark: _heading=h.870rr6e3myqn]2.1 Introduction
This literature review is to look at and summarize the knowledge of the security aspects of cloud-native systems particularly in the context of containerized apps, orchestration platforms (e.g. Kubernetes) as well as microservices architectural frameworks. Because cloud-native concepts (containers + orchestration and microservices) have seen rapid growth during the past 10 years The review is focused on research published between 2018 and 2025. This review will reflect current developments, trends as well as security issues. This review covers three interrelated areas:
· Security of containers and protection against threats. 
· Orchestration / platform-level security (Kubernetes control plane, configuration, cluster security).
· Security for microservices (service communication and runtime trust; IDS in microservices).
The review also considers new techniques, particularly ones that rely on Machine Learning (ML) for intrusion detection, as an exciting direction to take for security in dynamic and distributed cloud-based systems [20][21][22].
[bookmark: _heading=h.yugy8qr8yaet]The goal of this study is to highlight the main topics, theoretical and technical frameworks, holes in current research and the need for future research creating a basis for a proposal of research in the direction of constructing the most comprehensive security framework that can be utilized in cloud-based environments [17].
[bookmark: _heading=h.7qtbobku17ze]2.2 Thematic Organization
The research is organized thematically by the primary dimensions in cloud-native cybersecurity. These themes are:
1. Container-Level Security and Intrusion Detection
2. Orchestration & Platform Security (e.g. Kubernetes cluster security, configuration risks)

3. Microservices-level Security (service mesh (inter-service communication, runtime trust)
4. Machine Learning / AI-Based Security Mechanisms for Cloud-Native Environments
5. Holistic Security Frameworks, Descopes, Compliance & Governance
Below I summaries key findings under each theme, and note gaps and limitations [9].
[bookmark: _heading=h.694jn4uumiz9]2.3 Key Contributions and Gaps
[bookmark: _heading=h.f7k8xorvu1tj]2.3.1 Container-Level Security and Intrusion Detection
With the rise of containerization, the researchers noticed that conventional security and IDS strategies that are designed to be used in monolithic or VM-based environments are often ineffective with containerized environments. A thorough study of the vulnerability discovered over 200 container-related weaknesses, classified into 47 types of exploits across eleven distinct attack vectors highlighting the variety and complexity of security threats encountered in deployments using containers . It is clear that containers have unique vulnerabilities, which aren't present on traditional security systems [7].
In order to combat these threats In recent research, the focus has been upon intrusion detection system (IDS) specifically designed for containersized services. For example, a 2025 study proposed a machine-learning-based IDS for containerized services using system-call data. The researchers developed a new graph-based representation of calls to the system (rather than the simple sequences) that preserves the context between calls. This enhanced detection efficiency significantly. The authors report that detection rates have increased up to 193% in the case of vulnerabilities that have been tested, and keeping false alarm rates to less than 0.4 percentage (see Figure 5). This shows the ability of behavioral-based ML models to identify advanced attacks that could be able to elude signature-based security systems [9].
But there are still many gaps. A majority of these research studies are carried out in laboratory-like or controlled conditions, employing small-scale or synthetic applications, which do not be able to reflect the complexity or variation of the real-world deployment of containers. Furthermore, open, standard data sets for containers-specific IDS evaluation are scarce, which hinders reliability and the wider adoption of the proposed models . Another challenge is balancing detection accuracy with runtime overhead: because containers are often lightweight and performance-sensitive, heavy monitoring or deep-learning may be infeasible in production without optimized strategies [4].
[bookmark: _heading=h.nx0l28wsy1ir]2.3.2 Orchestration & Platform Security (Kubernetes)
With the advent of container orchestration platforms, such as Kubernetes gain popularity the security risks extend beyond individual containers, to controls and orchestration layers. An upcoming study "Security in Cloud-Native Services" asserts that security at the container level is not enough; the orchestration platform's security, security of the service mesh runtime protection, as well as security-related development practices (DevSecOps) are all to be taken into consideration in a holistic manner [20]. The authors stress that the continuous and scalable cloud-native nature of services creates the security of services consistent a problem with each deployment, scale occasion, or even service upgrade could introduce new vulnerability [8].
An important contribution to the field is a study in 2025 that introduces ShadowKube -- a proactive security framework designed to defend Kubernetes which combines behavior monitoring and honeypots. ShadowKube analyzes the node and container behaviours to spot anomalies. It later, it converts compromised nodes or containers into honeypots blocking attackers from spreading. Through testing, ShadowKube detected and neutralized different types of attack, which included 43 severe CVEs as well as 7 typical misconfigurations which demonstrated its effectiveness when used in live environments. This proactive defense method is a change from passive detection towards proactive mitigation [11].
Additionally, research into running-time security in containers has led to using kernel-level monitoring and high-level orchestration metadata in order to enhance the visibility of threats and improve their detection capabilities. As an example, a 2023 study employed an eBPF-based combination of runtime monitoring and log aggregate (via programs like Cilium/Tetragon and Elastic Stack) to enhance security detection for container runtimes [12]. This technique improves the visibility of containers in real time as well as operational threat detection that is crucial due to the ephemeral nature of containers [12].
But, the gaps are there. A lot of frameworks and tools concentrate on specific security-related aspects (e.g. containers runtime and orchestration configuration issues, as well as monitoring networks) rather than providing an integrated solution. Additionally, there is a lack of research that combines runtime monitoring orchestration hardening, as well as active defense systems to create a unified security framework that is suitable for deployment in the real world. In addition, although honeypot-based detection (like used in ShadowKube) may be a good idea but the potential for cost, complexity of management as well as false positives and negatives in various workloads will require additional studies [13].
[bookmark: _heading=h.ee64mpioq6os]2.3.3 Microservices-Level Security (Service Mesh, Runtime, Inter‑Service Communication)
Beyond the security of orchestration and containers Microservices architectural models are often used for cloud-native deployments add additional complexity and security issues. Microservices connect via APIs or service meshes. They also frequently deploying new instances of service they often have large levels scale dynamically. These characteristics increase the scope of attack.
The study of 2024 evaluated various methods of intrusion detection specifically designed for microservice-based applications. The authors compared host-based and network-based detection strategies, highlighting that microservice-specific behaviours (e.g. fast spin-up/spin-down of services, frequent communication between services) present challenges to conventional IDS platforms [22. Their analysis highlights the necessity for IDS capable of recognizing microservices ' architecture and be able to adapt to the changing behavior of microservices [14].
A different contribution is from the research that suggests AI-based IDS designed for microservice-based apps. This research uses ML and deep-learning methods (e.g. CNN, RNN) to study system logs as well as networks, with the aim of being able to identify both known as well as zero-day threats at a real-time rate [99. Researchers claim that AI-based techniques surpass signature-based techniques for identifying complex or changing threat vectors, specifically when it comes to microservices environments in which attack patterns can differ substantially from monolithic deployments[15].
However however, there remain many holes. The majority of research studies are either theoretical or have been tested with small-scale microservice applications. There is a lack of data from large-scale, multi-layered microservice deployments that are seen in the real world cloud service. Additionally, the majority of proposals focus on detection, not on runtime trust, mitigation or orchestration-aware securitywhich leaves open the issue of how best to construct an entire security framework that covers orchestration, containers and microservices [16].
[bookmark: _heading=h.rzjmovtx7nyo]

[bookmark: _heading=h.b68pywh5hfdp]2.3.4 Machine Learning / AI-Based Security Mechanisms for Cloud‑Native Environments
With the ever-changing, distributed and ever-changing nature of cloud-based systems the manual security monitoring methods and static systems based on rules are often insufficient. This is why there's an increasing demand for ML or AI-based security tools which can detect and analyze anomalies on their own and adapt to new threats and grow to accommodate the growth of a system.
A new wave of 2023-2025 research focuses on the use of ML to detect intrusions in microservices and container environments. As an example:
· In a 2023 paper, researchers used an array of unsupervised and supervised methods (Random Forest + Isolation Forest) with graph-represented calls from containers with high detection rate with low false positives. [, "Ensemble of Isolation and Random Forests for Graphic-Based Intrusion Detection in Containers"] [11].
· The study 2025 on container-IDS mentioned previously used a sliding-window processing process on ML output in order to reduce false positives, and enhancing the reliability of detection [18].
· Comprehensive analyses of IDS technologies reveal that MLor AI-based systems are now the standard in modern-day network security since they can better deal with zero-day security threats, respond to changing traffic conditions and can scale across cloud-native, virtualized and IoT deployments [14].
[bookmark: _heading=h.3nbn41k5gu0]2.3.5 Holistic Security Frameworks, DevSecOps, Compliance, and Governance
Realizing that the security of cloud-native services can't be resolved through silos certain researchers are advocating integrative approaches that combine several security factors such as container runtime orchestration, network, communications, DevSecOps techniques Continuous monitoring and conformity. A thorough study on cloud-native security concludes that containers' security, security of orchestration runtime protection, mesh security, as well as security practices for development must be viewed in conjunction [22].
[bookmark: _heading=h.8djfefpy67gi]The work maps important security features to the capabilities (e.g. security-based access control security, network segmentation, secure communications) as well as to potential open-source technology (e.g. eBPF services mesh tools, security tools for CI/CD such as runtime monitors, strong access controls) (22secure communication, strong access controls, network segmentation). They propose that combining the above technologies could result in an autonomous and intelligent security management system that can be used with cloud-based services [15].
[bookmark: _heading=h.ojg6g9qyewkt]2.4 Theoretical and Technical Frameworks
Based on the research A variety of technical and theoretical frameworks are cited as fundamental or promising in securing cloud-based systems. They include:
· The use of behavior-based anomaly detection instead of using signatures for detection, a lot of new IDS solutions are based on modeling the behavior of systems (system calls, runtime of containers metrics networks, inter-service communications). In particular, graph-based representations of system calls sequences, it is possible to capture the relationships and the context, not just frequency or sequence, thereby providing more detailed information to detect anomalies [5][9].
· Runtime trust and Service mesh frameworks: In microservices environment, security structures that rely on the service mesh (e.g. mTLS, authentication/authorization, network segmentation) are common. Certain proposals expand this by including runtime trust assessment and vulnerability-aware trust scoring and the ability to dynamically adjust security policy based on the service's behaviour and the context [19].
· DevSecOps and Secure SDLC integration: Integrating security into the development and deployment phases which includes vulnerability scans for container images and hardening of configurations, continual monitoring and automated checks for complianceis recognized as a key element for achieving a holistic cloud-native security [22].
2.5 Relation to Your Proposed Study
The research you propose to conduct that aims to study concerns regarding security in containers or Kubernetes orchestration as well as microservices deployment, and also to create a complete security framework -- is able to fit precisely into the gaps discovered in the study. Specifically:
· Aiming to address the fragmentation of methods: Although numerous studies focus on the security of containers, orchestration and microservices security IDS separately, only a handful attempt to bring these components together within a common framework. Your research can help create an overall framework that blends security at the container level orchestration hardening and orchestration, service-mesh-based runtime security and IDS based on ML -- providing a more comprehensive security solution for cloud-native environments [19].
· Evaluation of empirical data in real-world settings Amidst the relative lack of real-world datasets that are publicly available (only few examples, such as the 2023 Kubernetes data [11].Your research may aid in the creation or expansion of databases (e.g. mixing runtime logs of containers, network calls, system calls traffic between services, configuration metadata) which will fill in the major benchmarking and reproducibility in the gap [20].
· Hybrid detection and runtime trust model: Based upon ML-based IDS research and methods for evaluating trust at runtime Your research may explore the possibility of a hybrid model: ML-driven detection, as well as dynamic trust scoring for microservices and configuration hardening, which is connected via an orchestration platform as well as a service mesh. It would bring together the benefits of behaviour-based detection, security orchestration at a service level and trust management [11].
[bookmark: _heading=h.yc8ka6rr6cj5]2.6 Literature Summary
To summarise the main findings from the literature:
· Microservices and containers as well as their flexible, scaling, and the ability to deploy quickly provide particular security risks. Containers can increase attack surfaces through shared kernels, container escape, vulnerabilities in runtime, as well as a dynamic and continuous lifecycle of the container[7][12][22].
· Traditional security and IDS tools typically are not suitable for containers and Kubernetes environments because of the lack of visibility, their inability to deal with the changing behavior, as well as problems in handling specific threats for containers [6][22].
· The latest research is increasingly geared to ML-based intrusion detection system that look at behaviors (system calls and runtime logs, as well as the flow of network traffic, inter-service communications) instead of solely relying on static signatures. They have shown promise when used in controlled settings that have high detection rate and lower false positives [7].
Gaps and open challenges:
1. Insufficiently adopted publicly available, standardized databases for microservices and container and orchestration level IDS evaluation. This makes the process of benchmarking and reproducibility difficult [18].
2. There are few empirical studies of real-world deployments at a large scale The majority of studies remain on the lab scale using the synthetic workload.
3. [bookmark: _heading=h.1uos726e0v5]The gap in integration: security at the container level orchestration security, runtime monitor services mesh and the ML-based detection process are usually studied separately. Frameworks that cover all the elements are not common.
3. Research Design and Methodology
[bookmark: _heading=h.w7q112hnfllv]3.1 Research Design 
The study is based on an approach to research that is based on secondary data that is suitable to analyze security issues that are currently being faced with cloud-native platforms without needing the collection of primary data from users. The research methodology relies on an extensive analysis of secondary data, using the existing literature such as white papers, reports from industry as well as case studies. openly available cloud-native security databases for gaining information. This research plan aims to uncover trends, security vulnerabilities as well as security holes through the synthesis of data from various sources [7].
Due to the difficulty of protecting cloud-native distributed environments The design should include simulations to assess possible solutions and assess the efficacy of various security techniques based on secondary information. It is the goal of this project to develop an extensive understanding of security threats and suggest actionable and data-driven strategies for protecting cloud-native applications [6].
[bookmark: _heading=h.j8f1r6y6yb5]3.2 Research Methods and Materials 
[bookmark: _heading=h.7cpxktdcptv]3.2.1 Research Methods
This study will primarily rely on secondary data analysis using multiple research methods:
1. Literature Review:
· A comprehensive study of literature will be done to find existing research about the security risks related to containers (e.g., Docker, Kubernetes), Kubernetes orchestration as well as microservices-based architectures. This review will concentrate on research papers from academic journals, industry reports, as well as cases studies from reliable journals published between the year the years 2018-2025. The review will analyze current findings, find areas of research that are not covered, and aid in developing an theoretical framework to guide this study [8].

2. Analysis of Secondary Data
· Security Reports: The publically available cloud-based security reports by organizations like Google Cloud, AWS, and Red Hat will be used to evaluate the situation of security threats and their solutions. They typically include security weaknesses, configuration errors security breaches, analysis of breach vulnerabilities, as well as how effective mitigation strategies are for real-world scenarios [13].
· Attack Case Studies and Security Case Study: Real-world breaches cases taken from databases of security such as CVEs (Common Vulnerabilities and Exposures) and CIRCL (Computer Incident Response Center Luxembourg) will be studied to better understand the vulnerabilities, attack vectors, and vulnerabilities that occurred within containers and microservices-based systems [14].
· Cloud-Native Security Frameworks Current security frameworks and guidelines to secure Kubernetes clusters, containersized applications as well as microservices will be assessed. Frameworks like the CIS Kubernetes Benchmark, OWASP Security Testing Guide for Containers, and Docker Bench for Security will be evaluated to evaluate their efficacy in protecting against security risk [15].


3. Case Study Analysis:
· Industrial Case Studies: A limited handful of cases from large organizations that are adopting cloud-native technologies (e.g., Netflix, Airbnb, etc.)) are to be examined. The case studies will provide information on security concerns as well as solutions and the lessons that can be learned from large-scale deployments of microservices and containers-based platforms. Additional data from these companies will be analyzed in order to identify the most important findings as well as security best methods[9].
· Kubernetes as well as Microservices Security Incidents Case study of security issues and breaches relating to Kubernetes orchestration Container misconfigurations, containers and vulnerability in inter-service communications are to be studied. These case studies will assist discover security vulnerabilities that are common and provide effective countermeasures [8].
[bookmark: _heading=h.4mxjbvn65zyp]3.2.2 Materials and Tools
The materials and tools for this research will include:
· Data Sources:
· Academic Journals The most important articles as well as papers published in journals like IEEE Transactions on Cloud Computing, Journal of Computer Security as well as ACM Computing Surveys will be studied to gain theoretical foundational knowledge about cloud-native security [17].
· Industry reports on Security studies as well as white papers issued by companies such as Google Cloud, Amazon Web Services (AWS) as well as Red Hat will provide up-to-date details on trends in the industry as well as security issues as well as breach analysis [18][19].
· Security Datasets: The public data sets such as those from CIRCL, AWS CloudTrail, and Google Kubernetes Engine Logs will be utilized to analyse the security logs in real-time and identify security vulnerabilities within cloud-native environments21.

· Software and Tools:
· Data Analysis Data Analysis ELK Stack (Elasticsearch, Logstash, Kibana) will be utilized to analyse security logs, as well as visualizations of Kubernetes as well as container data.
· Security Tools: Security tools like Falco (for time-based security), Aqua Security (for container security) and Istio (for security meshes for service) are to be used in order to evaluate and suggest security measures [21][22][22].
· Machine Learning Frameworks When suitable, machine-learning tools like TensorFlow or Scikit-learn are utilized to detect anomalies in Kubernetes ' logs, container metrics and microservice communications [5].
[bookmark: _heading=h.x7cx8e9c6dvu]3.2.3 Justification of Methods
This secondary method of data collection can be well-suited to this type of research because of the requirement for massive, live data about security breaches, incidents as well as security best methods in cloud-based environments. When analyzing reports that are publicly accessible as well as case studies, this research will provide a broad array of data without the hassles and expenses that are associated with primary data collection. Furthermore secondary data collection can allow to analyze the real-world security issues and solutions to ensure that findings are pertinent to industry trends [5].
The study's analysis will offer a comprehensive analysis of the ways organizations tackle the security concerns and establish security strategies when they are deploying large scale. The analysis will be complemented by software for simulation (if required) for testing the security strategy within controlled environments [9].
[bookmark: _heading=h.o6dzpwpdc4bx]4. Expected Outcome 
[bookmark: _heading=h.92iz1du4mnbn]4.1 Anticipated Results
The hoped-for results of this study are an extensive security framework that incorporates the latest techniques and strategies for mitigation for Kubernetes orchestration, containerization as well as microservices deployment models. The study will add to the literature of academia through gaining a greater knowledge of security weaknesses present in cloud-native infrastructures, and recommending efficient, integrated solutions to solving these security vulnerabilities [5].
Some of the most significant results anticipated from the study include:
· An in-depth analysis of security vulnerabilities within cloud-based environments (specifically with Kubernetes containers, Kubernetes as well as microservices).
· An envisioned security framework that combines container security orchestration hardening and microservices security, which has been tested using additional data as well as an analysis of case studies.
· The machine-learning models (if appropriate) to identify anomalies as well as identifying security risks that could be present for cloud-native environments [1].
[bookmark: _heading=h.a450ove7npsc]4.2 Implications
The expected outcomes of this research are expected to have several important implications:
· Theoretical implications: This research will broaden the knowledge base of cloud-native security architectures specifically around container security as well as Kubernetes orchestration as well as microservices. It contributes to the knowledge pool through addressing the weaknesses in security frameworks that integrate security and recommending a comprehensive security framework for cloud-native environments [9].

· Practical applications: The research will offer practical security advice to be followed by businesses that are transitioning to or expanding their cloud-native infrastructure. The security framework proposed will assist businesses in reducing the risk related to microservices and containers and ensure that cloud-based applications are protected from changing cyber-security security threats [8].
[bookmark: _heading=h.dgdvs14rzlvh]4.3 Limitations
While this research offers significant contributions, several limitations should be considered:
· In the scope of secondary Data This study is based heavily on secondary sources of data that could limit the amount of information available on particular security concerns which aren't well documented in reports published by the public or cases studies [5].
· [bookmark: _heading=h.h9f4z2jo9ba5]Real-World Data Access: Although the study is based on real-time data gathered from Kubernetes and microservices systems However, access to huge-scale real-time data could be a challenge especially for applications that are proprietary or sensitive data. It could impact the generalizability of the research findings [3].
[bookmark: _heading=h.x86rsdggx9h4]5. Timeline 
[bookmark: _heading=h.ucov9nspvq21]Week 1: Project Planning & Initial Research
· Milestones:

· Finish the research question and goals.
· Examine and approve the methodological research (secondary collection of data as well as case studies as well as simulation).
· Create and collect the first literature regarding cloud-native security. The focus is on Kubernetes, containerization and microservices.
· Deadline: End of Week 1
[bookmark: _heading=h.u2o351bhbi2s]Week 2: Literature Review & Data Collection
· Milestones:

· Do a comprehensive literature search that focuses on current studies such as reports from industry as well as case studies on cloud-native security.
· Begin collecting secondary information from reports that are publicly accessible (e.g., AWS, Google Cloud, Red Hat) and case studies about cloud-native deployments [15].

· Deadline: End of Week 
[bookmark: _heading=h.wbkakqr56mk]Week 3: Case Study Analysis & Data Synthesis
· Milestones:

· Start the case study analysis of cloud-native security breaches that have occurred in the real world with a focus on Kubernetes problems with configurations, containers vulnerabilities as well as microservices security issues.
· Summarize key insights of the literature review as well as the analysis of a case study [16].
· Deadline: End of Week 3
[bookmark: _heading=h.dmaaiupc5q30]Week 4: Framework Development
· Milestones:

· Based on the research findings of the case studies and literature Begin to develop the security framework to secure cloud-native applications, which incorporates best practices for protecting containers, orchestration and microservices.

· Determine the key elements and the strategies to be used in the framework (e.g. containers hardening orchestration security, mesh)
· Deadline: End of Week 4
[bookmark: _heading=h.ipx1sdorsq93]Week 5: Simulation & Model Development (if applicable)
· Milestones:

· If you're using machine learning-based security models, you should begin to develop models to detect anomalies that are using secondary data (e.g., Kubernetes logs and the system's calls).
· Evaluate the proposed security measures by using tools for simulation to test the effectiveness of these measures in actual cloud-based environments [7].
· Deadline: End of Week 5
[bookmark: _heading=h.4jq1mzcb1m1p]Week 6: Data Presentation & Website Development
· Milestones:

· Begin to develop the website in order to showcase research findings, such as diagrams of security metrics and important insights, and suggested models.
· Make use of tools like Power BI or Google Data Studio to visualize data and incorporate them on your website [16].
· Deadline: End of Week 6
[bookmark: _heading=h.c6juzkqjveu4]Week 7: Analysis of Results & Discussion
· Milestones:

· Review the conclusions from the simulation (if appropriate) as well as analyses of case studies, and secondary analysis of the data.
· Consider the consequences of the security framework for cloud-based systems and the potential implications for companies.
· Create the results and analysis section of the study [14].
· [bookmark: _heading=h.d8y5jeailzg][bookmark: _heading=h.7usxfhsxbi7q]Deadline: End of Week 7
[bookmark: _heading=h.2war8n49ntb6]Week 8: Final Write-up & Submission Preparation
· Milestones:

· The research proposal should be finalized with the help of refining your methods, findings, and concluding [16].
· Check all of the parts of the document (Introduction, Literature Review, Methodology and Results Timeline) to ensure consistency and the clarity.
· Preparing for the submission is as simple as making sure that all references and citations properly formatted according to IEEE format [15].

· [bookmark: _heading=h.7amooq2gu6nw][bookmark: _heading=h.lziemw9wxziz][bookmark: _heading=h.8nn82c3xg2fy]Deadline: End of Week 8 (Submit the research proposal)
[bookmark: _heading=h.9dg2xy2d8sxe]
Summary of Key Milestones
	Week
	Milestone

	Week 1
	Finalize research question, objectives, and methodology.

	Week 2
	Conduct literature review and gather secondary data.

	Week 3
	Analyze case studies and synthesize data.

	Week 4
	Develop the cloud-native security framework.

	Week 5
	Start simulation/model development for security analysis.

	Week 6
	Develop website for data presentation and visualizations.

	Week 7
	Analyze results and write discussion section.

	Week 8
	Finalize research proposal and prepare for submission.




[bookmark: _heading=h.28ce3w5kchix]
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