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Introduction
This assignment follows the required sequence for the NOSSLONDON2026 coursework 1 assessment: Task 1 research, Task 2 technical documentation and Task 3 reflection. The coursework requires research on hypervisors, IP addressing, routing and network services, followed by the practical deployment of a virtualised network. Evidence is provided through screenshots with timestamps, IP addressing configuration and connectivity testing.




















2. Task 1: Research Report
A hypervisor is the software that creates abstraction layers from CPU, memory, storage, and network resources to enable running several virtual machines on the same hardware. The main difference is architectural: Type 1 hypervisors operate directly on top of the hardware while Type 2 hypervisors operate on top of an existing OS. Type 1 is usually better in terms of enterprise-level performance, isolation and scalability since a hypervisor directly interacts with hardware resources. Type 2 is easier to use for coursework laboratories since it is simply installed as an ordinary application to a student's laptop without any need for turning the laptop into a dedicated server [1], [2].
Thus, for the NOSSLONDON2026 topology, the optimal solution from the production point of view is Type 1 hypervisor such as Hyper-V or ESXi since it reflects enterprise domain architecture and scales well with the extended topology. However, for the actual laboratory coursework implementation, Type 2 lab hypervisor such as Oracle VirtualBox or VMware Workstation Player is acceptable since the student's laptop has limited resources and it can host Windows Server 2022 Standard Desktop Experience and a Debian CLI server simultaneously and provide capabilities of snapshots, isolated virtual switches and testing. I have chosen VirtualBox since it is free and supported widely, it works for Windows and Linux guests, and it is acceptable for coursework evidence. That is realistic for BIRMINGHAM.ACCA because it involves laboratory testing and not production availability. Security will be provided via isolation of internal networks and separation of host-only/NAT networks from physical one.

2.2 Research on IP Addressing
The IP address is the logical system used for identifying source and destination hosts on the network. An IPv4 address consists of four octets separated by periods and written in a decimal form, e.g. 192.168.10.10. The address includes network and host portions which are divided by the subnet mask or the prefix length. The process of subnetting optimizes the structure of the network by dividing a large address block into several smaller networks. The guidelines on how to perform the task given by Cisco state that addresses and subnet masks need to be planned simultaneously because routers will use information to determine whether the packet needs to be forwarded to other networks [3].
In this case, IP addressing is the basic component needed to establish DHCP, routing, domain access and testing. For instance, there might be a Windows Server acting as a DNS, AD DS and DHCP, and Debian Server functioning as a router or DHCP relay. In case subnets overlap or have wrong default gateways or masks, clients will not be able to exchange messages. Unlike IPv6 which has 128 bits of hexadecimal addresses, IPv4 will be convenient for completing this coursework because it will be easier to document with screenshots and ping test results. A VLSM solution is always better than just duplicating the topology since it proves the address space consideration process. For this practical application, a custom VLSM-based addressing scheme was designed to ensure consistency across the topology, screenshots and connectivity testing while meeting the coursework requirements.
 Example IP addressing concept

                            Network: 172.16.1.0/24 
  Windows Server                              Windows Client
  172.16.1.1                                         172.16.1.10                         
   └────────── Switch ────────────┘

2.3 Research on Routing 
Routing is a process applied in forwarding packets from one IP network to another. While a switch forwards frame within a local network based on MAC address,  a router forwards packets between networks based on IP address and routing tables. Static routing requires manual configuration, and it is consistent and easy to implement. On the other hand, dynamic routing protocols such as RIP, OSPF, or EIGRP share routing information automatically, which makes them preferable when working with large and often changing networks [4].
Static routing is the appropriate option to use in this coursework due to the following reasons: the size of the topology, knowledge of routes, marking requirements that include connectivity within a network, but lack of connectivity between the networks at the beginning of testing, and easy troubleshooting since each route and gateway can be checked individually. In the enhanced topology, dynamic routing would prove useful in case of adding more routers to Birmingham and London. Debian Server is also used as a DHCP Relay in the course work; therefore, routing is connected with the DHCP protocol through the following way: broadcast message in DHCP is not forwarded by the router. Therefore, DHCP Relay forwards DHCP/BOOTP messages received from clients in one subnet to the DHCP server located in another subnet [5].
2.4 Research on Network Services
The mandatory network services determine the enterprise service provided by the topology. AD DS brings together authentication, users, computers and policies. It is essential for BIRMINGHAM.ACCA since Windows systems can join a domain and be managed uniformly. DHCP makes IP address allocation automated, reducing mistakes and scaling up client addition. The use of the VPN is essential in case of the multinational company with two branches (Birmingham and London). The certificates will ensure trust in communication, authentication and provision of services such as the VPN and the HTTPS protocol. Microsoft calls AD CS the Windows Server role responsible for the issuance and management of public key infrastructure certificates [6].
It is a good practice not to consider the services as separate tasks. The DNS should allow AD DS, the DHCP scopes should correspond to the subnetting and the certificates should be issued with help of controlled CA with restricted administrative permissions. In the case of the coursework 1, the network can be implemented using IP addressing and connectivity. However, planning of the Coursework 2 requires the choice of hypervisor and addressing which will allow further implementation of AD DS, DHCP relay, certificates and the VPN without topology redesign.
3. Task 2 - Technical Documentation
Principle in relation to the evidence: According to the course work briefing, all the screenshots must be dated in Task 2.2. It is therefore vital to understand that all the screenshots must be dated through Windows or command prompt wherever possible.
3.1 Choose your Hypervisor
Selected hypervisor: Oracle VirtualBox. The reason for this selection is that the coursework needs a practical network which is virtual and runs with Windows Server and Debian Server but not a deployment for a data-centre environment. It makes sense because VirtualBox has the capability to use guest operating systems like Windows and Linux, internal network, NAT adapter, host-only adapter, and snapshot. These facilities help in building the topology safely without affecting the personal or university network. Using snapshots is very useful before installing AD DS, DHCP relay and routing services.
Type 1 hypervisor would be better if it was a deployment of a multinational company but for a coursework in VirtualBox is a suitable selection considering hardware requirements. The enhanced topology also helped to make this decision as VirtualBox has the capability to add more adapters and more VMs in the future for Coursework 2. Host planning at minimum level should have at least 16 GB RAM and Windows Server uses 4 GB, Debian CLI uses 1-2 GB and 2 GB for each Windows client.

	Hypervisor
	Advantage
	Limitation
	Suitable

	VirtualBox
	Free, supports Windows/Linux, snapshots
	Lower enterprise scalability
	
Coursework 1

	Hyper-V
	Enterprise integration 
	Windows Pro/Server required
	 Enterprise environments

	VMware ESXi
	High performance 
	Dedicated hardware required
	Production environments



3.2 Download and Setup
3.2.1 Download Evidence
The Following evidence must be captured using screenshots with timestamps:
· Oracle VirtualBox Download page from the official website.
· Windows Server evaluation download page from Microsoft.
· Debian ISO download page from the official Debian Website.
· Downloaded ISO files visible in the Downloads folder with system date/time shown.


[image: ]Figure 1. Oracle VirtualBox Offcial download page.

[image: ]Figure 2. Microsoft Evolution Centre page showing the Windows Server 2022 download options.

[image: ]Figure 3. Official Debian downloads page displaying the available Debian ISO installation images used for creating the Linux virtual machines.

[image: ]Figure 4. downloads folder displaying the downloaded VirtualBox installer and ISO files for Windows Server 2022 and Debian.


3.2.2. Virtual machine deployment
Create the virtual machines below. Use English (United States) language and London UK time format as required in the brief. The Windows Server username should be Administrator, and the password should be Notbook@123
	VM Name 
	OS
	RAM 
	Disk
	Network Adapter

	NOSSLON-WINSRV01
	Windows Server 2022
Standard Desktop
	
4096 MB
	
60 GB
	Internal Network: BIRMINGHAM-LAN

	NOSOLONDON-DEBIAN01
	DEBIAN SERVER CLIENT
	
1024-2048
	
20G
	Adapter1: BIRMINGHAM-LAN Adapter2: CLIENT-LAN

	NOSSOLOND-WINCLIENT01
	Windows Client
	2048 MB
	40 GB
	Internal Network: CLIENT-LAN



[image: ]Figure 5. Windows Server successfully installed ad Server Manager dashboard displayed.

[image: ]Figure 6. Windows Server 2022 Installation wizard showing the initial setup for language, time and keyboard preferences before starting the installation.

[image: ]Figure 7. VirtualBox Network configuration using the Internal Network (intnet-London).

[image: ]Figure 8. Windows Server 2022 Installation showing the disc partition selection.

[image: ]Figure 9. Windows Server 2022 installation showing disk partition selection.

[image: ]Figure 10. Debian virtual machine Network Adapter configuration.

[image: ]Figure 11. Oracle VirtualBox Manager showing the deployed virtual machines and the network configuration of the Debian virtual machine Network configuration.


3.3 Configure IP Addressing
To achieve a stronger mark, I used a VLSM-style addressing scheme instead of simply copying the topology. The design separates the server and client network and leaves space for the enhanced topology in Coursework 2.

	Device
	Interface
	IP Address
	Mask/Prefix
	Gateway
	   DNS

	Windows Server
	NIC1
	172.16.1.1
	255.255.255.240 /28
	172.16.1.1
	172.16.1.1
172.16.1.1

	Debian Server
	ens33
	172.16.1.2
	255.255.255.240 /28
	 N/A
	172.16.1.1

	Debian Server
	ens34
	172.16.1.65

	255.255.255.192 /28
	 N/A
	172.16.1.1

	Windows Client
	NIC1
	172.16.1.10

	255.255.255.192 /28
	172.16.1.1

	172.16.1.1


Windows Server example configuration: Open Control Panel > Network and Sharing Centre > Change adapter settings > IPv4 properties, then enter the static IP information shown above. Debian example configuration: edit /etc/network/interfaces or use nuclei depending on the Debian installation, then restart networking and verify using IP Adress.
[image: ]Figure 12. Accessing the IPv4 properties to configure the Network adapter.
[image: ]Figure 13. Windows Serve IPv4 configuration showing the static IP Address, subnet mask and DNS settings.

3.4 Test and Troubleshoot 
Two results have to be demonstrated through the test phase: one of successful connection within the network and another of unsuccessful connection between networks. This second result is anticipated even prior to full routing since different subnets cannot communicate without a router or default gateway.
[image: ]Figure 14. Unsuccessful ping test showing “Destination host unreachable” before troubleshooting. 

[image: ]Figure 15. Successful ping test confirmation connectivity between the Windows client and Windows Server.
3.5 Troubleshooting method used
In case the ping was not successful, I adopted a hierarchical troubleshooting methodology. The first thing to do is to ensure the VM is turned on and properly connected to the VirtualBox internal network. The second step involves checking the IP addressing by means of ipconfig/all on Windows and ip addr on Debian. The third step is verification of subnet masks and default gateways. At the fourth stage, I disabled the Windows Firewall for testing purposes only. Finally, it should be ensured that there are no two identical IP addresses among machines.

4. Task 3 - Reflection
4.1 Technical Reflection
Technical issues during virtual network deployment made me learn about the configuration of networks in more detail. First of all, I had to configure VirtualBox network adapters properly to establish connections between virtual machines. Secondly, I had some troubles with IP addresses and subnets, which did not let me test connectivity. In order to solve those issues, I checked my IPv4 configurations on Windows and on Debian by using the IP address command. After that, I performed the ping test and, in case there were no connections established, I reviewed the firewall configuration. Such an approach to problem-solving helped me find mistakes in configuration and correct them successfully.
4.2 Personal Reflection
The current coursework has enabled me not only to increase my technical knowledge but personal skills as well. Before starting this project, I did not have much practice related to Oracle VirtualBox, Windows Server, and Debian Linux. During the work on this coursework, I gained confidence in the creation of virtual machines, setting of network configurations and their testing. It is important to pay attention to the fact that I realized how important it is to plan everything in advance and pay attention to all details since even minor mistakes may influence the whole network. The coursework has also improved my problem-solving skills by developing a logical approach to troubleshooting.
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