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[bookmark: _Toc133341842]Abstract

Vulnerabilities are weakness in a system that can be exploited and can allow a threat actor unauthorised access to a system. Vulnerability scanners are software tools that identify a vulnerability. Vulnerability scanners are useful tools for identifying a weakness in a network. Correcting the weakness in a network can improve the security of a network. The aim of this assignment is to find a better vulnerability scanner for Dyfed-Powys Police by comparing different vulnerability scanners. When reviewing vulnerability scanners on websites and other industrial literature, they fail to provide any useful metrics to compare vulnerability scanners. Attempting to assess vulnerability scanners using industrial research is difficult. This paper will try to gather information on metrics that can be used to compare vulnerability scanners. Will test these metrics on different vulnerability scanners to determine if the metrics devised are valid and if they can provide a framework for assessing other vulnerability scanners.


[bookmark: _Toc133341843][bookmark: _GoBack]1.1 Introduction 


A vulnerability is a weakness in a system caused either by design or configuration, that can be exploited by a threat actor [1].  A threat actor is a person who tries to gain unauthorised access to an IT network to carry out malicious acts [2]. Vulnerabilities can expose a network to cyber threats that can lead to undesirable consequences. A cyber-threat is a malicious act that can cause potential damage or disruption to a computer network and/or system [3]. Cyber threats are considered a high IT security risk and receive a lot of attention from the IT security industry. Cyber threats are reviewed annually by cyber security experts and the highest security threats are posted in OWASP (Open Worldwide Application Security Project) website [4]. Only the top ten security risks are posted on OWASP. Cyber security professionals review the OWASP top ten to improve the security safeguards of their networks. 

To protect against cyber threats, organisations use vulnerability scanners. Vulnerability scanners are software tools that scan networks for vulnerabilities. Vulnerability scanning tools are used as part of a penetration testing exercise. Penetration testing is the process where a penetration tester tries to gain access to a network and expose any security weakness in the process. If the penetration tester is successful in penetrating the network, they will recommend to the target what security weakness they discovered and how they can remediate the security weakness to improve the security of the network. 

According to Goel et al [5], when combining a penetration test with a vulnerability assessment, this is called VAPT (Vulnerability Assessments and Penetration Test). The process that a penetration tester will follow when carrying out a penetration test are listed below: A VAPT includes nine steps as shown in figure 1.1. The first step is for the tester to decide on the scope of the test (white/grey/black box testing). After the scope is completed, the tester carries out reconnaissance on the target to gather information about the network, such as IP addresses and operating systems. Once the penetration tester has gathered sufficient information about the target, they will run a vulnerability scanning tool to gather information about vulnerabilities on the network. The penetration tester will analyse the vulnerabilities. The penetration tester will try to exploit the vulnerabilities. If the penetration tester successfully exploits the vulnerabilities and gain access to the network, they will escalate the privilege of their access. The penetration tester will analyse the results of the penetration test. The results and recommendations of the penetration test are then sent to management to action. The last step is the clean-up, where the targets system is restored to the previous state before the penetration testing took place. 
[bookmark: _Toc133341918]Figure 1.1 Vulnerability Assessment and Penetration Testing Lifecycle  
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As you can see from Vulnerability Assessment and Penetration Testing Lifecycle, vulnerability detection is an important part of the lifecycle. If a penetration tester can identify a vulnerability on a network, the penetration tester can exploit the vulnerability to gain access to the network. Remediating the vulnerabilities can prevent a pentation tester from gaining access to the network. If an organisation can remediate all the vulnerabilities on their network, this can prevent a hacker from gaining access to the network, which makes the network secure. According to Martin Lookheed [6] hackers follow a particular methodology when trying to gain access to a network, called the “cyber-kill chain.” The “cyber kill chain” includes several steps like the Vulnerability Assessment and Penetration Testing Lifecycle. One of the important steps is trying to identify vulnerabilities, which are exploited by the hacker to gain access the network. The process of identifying and remediating vulnerabilities is important in securing a network from hackers. 


[bookmark: _Toc133341844]1.2 Motivation

The motivation behind the assignment is to strengthen the cyber security position of Dyfed Powys Police because of recent reports in the media about cyber security attacks. In 2017, the NHS suffered a ransomware attack. The hackers exploited a vulnerability in outdated windows operating systems, which allowed them to gain access to windows operating systems and launch a worm called “WannaCry,” that spread across computers on the IT network and encrypted their drives [7]. In 2019, the United Nations (UN) suffered a cyber-attack due to a known vulnerability in Microsoft SharePoint servers, where attackers gained access to the United Nations IT network. Some administrator and basic user accounts were comprised, but users were advised to change passwords and no further information security breaches have taken place [8]. In 2023, the Royal Mail suffered a ransomware attack that disrupted its international delivery service [9]. The media reports on cyber-security breaches highlights the need for organisations to keep up to date with the latest cyber-security practises and technology. 

[bookmark: _Toc133341845]1.3 Purpose

The purpose of the assignment is to analyse the latest vulnerability scanners and identify the best vulnerability scanner for Dyfed Powys Police. In determining what is the best vulnerability scanner for Dyfed Powys Police, we need to compare vulnerability scanners using metrics devised by other researchers. Even though Dyfed Powys Police already has a vulnerability scanner called Nessus, there is a need to review the latest technology on vulnerability scanners to ensure that Dyfed Powys is currently using best vulnerability scanner.



[bookmark: _Toc133341846]1.4 Aim


To carry out a comparative analysis of different vulnerability assessment tools to identify the best suitable vulnerability analysis tool to strengthen the IT security posture of Dyfed-Powys Police.


[bookmark: _Toc133341847]1.5 Objectives:


1. Carry out research on what constitutes a vulnerability, how are vulnerabilities managed, how are the severity of vulnerabilities determined, what vulnerability scanning tools are available, what laboratories are used for assessing vulnerability scanners, using key words. (Key words: vulnerabilities, vulnerability management, vulnerability scoring, vulnerability assessment, vulnerability scanning tools and vulnerability scanning metrics)

2. Review the available academic credible literatures and industry whitepapers on various available vulnerability assessment tools to identify the effectiveness of the tools and discuss the pros and cons.

3. Apply appropriate research methods and propose a design to implement, test and analyse the chosen vulnerability assessment tools.


3.1 Based on the design, Setup network.
3.2 Scan vulnerabilities within the network.
3.3 Select the three highest risk vulnerabilities.
3.4 Plan and exploit the vulnerabilities.

4. Based on the implementation, analyse the outcomes, and propose a mitigation strategy.

[bookmark: _Toc133341848]1.6 Structure of Report

The remaining chapters are organized as follows:

[bookmark: _Int_1k4pv9Qx][bookmark: _Int_IdhQTme6]Chapter 2 - literature review. We explore what is a vulnerability and how they are referenced. Also, we review how vulnerabilities are managed and how the severity of vulnerabilities is calculated. The distinct types of vulnerability scanning tools available on the market. The metrics that have been used in previous academic studies to assess vulnerability scanners. The virtual laboratory environments used in previous studies to test vulnerability scanners.

Chapter 3 – Research methodology. In this chapter, we will cover the research onion and its application to the study of assessing vulnerability scanners. We will also cover the project expectations, project funding, project limitations, project impact on the organization and the contingency plans for the project.

Chapter 4 – Design and Implementation. Will contain the design and implementation of the virtual laboratory for the analysing the vulnerability scanners.

Chapter 5 – Analysis and Evaluation. We will assess and evaluate the vulnerability scanner using the metrics we discovered in the literature review. The detection rates of the vulnerability scanner will be assessed. The usability of the vulnerability scanner will be assessed. The reporting function of the vulnerability scanner will be assessed. Also, we will try to exploit the vulnerabilities identified by the vulnerability scanner.

Chapter 6 – Conclusion. We will summarise our findings of the vulnerability scanning testing and provide a conclusion on the performance of the vulnerability scanners

Chapter 7 – Reflection. In this chapter we will cover my technical and personal thoughts of the project.

Chapter 8 – Future work. We will look at what work could not be covered in the project and needs to be covered later.

Chapter 9 – Further work. We will look at what further work is required after this project.

[bookmark: _Toc133341849]2. Literature review

[bookmark: _Toc133341850]2.1 Introduction: 

In literature review we will be covering the following areas:

· Vulnerabilities - What is a vulnerability and how are they referenced?

· Vulnerability management – What models and frameworks are used to manage vulnerabilities? 

· Vulnerability scoring – How are the severity of vulnerabilities scored or graded? 

· The research key words used to find information about vulnerabilities, vulnerability referencing, vulnerability management, vulnerability scoring, vulnerability scanning tools and vulnerability scanning metrics.

· Vulnerability scanner metrics – what metrics are used to assess and compared vulnerability scanners to identify the best performing vulnerability scanner. 

· Laboratory environments – what environments are used to carry out research and assess vulnerability scanners.


[bookmark: _Toc133341851]2.2 Vulnerability and referencing of a vulnerability

As already discussed in the introduction on page 10, a vulnerability is a weakness in a system caused by design or configuration that can be exploited by a threat actor [1]. Vulnerabilities are also called a CVE (CVE - Common Vulnerabilities and Exposures). CVEs are assigned a unique identifier or reference number to link them to specific vulnerability. The common structure of the CVE identifier is shown below: 

CVE-2014-0160 (CVE = is the prefix, 2014 is the year the vulnerability was discovered, and 0160 is an arbitrary number) 

The CVE identifier provides information about the vulnerability [10], and when a cyber-security professional look ups the CVE ID number on a website like CVE details as shown in figure 2.1, it will provide them information about the type of vulnerability and the severity of the vulnerability. 


[bookmark: _Toc132978977][bookmark: _Toc133341919]Figure 2.1 CVE details website
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[bookmark: _Toc133341852]2.3 Vulnerability management

When managing vulnerabilities, most organisations need to design a vulnerability management framework or model. For example, in a large network, a cyber-security analyst will come across many different vulnerabilities that pose different risks. To effectively manage all the vulnerabilities on a network, a vulnerability management process must be setup. There are many different views on how to design the vulnerability management process. Palmers [11] and Perraudeau [12], provide a practical approach to vulnerability management with precise steps for an organisation to follow. These models are especially useful where organisations are not sure how to design their own vulnerability management process. In Kohnke et al [13] and Carnegie Mellon University [14] vulnerability management guides, they have developed a theoretical model, which can be taken by an organisation and used to design a vulnerability management process that meets the organisation’s specific needs. Figure 2.2 represents an example of how a vulnerability management process should appear:

[bookmark: _Toc132978978][bookmark: _Toc133341920]Figure 2.2 Vulnerability lifecycle assessment model (The hacker tips [15] ) 


[image: http://thehackertips.com/wp-content/uploads/2020/04/vulneralifesyscle1212-300x297.png]

In the above version of the vulnerability assessment lifecycle model, there are six phases to managing vulnerabilities. 

1. Creating a baseline. This involves performing an assessment of what hosts, networks, applications, and services are running in an organisation. 

2. Vulnerability assessment. This involves collecting information on all the vulnerabilities and prioritise them.

3. Risk assessment. This involves defining the risk of the impact of the vulnerabilities on the organisation.

4. Remediation. This is where the vulnerability is remediated according to their priority and risk. Remediation might involve applying a vendor update to resolve the vulnerability.

5. Verification. This involves checking that the action to remediate the vulnerability has eliminated or mitigated the vulnerability.

6. Monitor. Monitoring the network in case of any unsuspected attacks occur.

More versions of different vulnerability management models are included in appendix A.

Regardless of the different views on the design of the vulnerability management process, most commentators agree that the vulnerability management process should include the following: 

1. According to Brackin [16], Perraudeau [12],  and the Centre of Internet Security [17],  all assets should be identified, categorised and prioritised. This will require a lot of effort in terms of host discovery, ownership of asset, ensuring the asset database or configuration management database (CMDB) is up to date. The asset database or configuration management database are a database that contains a list of IT devices etc., that are contained in an IT network. 

2. According to Carnegie Mellon University [14], all process flows and roles should be established. Members of the organisation should be clear on the process in place, whose roles are responsible for the management and handling of vulnerabilities. Necessary training should be provided to the employees involved in the process and support by management if necessary. 

3. According to Brackin [16], Perraudeau [12], Carnegie Mellon University [14] and Lynch [18], vulnerabilities identified must be prioritised in accordance to the importance of the asset and the risk associated if the asset was comprised or made unavailable. 

4. According to Palmers [11] and Perraudeau [12], in the remediation phase, the vulnerability should be monitored, and a deadline agreed on the resolution of the vulnerability. The security officer and support team should be involved in identifying the vulnerability and communicating the necessary information about said vulnerability to the asset owner, who then decides on the actions to be taken regarding the asset.

5. According to Perraudeau [12], Carnegie Mellon University [14], and the Centre of Internet Security [17], the remediation should be verified. This is to ensure all vulnerabilities are removed and no new vulnerabilities are introduced. 

[bookmark: _Toc133341853]2.4 Vulnerability scoring

The severity of vulnerability is assessed using the Common Vulnerability Scoring System (CVSS). The CVSS is an open industrial standard that is used by cyber security professionals to assess the severity of a vulnerability. The current version of the CVSS is 3.1.  The Forum of Incident Response and Security Teams (FIRST) is responsible for the management and the adoption of CVSSS 3.1 [19]. When reviewing a vulnerability on a website or in a vulnerability scanner, you will typically see the CVSS score and the calculation of the CVSS as shown in the screenshot from the CVE Details website below:

[bookmark: _Toc132978979][bookmark: _Toc133341921]Figure 2.3 CVSS score (CVE Details website)
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According to Nowark et al  [20] and Kai et al [21] the CVSS includes three components – basic, environmental, and temporal. The basic component is essential in calculating the severity score of vulnerabilities. The environmental and temporal components are optional. The basic component is made up of eight parameters which are divided into two categories, exploitability, and impact metrics. Exploitability metrics focuses on how a threat actor could exploit a vulnerability to gains access to an IT network. The table below provides an explanation of the exploit metrics.

[bookmark: _Toc132973321][bookmark: _Toc133341900]Table 2.1 Exploit metrics

	
Exploit Metric

	
Description
	
Available Value

	
Attack Vector (AV)

	
This is the proximity of the threat actor to the vulnerable asset. The more remote the threat actor, the harder it is to detect them and the higher the severity. Threat actors who are close to the vulnerable asset or inside the network of the vulnerable asset are easier to detect.

	
Network (N)/ Adjacent(A)/ Local(L)/ Physical(P)

	
Attack complexity (AC)
	
This is the proximity of the threat actor to the vulnerable asset. The more remote the threat actor, the harder it is to detect them and the higher the severity. Threat actors who are close to the vulnerable asset or inside the network of the vulnerable asset are easier to detect.


	
Low(L) /High(H)

	
Privileges required (PR)

	
The access that the attacker requires to successfully exploit the vulnerability.

	
None(N)/ Low(L) / High(H)

	
User interaction (UI)

	
The presence or absence of user interaction for the vulnerability to be exploited.

	
None (N)/ Required(R)


	
Scope (S)

	
This is the number of authorities involved to exploit the vulnerability. Does the initial authority go to a second authority, when circumstances change. E.g. If a user fails to authenticate using their password, do they authenticate through a secondary means a text etc.


	
Unchanged(U)/ Changed(C)



The impact metrics focuses on the potential damage caused by a threat actor. The impact metrics are based on the CIA (Confidentiality, Integrity, and Availability) triad, which is used in the IT security industry to assess the security of an organisations’ IT network and the consequences of a cyber-security breach [22]. The table below provides an explanation of the impact metrics.

[bookmark: _Toc132973322][bookmark: _Toc133341901]Table 2.2 Impact metrics

	
Impact Metric

	
Description
	
Available Value

	
Confidentiality Impact (C)

	
Confidentiality refers to what information that is regarded only for privileged access, could be exposed by the exploit.

	
None(N)/ Low (L)/ High(H)

	
Integrity Impact (I)

	
Integrity refers to the authenticity and trustworthiness of the information held by organisation. 

	
None(N)/ Low (L)/ High(H)

	
Availability Impact (A)

	
Availability refers to the IT services provided to an organisation. An availability attack would affect access to information and network resources.

	
None(N)/ Low (L)/ High(H)




Depending on what value is assigned to a metric will determine the overall score of the severity of a vulnerability e.g., if the confidential impact metric is assigned a score of none, then the confidential impact metric will lower the CVSS score and the severity of a vulnerability. 
To verify the score of a vulnerability you can calculate them manually or use an online CVSS calculator. Figure 2.4 shows an online calculator for calculating the CVSS score. 

[bookmark: _Toc132978980][bookmark: _Toc133341922]Figure 2.4 CVSS 3.1 online calculator (FIRST website)
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According to Vasilyev et al  [23], once the final value or score is calculated, this will determine the severity of a vulnerability. The value determined by the CVSS will affect the severity given to a vulnerability and provides organisations with a ranking system to prioritise and manage vulnerabilities. The table below provides information on the severity scale of vulnerabilities. 


[bookmark: _Toc132973323][bookmark: _Toc133341902]Table 2.3 CVSS 3.1 severity scale

	
Rating

	
CVSS Score

	
None

	
0

	
Low

	
0.1-3.9



	
Medium

	
4.0-6.9

	
High

	
7.0-8.9

	
Critical

	
9.0-10.0





[bookmark: _Toc133341854]2.5 Vulnerability scanning Tools

A vulnerability scanning tool is a software program that identifies vulnerabilities in a computer system. Vulnerability scanning tools can be categorised by their location or function. According to Tundis et al [24] vulnerability scanning tools can be classified as either internal or external. Internal vulnerability scanning tools are scanners that run on a host in a network. An example of an internal scanning tool is Nessus. External vulnerability scanning tools are scanners that are run outside of the network. An example of an external scanning tool is Shodan. According to Nikita et al [25], some are categorised by their function. Vulnerability scanners that scan websites, but not operating systems are called web vulnerability scanners. An example of a web-based scanner is Nikto. A scanner that scans an operating system on a network is called a network-based scanner [26]. An example of a network-based scanners is Nessus.

[bookmark: _Toc133341855]2.6 Keyword search 

When researching for information on how to assess vulnerability scanners. Key terms were used such as ‘different type of vulnerability scanning tools’ and ‘assessing vulnerability scanning tools. This yields some literature on vulnerability scanners, but not a lot of literature. However, changing the key search words to comparative analysis of vulnerability scanners, yielded articles such as ‘A Review and Comparative Analysis of Vulnerability Scanning Tools for Wireless LANs’ [27], which provided more information on vulnerability scanners and vulnerability management. These papers showed how they used different simulated environments to test vulnerability scanners, so carried out research using key words such as ‘simulated environment for vulnerability testing,’ which produced a large amount of information on the testing environments for vulnerability scanners. Also, my research showed that a lot of research had been done on two vulnerability scanners in particular, OpenVAS and Nessus. Key terms used such as OpenVAS vs Nessus, and came across articles about the usability of OpenVAS, which provided information on how to assess the usability of vulnerability scanners. 

[bookmark: _Toc133341856]2.7 Vulnerability scanner assessment metrics

Industrial literature did not provide many metrics for assessing vulnerability scanners. Most industrial literature on vulnerability scanner assessment metrics were contained on websites such as GBHackers [28] and eSecurity Planet [29]. The metrics used in these websites to assess vulnerability scanners were based on the features offered by the vulnerability scanner, for example, Nessus not offering any graphical reports. The assessment metrics on these websites did not provide a standard measurement to compare vulnerability scanners. To measure a vulnerability scanner on what features are offered by a vulnerability scanner is not a useful metric for making comparisons. More meaningful metrics, e.g., how many vulnerabilities are detected by a vulnerability scanner provides a more valid measurement to compare vulnerability scanners. Academic literature written by researchers such as Amankwah et al  [30], provide more useful metrics such as assessing vulnerability scanners on the number of vulnerabilities detected by a vulnerability scanner.

[bookmark: _Toc133341857]2.7.1 Detection Rates


Many of the academic papers tend to primarily focus on the detection rates of vulnerability scanners. In terms of comparing vulnerability scanners based on detection rates, Amankwah et al  [30] and Kalil [31], focused on how many vulnerabilities are identified by vulnerability scanners. They compared the volume of vulnerabilities detected by each vulnerability scanner, and the vulnerability scanner that detected the largest number of vulnerabilities was seen as the best performing scanner. Even although Amankwah et al  [30] and Kalil [31] research was based on web-based vulnerability scanners, the metrics can be applied to other types of vulnerability scanners. In Kejiou et al [27], conference paper they used similar metrics to assess network-based vulnerability scanners. Kejiou et al [27] compared several network-based vulnerability scanners, Nessus, OpenVAS, Nexpose and GFI Lan to see how many vulnerabilities were detected by the vulnerability scanners. In many studies where vulnerabilities scanners have been compared, Nessus has tended to have the best detection rates. Also, some of the academic literature did not focus purely on the number of vulnerabilities detected when assessing the detection rates of vulnerability scanners. Some focused on other aspects of the detection rates of vulnerability scanners. In Amankwah et al [30] they focus on the false positives and false negatives to assess the validity of the vulnerabilities detected by vulnerability scanners. A false positive is where a vulnerability scanner detects a vulnerability that is not genuine. A false negative is where a vulnerability scanner fails to detect a genuine vulnerability. This is to measure the accuracy of the vulnerability. Some academic writers such as Bairwa et al [32] and Shahid et al [33] focus on the types of vulnerabilities detected e.g., SQL injection and DOS, to see if some vulnerability scanners were able to detect certain vulnerabilities more efficiently than other vulnerability scanners. Some academic writers such as Amankwah et al [30]  and McMahon [34] have focused on the vulnerability scan duration. 

Summary 

To summarise academic studies on vulnerability scanners detection rates, most academic writers focus on the following areas when assessing detection rates on vulnerability scanners:

1. How many vulnerabilities are detected.

2. How many false positives are reported.

3. How many false negatives are reported. 


4. The duration of the vulnerability scan

5.  The number of distinct types of vulnerabilities detected e.g., SQL injection, DOS etc. 

When assessing the detection rates of vulnerability scanners, we will be using the metrics 1 – 4, we will not be using metric 5, because there are not enough resources in the study to have a sufficient volume of machines to run a vulnerability scanner to compare several types of vulnerabilities. 

[bookmark: _Toc133341858]2.7.2 Usability

Very few academic studies have been conducted on the usability of vulnerability scanners. Some academic writers have focused on usability as part of their study in relation to other metrics they were using to assess vulnerability scanners such as detection rates. In Kalil [31] which was primarily focused on assessing vulnerability scanners in terms of the detection rates, the following metrics were used when assessing the usability of vulnerability scanners:  

1. Efficiency. Is the user interface user friendly? The user friendliness was based on cyber-security professional using the software and not on another type of IT professional using the software. 

2. Product documentation. Did the vulnerability scanner provide sufficient documentation such as user manuals on how to conduct tasks in the vulnerability scanner, for example, how to run a credential scan in the software.

3. Community Support. Do the vulnerability scanners have sufficient online support if users run into problems? Online support covers forums, websites, source forge code repositories [35]  and GitHub [36] code repositories. 

The below table shows the results of the usability metrics that Khalil [31] used to assess different web-based vulnerability scanners. 

[bookmark: _Toc132973324][bookmark: _Toc133341903]Table 2.4 Khalil’s usability metrics
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Reviewing the results of Khalil’s research [31], most web-based vulnerability scanners provided sufficient documentation. Apart from two vulnerability scanners, Skipfish and Vega, most web vulnerability scanners had sufficient community support. In terms of efficiency, only two vulnerability scanners were user friendly, Archni and ZAP. 

Some academic writers such as Kejiou [27] et al, have assessed vulnerability scanners based on the ease of installation, or the number of scan templates offered by vulnerability scanners as a measurement for assessing the usability of vulnerability scanners. The table below show the results of Kejiou’s usability metrics for vulnerability scanners: 

[bookmark: _Toc132973325][bookmark: _Toc133341904]Table 2.5 Kejiou’s vulnerability assessment metrics 

[image: ]

Reviewing Kejiou’s et al, usability research results on vulnerability scanners [27]. Apart from OpenVAS most vulnerability scanners were easy to install. Nessus and GFI LanGurad offered vulnerability templates for scanning. OpenVAS and Nexpose offered a limited number of templates for scanning. 

Some academic writers such a Aksu et al  [37], have devised more specific metrics for assessing the usability of vulnerability scanners. Aksu et al [37], has devised two testing methodologies for assessing vulnerability scanners. Expert based testing, which is split into parts, cognitive walkthrough, usability is assessed on completing a series of security tasks and heuristic analysis, usability is assessed on the agreed actions a user should be able to take in a vulnerability scanner. User based testing which uses security professionals to test the software. 

User based testing - Cognitive walkthrough
The cognitive walkthrough is where the user is set a list of security objectives and undertakes a series of tasks to accomplish the objectives. For example, a security objective would be the user logging into the software and completing a scan. To see if the user can accomplish this objective, they would be set a task of logging into the software and running a scan on the local host to detect vulnerabilities. Below is the list of the security objectives devised by Asku et al.
[bookmark: _Toc132973326][bookmark: _Toc133341905]Table 2.6 Asku’s security objectives 
[image: ]
To assist IT professionals with using the security objectives to assess the usability of vulnerability scanners, Aksu et al [37], has provided a series of tasks to help complete the security objectives as shown below.
[bookmark: _Toc132973327][bookmark: _Toc133341906]Table 2.7 Aksu’s security tasks 

[image: ]

User based testing - Heuristic analysis

Heuristic analysis. The user is given free control to carry out a series of security tasks. The security task is assessed against a series of security actions and security conclusions. For example, when the user is offered different scan options in the software, are they able to understand the security actions they are expected to undertake and the security conclusions they are expected to make. The table below contains the security actions that have been devised by Aksu et al when assessing the usability of a vulnerability scanner [37].

[bookmark: _Toc132973328][bookmark: _Toc133341907] Table 2.8 Asku’s security actions 
[image: ]
The table below contains the security conclusion devised by Aksu et al [37], to assess the usability of vulnerability scanners. 

[bookmark: _Toc132973329][bookmark: _Toc133341908]Table 2.9 Asku’s security conclusions 
[image: ]
User based testing

User Based Testing is where cyber security experts test the software and provide feedback on the usability of vulnerability scanners. The testing conducted by the cyber-security experts is to verify if the research conducted in the expert testing was correct. For example, is security objective 1 on page 27 starting and completing a vulnerability scan a sufficient measure of the usability of vulnerability scanner.

Summary

To summarise, most academic papers such as Khalil [31] and Kejiou [27] have focused on broad and general areas to assess the usability of vulnerability scanners, such as product documentation and ease of user installation as shown on pages 25 to 27. Aksu et al provides more specific measurements on assessing the usability of vulnerability scanners, for example, can a user start and complete a vulnerability scan. We will be using Aksu et al [37] usability metrics as they provided a more accurate way of measure the usability of the vulnerability scanner, by assessing the user’s ability to complete tasks in the software. We will not be using all the usability metrics provided by Aksu et al [37]. We will only be using the user expert testing and cognitive walkthrough to assess vulnerability scanners. The expert testing and heuristic analysis are to advance and would require many users who have sufficient security expertise to run the software, which Dyfed-Powys Police do not have. The same applies to user-based testing we do not have enough cyber security professional to carry out this research. 


[bookmark: _Toc133341859]2.7.3 Reporting 


Another area that was touched by academic studies to assess vulnerability scanners was the reporting feature. Unfortunately, there was little research in this area. Khalil [31] was the only academic writer who devised metrics on assessing vulnerability scanning reports. Below are metrics provided by Khalil for assessing reports [31]:

1. A list of vulnerabilities reported.

2. The target who the vulnerabilities exist on.

3. The steps taken to identify the vulnerability.

When reviewing the results of Khalil metrics on reporting [31], he states that all six scanners had met the above features, but provided little evidence on how these metrics were met. Khalil [31]. did mention that reports should be customisable, but he did not include the customisation of reports in the list of metrics to be assessed for reporting and carried out no research into the customisation of reports. Also, he mentioned that the speed of reporting is important but did not include it in the list of metrics to be assessed for the reporting of vulnerability scanners. Another academic writer Kejiou et al [27], had assessed the report function based on the different formats that a report can be exported e.g., PDF, which is shown in table 2.5 on page 26.

Summary

When assessing vulnerability scanners, we will not use the metrics devised by Khalil [31], because the features offered by Khalil [31] seemed generic and all vulnerability scanners were able to meet the reporting metrics. The reporting metric did not appear to provide an accurate measurement of the reporting feature of a vulnerability scanner. Instead, we will use some of the features that Khalil mentioned where important when assessing vulnerability scanners but did not include them in the metrics to assess reporting, which is the speed of vulnerability scanners generating reports and the customization of reports. We will also use Kejiou et al [27], metric of assessing reports based on the different file formats a report can be exported, e.g., PDF. 



[bookmark: _Toc133341860]2.8 Laboratory Environment

Testing and training of vulnerability scanners are carried out in virtual environments made up of either virtual machines or containers. According to Song et al [38] and Schipp et al  [39], both virtual machines and containers are used frequently for IT training and testing. Virtual machines and containers are two separate technologies. According to Yadav et al [40], virtual PCs and containers have some similar layers, such as server and host OS (operating system) to run virtual products. Hypervisor and docking engine are the tools that are used to manage the multiple virtual machines and containers. Both containers and virtual machines run the application and the software libraries to run the applications. Where they differ is virtual machines, require a guest OS (operating system) and containers do not require a guest operating system, which makes them smaller than virtual machines and require less hardware resources to run. This tends to make them faster because containers have one less layer or component to communicate through. In the study we will be using containers., the difference and similarities of virtual machines and containers are shown in the figure 2.5.

[bookmark: _Toc132978985][bookmark: _Toc133341923]Figure 2.5 Virtual Machines and containers
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A lot of academic writers have tended to use virtual machines as a test bed for carrying out research into comparing vulnerability scanners, because they have been established for a long time in the IT industry and a lot of IT professionals are familiar with using them. In Chalvatzis et al [41], they used virtual machines when trying to work out which vulnerability scanners detected the highest number of vulnerabilities. Below is the virtual laboratory used by Chalvatzis et al [41].

[bookmark: _Toc132978986][bookmark: _Toc133341924]Figure 2.6 Virtual machine setup for testing vulnerability scanners.
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The virtual lab consisted of six machines, two virtual hosts to run the vulnerability scanners and four virtual machines to run the target operating systems.

Only a few academic studies have used containers because containers are emerging technology and few IT professionals are familiar with the technology, but this will change over time as the technology is taken up by more organisations. In Riu et al study [42], they run a vulnerability scanner against a Docker hub or engine, which hosted the containers or Docker images to identify what vulnerabilities existed on the Docker hub. The below figure shows how they setup the vulnerability scanner to scan the Docker hub.


[bookmark: _Toc132978987][bookmark: _Toc133341925]Figure 2.7 Docker image vulnerability analysis system framework
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The use of Dockers and containers in cyber security training and testing has been slowly adopted by cyber-security professionals. A lot of cyber security professionals still use virtual machines for testing and training. According to AlSalamah et al [43], cyber-security professionals have not been keen to replace virtual machines with Docker images or containers, because the containers tend to be more complicated to setup than virtual machines and this can be very resource intense and may not lead to many desired outcomes, such as delays in training and testing of security software. In AlSalamah et al study [43], which he conducted on cyber security students who were using Docker images for their cyber security training, 52% of the students found the setup of Docker images the most difficult part of carrying out the cyber security training, compared to other parts of the cyber security training. The results of AlSalamah et al [43] research on cyber security students' feedback on using Docker image for a lab environment are contained in the pie chart below:


[bookmark: _Toc132978988][bookmark: _Toc133341926]Figure 2.8 Cyber security Student Feedback on docker images
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Summary

To summarise, Docker images and virtual machines are two technologies that academics and cyber security professionals use for research, testing and training. According AlSalamah et al [43] virtual machines are easy to setup compared to containers for training. However, few academic papers have fully explored the use of containers in cyber security research. Would like to include containers as a test bed for analysing vulnerability scanners, rather than virtual machines because there could be benefits to using containers in cyber security which have not been discovered. 


[bookmark: _Toc133341861]3.0 Research Methodology

[bookmark: _Toc133341862]3.1 Introduction

In the research methodology, we will be covering the research onion and the different research onion layers. As we go through the different research onion layers, we will apply each layer to the research of analysing vulnerability scanners. The research onion ensures the appropriate research methods are selected and the correct research results are obtained. Also, we will be covering the expectations for the project, funding for the project, the limitations of the project, the impact of the project on Dyfed Powys Police’s resources and the contingency plans for the project. 

[bookmark: _Toc133341863]3.2 Research Onion

The research onion was devised by Saunders et al [44], to help business students structure their research, to ensure they achieved the correct results in their research, as depicted in figure 3.1. According to Mardiana [45], the research onion is made up of several layers. In the research onion you start at the outer layer and work through the layers when going through your research until you reach the centre, which signifies the end of the research. 
[bookmark: _Toc132992246][bookmark: _Toc133341927]Figure 3.1 Research Onion

[image: ]

At each layer of the research onion, the researcher is presented with different research choices. The researcher needs to select a choice that is appropriate to the research they are carrying out. The choices the researcher selects help ensure that the research is structured correctly for the research they are carrying out. In figure 3.2, you can see the research choices that have been selected for researching vulnerability scanners.
[bookmark: _Toc132992247][bookmark: _Toc133341928]Figure 3.2 Research Onion Choices




According to Melnikovas [46], the research onion is split up into the following layers:

· Research Philosophy

· Future Research

· Research Approach 

· Research Strategy

· Research Choices

· Time Horizon

· Data Collection

[bookmark: _Toc133341864]3.2.1 Research Philosophy 

The Research Philosophy layers refers to the set of beliefs about the nature of the reality being investigated. This is investigated in terms of ontology and epistemology. Ontology is about understanding what constitutes reality and how it influences our views on existence. Epistemology is about determining what is valid knowledge and the process of obtaining this knowledge. For most researchers, this part of research philosophy can be extremely broad, and they tend to focus on more narrow areas, which is Positivism and Interpretivism. Positivism is based on what is the accepted knowledge and obtaining facts that can be tested and measured. Interpretivism is trying to understand the influence of society on people’s actions and behaviour. The Research Philosophy that will be deployed for comparing and validating vulnerability scanners is Positivism. One of the reasons for selecting Positivism over Interpretivism, it is accepted knowledge that vulnerability scanners are designed to find vulnerabilities, and organisations are aware that vulnerability scanners are used to detect the vulnerabilities in a network. Measuring the detection rates of the vulnerability scanners identify which is the best vulnerability scanner.


[bookmark: _Toc133341865]3.2.2 Future Research 

Future research refers to research approaches for studying the future. This cover areas like quantitative forecasting, which is mathematical models to predict the future. Alternative futures, which deals with multiple futures. This layer is beyond the scope of this research and will not be applied.

[bookmark: _Toc133341866]3.2.3 Research Approach

The Research approach is usually based on two categories, Deductive and Inductive. Deductive research is based on a previous theory and building on the theory through research. Inductive research is based on deriving a new theory from research. A deductive research approach will be deployed for assessing vulnerability scanners. There have been many papers written on assessing vulnerability scanners, for example, holm et al [47],  who has carried out research into which vulnerabilities scanner based on the number of vulnerabilities identified and validating the vulnerability scan results. The research approach is divided into quantitative and qualitative research. Quantitative is concerned with numerical data and qualitative refers to non-numerical data such as a research subject’s opinions. Qualitative data refers to textual, audio, or visual based data. Most of the research carried out on comparing vulnerability scanners has been quantitative. Researchers such as holm et al [47], have focused on the number of vulnerabilities detected by vulnerability scanners, which is quantitative data. The same applies to assessing vulnerability scanners based not on the detection rates but based on usability. Aksu et al [37] focused on how many security objectives a vulnerability scanner completed in assessing the usability of a vulnerability scanner, which is quantitative data. 

[bookmark: _Toc133341867]3.2.4 Research Strategy

Research Strategy or Methodology refers to the strategy to carry out research. There are several research strategies

· Experimental research


· Survey

· Case study research into one person, or group

· Action research

· Ethnographic research


· Grounded theory. 

1. Experimental research normally involves altering one variable (independent variable) to observe the changes in another variable (dependent variable). It is carried out in a controlled environment e.g., laboratory.

2. Survey, this involves asking a sample of research subjects a series of questions. It can be done through a questionnaire or interview. 

3. Case study is an in-depth study of a single subject e.g., a person or a group. The aim of the case study is to gain a detailed understanding of a subject, not to produce general findings.

4. Action Research involves identity a real-life problem and trying to solve the problem. The aim of the research is to obtain information and to act on it, rather than just present the findings of the research. 

5. Ethnographic research is where researchers interact with participant(s) in real a life scenario. The aim of the research is to capture the research subject’s experience. 

6. Grounded Theory is about letting the data speak for itself. The purpose of the research is to develop new theory from the data. This type of research is useful for subjects that are completely new or under-researched. 

Out of the six research strategies, we will be using experimental research. We will be carrying out the research in a virtual lab or controlled environment. Researchers such as Aksu et al [37] and Chalvatzis et al [41], have conducted their research in virtual lab when analysing and comparing vulnerability scanners. 

[bookmark: _Toc133341868]3.2.5 Research Choices

Research choices refers to mono or multi-method research. Mono research is where you use one research method, for example, carrying out a case study to get in depth information/knowledge about a single research subject. Multi-method refers to using more than one research method for example, action research, identify a problem with the research subject and providing a solution to the problem, then following up with a survey if the research subject is happy with the solution provided to the problem. We will be deploying more than one method in our research; we will be running vulnerability scanners in a virtual laboratory and observing the results. The result will be later recorded and documented. 
35



[bookmark: _Toc133341869]3.2.6 Time Horizon

The research into comparing and validating vulnerability scanners, will be carried out over six months, starting from October, and ending in April. A GANTT will be used to ensure that the project is completed is completed by April. The GANTT chart for the project is shown below.

[bookmark: _Toc132992248][bookmark: _Toc133341929]Figure 3.3 GANTT chart	

	 
	 
October
 
	 
November
	 
December
	 
January
	 
February
	 
March
	 
April

	 
Literature Review
 
	 
	 
	 
	 
	 
	 
	 

	 
Research Methodology
 
	 
	 
	 
	 
	 
	 
	 

	 
Setting up lab environment
 
	 
	 
	 
	 
	 
	 
	 

	 
Collation and analysis of lab results
 
	 
	 
	 
	 
	 
	 
	 

	 
Generate Report on vulnerability scanner
 
	 
	 
	 
	 
	 
	 
	 


 

The GANTT chart is split into five stages:

The literature review, which will be carried out between out between October to April

The Research methodology, which will be carried out between December to January

The setting up of the laboratory environment, which will be between January to February.

The collation and analysis of lab results, which will take place in March.

Generating the report, which will take place in April. 


[bookmark: _Toc133341870]3.2.7 Data Collection

We will use a virtual environment or laboratory to test the vulnerability scanners. We will run the vulnerability scanners in a virtual laboratory. The testing of the vulnerability scanning will be observed and documented. The laboratory will involve setting up a vulnerability scanner outside of a network and running it through at VPN (Virtual Private Network). The reason for running the vulnerability scanners through a VPN is to represent how a hacker would run a vulnerability scanner outside of the network. According to Harrell et al [48], most hackers will run a vulnerability scanner from outside of the network to find a vulnerability, once the hacker identifies a vulnerability, they will try to exploit the vulnerability to gain access to the network. Two virtual environments will be set up to assess the vulnerability scanners. The first environment will be setup to represent a small network and office in Dyfed Powys Police. In Aksu et al [37], study of the usability of vulnerability scanners they use a virtual lab of 1 to 3 machines to represent a small network. In the small virtual network, we will use one machine to run the vulnerability scanner, and two hosts as targets. The first target will be running windows server 2022 and the second target will be running windows 11. Figure 3.4 represent the design we will use for small virtual network.

[bookmark: _Toc133341930]Figure 3.4 Soho network 




The second virtual environment will represent a small to medium network and department in Dyfed Powys Police. In the second virtual environment, we will be using 5 machines to represent a small to medium network. In Chalvatzis et al [41], study of assessing vulnerability scanners for small to medium enterprises, they used 4 machines to represent a small to medium network. In the small to medium network, we will use one host to run the vulnerability scanner and five hosts as targets. The first host will run windows 2022 server, the second host will run windows 2019 server, the third host will run Linux Ubuntu, the fourth host will run windows 11, and the fifth host will run windows 10. Figure 3.5 represent the design we will use for small to medium virtual network.

[bookmark: _Toc133341931]Figure 3.5 Small to Medium Network



The reason for having two different virtual environments, is to test if the vulnerability scanner’s performance in detecting vulnerabilities differs due to the size of the network. 
We will be comparing two vulnerability scanners Nessus and OpenVAS in the virtual environments. Most researchers such as Kejiou et al [27] and Ecik [49] have included OpenVAS and Nessus when comparing vulnerability scanners because they are two of the most widely used vulnerability scanners in the IT industry. The virtual lab will be built using containers running on a Docker engine as stated in the laboratory environment section. Please see page 34 for further details.
When testing the detection rates of the vulnerability scanners, the vulnerability scanners will be run once on the targets before updating them. Most vulnerabilities are caused by missing operating system updates. We will then try exploiting the vulnerabilities using code from exploitdb (an online database containing code for exploiting vulnerabilities) [50] or hacking tools like Metasploit  [51] and hping3 [52]. After trying to exploit the vulnerabilities, will update the operating systems and run the vulnerability scanners again to check if the vulnerabilities still exist. If the vulnerability is still present and is caused by a missing update which is installed, this will suggest that the vulnerability detected is a false positive. Also, if an update has not been applied and a vulnerability associated with a missing update has not been detected by the vulnerability, this will suggest that this is a false negative. 


[bookmark: _Toc133341871]3.2.8 Project expectations

Based on previous researcher’s works such as Kejiou [27] and Chalvatzis et al  [41], Nessus appears to be a more superior vulnerability scanner compared to OpenVAS in detecting vulnerabilities. The same results are expected when comparing the vulnerability scanners in this project.

Expecting the usage and implementation of containers to be cumbersome, as detailed in AlSalamah et al research [43], which showed 52% cybersecurity students struggled with the implementation of containers in cyber-security training.

Predicting the usability metrics that were used to assess OpenVAS in Asku et al research to work equally for Nessus [37].  In Aksu et al research [37], he only focused on one vulnerability scanner but stated his research can be adapted to other vulnerability scanners.

[bookmark: _Toc132992255]Not expecting to exploit all the vulnerabilities identified in a vulnerability scanner. According to the Randy Franklin Smith’s website, not all vulnerabilities are exploitable. On his website and newsletter (which is emailed), he highlights which vulnerabilities can be exploited, as shown in figure 3.6 [53].
[bookmark: _Toc133245078][bookmark: _Toc133341932]Figure 3. 6 Randy Franklin smith’s website vulnerability website
[image: ]
There are many CVE or vulnerabilities identified above, but only one can be exploited. Only the one highlighted in red can be exploited. 

[bookmark: _Toc133341872]3.2.9 Project funding

There are not costs to using the vulnerability scanners’ software. Open-source and free versions of vulnerability scanners will be used e.g., OpenVAS.
Virtual machines or containers will be used as there is no physical hardware cost to use virtual technology.
There are no operating systems costs. Open -source operating systems e.g., Ubuntu and trial versions of windows operating system will be used in the study. 

[bookmark: _Toc133341873]3.2.10 Project Limitations

Limited to testing the vulnerability scanners on small networks of no larger than 5 targets. Do not have access to a large network to test the vulnerability scanners. Therefore, results may vary when implementing vulnerability scanners on a larger network

Limited to windows and Linux operating systems, meaning that tests are limited to servers and end devices e.g., desktop PCs. Do not have access to run on network intermediary devices such as CISCO switches and routers that also include operating systems.

Limited to using free versions of the vulnerability scanners. We will not be using paid versions of vulnerability scanners. This may affect the results of the vulnerability scanning tests, because paid versions of the vulnerability scanners will offer more features.

We will not be able to carry out all the usability metrics devised by Aksu et al [37].  We will be only able to cover the cognitive walkthrough. We will not be able to use the heuristic analysis and cyber-security professional testing (user-based testing), because we do not have enough qualified cyber-security professionals to effectively carry out these sections of Aksu et al ‘s research [37].

A lot of vulnerabilities that are identified such as remote code execution, require coding expertise to exploit the vulnerabilities. Do not have the resources to generate my own code for exploiting vulnerabilities. Will use the list of code exploits contained in exploitdb [54], which is a database that stores code for exploiting vulnerabilities that can be downloaded and used by cyber-security professionals to exploit vulnerabilities. 

Will not be responsible for setting up the virtual machines in the workplace as this may affect the results of the vulnerability scans. 

[bookmark: _Toc133341874]3.2.11 Project Impact

Only testing on test subnet will not affect the live or production network.

Internal staff, software and hardware needed to setup the test lab, but this should not take up too much of the organisation's resources. All software and hardware as detailed in the project funding will not have any cost implications. Virtual machines and containers can be disposed of and recycled after the research is completed for other purposes. 

[bookmark: _Toc133341875]3.2.12 Contingency Plan

If the vulnerability scanner cannot be securely run from outside of the network, the contingency is to run the vulnerability scanner from inside the network. 

If it is not possible to implement the test lab through containers as discussed in the literature review and laboratory environment section, the contingency plan is to use virtual machines.

If there are problems configuring and using the two vulnerability scanners selected (OpenVAS and Nessus), the vulnerability scanners will be substituted for alternative vulnerability scanners.




[bookmark: _Toc133341876]4.0 Design and Implementation

[bookmark: _Toc133341877]4.1 Introduction

In the Design and Implementation section, we will cover the design and implementation of the virtual laboratory. This will cover the infrastructure used for the virtual environment, the vulnerability scanners that will be used and the process of detecting and exploiting vulnerabilities.


[bookmark: _Toc133341878]4.2 Virtual Lab Environment

When trying to run the vulnerability scanners through a VPN tunnel, the vulnerability scanner failed to work and produced generic errors, which did not provide sufficient information to resolve or troubleshoot the errors. Appendix B contains the errors that were received when running the vulnerability scanner through the VPN tunnel. We had to resort to the contingency plan of running the vulnerability scanner from inside the network, as stated in page 46. The design and implementation of the virtual laboratory had to be altered, which is illustrated in figure 4.1

[bookmark: _Toc133341933]Figure 4.1 Vulnerability Scanning Laboratory 






When running the vulnerability scanners against the containers, they were failing to run against the containers because they were stored on a cloud system, and the vulnerability scanners were incidentally running against the cloud system, which the cloud host was not happy with. The use of containers in the virtual laboratory had to be abandoned. Had to resort to the contingency plan of using virtual machines instead of containers, as stated on page 46.

Also, when running two different virtual labs to represent two different networks sizes to test if the vulnerability scanners performance in detecting vulnerabilities differs due to the size of the network, no difference was found in the performance of vulnerability scanners in detecting vulnerabilities. 

[bookmark: _Toc133341879]5.0 Analysis and Evaluation 

[bookmark: _Toc133341880]5.1 Introduction


In this section, we will be analysing and evaluating vulnerability scanners using the metrics in which were identified for assessing and validating the vulnerability scanners in the literature review. The metrics that the vulnerability scanners will be measured against are listed below:

Detection rates. This covers the number of vulnerabilities detected, the exploitation of vulnerabilities, false positives (vulnerabilities falsely identified), false negatives (genuine vulnerabilities not identified) and the scanning duration of a target. 

Usability. This covers the usability metrics devised by Aksu et al [37] in assessing a vulnerability scanner, for example, being able to start and finish a vulnerability scan. Please refer to pages 27-29 for a full list of the usability metrics.

Reporting. This covers the speed of generating reports, the customization of reports and the different formats that reports can be exported e.g., PDF, CSV.



[bookmark: _Toc133341881]5.2 Detection Rates Experiment


[bookmark: _Toc133341882]5.2.1 Vulnerability scan of unpatched Operating systems

The first stage of the detection rates experiment is to run the vulnerability scanners against five not patched (updated) operating systems. We will use OpenVAS and Nessus vulnerability scanners against five targets not patched, which are Ubuntu Linux, Windows 10, windows 11, windows 2019 and windows 2022. The results of the vulnerability scans for OpenVAS and Nessus are contained in the tables and graphs below: 

[bookmark: _Toc132973608][bookmark: _Toc133341909]Table 5.1 OpenVAS vulnerability scan of unpatched hosts 

	

Target Host

	
Number of Vulnerabilities and Level of Severity

	
Ubuntu Linux


	
3 high vulnerabilities and 5 informational vulnerabilities 

	
Windows 10

	
1 medium vulnerability and 1 information vulnerability 
 

	
Windows 11

	
1 medium and 2 informational vulnerabilities.


	
Windows 2019

	
18 high vulnerabilities and 3 medium vulnerabilities.


	
Windows 2022

	
9 high vulnerabilities and 13 medium vulnerabilities and 2 information vulnerabilities. 



[bookmark: _Toc133341934]Figure 5.1 OpenVAS vulnerability scan of unpatched hosts


[bookmark: _Toc132973609]
[bookmark: _Toc133341910]Table 5.2 Nessus vulnerability scan of unpatched hosts 
	
Target Host

	
Number of Vulnerabilities and Level of Severity

	
Ubuntu Linux


	
4 high vulnerabilities and 6 informational vulnerabilities 

	
Windows 10

	
1 medium vulnerability and 62 information vulnerabilities.
 

	
Windows 11

	
1 medium vulnerability and 64 information vulnerabilities.


	
Windows 2019

	29 critical vulnerabilities, 23 high vulnerabilities, 7 medium vulnerabilities and 186 informational vulnerabilities.


	
Windows 2022

	
10 critical vulnerabilities and 13 high vulnerabilities, 5 medium vulnerabilities and one 171 information vulnerabilities. 




[bookmark: _Toc133341935]Figure 5.2 Nessus vulnerability scan of unpatched hosts 



In the first stage of the detection rates experiment, Nessus detected more vulnerabilities and missing updates than OpenVAS as shown in the tables and graphs above, for example, when running Nessus on windows 2019 server, it detected 29 Critical vulnerabilities and 23 High vulnerabilities. When running OpenVAS on windows 2019, it only detected 18 high vulnerabilities. 

It is also worth noting that when running the vulnerability scanners, they detected no high vulnerabilities in windows 10 and windows 11 machines because they are automatically updated. It is the security policy of Dyfed-Powys to automate the updates of client machines that are running windows 10 and windows 11. Only the servers such as windows sever 2022 and windows server 2019 are not automatically updated. The updates are made available to the servers but must be installed manually by IT staff. Also, it is worth noting that Ubuntu Linux is automatically updated as part of Dyfed Powys Police Security Policy. To increase the number of vulnerabilities in Ubuntu, we install Apache (web server) and MySQL (SQL server), as shown in figure 5.3. However, this strategy cannot be applied to windows 10 and windows 11, because you do not install web servers or SQL server on client machines.

[bookmark: _Toc132979015][bookmark: _Toc133341936]Figure 5.3 Outdated version of Apache web server
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To verify that the vulnerability scanner was being run correctly against windows 10 and window 11, we setup a windows 10 machine in the university lab and run a Nessus vulnerability scan against the windows 10 machine. The vulnerability scan produced the following scan results as shown in figure 5.4. 
[bookmark: _Toc132979016][bookmark: _Toc133341937]Figure 5.4 University lab vulnerability scan results

[image: ]

However, Nessus was detecting a lot of vulnerabilities related to the specialist software running on the university machine and not on the vulnerabilities detected on the windows 10 operating system. A vulnerability related to SSL (Secure Socket Layer) was detected for a webserver that was being used for visual studio, as shown in the figure 5.5. Your average user is not going to be running visual basic and other specialist software, therefore had to exclude the vulnerability scan results of university machines from my research. 
[bookmark: _Toc132979017][bookmark: _Toc133341938]Figure 5.5 SSL vulnerability

[image: ]

[bookmark: _Toc133341883]5.2.2 Exploiting vulnerabilities

To exploit the vulnerabilities, code was going to be used form exploitdb, which is an online database that provides code to exploit vulnerabilities and other hacking tools designed to exploit vulnerabilities, such as Hping3. Due to the security policy in Dyfed Powys Police, employees are not allowed to exploit vulnerabilities on the network. Included below are the details of two vulnerabilities identified by the vulnerability scanners that were exploited on a university laboratory machine. 

1. Privilege escalation. In Nessus it identified a Privilege escalation vulnerability in windows 2019. Figure 5.6 contains a screenshot of the privilege escalation vulnerability identified by Nessus. 

[bookmark: _Toc132979018][bookmark: _Toc133341939]Figure 5.6 Privilege Escalation vulnerability
[image: ]

To exploit the vulnerability will use the local privilege escalation code to bypass the UAC for a command prompt from exploit db. 

[bookmark: _Toc132979019][bookmark: _Toc133341940]Figure 5.7 Privilege escalation exploit code

[image: ]

Running the code on a windows target host allowed me to launch an administrator command prompt, without being prompted to enter an administrator account’s credentials. 

[bookmark: _Toc132979020][bookmark: _Toc133341941]Figure 5.8 Administrator command prompt
[image: ]

2. Denial of Service (DoS). In Nessus it identified a DoS vulnerability in windows 2019. Figure 5.9 contains a screenshot of the DoS vulnerability identified by Nessus. 

[bookmark: _Toc132979021][bookmark: _Toc133341942]Figure 5.9 DOS vulnerability

[image: ]


To exploit the DoS vulnerability, the Hping3 tool was used, which is part of the Kali Linux distribution. 

Run the flood command against the IP (Internet Protocol) address of the windows target as shown in figure 5.10.

[bookmark: _Toc132979022][bookmark: _Toc133341943]Figure 5.10 Ping Flood command

[image: ]

When running Wireshark, it had become unresponsive and was failing to capture packets, because it was being overloaded by Hping3, because of the DoS attack, as show as shown in figure 5.11.

[bookmark: _Toc132979023][bookmark: _Toc133341944]Figure 5.11 Wireshark not responding

[image: ]

Also, it was noticed that the edge browser was failing to load webpages when trying to launch the google search engine, because of the DoS attack, as shown in figure 5.12

[bookmark: _Toc132979024][bookmark: _Toc133341945]Figure 5.12 Web page not responding

[image: ]

[bookmark: _Toc133341884]5.2.3 Vulnerability scan of patched operating systems

The second stage is to run the vulnerability scanners against five patched operating systems. We will use OpenVAS and Nessus vulnerability scanners to scan five patched (updated) operating systems, which are Ubuntu Linux, Windows 10, windows 11, windows 2019 and windows 2022. The results of the vulnerability scans for OpenVAS and Nessus are contained in the tables and graphs below.
[bookmark: _Toc132973610][bookmark: _Toc133341911]Table 5.3  OpenVAS vulnerability scan of patched hosts

	
Target Host

	
Number of Vulnerabilities and Level of Severity

	
Ubuntu Linux

	
5 informational vulnerabilities 

	
Windows 10

	
1 medium vulnerability and 1 information vulnerability 
 

	
Windows 11

	
1 medium and 2 informational vulnerabilities.

	

Windows 2019
	

2 medium vulnerabilities.


	

Windows 2022

	

3 medium vulnerabilities and 2 information vulnerabilities. 




[bookmark: _Toc133341946]Figure 5.13 OpenVAS vulnerability scan of patched hosts

[bookmark: _Toc132973611][bookmark: _Toc133341912]Table 5.4 Nessus vulnerability scan of patched hosts

	
Target Host

	
Number of Vulnerabilities and Level of Severity

	
Ubuntu Linux


	
17 informational vulnerabilities


	
Windows 10

	
1 medium vulnerability and 62 information vulnerabilities.
 

	
Windows 11

	
1 medium vulnerability and 64 information vulnerabilities.



	
Windows 2019

	
1 high vulnerability, 5 medium vulnerabilities and 187 informational vulnerabilities.


	
Windows 2022

	
2 high vulnerabilities, 3 medium vulnerabilities and 186 information vulnerabilities. 




[bookmark: _Toc133341947]Figure 5.14 Nessus vulnerability scan of patched hosts

In the second stage of the detection rates experiment, Nessus detected more vulnerabilities and missing updates than OpenVAS as shown in the tables and graphs above, for example, when running Nessus on a windows 2019 server, 1 High vulnerability was detected. When running OpenVAS on windows 2019, no high vulnerabilities were recorded. 

[bookmark: _Toc133341885]5.2.4 False positives


The third stage of the vulnerability scanning experiment was to identify false positives. Prior to updating, the target systems most vulnerabilities were caused by missing updates. None of the vulnerabilities reported were false positives. After the update of the target operating systems most high vulnerabilities disappeared. which suggest no vulnerabilities were incorrectly identified as a false positive. The remaining high vulnerabilities were caused by configuration vulnerabilities as shown in figure 5.15.  

[bookmark: _Toc132979025][bookmark: _Toc133341948]Figure 5.15 Configuration Vulnerability

[image: ]

In the above vulnerability, the only way to resolve the vulnerability is to add a registry key. When checking the target system, the registry key was missing. This is shown in figure 5.16.

[bookmark: _Toc132979026][bookmark: _Toc133341949]Figure 5.16 Missing Registry Key
[image: ]

[bookmark: _Toc133341886]5.2.5 False negatives

The fourth stage of the detection rates experiment was to identify any false negatives. Both Nessus and OpenVAS identified missing windows updates as the cause of most vulnerabilities in the operating systems as shown in figure 5.17. When checking the targets for missing updates before updated the operating systems, the updates were verified as being missing as shown in figure 5.18
[bookmark: _Toc132979027][bookmark: _Toc133341950]Figure 5.17 Missing windows update
[image: ]
[bookmark: _Toc132979028]

[bookmark: _Toc133341951]Figure 5.18 Windows update history

[image: ]
[bookmark: _Toc133341887]5.2.6 Duration of vulnerability scan 

The first stage of assessing the duration of a vulnerability scans of Nessus and OpenVAS, was to run a vulnerability scan against the unpatched target operating systems. The results of the scan durations are contained in the tables and graphs below.

[bookmark: _Toc132973612][bookmark: _Toc133341913]Table 5.5 OpenVAS vulnerability scan duration of unpatched hosts

	
Target Host

	
Duration of scan in minutes

	
Ubuntu Linux
	
15


	
Windows 10 

	
14

	
Windows 11

	
14

	
Windows 2019


	
28

	

Windows 2022

	

26


[bookmark: _Toc133341952]Figure 5.19 OpenVAS vulnerability scan time of unpatched operating systems



[bookmark: _Toc132973613][bookmark: _Toc133341914]Table 5.6 Nessus vulnerability scan duration of unpatched hosts

	
Target Host

	
Duration of scan in minutes

	
Ubuntu Linux
	
13


	
Windows 10 

	
11

	
Windows 11


	
11

	
Windows 2019


	
18

	

Windows 2022

	

17



[bookmark: _Toc133341953]Figure 5.20 Nessus vulnerability scan time of unpatched operating systems



Nessus vulnerability scans were faster than OpenVAS vulnerability scans of unpatched operating systems. For example, Nessus took 18 minutes to perform a vulnerability scan of windows server 2019, whereas OpenVAS took 28 minutes to scan a windows 2019 server, as shown in the graphs and tables above. 

The next stage was to perform vulnerability scans of patched operating systems. The results of the vulnerability scans are contained in the tables and graphs below.
[bookmark: _Toc132973614][bookmark: _Toc133341915]Table 5.7 OpenVAS vulnerability scan duration of patched hosts.

	

Target Host

	
Duration of scan in minutes

	
Ubuntu Linux
	
14


	
Windows 10 

	
14

	
Windows 11

	
14

	
Windows 2019


	
15

	

Windows 2022

	

14



[bookmark: _Toc133341954]Figure 5.21 OpenVAS vulnerability scan time of patched operating systems




[bookmark: _Toc133341916]Table 5.8 Nessus vulnerability scan duration of patched hosts.

	
Target Host

	
Duration of scan in minutes

	Ubuntu Linux
	11


	
Windows 10 

	
11

	
Windows 11

	
11

	
Windows 2019


	
13

	

Windows 2022

	

11



[bookmark: _Toc133341955]Figure 5.22 Nessus vulnerability scan time of unpatched operating systems



Nessus scans tended to run faster than OpenVAS scans on patched operating systems. For example, Nessus took 11 minutes to perform a vulnerability scan of windows server 2022, whereas OpenVAS took 14 minutes to perform scan of windows 2022 server.

[bookmark: _Toc133341888]5.3 Usability experiment results

In the usability section, we will use the cognitive walk-through metrics devised by Asku et al [37] on pages 27 to 29. We will run through six security tasks to assess the vulnerability scanners against the nine security objectives created by Aksu et al [37], on pages 27 to 28.


[bookmark: _Toc133341889]5.3.1 OpenVAS usability assessment

1.Login into OpenVAS (Task 1). When installing OpenVAS, it creates a username called “admin” and generates a random complex password, as shown in the screenshot below: 

[bookmark: _Toc132979029][bookmark: _Toc133341956]Figure 5.23 OpenVAS admin user credentials

[image: ]

If the user does not make a record of the password and exits the terminal screen containing these details, then the user cannot long into the software. There is an option to reset the password through the command line interface in Linux. However, when trying to reset the password, it failed to work. A screenshot of the password reset is shown below: 

[bookmark: _Toc132979030][bookmark: _Toc133341957]Figure 5.24 OpenVAS password reset

[image: ]


It is quite common for users to fail to make a note of the password, and the user will have to go through the whole installation to generate a new admin password. This violates security objective 1 of Asku et al research [37], being able to start and complete a vulnerability scanner, because it would not be easy to generate a new password when logging into OpenVAS.


2. Scanning the local host with the task wizard (Task 2). There are two options you can select when run a scan; 1) task wizard, which runs a basic scan, 2) advanced wizard scan, which allows you to specify more options when running a scan. The task wizards scan failed to provide information on the default settings of the scan. The task wizard did not allow the user to customize the settings of the scan. This violates security objective 3 of Asku et al research [37], users must be informed of the default configurations. A screenshot of the task wizard screen is shown below:

[bookmark: _Toc132979031][bookmark: _Toc133341958]Figure 5.25 OpenVAS task wizard.
[image: ]

3. Different scan options with the advanced task wizard (Task 3). The advanced task offers several different scans, a) full and fast, b) full and fast ultimate, c) full and very deep, d) full and very deep ultimate, e) host discovery and system discovery. The advanced task wizard does not provide any information on what the difference is between the different scan options and what are the advantages and / or disadvantages of the different scan options. Also, the advanced wizard provides information that you can run a credential and non-credential scan. However, it does not provide information on what the difference and the consequences of running these scans. This violates security objective 2 of Asku et al research [37], the user must be able conduct a scan with desired options and understand what the options mean and the consequences of using the options. A screenshot of the advanced task wizard screen, is shown below: 

[bookmark: _Toc132979032][bookmark: _Toc133341959]Figure 5.26 OpenVAS advanced task wizard scan settings
[image: ]
4. Scanning multiple hosts with advanced task wizard (Task 4). The advanced task wizard does not give the user information on how to enter multiple IP addresses for target hosts. A google search revealed that you need to enter commas between IP addresses to scan for more than one IP address. This violates security objective 1 of Asku et al research [37],to start and complete a vulnerability scanner. A screenshot showing how to add more than one IP address in the advanced task wizard is shown below: 

[bookmark: _Toc132979033][bookmark: _Toc133341960]Figure 5.27 OpenVAS multiple hosts scan
[image: ]

[bookmark: _Toc132979034]5. Credential scan of multiple hosts (Task 5). There is no information on the advanced task wizard on how to enter details in the credential scan. This violates objective 2 of Asku et al [37] research. The user must be able conduct a scan with the desired options and understand what the options mean, and the resulting consequences of using the options. If a user decides to run a scan without credentials because they do not know how to specify them, this can violate security objective 4 of Asku et al research [37], as the user should be prevented from making critical errors. A google search revealed that you need to configure the credentials before setting up a vulnerability scan. You need to setup credentials before running a scan by specifying them in configuration and credentials, as shown in the screenshot below:
[bookmark: _Toc133341961]Figure 5.28 OpenVAS target credentials 

[image: ]

Once the credentials have been created, you can select the credentials when running the advanced task wizard, as shown below:

[bookmark: _Toc132979035][bookmark: _Toc133341962]Figure 5.29 OpenVAS advanced task credential scan
[image: ]
6. Listing the vulnerabilities identified (Task 6). The results of the scan can be accessed by clicking on the dates, as shown in the screenshot below:

[bookmark: _Toc132979036][bookmark: _Toc133341963]Figure 5.30 OpenVAS Vulnerability complete scan
[image: ]

This opens another screen providing more details on the scan. Clicking on results displays the list of the scan results.

[bookmark: _Toc132979037][bookmark: _Toc133341964]Figure 5.31 OpenVAS Vulnerability scan results
[image: ]

However, by default, OpenVAS only displays vulnerabilities with a severity level of information and above and does not show information about logs or false positives. To view these results, you must update the filter as shown below:
[bookmark: _Toc132979038][bookmark: _Toc133341965]Figure 5.32 OpenVAS update filter screen

[image: ]

Not being able to easily find how to obtain this information violates of security objective 5 of Asku et al usability metric [37], as users must be able to understand how complete and comprehensive the results are. By being able to update the filter to include false positives and logs, the user can check the trustworthiness of the vulnerability scan. This meets the security objective 6 of Asku et al usability metrics [37], users must be able to explain the trustworthiness of the results. Users must be able to identify any false positives and negatives and explain the causes of the false positives and negatives.

7. Interpreting the results of the scans (Task 7). The scan does colour and highlight the different severity of vulnerabilities e.g., amber for medium vulnerabilities, blue for low vulnerabilities as shown below. 

[bookmark: _Toc132979039][bookmark: _Toc133341966]Figure 5.33 OpenVAS Vulnerability scan results

[image: ]


However, when clicking on the severities to find out how the CVSS score was calculated for the vulnerabilities, no information was provided. Security objective 7 of Asku et al usability metrics were partially met [37]; the user must be able to understand and interpret the vulnerabilities identified and the reason they are critical.


8. Identifying the remediation action (Task 8). When you open the vulnerabilities identified by scan, it provides a solution to the vulnerability as shown below: 



[bookmark: _Toc132979040][bookmark: _Toc133341967]Figure 5.34 OpenVAS scan severity details

[image: ]
 
 
 
Security objective 8 of Asku et al usability metrics was met [37]; the user must be guided on taking appropriate decisions and actions to mitigate the risks associated with a vulnerability. 

Feedback from users (Task 9). Most user feedback on OpenVAS was negative, which means OpenVAS failed to meet security objective 9 of Aksu et al research [37], users must be comfortable using the vulnerability scanner and willing to continue using the vulnerability scanner. 

[bookmark: _Toc133341890]5.3.2 Nessus cognitive walkthrough

The usability metrics that were devised by Aksu et al [37],  will be used to assess and compares Nessus with OpenVAS, by running through the same series of security task and security objectives that we used above.

1. Login into Nessus (Task 1). During the installation of Nessus, the user can create their own user account and password, which is the admin user account for Nessus. No user account is created by default by the software. Security objective 1 of Asku et al research [37] being able to start and complete a vulnerability scanner, has been meet.

[bookmark: _Toc132979041][bookmark: _Toc133341968]Figure 5.35 Nessus user setup screen

[image: ]

2. Scanning the local host with the basic network scan (Task 2). There are many different scan options available in Nessus, as shown below: 
[bookmark: _Toc132979042]
[bookmark: _Toc133341969]Figure 5.36 Nessus scan templates
[image: ]

The basic network scan is the closest type of scan that can be compared with OpenVAS task wizard and advanced task wizard. The basic network scan does provide information about the default scan. E.g., when you look at the default scan, it provides information about what is entailed in the scan, as show below: 
[bookmark: _Toc132979043][bookmark: _Toc133341970]Figure 5.37 Nessus basic network scan settings

[image: ]

Also, you can customise the options of the scan. If you are not happy with the defaults scan type, you can select another scan type as shown below: 

[bookmark: _Toc132979044][bookmark: _Toc133341971]Figure 5.38 Nessus scan low bandwidth links feature

[image: ]

This meets security objective 3 of Asku et al research [37], users must be informed of the default configurations.

3. Different scan options with the basic network scan (Task 3). Unlike OpenVAS, which provides different scan options and no information about the scan types, when you select different scan types, Nessus provides information about the actions performed by different scans. For example, when you select the default scan types, it provides information about what actions are performed scan, as shown below:
[bookmark: _Toc132979045][bookmark: _Toc133341972]Figure 5.39 Nessus default scan
[image: ]
When you select another scan option, for example, scan low bandwidth links, it provides information about what actions are performed in the scan. 

[bookmark: _Toc132979046][bookmark: _Toc133341973]Figure 5.40 Nessus scan low bandwidth links feature

[image: ]

The basic network scan offers both credential and non-credential scans. It does not offer any information about the difference between credential and non-credential scans. Also, the advantages and disadvantages of credential and non-credential scan.
[bookmark: _Toc132979047][bookmark: _Toc133341974]Figure 5.41 Nessus credentials feature
[image: ]
Security objective 2 Asku et al research is partially met [37]; the user must be able conduct a scan with desired options and understand what the options mean and the consequences of using the options. 

4.  Scanning multiple hosts with basic network scan (Task 4). 
Nessus in the “target” section of the scan settings, provides in grey wording examples of how to scan multiple hosts, as shown in the screenshot below:

[bookmark: _Toc132979048][bookmark: _Toc133341975]Figure 5.42 Nessus multiply hosts
[image: ]

Nessus provides examples of how to scan multiple IP addresses by showing an example of how to scan a range of IP addresses, e.g., 192.168.1.1 – 192.168.1.5. Security objective 1 of Asku et al research [37], being able to start and complete a vulnerability scanner has been met. 

5. Credential scan of multiple hosts basic network wizard (Task 5). In the credential tab of the basic network scan, you can specify the user account details to be used for the scan, as shown in the screenshot.

[bookmark: _Toc132979049][bookmark: _Toc133341976]Figure 5.43 Nessus Windows credential

[image: ]

Information detailing the username, password and domain of the user account must be entered should you wish to use and save it when running the scan. Security Objective 2 of Asku et al research has been met [37], the user must be able conduct a scan with desired options and understand what the options mean, and the consequences of using the options. Also, security objective 4 of Asku et al research has been met [37]; user should be prevented from making critical errors. By making the process straight forward of specifying credentials, it makes it easier to avoid making critical mistakes and ensures the user can conduct a scan with the desired options.

6. Listing the vulnerabilities identified (Task 6). The results of the scan can be accessed by clicking on the scan, as shown in the screenshot below:

[bookmark: _Toc132979050][bookmark: _Toc133341977]Figure 5.44 Nessus completed scan

[image: ]

This lists all the vulnerabilities found and provides colours to represent the different severity of vulnerabilities e.g., red represents a critical vulnerability.
[bookmark: _Toc132979051][bookmark: _Toc133341978]Figure 5.45 Nessus vulnerability scan results

[image: ]
However, the findings only show vulnerabilities of information and above. It does not show false positives like OpenVAS. The only way to find out if you have a false positive is to manually check the host to see if the vulnerability is a genuine or a false positive, see URL from Nessus [55]. Nessus does not provide logs throughout the application. It does store a series of logs on the disk, but they do not reveal the same information as OpenVAS Logs about the vulnerability scan being run [56].
Not being able to easily obtain information about false positives and what actions/processes took place in the scan violates security objective 5 of Asku et al usability metric [37], users must be able to understand how complete and comprehensive the results of the scan are. It also violates security objective 6 of Asku et al usability metrics [37], users must be able to explain the trustworthiness of the results. Users must be able to identify any false positives and negatives and explain the causes of the false positives and negatives.

7. Interpreting the results of the scans (Task 7). The scan does colour and highlight the different severity of vulnerabilities e.g., red for critical server vulnerabilities, blue for low vulnerabilities as shown below. 
 
[bookmark: _Toc132979052][bookmark: _Toc133341979]Figure 5.46 Nessus vulnerability scan results

[image: ]

When clicking on the vulnerabilities either on the bar chart or on the vulnerabilities tab. When opening vulnerability, it provides the CVSS rating and how CVSS was calculated for both version 3 and version 2 of CVSS. A screenshot of the CVSS score and how it is calculated is shown below: 

[bookmark: _Toc132979053][bookmark: _Toc133341980]Figure 5.47 Nessus vulnerability scan severity details

[image: ]

 
Security objective 7 of Asku et al usability metrics were met [37]; user must be able to understand and interpret the vulnerabilities identified and the reason they are critical.

8. Identifying the remediation action (Task 8). When opening the vulnerability scan, on the remediation tab of the scan, a list of solutions is offered on how to remediate the vulnerability, as shown in the screenshot below:

[bookmark: _Toc132979054][bookmark: _Toc133341981]Figure 5.48 Nessus remediation’s
[image: ]

Security objective 8 of Asku et al usability metrics was met [37]; user must be guided on taking appropriate decisions and actions to mitigate the risks associated with a vulnerability.

9. Feedback from users (Task 9). Most users’ feedback on Nessus was positive, which meets security objective 9 [37], users must be comfortable using the vulnerability scanner and willing to continue using the vulnerability scanner

[bookmark: _Toc133341891]5.3.3 Summary of usability metrics assessment

When assessing both Nessus and OpenVAS, Nessus outperformed OpenVAS in terms of usability. Nessus met 7 out of 9 security objectives set by Asku et al [37].  OpenVAS only met 2 out of 9 security objectives. Asku et al research revealed the same issue with the usability of OpenVAS, which only met 2 out of 9 security objectives set by Asku et al [37]. 

A summary of the results of the usability testing carried out on Nessus and OpenVAS are contained in the table below. Also, a graph below the table contains how many security objectives were completed by each vulnerability scanner.

[bookmark: _Toc132973615][bookmark: _Toc133341917]Table 5.9 Summary of usability testing

	
	
Nessus

	
OpenVAS

	Security Task 1 login
	Nessus allowed users to setup a user account and password to login into the software, which means Nessus has meet Security objective 1, a user should be able to start and complete a vulnerability scan.
	OpenVAS generated an admin username and password as part of the installation, if the user forgot to make a note of the password or tried changing the password which did not work, this means that OpenVAS has failed to meet security objective 1, a user should be able to start and complete a vulnerability scan.

	Security Task 2 Scanning local host
	On the basic network scan, Nessus provided information about the default scan settings and allows a user to customize the scan settings, which means Nessus meets security objective 3. users must be informed of the default configurations.
	OpenVAS did not provide information about the default scan setting in the basic task wizard and did not allow the user to customize the basic task wizard settings, which means OpenVAS failed to meet security objective 3 users must be informed of the default configurations.

	Security Task 3 Different scan settings
	On the basic network scan in Nessus provides information about the what the actions are performed by the different scan types e.g., the number host that can be scanned. Nessus does not provide information about the difference between a credential and non-credential scan. Nessus only partials meet security objective 2, the user must be able conduct a scan with desired options and understand the what the options mean and the consequences of using the options.
	The advanced task wizard scan in OpenVAS fails to provide information about what actions are performed by the different scan types e.g., the number of hosts scanned. OpenVAS failed to provide information about the difference between a credential and non-credential scan. OpenVAS fails to meet security objective 2, the user must be able the user must be able conduct a scan with desired options and understand the what the options mean and the consequences of using the options.

	Task 4 Scanning multiple hosts
	In the host textbox in the basic network scan, Nessus provides information in grey writing on how to scan a range of IP ranges or a subnet or hostname. Nessus meets security objective 1, being able to start and complete a vulnerability scan. 
	In the Advanced wizard task scan, Open Vas fails to provide information on how to scan multiple hosts. The user must google how to carry out this task. OpenVAS fails to meet security objective 1 being able to start and complete a vulnerability scan. 



	Task 5 credential scan of multiple hosts. 
	In the basic network scan, the user can enter in the credential tab, the credentials they need to enter for an SSH(Linux) SMB (windows) scan. Nessus also displays information about what is the purpose of SMB scan, which is to scan for windows operating systems. Nessus meets security objective 2 the user must be able conduct a scan with desired options and understand the what the options mean and security objective 4 has been meet, the user should be prevented from making critical errors.
	In the advanced tasks wizard, you cannot enter the credentials directly. You have preconfigured the credentials in the configuration and credentials section of the software. OpenVAS fails to meet security objective 2 the user must be able conduct a scan with desired options and understand the what the options mean and security objective 4 has been meet, the user should be prevented from making critical errors.

	Task 6 Vulnerabilities Identified
	Nessus provides information about vulnerabilities of severity of information and above. It does not provide information about the logs and false positives, which can help determine how accuracy of the scans. If there are lot of false, positives this can mean the scan was not accurate. Nessus fails to meet security objective 5, the user must understand the completeness and comprehensiveness of the scan results. Nessus fails to meet security objective 6 the user must 
	OpenVAS provides information about vulnerabilities of severity of information and above. By default, false positives and logs are not included in the vulnerability scan results, the user must change the filter to include false positive and logs. OpenVAS fails to meet security objective 5, the user must understand the completeness and comprehensiveness of the scan results. By being able to update the filter to include false positives and logs, the user can check the trust worthiness of the vulnerability scan, this meets security objective 6, users must be able to explain the trustworthiness of the results. Users must be able to identify any false positives and negatives and explain the causes of the false positives and negatives

	Task 7 Interpreting the results of the scans
	Nessus highlights the severity of vulnerabilities by using distinct colours e.g., red for critical vulnerabilities. When a user clicks on vulnerability it provides details on how the severity vulnerability was calculated by providing information about the CVSS metrics used to calculate the severity score. Nessus meets security objective 7 of Asku et al usability metrics were meet; user must be able to understand and interpret the vulnerabilities identified and the reason they are critical.


	OpenVAS highlights the severity of vulnerabilities by using distinct colours e.g., red for critical vulnerabilities. When a user clicks on vulnerability it does not provide information on how the severity or the CVSS score was calculated. OpenVAS fails to meet security objective security objective 7 of Asku et al usability metrics were meet; user must be able to understand and interpret the vulnerabilities identified and the reason they are critical.

	Task 8 Identifying the remediation action
	Nessus, when clicking on a vulnerability will provide information on how to remediate the vulnerability. Nessus meets security objective 8, user must be guided on taking appropriate decisions and actions to mitigate the risks associated with a vulnerability.
	OpenVAS, when clicking on a vulnerability will provide information on how to remediate the vulnerability.
OpenVAS meets security objective 8, user must be guided on taking appropriate decisions and actions to mitigate the risks associated with a vulnerability. 

	Task 9 Feedback from users
	Most users’ feedback on Nessus was positive, which meet security objective 9, users must be comfortable using the vulnerability scanner and willing to continue using the vulnerability scanner. 
	Most user feedback on OpenVAS was negative, which means OpenVAS failed to meet security objective 9, users must be comfortable using the vulnerability scanner and willing to continue using the vulnerability scanner. 











[bookmark: _Toc133341982]Figure 5.49 Number of security objectives completed



[bookmark: _Toc133341892]5.4 Reporting 

In this section, we will be assessing vulnerability scanner reporting functions. We will assess the following:

1.The speed of generating reports in OpenVAS and Nessus. 

2. The customisation of reports in OpenVAS and Nessus

3. The different format that reports can be exported in OpenVAS and Nessus e.g., PDF and CSV.


1. Speed of generating reports

Both OpenVAS and Nessus vulnerability scanners generate reports fast, (in matter of minutes). This metric was met by both vulnerability scanners.

2. Export formats

Nessus Essentials allow you to generate reports in two formats, CSV or html as shown below:

[bookmark: _Toc132979055][bookmark: _Toc133341983]Figure 5.50 Nessus report format
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OpenVAS allows users to generate reports in five formats, anonymous XML, CSV Results, ITG, PDF TXT and XML. As shown in the screenshot below:

[bookmark: _Toc132979056][bookmark: _Toc133341984]Figure 5.51 OpenVAS report format
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3. Customisation of reports

The customise options were limited in Nessus Essentials to selecting four templates. You must select a template to customize a report.

[bookmark: _Toc132979057][bookmark: _Toc133341985]Figure 5.52 Report Templates
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OpenVAS allows you to edit the filter, which changes the dashboard the vulnerabilities are displayed on and effect the report to be exported. In OpenVAS, the user can select which vulnerabilities they wish to display by checking and unchecking the checkboxes for high, medium and low severity etc. The user can select which solution types they wish to include ‘workaround, mitigation, vendor fix, nonavailable and will not fix.’ Users can filter reports by severity (CVSS), vulnerability, host (IP address) etc. The users are given a lot more freedom to customize reports compared to Nessus. As shown in the screenshot below: 

[bookmark: _Toc133341986]Figure 5.53 update filter screen
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Detection

When assessing the detection rates of the vulnerability scanners. Nessus detected more vulnerabilities than OpenVAS, see pages 49 to 52. This is supported by the work of other researchers. In Kejiou et al research [27], Nessus detected over 67,000 vulnerabilities or CVEs (Common Vulnerabilities and Exposures) and OpenVAS only detected 26000 vulnerabilities. In Chalvatzis et al [41], Nessus had detected 41030 vulnerabilities and OpenVAS had only detected 35464 vulnerabilities. It was difficult to determine to detect false positives. Most high and medium vulnerabilities found were caused by missing operating system updates. Once the updates were applied, most of the high and medium vulnerabilities were resolved as discussed on pages 60 to 61. There were a few high and medium configuration vulnerabilities such as registry keys missing. These vulnerabilities were verified by checking the configuration of the operating system, which prove the vulnerability was genuine as shown on pages 60 to 61. The same applied to false negatives. Most vulnerabilities were caused by missing updates. When checking if the updates were missing from the operating system, it was verified that the updates were missing, as shown on pages 61 to 62. In terms of the scan duration, Nessus outperformed OpenVAS in the speed of performing vulnerability scans. For example, when scanning an unpatched windows 2019 server, Nessus took 18 minutes, whereas OpenVAS took 28 minutes, see pages 62 to 64. The same applied when scanning patched systems, Nessus took 11 minutes to scan a windows 2022 server, whereas OpenVAS took 14 minutes, see page 64 to 66.

Usability 

[bookmark: _Int_U8N0Lxmz]When assessing the usability of the vulnerability scanner using the metrics devised by Asku et al [37], Nessus outperformed OpenVAS in terms of usability. Nessus met 7 and out of 9 security objectives for assessing vulnerability scanners. OpenVAS, only met 2 out of 9 security objectives, see pages 81 to 84. The reason Nessus is more usable than OpenVAS is because Nessus tended to provide more information to the user, for example, in task 3 different scan settings. When running different scan options in Nessus basic network scan, e.g., default or low bandwidth scan, it provides information on what processes are carried out in the scan. In OpenVAS, when running different scan settings using the advanced task wizard, e.g., fast and quick or host discovery, it does not provide information on what processes are carried out in the scan, see page 68 and page 75. Another area Nessus was more usable than OpenVAS, was in task 7 interpreting the results of the scan. Nessus providing information on how the severity or CVSS was calculated for a vulnerability, whereas OpenVAS failed to provide this information, see page 71 and page 79. Highlighting the severity is only one important part of providing information about the severity of a vulnerability. The calculation of the severity is another important aspect of a vulnerability. For example, if the severity of the vulnerability is high because an attack vector is local, but there are sufficient controls to mitigate this severity of the attack vector being local, then the severity should be recalculated to an organisation's circumstances. 
 

Reporting

When assessing the reporting function of the vulnerability scanners, Nessus and OpenVAS produced reports on vulnerabilities fast, (in a matter of seconds). In terms of different report formats, OpenVAS offered more than Nessus. OpenVAS offered five report formats, XML, TXT, CSV, PDF and ITG, as shown on page 85. Whereas Nessus only offered two reports, HTML and CSV, as shown on page 85. In terms of customising reports, OpenVAS reports were more customisable than Nessus. In OpenVAS, the filter to edit report details and include or exclude what data you wish to include in the report, as shown on page 87. Whereas Nessus you were restricted to four templates to customise a report, as shown on page 86. OpenVAS was a better tool than Nessus for producing reports because you could customise reports and there were more file formats to export reports. 

Summary

Would recommend that Dyfed Powys Police uses Nessus over OpenVAS. When comparing Nessus to OpenVAS, Nessus was a better vulnerability scanner in terms of detecting vulnerabilities, the duration of vulnerability scans and usability. However, OpenVAS was better at reporting vulnerabilities. Nessus is the more superior vulnerability scanner than OpenVAS because it outperformed it in three areas, detecting vulnerabilities, the duration of vulnerability scan and usability. Whereas OpenVAS only outperformed Nessus in one area reports. 


[bookmark: _Toc133341894]7.0 Reflection


Technical Reflection

When carrying out project in the workplace, you have more restrictions than you would have if you were running in a home environment or in a hacking environment such as vulnhub [57]. Not being able to verify the exploits identified due to security restriction in the Dyfed Powys Police limited my study. Even although in page 54 to 57, I demonstrated that I had the skills to exploit vulnerabilities on a university laboratory machine, by not being able to exploit the vulnerabilities, could not verify if the vulnerabilities identified by vulnerability scanner posed a serious threat and were vulnerability scanners valid tools in terms of assessing vulnerabilities.

Another issue of using the workplace for testing vulnerability scanners, had less control over the deployment of updates and the operating systems provided. For example, it is Dyfed Powys Police’s security policy to automatically update all client systems such as windows 10, which meant when running the vulnerability scanner, could not detected any vulnerabilities because they had been resolved by the windows updates, as shown on pages 49 to 53.

[bookmark: _Int_vCHB0Cbt]Would avoid running a vulnerability scanner through VPN. A lot of time and resources were wasted trying to run a vulnerability scanner through a VPN and we were unable to get the vulnerability scanner to work in a VPN. Running a vulnerability either from a host on the internal network or running a host against a public facing server or servers in a DMZ (Demilitarized zone).


Personal Reflection

Would like to learn more techniques to exploit vulnerabilities and would like to learn how to generate my own code to exploit vulnerabilities and add them to the exploitdb, like other coders have done. Coding is an important skill in exploiting vulnerabilities. 

My understanding of vulnerabilities has increased. Skills and knowledge gained on how vulnerabilities are scored and graded using scoring systems such as CVSS 3.0. Learnt about the management of vulnerabilities using vulnerability management models such as the management lifecycle model. Also discovered there are many different vulnerability tools for identifying vulnerabilities such as OpenVAS, Nessus and Nexpose.

My non-technical skills such as managing my time to complete the project improved with the usage of GANTT chart, to monitor my progress and to ensure deadlines were met. My communication skills in ascertaining what was necessary for me to carry out the project was communicated successfully to my workplace, and what limitations that were imposed on me by workplace were documentation throughout the project e.g. my workplace not willing to allow me to run exploit in the workplace has been documented to make the reader aware of those limitations in my research. Please see page 40 for details.

[bookmark: _Toc133341895]8.0 Future work

Was not able to run vulnerability scanners against containers. Instead had to resort to contingency plan of running virtual machines. Would like to explore the area of using containers for vulnerability testing.

Would like to pursue the other parts of Aksu et al usability testing [37], were limited using cognitive walkthrough of the expert testing in his paper because we did not have enough cyber security professionals working in Dyfed-Powys Police to test the other areas of his usability testing, as discussed on page 29.


[bookmark: _Toc133341896]9.0 Further work

In terms of detections rates and reporting, would like to test the vulnerability scanners on a larger network, to see if the results differ from running vulnerability scanners on a smaller network. 

Would like to test diverse types of vulnerability scanners and would like to test Nessus (network-based vulnerability scanner) against Nikto (web-based vulnerability scanner), to compare what vulnerabilities are detected by diverse types of vulnerability scanners when run against a web server. 





[bookmark: _Toc133341897]Appendix A

Below is a list of the different versions of the vulnerability management lifecycle models 

The Nessus vulnerability management lifecycle management model [58]


[image: ].

The Cyvatar vulnerability management lifecycle management model [59]
 [image: Vulnerability Management System: The Definitive Guide (2022) - Cyvatar]

[bookmark: _Toc133341898]Appendix B

When trying to run the OpenVAS through the VPN tunnel, it was failing to load the configuration as shown in the screenshot below:

[image: ]

When trying to run Nessus through the VPN tunnel, it failed to compile the plug-ins as shown in the screenshot below: 

[image: ]

When researching the errors, could not find any solution in google that help resolved the problems. 
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OpenVAS vulnerability scan of unpatched hosts 

High 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	3	18	9	Medium 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	1	1	3	13	Information	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	5	1	2	2	Operating system


Number of vulnerabilites




Nessus vulnerability scan of unpatched hosts 

Critical	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	29	10	High 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	4	23	13	Medium 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	1	1	7	5	Information	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	6	62	64	186	171	Operating System


Number of vulnerabilites




OpenVAS vulnerability scan of patched hosts

High 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	Medium 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	1	1	2	3	Information	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	5	1	2	2	Operating System


Numebr of vulnerabilites




Nessus vulnerability scan of patched hosts

Critical	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	High 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	1	2	Medium 	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	1	1	5	3	Information	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	17	62	64	187	186	Operating System


Number of vulnerabilities




OpenVas scan time of unpatched operating systems

Scan duration in Minutes	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	15	14	14	28	26	Operating System


Minutes



Nesssus scan time of unpatched operating systems

Scan duration in Minutes	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	13	11	11	18	17	Operating System


Minutes



OpenVAS scan time of patched operating systems 

Scan duration in Minutes	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	14	14	14	15	14	Operating System


Minutes



Nessus scan time of patched operating systems

Scan duration in Minutes	
Ubuntu Linux	Windows 10	Windows 11	Windows 2019	Windows 2022	11	11	11	13	11	Operating System


Minutes




Number of  Security Objectives Completed	
OpenVAS	Nesssus	2	7	Vulnerability Scanner


Number of Security Objectives
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Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

cuss score EEn

Confidentiality Impact  None (There is no impact to the confidentiality of the system.)

Integrity Impact None (There is no impact to the integrity of the system)

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the resource completely
unavailable.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very litle knowledge or skillis required to
exploit. )

Authentication Not required (Authentication is not required to exploit the vulnerabilty.)

Gained Access None

Vulnerability Type(s) Denial Of Service.

cwED CWE id is ot defined for this vulnerability
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Vulnerability Details : CVE-2022-21993

Windows Services for NFS ONCRPC XDR Driver Information Disclosure Vulnerabil
Publish Date : 2022-02-09 Last Update Date : 2022-05-23

Collapse All Expand All Select SelectaCopy Scroll To + Comments External Links
Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

cuss score EEn

Confidentiality Impact  Complete (There is total information disclosure, resulting in al system files being revealed.)

Integrity Impact None (There is no impact to the integrity of the system)

Availability Tmpact None (There is no impact to the availability of the system.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or skl is required to
exploit. )

Authentication Not required (Authentication is not required to exploit the vulnerabilty.)

Gained Access None

Vulnerability Type(s)
cwED 868
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Efficiency |  Product Documentation | Community Support

Name [ GUI [ CLI | User Manual | Well Documented | Support [ Active
Arachni | v | v v v v -
BupPro| v | x v v v v
Skipfish | x| v v v x x
Vega | v | x v v v x
Wapiti | x | v v v v v
zap | | v v > v v
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Nessus OpenVAS Nexpose GFI LanGuard
(version 10.0.2) (version 7.0.3) (version 6.6.120) (version 12.5)

CVE 67K CVEs <26K CVEs 42K CVEs 60K

Coverage

Operating | Windows, Tinux | Supports only Linux. | Windows and Linux distibution are | Windows, Linux_distribution

System distributions, and  other supporied and MacOS are supported.
operating  sysiems are | Users must deploy
supported by the OS platform. | their_own OpenVAS.

binaries from  source
code.

Fase of | Easy to isiall for the average | Complex procedure fo | Fasy to insall for the novice user Easy to install for the average

installation [ user. install for the average user.

user

Compliance | 700+ templates _for | There are just a few | There is @ limiled number of setup | PCI_DSS, HIPAA, SOX,

& compliance and configuration | configuration templates supplied. For an extra fee, | GLB/GLBA or PSN CoCo

Configuration | (DISA STIG, HIPAA, CIS, | templates offered CIS, USGCB, FDCC, and customized | compliance programs.

Templates | HIPAA, USGCB, FDCC), policies are available.

Pre-bult Templates for _important | No pre-built templates | There are no pre-built templates for | There are no pre-built templates.

vulnerabilities | vulnerabilities  such as | for Meltdown, Spectre | WannaCry, Spectre, and Melidown, | for WannaCry, Spectre, and

templates. WannaCry,  Spectre, and | & WannaCry. for example. Meltdown, for example.
Meltdown.

Cost Subscription 1o Nessus | Free (0 download. Nexpose subscription: a S00-1P license | Pricing starts at $26 per year,
Professional: $3,000/year for costs more than $10,000 per year and | and varies depending on the
unlimited IPs tises substantially a the number of IPs | features selected.

increases

Reporting | Report_export_formats are | Report export formats | Report export formats are available in | Report export format _are
available in XML, HTML, | arc available in XML, | HTML, CSV, PDF, XML, and | availablc in PDF, HTML, XLS,
PDF. CSV. Nessus DB HTML, PDF and text __| RTFtext XLSX, RTF and CSV.

WLAN Nessus has the ability of | OpenVAS can scan a | Nexpose can find vulnerabilities on the | GFI LanGuard can find more

Vulnerability | detecting a host acting as a | Wircless Access Point | Wircless Access Point’ portal It can | than  WLAN related

Scanning Wireless Access Point & find | and  find  related | also discover vulnerabilites related to | vulnerabilities, it can ~also
related vulnerabiliies. vulnerabiliies DOS and unauthenticated attacks. proactively disable - Wireless

Access Poin.

Rogue Access | 115 possible through the use | No plugin or option 1o | No plugin or option o detect a rogue | Can only locate  Wireless

Point ofa plugin detect a rogue access | access point Access Points.

Detection point
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Users must be able to start and complete a
vulnerability scan successfully.

Users must be able to conduct the scan with
the user desired parameters/options,
understanding clearly what the options mean
and what the respective consequences are

o3

Users must be informed about the default
configurations or the actions taken
automatically on behalf of the users.

o4

Users should not make any critical errors .e.,
the application must prevent users from
making critical errors that may result in
insecurity.

05

Users must be able to understand how
complete and comprehensive the results are.

06

Users must be able to explain how trustworthy
the results are. They must be able to identify
any false negatives/positives and explain the
possible causes for the false/missing results

o7

Users must be able to identify and interpret the
severity of the identified vulnerabilities and
understand why they are critical.

o8

Users must be guided to decide on the
appropriate actions to be taken to mitigate the
risks associated with the vulnerabilties.

09

Users must be comfortable with the general
usage of and willing to continue to use the
OpenvAS in the future.
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Security Action Description

A1 Users must understand the security actions
they are expected to conduct
A2 Users must be informed with sufficient

knowledge to take the correct security actions
i.e., must be prevented from 3 taking
erroneous or forgetful security actions that may
lead to insecurity

A3 Users must be informed about any possible
undesired consequences or side-effects of the
security action taken.

Ad Conducting the security action must be
tolerable for the users mentally and physically.
A5 Users must be comfortable with taking the

security action so that they will not give up
using the application in the future.
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Security Conclusion Description

[ Users must understand the security conclusions
they are expected to make.
c2 Users must be provided with sufficient

information for deriving the security conclusion
in a correct and exhaustive way.

c3 Conducting the security conclusion must be
tolerable for the users mentally and physically.
c4 Users must be comfortable with taking the

security conclusion 5o that they will not give up
using the application in the future.
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What type of technical
challenges you faced when
you used Docker for the Lab?
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EESEN Apache 2.4.x < 2.4.56 Multiple Vulnerabilities

Description

‘The version of Apache httpd installed on the remote host is prior to 2.4.56. It is, therefore, affected by multiple
vulnerabilities as referenced in the 2.4.56 advisory.

- HTTP request splitting with mod_rewrite and mod_proxy: Some mod_proxy configurations on Apache HTTP Server
versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack. Configurations are affected when mod_proxy
is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some
portion of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using
variable substitution. For example, something like: RewriteEngine on RewriteRule A/here/(.*)
http://example.com:8080/elsewhere?$1 http://example.com:8080/elsewhere ; [P] ProxyPassReverse /here/
http://example.com:8080/ http://example.com:8080/ Request splitting/smuggling could result in bypass of access
controls in the proxy server, proxying unintended URLS to existing origin servers, and cache poisoning.
Acknowledgements: finder: Lars Krapf of Adobe (CVE-2023-25690)

- Apache HTTP Server: mod_proxy_uwsgi HTTP response splitting: HTTP Response Smuggling vulneral
HTTP Server via mod_proxy_uwsgi. This issue affects Apache HTTP Server: from 2.4.30 through 2.4.55.
Special characters in the origin response header can truncate/split the response forwarded to the client.
‘Acknowledgements: finder: Dimas Fariski Setyawan Putra (nyxsorcerer) (CVE-2023-27522)

in Apache

Note that Nessus has not tested for these issues but has instead relied only on the application's self-reported
version number.

Solution
Upgrade to Apache version 2.4.56 or later.
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windows host scan / Plugin #42873

« Back to Vulnerability Group

Configure  Audit Trail

Vulneral

SSL Medium Strength Cipher Suites Supported (SWEET32)

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium
strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, or else that uses the 3DES
encryption suite.

Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same physical
network.

Solution
Reconfigure the affected application if possible to avoid use of medium strength ciphers.
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Vulnerabilities 47

I KB4592440: Windows 10 Version 1809 and Windows Server 2019 ...

Description
The remote Windows host is missing security update 4502440. It is, therefore, affected by multiple vulnerabilities:
- An elevation of privilege vulnerability. An attacker can exploit this to gain elevated privileges.

(CVE-2020-16958, CVE-2020-16959, CVE-2020-16960, CVE-2020-16961, CVE-2020-16962, CVE-2020-16963, CVE-2020-
16964, CVE-2020-17092, CVE-2020-17097, CVE-2020-17103, CVE-2020-17134, CVE-2020-17136)
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% OStypepy > ...

1 ipport os

2 dmport sys

3 import ctypes

4 import winreg

5 import time

6

7  print ("Creating Registry Key ..... ")
8 print (")

9  time.sleep(3)

10 def create_reg key(key, value):

1

12 try:

13 winreg.CreateKey (winreg.HKEY_CURRENT_USER, °Software\Classes\Launcher.S
14 registry_key = winreg.OpenKey (winreg.HKEY_CURRENT_USER, 'Software\Class
15 winreg.SetValueEx(registry_key, key, ©, winreg.REG_SZ, value)

16 winreg.CloseKey(registry_key)

17 except WindowsError:

18 raise

19

PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL

PS C:\Users\paul\Documents\python> & °C: \Users\paul \AppData\Local \Microsof t \WindowsApps \pyt
hon3.11..exe' *c:\Users\paul\.vscode\extensions\ms-python. python-2023.6.6\pythonFiles\1ib\pyt
hon\debugpy\adapter/ .. /. . \debugpy\launcher® '5@217' '--" *c:\Users\paul \Documents\python\0St
ype.py*

Creating Registry Key .....

Registry Key Created :
Inserting the command ....

Good job you got your Administrator cud :)
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Microsoft Windows [Version 10.0.19045.2728]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>,
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Windows 2019 scan / Plugin #136501

« Back to Vulnerability Group

Vulnerabilities 47

KB4551853: Windows 10 Version 1809 and Windows Server 2019 ...

Description
The remote Windows host is missing security update 4551853,
Itis, therefore, affected by multiple vulnerabilities :

- A denial of service vulnerability exists when .NET Core or .NET Framework improperly handles web requests. An
attacker who successfully exploited this vulnerability could cause a denial of service against a .NET Core or .NET
Framework web application. The vulnerability can be exploited remotely, without authentication. A remote
unauthenticated attacker could exploit this vulnerability by issuing specially crafted requests to the .NET Core or
NET Framework application. The update addresses the vulnerability by correcting how the .NET Core or .NET
Framework web application handles web requests. (CVE-2020-1108)

Configure  Audit Trail
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gtz ekatolica] :
$ sudo hping3 192.168.100.17 — flood

[sudo] password for kal
HPING 192.168.100.17 (ethd 192.168.100.17): NO FLAGS are set, 40 headers + © data bytes

hping in flood mode, no replies will be shown
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Time Source Destination

9690.. 30.045255 192.168.100.19 192.168.100.17

9690.. 30.045255 192.168.100.19 192.168.100.17

9690.. 30.045334 192.168.100.19 192.168.100.17 TCP 60 18242 » @ [<None>] Seq=371883717@ Win=512 Len=0

9690.. 30.045334 192.168.100.19 192.168.100.17 TCP 60 18243 + @ [<None>] Seq=952616351 Wir 12 Len=0

9690.. 30.045334 192.168.100.19 192.168.100.17 TCP 60 18244 » @ [<None>] Seq=341565543 Wi 12 Len=0

9690.. 30045334  192.168.100.19 192.168.100.17 e 60 18245 » @ [<None>] Seq=693150744 Win=512 Len=0
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9690.. 30.045423 192.168.100.19 192.168.100.17 TCP 60 18248 » @ [<None>] Seq=2514196663 Win=512 Len=0

9690.. 30.045423 192.168.100.19 192.168.100.17 e 60 18249 > @ [<None>] Seq=3898078676 Win=512 Len=0
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For quick access, place your favorites here on th favorites bar. Manage favorites now
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Post Server 2019 / Plugin #166555

<« Back to Vulnerabilities

Vulnerabilities 45

WinVerifyTrust Signature Validation CVE-2013-3900 Mitigation (En...

Description
The remote system may be in a vulnerable state to CVE-2013-3900 due to a missing or misconfigured registry keys:
- HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck

HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
An unauthenticated, remote attacker could exploit this, by sending specially crafted requests, to execute arbitrary
code on an affected host.

Solution

Add and enable registry value EnableCertPaddingCheck:
- HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck

Additionally, on 64 Bit OS systems, Add and enable registry value EnableCertPaddingCheck:

HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
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Scans t

Server2 / Plugin #139484

« Back to Vulnerability Group

Configure  Audit Trail

Vulnerabil

I KB4565349: Windows 10 Version 1809 and Windows Server 2019 ...

Description

The remote Windows host is missing security update 4565349.
It s, therefore, affected by multiple vulnerabilities :

- Amemory corruption vulnerability exists when Windows Media Foundation improperly handles objects in
memory.

An attacker who successfully exploited the vulnerability could install programs; view, change, or delete data; or
create new accounts with full user rights. There are multiple ways an attacker could exploit the vulnerability, such as
by convincing a user to open a specially crafted document, or by convincing a user to visit a malicious webpage. The
security update addresses the vulnerability by correcting how Windows Media Foundation handiles objects in
memory. (CVE-2020-1379, CVE-2020-1477, CVE-2020-1478, CVE-2020-1492, CVE-2020-1525, CVE-2020-1554)
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& Settings

@ View update history

Uninstall updates

Recovery options

Update history
\/ Definition Updates (2)
Update for Microsoft Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2301.6)
Successfully installed on 22/03/2023

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.385.811.0)
Successfully installed on 22/03/2023
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[+] Done
[+] Please note the password for the admin user
[*] User created with password '40c59de4-6a80-4978-a851-a20fc5decsss’ .
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I:(pau‘lr@ kali)-[~]

sudo gvmd --user=admin --new-password=passwd;
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Filter () ?) 4 |~

Quick start: Immediately scan an IP address

1P address or hostname: | 127.0.0.1|

The default address is either your computer or your network gateway.
As a short-cut the following steps will be done for you:

1. Create a new Target

2. Create a new Task
3. Start this scan task right away

As soon as the scan progress is beyond 1%, you can already jump to the scan report by clicking on the progress
. bar in the “Status” column and review the results collected so far.

The Target and Task will be created using the defaults as configured in "My Settings”

By clicking the New Task icon [} you can create a new Task yourself.

%,

pply_overrides=0 min_god=70 sort=name first=1 row
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Advanced Task Wizard

Quick start: Create a new task

“This wizard can help you by creating a new
scan task and automatically starting it

Al you need to do is enter a name for the
new task and the I address o host name of
the target, and select a scan configuration.

You can choose, whether you want to run
the scan immediately, schedule the task for a
later date and time, or just create the task so
you can run it manually later.

In order to run an authenticated scan, you
have to select SSH and/or SMB credentials,
but you can also run an unauthenticated
scan by not selecting any credentials,

If you enter an email address in the "Email
feport to" field, a report of the scan will be.
sent to this address once itis finished,

For any other setting the defaults from "My
Settings” wil be applied

Task Name
Scan Config

Target Host(s)

Start Time

SSH Credential
SMB Credential
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Advanced Task Wizard

Quick start: Create a new task

“This wizard can help you by creating a new
scan task and automatically starting it

Al you need to do is enter a name for the
new task and the I address o host name of
the target, and select a scan configuration.

You can choose, whether you want to run
the scan immediately, schedule the task for a
later date and time, or just create the task so
you can run it manually later.

In order to run an authenticated scan, you
have to select SSH and/or SMB credentials,
but you can also run an unauthenticated
‘scan by not selecting any credentials.

If you enter an email address in the "Email
report to" field, a report of the scan will be.
sentto this address once itis finished.

For any other setting the defaults from "My
Settings” will be applied.

Task Name
Scan Config

Target Host(s)

Start Time

SSH Credential
SMB Credential
ESXi Credential

Email report to

Advanced scan multple hosts|

Full and fast v

[ 127.00.1.152 168105192 163.100.10
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New Credential

Name | windows login
Comment

Type | Usemame +Password v

Allow insecure
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Auto-generate O Yes © No

Username | administrator
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Advanced Task Wizard

Quick start: Create a new task

“This wizard can help you by creating a new
scan task and automatically starting it

Al you need to do is enter a name for the
new task and the I address o host name of
the target, and select a scan configuration.

You can choose, whether you want to run
the scan immediately, schedule the task for a
later date and time, or just create the task so
you can run it manually later.

In order to run an authenticated scan, you
have to select SSH and/or SMB credentials,
but you can also run an unauthenticated
scan by not selecting any credentials,

If you enter an email address in the "Email
feport to" field, a report of the scan will be.
sent to this address once itis finished,

For any other setting the defaults from "My
Settings” wil be applied

Task Name
Scan Config

Target Host(s)

Start Time

SSH Credential
SMB Credential
ESXi Credential
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Summary

“This host is missing an important security
update according to Microsoft KB5013868

Detection Result

Vulnerable range: 4.7 - 4.7.3945

File checked: C:\Windows\Microsoft.NET\Framework64\v4.0.30319Mscorlib. dll
File version: 4.7.3460.0
Insight

The flaw exists due to an error in .NET Framework
which allows a local attacker to cause a denial of service on an affected system.

Detection Method

Checks if a vulnerable version is present on the target host.
Details: Microsoft .NET Framework DoS Vulnerability (KB5013868) OID: 13.6.1.4.1.25623.1.0.821228

Version used: 2022.05-23703:07:352
Affected Software/0S
Microsoft NET Framework 3.5, 4.7.2 and 4.8 on Microsoft Windows 10 version 1809 and Microsoft Windows Server 2019.

Impact

Successful exploitation will allow an attacker
to conduct a denial of service condition.

Solution

Solution Type: ,$, Vendorfix
The vendor has released updates. Please see the references for more information.
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Example: 192.168.1.1-192.168.1.5, 192.168.2.0/24, test.com
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Risk Information

Vulnerability Priority Rating (VPR): 10.0
Risk Factor: High
CVSS v3.0 Base Score 10.0

CVSS V3.0 Vector:
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Task Wizard

Failed to find config 'daba56c8-73ec-11df-a475-002264764cea’

Quick start: Immediately scan an IP address

1P address or hostname: | 192.168.100.8

The default address is either your computer or your network gateway.
As a short-cut the following steps will be done for you:

1. Create a new Target
2. Create a new Task
3. Start this scan task right away

As s00n as the scan progress is beyond 1%, you can already jump to the scan report by clicking on the progress,
bar in the "Status” column and review the results collected so far.

The Target and Task will be created using the defaults as configured in "My Settings".

By clicking the New Task icon [¥ you can create a new Task yourself.

/

2
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