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Introduction

The following report has been created by the author to demonstrate appropriate knowledge and understanding of the General Data Protection Regulation, Data Protection Act and what is required when there has been a breach of said legislation. The author demonstrates this by following the current procedures within their workplace (Dyfed-Powys Police) to efficiently deal with a realistic data breach scenario.

























Brief account of circumstances

The scenario that has been used by the author is that of a breach of personal data relating to living individuals, in this case, staff members. A manager within the authors department has misused a Force system as a shortcut to use the data contained within the database. As a result of this, the manager has accidentally attached the data to an email and sent the information, containing names and addresses of staff members, to a member of the public. 
The manager had also used his personal drive to store special category data, such as scanned copies of staff sick notes and occupational health reports. Due this being a security and personal information breach then in accordance with the current Incident Reporting Guidance for Dyfed-Powys Police, both the Information Security Officer (ISO) and the Data Protection Officer (DPO) will have to be informed. 

Report to the Head of Information Governance 

I write to you both as the Information Security Officer and Data protection Officer of Dyfed-Powys Police, to inform you both of a breach of personal data , including special category data and a security breach, as per current Force Policy.
The circumstances of the breach are as follows:
At 09:30 hours this Morning (03/09/2020), Manager Joe Bloggs of this department has informed Manager Shaun Davies that they had caused a breach of data. Joe Bloggs has used the Force system database to download staff members details including names and addresses.
The first breach is one of security, this is because Joe Bloggs has misused the Force system to process personal data, not in accordance with the purpose it was initially processed and retained. Joe Bloggs has downloaded names and addresses of staff members from a Force system in order that they could ‘more efficiently’ undertake an unrelated work task.
Joe Bloggs has then unknowingly attached the file containing the staff members details to an email which he has then sent to a member of the public.
Further investigation of Joe Bloggs’ computer has revealed that Joe Bloggs has retained special category data within their desktop. The special category data is of scanned sick notes and occupational health reports for staff members.
The breach is in relation to the way the data has been stored and the length of time it has been stored on the desktop. The scanned copies are needed to store the data on Force sickness systems, they should then be deleted from the desktop as there is no need for duplicity and would avoid accidentally disclosing the data.
As you will be aware, there are 7 Data Protection Principles:
Lawfulness, fairness (and transparency in the case of general processing)
Purpose limitation
Data minimisation
Accuracy
Storage limitation
Integrity and confidentiality (security)
Accountability 

This breach will have broken the following principles:
Lawfulness and fairness, this is because the data subjects will not have been informed of the fact that the manager had processed their information for an additional purpose of completing a task. It also breaches this principle because the manager could have completed the task without having to download the data, the processing of the information was not proportionate. Special category data should not have been held on the desktop after it had been input to the relevant Force system, because thereafter there was no reason to retain it. The manager did not check if a Data Protection Impact Assessment (DPIA) was necessary before processing the information which could also lead to a fine for the Force. When a project or new initiative is involving information process is proposed, then it must be reviewed if a DPIA will be necessary. , 

Purpose limitation, this is because the processing of the data was not compatible with the original purpose it was processed and there was no clear basis in law to do so. The manager had also failed to record the purposes of their processing. 

Data minimisation, by retaining a digital copy of the special category data on the managers desktop, this had duplicated the data, meaning there was more data being retained than necessary.

Storage limitation, the data held on the managers desktop was held for longer than necessary, once they were transferred to the sickness management system, they should have been permanently deleted as they were no longer required. The manager had not reviewed the data withheld on the desktop as if they had then they should have noticed the data needed to be deleted.

Integrity and confidentiality (security), this is a clear breach of this principle as the manager has accessed a Force system, downloaded personal data for a purpose it was not meant for which would be unauthorised processing. As a result of this, the data has been accidentally disclosed.

All employees of Dyfed-Powys Police (DPP) have a responsibility to be aware of Information Security Weaknesses and potential Information Security Incidents. As per DPP policy it is my responsibility to inform the Managers supervisor and to inform the ISO and DPO of the breach. 
I have also followed the checklist procedure and informed the following:
IT Helpdesk – It is possible in certain circumstances that IT could assist in limiting the potential damage of the breach by recalling the email and/or suspending the users accounts in order that breach does not reoccur and can be fully investigated.
Professional standards department – This is so the actions of the manager can be properly investigated to find if there are any misconduct proceedings necessary.
The report of the breach is made through the eForm accessed via DPP intranet page.
The ISO maintains overall responsibility for ensuring compliance with this guidance, including coordinating and managing the response to any reported Information Security Incident, documentation of all steps taken, evidence collection, and closing off of the event.

The DPO maintains overall responsibility for ensuring Compliance and Governance in respect of the Protection and Processing of any personal data, ensuring that the 7 Key Principles of the General Data Protection Regulation (GDPR) are complied with in Dyfed-Powys Police Force.

The ISO will be responsible for ensuring that this guidance will remain current in line with the Cabinet HMG Security Policy Framework and ACPO/ACPOS Information Systems Community Security Policy.
Further information is required to assess the risk of the breach, if there are more than 100 staff members likely to be affected by the breach then the risk is likely to be high. The breach would then need to be reported to the Information Commissioner’s Office (ICO), within 72 hours of the breach. Also, as there would be a high risk, the data subjects would also need to be notified unless there had been action taken that rendered the information that was leaked, intangible to any person it was sent to. A Data Protection Impact Assessment (DPIA) will need to be conducted in order to fully assess the impact of the breach and the likelihood of reoccurrence. 
If for instance the amount of data subjects impacted was less than 100 then there would be less of a risk. There still should be some assessment as to whether the data subjects should be informed. This would be dependant on who the information was sent to and what risk the recipient poses. If there was a risk of retribution, given the fact theses are Police Staff then the data subjects should be informed at the earliest opportunity. The ICO could then be informed but this may be better done via the online report as there would be less urgency and actions already being taken by the Force. 
If the manager had accidentally disclosed staff members special category data then we would need to inform the ICO and the data subjects. This is a very real risk given the fact that the manager attached the disclosed file within his desktop, where the special category data was being stored.
The following actions should be taken to prevent the breach from reoccurring.
IT department to attempt to rescind the email that was sent by the manager to include confirmation that all items were rescinded.
Full inspection of the managers personal drive to ensure there are no risks of further breaches, also to identify any other security breaches that might have already occurred.
The download capability for the force system involved should be restricted and only made available on request, with a legitimate reason to process the data. This can be implemented by the IT department and all requests should be reviewed by the supervisor of the user requesting and authorised by the ISO.
An all user email should be sent to all employees of DPP giving a brief update of the circumstances, in order to remind staff of the importance of following the guidelines set out in the Force policies and the GDPR and Data Protection Act. It should also state that it is their responsibility to be aware of Information Security Weaknesses and potential Information Security Incidents and to ensure they have completed the most up to date online training package.
Training is already in place which is update regularly as and when changes or new legislation is introduced. Staff should be encouraged to sit refresher courses as and when applicable to their roles. Has the manager involved received the relevant training within the last 2 years, this could have been class room based or online learning.
Professional standards department to commence a full investigation into the breach to find if there was any misconduct by the actions of the manager or the actions that were not taken. 

Report for the Executive board

The summary of the circumstances is as follows.
Joe Bloggs, a manager with the Force has caused a data breach by accidentally attaching a file with staff members personal details, including names and addresses. This file was downloaded from a Force system which is also a breach as there was no legitimate reason to do so. Mr Bloggs also stored special category data within their desktop, relating to staff members sick notes and occupational health reports.
This has caused a breach of 5 of the 7 Key Principles of the General Data Protection Regulation and is likely to happen again unless proper intervention is taken. The risk at this time will depend on several factors.
How many data subjects are affected by the breach, as an example if the breach applied to 20 members of staff then this would be considered low risk. Therefore, the breach could be dealt with by the Force with no need to inform the Information Commissioner’s Office (ICO). However, the number of staff was 100 or more then the risk would be higher. This would then mean that the force would have to inform the ICO within 72 hours. The data subjects should also be informed of the breach and the steps that the Force is taking as a result of this.
Other factors that could cause the risk to rise is who the data was sent to. If they are a criminal or not to be trusted then again, this may result in the ICO being informed and the data subjects, especially if there was any fear for the staff members welfare. If the special category data had been disclosed, which was a very real scenario, then this would have been reported to the ICO and the data subjects informed. The special category data stored within the desktop of Mr Bloggs was in relation to sickness and could have caused great distress to the data subjects.
A Data Protection Impact Assessment will have to undertaken to properly assess the breach and guide the Force on what policies/systems are already in place and what actions should be implemented. If a DPIA is not completed, then this could lead to a fine. Under GDPR, failure to carry out a DPIA when required may leave the force open to enforcement, including a fine of up to €10 million, or 2% global annual turnover if higher. 
The actions that need to be taken now have been reported to the ISO and DPO and are as follows.
IT department to attempt to rescind the email that was sent by the manager to include confirmation that all items were rescinded.
Full inspection of the managers personal drive to ensure there are no risks of further breaches, also to identify any other security breaches that might have already occurred.
The download capability for the force system involved should be restricted and only made available on request, with a legitimate reason to process the data. This can be implemented by the IT department and all requests should be reviewed by the supervisor of the user requesting and authorised by the ISO.
An all user email should be sent to all employees of DPP giving a brief update of the circumstances, in order to remind staff of the importance of following the guidelines set out in the Force policies and the GDPR and Data Protection Act. It should also state that it is their responsibility to be aware of Information Security Weaknesses and potential Information Security Incidents and to ensure they have completed the most up to date online training package.
Training is already in place which is update regularly as and when changes or new legislation is introduced. Staff should be encouraged to sit refresher courses as and when applicable to their roles. Has the manager involved received the relevant training within the last 2 years, this could have been class room based or online learning.
Professional standards department to commence a full investigation into the breach to find if there was any misconduct by the actions of the manager or the actions that were not taken.
As mentioned, if the manager had disclosed special category data then the Force should inform the ICO within 72 hours and the inform the data subjects of the breach.

Consideration should be made to invest in more advertisement to be published to remind staff of their responsibilities. This could be things such as posters, intranet announcements and training refreshers for all staff.

The data of staff members that was disclosed was that of names and addresses. This data is processed in order that the Force has accurate records for things such as, finance, pension, vetting and contact details which are used across multiple departments for private correspondence and the like. This data needs to be processed for the Force to keep an accurate record of who is employed, where they can be contacted and paid etc. 
The breach has been caused due to the manager misusing the Force system to download the data in order to copy and use for another work-related task. The manager was aiming to increase their efficiency but has instead breached data through negligence. Refresher training and reminding of their obligations to abide by GDPR and DPA, should prevent the manager acting in the same manner in the future.  

As stated, this incident has breached 5 out of the 7 Key Principles of the General Data Protection Regulation. These 7 key principles are as follows.
1.	Lawfulness, fairness (and transparency in the case of general processing)
2.	Purpose limitation
3.	Data minimisation
4.	Accuracy
5.	Storage limitation
6.	Integrity and confidentiality (security)
7.	Accountability [2]

This breach will have broken the following principles:
Lawfulness and fairness, this is because the data subjects will not have been informed of the fact that the manager had processed their information for an additional purpose of completing a task. It also breaches this principle because the manager could have completed the task without having to download the data, the processing of the information was not proportionate. Special category data should not have been held on the desktop after it had been input to the relevant Force system, because thereafter there was no reason to retain it. The manager did not check if a Data Protection Impact Assessment (DPIA) was necessary before processing the information which could also lead to a fine for the Force. When a project or new initiative is involving information process is proposed, then it must be reviewed if a DPIA will be necessary. [2], [3]

Purpose limitation, this is because the processing of the data was not compatible with the original purpose it was processed and there was no clear basis in law to do so. The manager had also failed to record the purposes of their processing. All processing is subject to a DPIA beforehand in order to establish the risk to the data subject and the need to process the information. [2]

Data minimisation, by retaining a digital copy of the special category data on the managers desktop, this had duplicated the data, meaning there was more data being retained than necessary.  [2]

Storage limitation, the data held on the managers desktop was held for longer than necessary, once they were transferred to the sickness management system, they should have been permanently deleted as they were no longer required. The manager had not reviewed the data withheld on the desktop, as if they had, then they should have noticed the data needed to be deleted. [2]

Integrity and confidentiality (security), this is a clear breach of this principle as the manager has accessed a Force system, downloaded personal data for a purpose it was not meant for which would be unauthorised processing. As a result of this, the data has been accidentally disclosed. The professional standards department will focus on this element of the investigation as it may be necessary to evoke misconduct proceedings. [2]


IG Committee Report 

The circumstances of the breach are as follows.
Manager Joe Bloggs has misused a Force system to download processed data of staff members, consisting of their names and addresses. The manager accidentally attached this file to an email and disclosed the data to a member of the public. The same manager has also held special category data within their desktop relating to their staff members sick notes and occupational health reports. 
The risk is dependant on the amount of staff affected by the breach and whom the information has been disclosed to. The higher the number of staff, the higher the risk. A report has been sent to the ISO and DPO and the executive board have also received a report.
IT have been informed in order that they can attempt to rescind the email containing the breach and the managers access has been suspended. They will also be interrogating the managers desktop to identify/prevent any further breaches.
DPIA will be conducted in order to establish the impact and whether the ICO will be informed.
The key principles that have been breached are listed below.
1.	Lawfulness, fairness (and transparency in the case of general processing)
2.	Purpose limitation
3.	Data minimisation
4.	Storage limitation
5.	Integrity and confidentiality (security).

Several actions have been suggested including the following.
The download capability for the force system involved should be restricted and only made available on request, with a legitimate reason to process the data. This can be implemented by the IT department and all requests should be reviewed by the supervisor of the user requesting and authorised by the ISO.
An all user email should be sent to all employees of DPP giving a brief update of the circumstances, in order to remind staff of the importance of following the guidelines set out in the Force policies and the GDPR and Data Protection Act. It should also state that it is their responsibility to be aware of Information Security Weaknesses and potential Information Security Incidents and to ensure they have completed the most up to date online training package.
Training is already in place which is update regularly as and when changes or new legislation is introduced. Staff should be encouraged to sit refresher courses as and when applicable to their roles. Has the manager involved received the relevant training within the last 2 years, this could have been class room based or online learning.
Professional standards department to commence a full investigation into the breach to find if there was any misconduct by the actions of the manager or the actions that were not taken.
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Links to websites/documents.
NPCC Data Protection Manual
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npcc.police.uk%2F2019%2520FOI%2FIMORCC%2F225%252019%2520NPCC%2520DP%2520Manual%2520Draft%25200.11%2520Mar%25202019.pdf&amp;data=02%7C01%7C%7Cf9aca6198fb74a94657d08d84fead228%7C4e0f11f9046e45059cb8db2152311e21%7C0%7C1%7C637347217614552054&amp;sdata=MWtRYaRHlEbrSl5%2Fjdq%2FUy85yBt4YBCleD9OM0Oyt7o%3D&amp;reserved=0

College of Policing Data Protection
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.app.college.police.uk%2Fapp-content%2Finformation-management%2Fdata-protection%2F&amp;data=02%7C01%7C%7C27a82aaedd924364e9d708d84feac4e2%7C4e0f11f9046e45059cb8db2152311e21%7C0%7C1%7C637347217028530258&amp;sdata=Ny4siIqA5wpely8BmunJq%2BBGyJfXJ0swJKBh9%2FIkmOg%3D&amp;reserved=0
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