Handout:
Managing Users & Groups in Linux
Note: If you are #root (Super user) there is no need to input the ‘sudo’ commands below.
To add a user to the system, we can use:
sudo adduser username_here
This command will ask for a password and automatically create a home directory for the user.
· sudo userdel user-name – to delete a user.
· cat /etc/passwd - to view all users on the system. Or
· getent passwd - to view all users on the system.
· Type: groups command to output a list of groups we are a member of.
· sudo groupadd staff or sudo addgroup  staff– to create a STAFF group.
· cat /etc/group - to view all groups on the system.
· As shown above. To create a new group, we simply use the groupadd command followed by the name of the group.

	· We can also use the ‘useradd’ command to add a user without being asked for a password and other details. E.g. sudo useradd include-name-here
· To set a password for this option use: sudo passwd username
· To add a home directory for the new user after using useradd: 
sudo useradd username -m
· useradd -h – to view all the options we can use with useradd.




· Sudo userdel username - to delete a user from the system.
· Use: cd /home … then the ls command – to view all the users with home directories.
· ls -al – to view all hidden files in a directory.
· Su – username command allows use to switch into another user account. You would normally need to know the user’s password to login to their account. Unless you have root access/root user (to access this, use: su - ) with no username after the – character.
· Use the logout command to log out of a users account. And e.g. return to root.
· Use the whoami command to view your username.
· To change a username: sudo usermod -l new-name old-name.
· Sudo usermod -aG groupname username: append/add user to another group. If -G is used on it’s own the user will be added to group and removed from other groups. -a -g can also be used.
· Sudo groupdel groupname to delete a group from the system. This does NOT delete the users from the system, it just deletes the group.
· Groups username – We can check which groups a user belongs to by using the groups command followed by the username. This displays a list of groups which the user belongs to.
· sudo Gpasswd -d username groupname command to remove a user from a group. -d is for delete.
· cat /etc/passwd – to list the users on the system. Some of the accounts listed are pre-created system accounts with no logon. Some allow the root/sudo to perform certain admin functions.
· :x: - the x with each user account indicates a password, that is stored in a separate file. These are located in etc/shadow (Shadow). They are hidden in a shadow folder.
· Type: sudo cat /etc/shadow – to view the hashed/encrypted passwords.
· The duplicated numbers included with each user (e.g. 1001) are first one: the unique User ID (UIDs), and second the Group user ID.
· Note: When we create a user in linux, we create a new user and a group for that user. The group name for e.g. James is also James. User: James. Group: James. The user James is automatically a member of the ‘James’ Group.
· To view a list of users who have sudo access, use sudo visudo 
· The visudo command allows us to edit the /etc/sudoers file
· This allows us to view super users (sudo) in a text editor.
· Under ‘User Privilege Specification’ we can add users to the sudo group.
· Username ALL=ALL – gives the user ALL POWERS.
· %sudo is a group. And we can add users to this group to give them Superuser powers/access.
· Having sudo powers allows you to use ALL COMMANDS and full access to all files/directories/programs without having to type a password.
· Text editor: CtrlX to exit and y Yes to save.
