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DATABASE DESIGN, IMPLEMENTATION, AND SECURITY ANALYSIS
1. [bookmark: _Toc237297432]PART A: Relational Database Design and Implementation for MedAssist Clinic
[bookmark: _Toc237297433]1.1 Introduction to Part A
The UK healthcare sector is undergoing digital transformation, driving the need for integrated Health Information Systems (HIS). MedAssist Clinic, a private outpatient facility, must transition from fragmented systems to a centralised relational database that digitises patient records, appointment scheduling, and treatment histories while ensuring data integrity and security [1].
As database consultant, the objective is a scalable, multi-user system compliant with data integrity principles and UK healthcare standards. This report details the prototype's development, from an Entity Relationship Diagram (ERD) [2] through Third Normal Form (3NF) normalisation. The implementation uses MySQL, leveraging stored procedures with transaction handling (ACID), auditing triggers for GDPR compliance, and strategic indexing [3], ensuring the clinic scales confidently while protecting sensitive medical data.
[bookmark: _Toc237297434]1.2 Database Design
[bookmark: _Toc237297435]1.2.1 Entity Identification and Attributes
The design process began with a thorough analysis of the clinic's business processes, identifying six core entities that cover the full patient care lifecycle. Each entity was assigned carefully chosen SQL data types and constraints — PRIMARY KEY, FOREIGN KEY, CHECK, UNIQUE and DEFAULT — to enforce data quality at the point of entry and prevent invalid or inconsistent records from being stored [1].
· Patient: stores demographics and registration details. PatientID (PK, AUTO_INCREMENT), Title, FirstName and LastName (NOT NULL), DOB (DATE, with CHECK (DOB < '2026-01-01') to reject impossible future dates), Gender (CHECK restricted to 'M', 'F' or 'O'), Address, Postcode, Phone, Email, NHSNumber (UNIQUE, with CHECK (NHSNumber REGEXP '^[0-9]{10}$') to enforce the 10-digit format), RegistrationDate (DATE) and MedicalHistorySummary (TEXT). CONSTRAINT chk_nhs_format CHECK (NHSNumber REGEXP '^[0-9]{10}$'), and MedicalHistorySummary (TEXT, nullable for new patients).
· Doctor: represents medical professionals and their departmental affiliation. DoctorID (PK, AUTO_INCREMENT), Title, FirstName, LastName (NOT NULL), Speciality (NOT NULL), Phone, Email, DeptID (FK referencing Department, ON DELETE RESTRICT), LicenseNumber (UNIQUE) and AvailabilitySchedule (VARCHAR).
· Department: groups doctors by medical specialty. DepartmentID (PK, AUTO_INCREMENT), DeptName (NOT NULL, UNIQUE), Description, Location and HeadOfDepartment.
· Appointment: the central transactional entity. AppointmentID (PK, AUTO_INCREMENT), PatientID (FK), DoctorID (FK), AppointmentDate (DATE, NOT NULL), AppointmentTime (TIME, NOT NULL), ReasonForVisit, Status (DEFAULT 'Scheduled', CHECK restricted to 'Scheduled', 'Completed', 'Cancelled' and 'No-Show') and Notes (TEXT).
· Treatment: records clinical outcomes and prescriptions. TreatmentID (PK, AUTO_INCREMENT), AppointmentID (FK, UNIQUE — enforcing the 1:1 relationship), Diagnosis, Prescription, Dosage, Duration, FurtherInstructions (TEXT) and FollowUpRequired (TINYINT, DEFAULT 0).
· Feedback: captures patient satisfaction post-consultation. FeedbackID (PK, AUTO_INCREMENT), AppointmentID (FK, UNIQUE), Rating (CHECK between 1 and 5), Comments (VARCHAR 1000) and FeedbackDate (DATE).
ERD diagram showing all 6 entities with attributes, primary keys, foreign keys, and relationships with cardinalities[image: ]
[bookmark: _Toc237297436]1.2.2 Relationships and Cardinality 
Understanding how entities relate is fundamental to a schema that reflects real-world clinical operations. The relational model for MedAssist Clinic is defined by specific cardinalities that mirror daily workflows and business rules [2].
A 1:N (One-to-Many) relationship exists between Department and Doctor: a single department hosts multiple specialists, yet each doctor is assigned to exactly one primary department, implemented by placing DeptID as a foreign key in the Doctor table. Doctor to Appointment is also 1:N—one doctor conducts many appointments, but each appointment links to a single doctor. Similarly, Patient to Appointment is 1:N, as a patient may return for multiple consultations, building a longitudinal medical history.
Conversely, Appointment to Treatment and Appointment to Feedback are both 1:1 (One-to-One). Each completed appointment produces exactly one treatment record, and a patient may submit at most one feedback entry per appointment to avoid duplicate ratings. These 1:1 mappings are enforced with a UNIQUE constraint on the foreign key column in the child table [3].
Referential integrity is enforced via FOREIGN KEY constraints with carefully chosen delete policies. An ON DELETE RESTRICT policy is applied to clinical entities, particularly Patients and Appointments, preventing the accidental deletion of irreplaceable medical history. As long as an appointment referencing a patient exists, that patient cannot be deleted—a safeguard ensuring data provenance, clinical auditability, and compliance with healthcare record-keeping standards.
[bookmark: _Toc237297437]1.2.3 Normalisation to 3NF
Normalisation is a systematic process of organising data to reduce redundancy and prevent update, insertion and deletion anomalies—a core principle of Codd's relational model [1]. Achieving Third Normal Form (3NF) ensures each datum is stored in exactly one place, eliminating conflicting information across the database.
Starting from an Unnormalised Form (UNF), a single flat table might combine patient details, doctor and department names, and appointments. If Dr Smith moved from Cardiology to Dermatology, his department name would require updating in every row where he appears—a classic update anomaly. First Normal Form (1NF) was achieved by ensuring all attributes are atomic: FullName was split into FirstName and LastName, and repeated appointment entries were moved to a separate table rather than stored as a list within a patient record.
Second Normal Form (2NF) removed partial dependencies, requiring every non-key attribute to depend on the entire primary key. In the Appointment table, ReasonForVisit depends on the full AppointmentID, not solely on PatientID—guaranteed by the table's single-column primary key [2]. Third Normal Form (3NF) removed transitive dependencies, where a non-key attribute depends on another non-key attribute rather than the primary key. The clearest example involved doctors and departments: DeptName was initially stored within the Doctor table, yet it depends on DeptID, which in turn depends on DoctorID—a transitive dependency. The solution created a separate Department table with DepartmentID as primary key and DeptName as an attribute, referenced via a foreign key in the Doctor table [2]. Updating a department's name now requires a single UPDATE statement rather than updating every doctor record, preserving data integrity and reducing storage overhead.
[bookmark: _Toc237297438]1.3 Database Implementation
The implementation phase translates the logical design into a physical schema using SQL (Structured Query Language) within MySQL, administered through the phpMyAdmin web interface.
[bookmark: _Toc237297439]1.3.1 Table Creation Scripts
The physical implementation of the MedAssist Clinic database was carried out using MySQL, administered through phpMyAdmin. Every table was designed with a comprehensive set of constraints to enforce data integrity at the database level, preventing invalid data from being inserted regardless of which application or user accesses the system [3].
All primary key columns were defined with the AUTO_INCREMENT property, which automatically generates sequential integer values starting from 1. This eliminates the risk of duplicate key values and simplifies insertion for administrative staff. For example, the Patient table's PatientID is defined as PatientID INT PRIMARY KEY AUTO_INCREMENT, ensuring every patient receives a unique identifier upon registration. CHECK constraints were rigorously applied across multiple tables: the DOB column includes CHECK (DOB < '2026-01-01') to prevent impossible future birth dates; the Rating column in the Feedback table includes CHECK (Rating BETWEEN 1 AND 5); and the Status column in the Appointment table includes CHECK (Status IN ('Scheduled', 'Completed', 'Cancelled', 'No-Show')) to enforce domain integrity.
UNIQUE constraints protect sensitive identifiers that must not be duplicated. The NHSNumber column in the Patient table and the LicenseNumber column in the Doctor table both carry a UNIQUE constraint, ensuring no two patients share the same NHS number and no two doctors share the same license number—a critical requirement for regulatory compliance and clinical auditability. DEFAULT constraints streamline data entry: `Appointment.
Statusdefaults to'Scheduled'` so new appointments begin in a consistent state unless explicitly changed.
CREATE TABLE statements for Patient and Appointment tables.
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CREATE TABLE statements for Department, Doctor, Treatment and Feedback tables.
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[bookmark: _Toc237297440]1.3.2 Sample Data Population
To validate the design, the tables were populated with realistic sample data. Approximately eight records were inserted into the Patient table, representing diverse demographics including different age groups, genders, and registration dates. Five distinct departments were created—General Medicine, Dermatology, Physiotherapy, Cardiology, and Paediatrics—with doctors assigned to each department according to their specialty. Appointments were distributed across past dates, to test the treatment and feedback links, and future dates, to test the scheduling logic and availability checks implemented in the stored procedures. Each completed appointment was paired with a treatment record and, where applicable, a feedback entry, ensuring that all relationships in the schema could be exercised with realistic data.
SELECT * FROM Patient showing first 10 rows of sample data
[image: ]
SELECT * FROM Appointment JOIN Doctor JOIN Patient showing relational data
[image: ]
[bookmark: _Toc237297441]1.3.3 Stored Procedures and Transaction Management
In a multi-user healthcare environment, administrative staff may attempt to book appointments simultaneously. Without proper transaction handling, concurrent operations could lead to data corruption—for example, two staff members booking the same doctor for the same time slot, or a treatment record created for an appointment that was ultimately cancelled. Stored procedures with explicit transaction management were implemented to guarantee ACID properties (Atomicity, Consistency, Isolation, Durability) across all critical operations [4]. In MySQL, each procedure is delimited with DELIMITER $$ so that phpMyAdmin can parse the complete procedure body correctly.
The usp_BookAppointment procedure is the most critical transactional operation. It accepts p_PatientID, p_DoctorID, p_AppointmentDate, p_AppointmentTime and p_ReasonForVisit as parameters, begins with START TRANSACTION, and executes a SELECT COUNT(*) check to verify the doctor has no existing appointment at that date and time. If a conflict is detected, it executes ROLLBACK and raises an error via SIGNAL SQLSTATE '45000' with a descriptive message (e.g., "The selected doctor is already booked at this time"), preventing double-booking at the database level. If the check passes, it inserts the appointment and simultaneously creates a placeholder Treatment record with Diagnosis set to NULL, to be completed after the consultation; the new identifier is captured using LAST_INSERT_ID(). If both INSERTs succeed, COMMIT permanently saves the changes; if either fails due to a constraint violation, ROLLBACK ensures that no partial data remains in the database [5].
Similarly, usp_UpdateTreatment records the diagnosis and marks the appointment 'Completed' as a single unit of work, committing only if both updates succeed—preventing an appointment from being completed without a corresponding diagnosis. usp_DeletePatient implements a retention safeguard: before deleting a patient, it checks for existing appointments and rolls back if any exist, preserving mandatory medical record retention under UK healthcare regulations.
usp_BookAppointment stored procedure code with transaction handling
[image: ]
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CALL usp_BookAppointment demonstrating successful COMMIT
[image: ][image: ]
CALL usp_BookAppointment demonstrating ROLLBACK with error message
[image: ][image: ]

[bookmark: _Toc237297442]1.3.4 Triggers and Functions
To support GDPR's accountability principle, an AFTER UPDATE trigger named trg_Patient_Audit was implemented. It automatically captures changes to sensitive fields (Name, DOB, Contact) and logs the old and new values into an AuditLog table, along with the timestamp and the user responsible for the change, retrieved via CURRENT_USER(). In MySQL, triggers are created with the CREATE TRIGGER statement, execute automatically for each affected row (FOR EACH ROW), and use the OLD and NEW qualifiers to compare values before and after the modification. This provides a transparent, tamper-evident record of all changes, which is essential for demonstrating compliance with data protection principles [7].
In addition, a scalar function fn_CalculateAge was developed to derive a patient's current age from their date of birth using TIMESTAMPDIFF, ensuring that age data is always accurate without being stored statically and risking staleness. Because MySQL does not support table-valued functions, a VIEW named vw_PatientAppointments was created instead to allow administrative staff to retrieve a patient's full appointment history efficiently, joining the Appointment and Doctor tables behind a single queryable object.
trg_Patient_Audit trigger code
[image: ]
Testing trigger - UPDATE on Patient table followed by SELECT * FROM AuditLog
[image: ][image: ]
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[bookmark: _Toc237297443]1.3.5 Performance Tuning with Indexes
As the database grows, query performance becomes paramount. The InnoDB storage engine automatically creates a clustered index on the primary key of each table, which organises the physical storage of rows. However, queries that filter or join on foreign key columns would otherwise require a full table scan. To address this, secondary indexes were strategically added: IX_Appointment_PatientID and IX_Appointment_DoctorID were created to accelerate frequent joins and patient history lookups, while a composite index IX_Appointment_DateTime on AppointmentDate and AppointmentTime was implemented to speed up daily schedule queries. These indexes reduce the need for expensive full table scans, shifting the query plan toward efficient index-based lookups [6], [16]. The impact was verified using the EXPLAIN statement, which showed the type column changing from ALL (full table scan) to ref (index-based lookup) for the targeted queries.
CREATE INDEX statements for all secondary indexes
[image: ]
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EXPLAIN output before and after indexing showing full table scan vs index-based lookup
[image: ]
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[bookmark: _Toc237297444]1.4 Literature Support for Design Choices
The design decisions in this project are grounded in established database theory. The normalisation strategy follows the principles laid out by Date [1] and Elmasri and Navathe [2], ensuring that the schema is logically sound and anomaly-free. The implementation of transaction handling (ACID) is supported by Rob et al. [5], who emphasise that atomicity is non-negotiable in clinical environments where partial data entry could lead to medical errors. Furthermore, the use of triggers for auditing aligns with Widom and Ceri's research on active database systems, providing a transparent layer of security and compliance [7]. Finally, the indexing strategy was informed by Chaudhuri and Narasayya [6] and by Zaitsev et al.'s practical guidance on MySQL performance [16], balancing the speed of data retrieval against the overhead of write operations.
[bookmark: _Toc237297445]1.5 Conclusion to Part A
The developed relational database prototype successfully meets the functional and non-functional requirements of MedAssist Clinic. By implementing a 3NF-normalised schema, the system ensures data integrity and eliminates redundancy. The use of stored procedures with robust transaction handling provides a secure environment for concurrent users, while triggers and indexing ensure the system is both compliant with UK data regulations and performant under load. Future enhancements could include the integration of Role-Based Access Control (RBAC) and cloud-based failover mechanisms to further bolster the clinic's digital resilience.
[bookmark: _Toc237297446]2. PART B: Database-Driven Website Development and SQL Injection Security Analysis
[bookmark: _Toc237297447]2.1 Introduction to Part B 
The The second component involves developing a dynamic, database-driven website demonstrating proficiency in PHP and secure database integration. The subject is the "Cheese Varieties Fansite", an informational catalogue documenting cheese varieties across the UK and Europe, offering sufficient scope to implement a normalised relational database, server-side retrieval, search filtering and full CRUD functionality without e-commerce complexity [8].
Powered by a MySQL backend of three normalised tables — Category, Cheese and Review — with approximately 20 sample records, the site uses HTML and CSS for the front-end and PHP with the MySQLi extension for all server-side logic [9].
Security is a central focus, particularly SQL Injection (SQLi) prevention. The report defines SQLi, explains its threat to database-driven websites, and demonstrates through screenshots and examples how prepared statements with parameterised queries neutralise this vulnerability, while identifying sections requiring further hardening [10].
[bookmark: _Toc237297448]2.2 Website Database Design
The foundation of the Cheese Varieties Fansite is a relational database designed to store and organise information about cheeses, their categories, and user reviews. The database was designed with three tables, normalised to Third Normal Form (3NF) to eliminate data redundancy and ensure referential integrity [13].
[bookmark: _Toc237297449]2.2.1 Entity Identification and Attributes
The following three entities form the core of the website's data model:
· Category: Stores broad classifications of cheese types. Attributes include CategoryID (INT, PRIMARY KEY, AUTO_INCREMENT), CategoryName (VARCHAR(50), NOT NULL, UNIQUE — e.g., "Hard", "Soft", "Blue", "Semi-Hard", "Fresh"), and Description (TEXT, providing a brief overview of the category characteristics).
· Cheese: The central entity containing detailed information about each cheese variety. Attributes include CheeseID (INT, PRIMARY KEY, AUTO_INCREMENT), CheeseName (VARCHAR(100), NOT NULL), Origin (VARCHAR(100), e.g., "England", "France", "Italy", "Switzerland"), MilkType (VARCHAR(20), CHECK IN ('Cow', 'Goat', 'Sheep', 'Buffalo', 'Mixed')), Strength (INT, CHECK 1-5, where 1 = Mild and 5 = Very Strong), Description (TEXT, flavour profile and texture notes), ImageURL (VARCHAR(255), nullable), and CategoryID (INT, FOREIGN KEY referencing Category, NOT NULL). The foreign key relationship ensures that every cheese belongs to a valid category, enforcing referential integrity [2].
· Review: Captures user-submitted ratings and comments for individual cheeses. Attributes include ReviewID (INT, PRIMARY KEY, AUTO_INCREMENT), CheeseID (INT, FOREIGN KEY referencing Cheese, NOT NULL), ReviewerName (VARCHAR(100), NOT NULL), Rating (INT, CHECK 1-5), Comments (TEXT), and ReviewDate (DATETIME DEFAULT CURRENT_TIMESTAMP). The foreign key on CheeseID creates a 1:N relationship between Cheese and Review — one cheese can receive many reviews, but each review belongs to exactly one cheese.
[bookmark: _Toc237297450]2.2.2 Normalisation Justification
The database was designed in Third Normal Form (3NF) from the outset. In 1NF, all attributes are atomic — for example, CheeseName and Origin are stored as single values rather than comma-separated lists. In 2NF, there are no partial dependencies since every table has a single-column primary key. In 3NF, transitive dependencies are eliminated: CategoryName and Description are stored in a separate Category table rather than repeated in every cheese record. This means that updating a category description — for example, changing the description of "Blue Cheese" — requires a single UPDATE statement rather than updating every cheese row that belongs to that category [1]. This design prevents update anomalies and ensures data consistency across the application.
[bookmark: _Toc237297451]2.2.3 Sample Data
Approximately 20 cheese records were inserted to populate the database with realistic data. Categories include Cheddar (Hard, England, Cow, Strength 3), Stilton (Blue, England, Cow, Strength 5), Brie (Soft, France, Cow, Strength 2), Manchego (Hard, Spain, Sheep, Strength 3), and Mozzarella (Fresh, Italy, Buffalo, Strength 1). Each cheese has at least one associated review to demonstrate the relational join queries in the PHP front-end.
[bookmark: _Toc237297452]2.3 PHP Implementation and Database Connectivity
The server-side logic of the Cheese Varieties Fansite is implemented in PHP using the MySQLi (MySQL Improved) extension, which provides both procedural and object-oriented interfaces for database interaction. The decision to use MySQLi over the older MySQL extension was driven by its support for prepared statements, improved security features, and compatibility with modern PHP versions [8].
[bookmark: _Toc237297453]2.3.1 Database Connection
A dedicated configuration file (config.php) establishes the connection to the MySQL database using the following approach:
$host = 'localhost';
$username = 'root';
$password = '';
$database = 'cheese_fansite';

$conn = new mysqli($host, $username, $password, $database);

if ($conn->connect_error) {
    die("Connection failed: " . $conn->connect_error);
}
This connection script is included at the top of every page that requires database access, ensuring a single point of configuration for the database credentials. The die() function provides immediate feedback if the database server is unreachable, preventing cascading errors in downstream queries.
[bookmark: _Toc237297454]2.3.2 Displaying Dynamic Content
The homepage (index.php) retrieves all cheeses from the database and displays them as a grid of cards. Each card shows the cheese name, origin, milk type, strength rating (visualised as a star or number scale), and category. The query joins the Cheese and Category tables using an INNER JOIN to display the category name alongside each cheese:
$sql = "SELECT c.CheeseID, c.CheeseName, c.Origin, c.MilkType, c.Strength, 
               cat.CategoryName 
        FROM Cheese c 
        INNER JOIN Category cat ON c.CategoryID = cat.CategoryID 
        ORDER BY c.CheeseName";
$result = $conn->query($sql);
The result set is then iterated using a while loop to generate HTML output dynamically, ensuring that the page content always reflects the current state of the database without requiring manual HTML updates [9].
Homepage of Cheese Varieties Fansite showing cheese card grid
[image: ]
[image: ]
[bookmark: _Toc237297455]2.3.3 Search Facility
A search form allows users to filter the cheese catalogue by multiple criteria, including category, milk type, and strength range. The search logic uses a WHERE clause with dynamic conditions built from user input. Critically, all user-supplied values are passed through prepared statements to prevent SQL Injection:
$sql = "SELECT c.CheeseID, c.CheeseName, c.Origin, c.MilkType, c.Strength, 
               cat.CategoryName 
        FROM Cheese c 
        INNER JOIN Category cat ON c.CategoryID = cat.CategoryID 
        WHERE (cat.CategoryName = ? OR ? = 'All') 
          AND (c.MilkType = ? OR ? = 'All') 
          AND c.Strength BETWEEN ? AND ? 
        ORDER BY c.CheeseName";

$stmt = $conn->prepare($sql);
$stmt->bind_param("ssssii", $category, $category, $milkType, $milkType, $minStrength, $maxStrength);
$stmt->execute();
$result = $stmt->get_result();
This approach ensures that user input is treated strictly as data values, never as executable SQL code. The parameterised query sends user-supplied values separately from the SQL statement itself, so special characters are never interpreted as executable code, making it impossible for an attacker to inject malicious SQL through the search fields [12].
Search form with filter options and results display
[image: ]
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[bookmark: _Toc237297456]2.3.4 CRUD Administration Interface
An administrative section, protected by a login page, provides full CRUD functionality for managing cheese records. Authorised administrators can:
· Create: Add a new cheese by submitting a form with name, origin, milk type, strength, description, and category selection. The insert operation uses a prepared statement:
· Read: View all cheeses with an "Edit" and "Delete" link next to each record, allowing quick access to modification functions.
· Update: Modify existing cheese records through a pre-populated edit form. The update query also uses a prepared statement to ensure safe parameter handling.
· Delete: Remove a cheese record after a confirmation prompt. The delete operation first checks for existing reviews to maintain referential integrity — if reviews exist, the deletion is blocked and the administrator is notified.
Create:
$sql = "INSERT INTO Cheese (CheeseName, Origin, MilkType, Strength, Description, CategoryID)
        VALUES (?, ?, ?, ?, ?, ?)";
$stmt = $conn->prepare($sql);
$stmt->bind_param("sssisi", $name, $origin, $milkType, $strength, $description, $categoryID);
$stmt->execute();
Update:
$sql = "UPDATE Cheese
        SET CheeseName = ?, Origin = ?, MilkType = ?, Strength = ?, Description = ?, CategoryID = ?
        WHERE CheeseID = ?";
$stmt = $conn->prepare($sql);
$stmt->bind_param("sssisii", $name, $origin, $milkType, $strength, $description, $categoryID, $id);
$stmt->execute();
Delete:
$check = $conn->prepare("SELECT COUNT(*) AS review_count FROM Review WHERE CheeseID = ?");
$check->bind_param("i", $id);
$check->execute();
$reviewCount = $check->get_result()->fetch_assoc()['review_count'];

if ($reviewCount > 0) {
    echo "Deletion blocked: this cheese has existing reviews.";
} else {
    $stmt = $conn->prepare("DELETE FROM Cheese WHERE CheeseID = ?");
    $stmt->bind_param("i", $id);
    $stmt->execute();
}
Admin CRUD interface showing Add/Edit/Delete options
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[bookmark: _Toc237297457]2.4 SQL Injection Security Report 
SQL Injection (SQLi) remains one of the most critical vulnerabilities affecting web applications. Despite being documented for over two decades, it persists in production systems due to insecure coding practices, particularly the concatenation of user input directly into SQL query strings. This section outlines SQL Injection, its impact, and the defences implemented in the Cheese Varieties Fansite [10].
[bookmark: _Toc237297458]2.4.1 What is SQL Injection?
SQL Injection is a code injection technique that exploits a vulnerability in the database layer of an application. It occurs when user input is incorrectly filtered for escape characters or not strongly typed, allowing malicious SQL to be executed by the backend database through fields such as login forms, search boxes, or URL parameters [11].
Consider a typical login query built using string concatenation:
$sql = "SELECT * FROM Users WHERE username = '" . $_POST['username'] . "' AND password = '" . $_POST['password'] . "'";
If an attacker enters ' OR '1'='1 as the username and password, the query becomes:
SELECT * FROM Users WHERE username = '' OR '1'='1' AND password = '' OR '1'='1'
Since '1'='1' always evaluates to TRUE, the query returns the first user record — often an administrative account — bypassing authentication entirely. This authentication bypass is one of the most common SQLi techniques [10].
Attempted SQL Injection on login form showing error/blocked result
[image: ]
[bookmark: _Toc237297459]2.4.2 Why is SQL Injection a Problem?
SQL Injection poses a severe threat to web applications and their databases:
Data Breach and Confidentiality Loss: An attacker can use UNION-based SQL Injection to extract data from other tables. For example, appending UNION SELECT username, password FROM Users to a legitimate query could expose user credentials. In a healthcare context, this could mean exposure of patient records — a direct violation of GDPR Article 5 integrity and confidentiality principles [6].
Authentication Bypass: As demonstrated above, SQL Injection can bypass login mechanisms, granting attackers unauthorised access to administrative interfaces, where they can modify, delete, or exfiltrate data at will.
Data Integrity Compromise: Attackers can inject UPDATE or DELETE statements through input fields. For example, '; DELETE FROM Cheese; -- injected into a search field could delete the entire catalogue if the query is vulnerable.
Complete Database Compromise: In severe cases, SQL Injection can execute operating system commands on the database server, potentially leading to full server compromise — particularly dangerous in shared hosting environments [11].
Regulatory and Legal Consequences: A successful attack that leads to a data breach can result in fines under GDPR (up to €20 million or 4% of global turnover), as well as reputational damage and loss of customer trust.
[bookmark: _Toc237297460]2.4.3 Anti-SQL Injection Defences Implemented
The primary defence implemented throughout the Cheese Varieties Fansite is the use of Prepared Statements with Parameterised Queries via the MySQLi extension, which fundamentally separates SQL logic from user-supplied data [12].
How Prepared Statements Work:
· Prepare Phase: The query template is sent to the server with placeholders (?) instead of data values, e.g. INSERT INTO Cheese (CheeseName, Origin, MilkType) VALUES (?, ?, ?). The server parses and compiles this template without knowing the data.
· Execute Phase: The data values are sent separately via bind_param(). The server substitutes the placeholders, treating the values strictly as data — never as executable SQL.
Why Prepared Statements are Effective: Because the SQL structure is fixed at prepare time, user input bound later is treated as a literal string. Even if an attacker supplies ' OR '1'='1, the database searches for a cheese name containing that exact string, rather than executing it as code — the query structure is already compiled and cannot be altered by data values [17].
Code Example from the Website:
$stmt = $conn->prepare("SELECT * FROM Cheese WHERE CheeseName LIKE ?");
$searchTerm = "%" . $_GET['search'] . "%";
$stmt->bind_param("s", $searchTerm);
$stmt->execute();
$result = $stmt->get_result();
Even if $_GET['search'] contains ' OR 1=1; DROP TABLE Cheese; --, the database simply searches for cheese names containing that exact pattern — the SELECT ... LIKE structure is immutable after the prepare step [12].
PHP code showing prepared statement implementation with bind_param
[image: ]
Attempted SQL Injection returning empty result set (injection neutralised)
[image: ]
[bookmark: _Toc237297461]2.4.4 Additional Security Measures
Beyond prepared statements, the following security measures were implemented:
· Input Validation: All user inputs are validated on the server side using PHP's filter_var() and ctype_digit() functions. For example, numeric fields such as strength rating and category ID are checked to ensure they contain only digits before being used in queries.
· Data Sanitisation: Output displayed on web pages is sanitised using htmlspecialchars() to prevent Cross-Site Scripting (XSS) attacks. This ensures that any HTML or JavaScript characters in user-supplied data are rendered as harmless text rather than executed by the browser.
· Principle of Least Privilege: The database user account used by the website has only the minimum permissions required — SELECT, INSERT, UPDATE, and DELETE on the application database — and does not have access to system tables or other databases. This limits the potential damage of a successful injection attack [10].
[bookmark: _Toc237297462]2.4.5 Areas for Improvement
While prepared statements are used for all dynamic queries in the Cheese Variants Fansite, the following areas could be further hardened:
· Stored Procedures: Migrating all database logic to stored procedures would add an additional layer of abstraction between user input and SQL execution, further reducing the attack surface.
· Web Application Firewall (WAF): Deploying a WAF would provide an additional line of defence by filtering known SQL Injection patterns before they reach the application.
· Regular Security Audits: Automated vulnerability scanning tools should be run regularly to identify potential injection points that may have been introduced during feature updates.
[bookmark: _Toc237297463]2.5 Conclusion to Part B
The Cheese Varieties Fansite demonstrates the core competencies required for this assessment: dynamic database-driven content, user-friendly search, full CRUD administration, and robust security. A normalised MySQL database ensures data integrity and efficient storage, while the PHP MySQLi extension provides a secure connection layer between the web server and the database.
The security analysis highlights the critical importance of defending against SQL Injection. By implementing prepared statements with parameterised queries throughout the codebase, the application neutralises the most common SQL Injection attack vectors. Input validation, output sanitisation, and least-privilege database accounts provide a defence-in-depth approach to web application security.
Future enhancements could include a user registration system with hashed passwords, role-based access control, and a CAPTCHA system to prevent automated submissions, further strengthening the application's security and functionality.
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0 LastName - varchar(50)
1o medassisicinic appointment
 DOB - date
+ AppointmentD - nt [l o medassisicinic feedback
 Gender - char(1) ootentin it o FeedbackiD - int
# PatientlD - inf
o Address - varchar(200)
4 DoclorlD - int 2 AppointmentiD - int

& Postcode - varchar(10)
AppointmentDate - dat
5 Phone - varchar(20) B

o Furtherlnstructions : text
# FollowUpRequired - tinyint(1)

4 Rating - int
@ Comments : varchar(1000)

@ AppointmentTime : time
@ FeedbackDate - date

& Email - varchar(100)
2 NHSNumber - varchar(10) & ReasonForVisit : varchar(500)
@ RegistrationDate * date @ Status : varchar(20)

& MedicalHistorySummary - text o Notes : text




