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[bookmark: _wmyrko4cms0d]Task 1: Network Architecture Design and Overview
[bookmark: _z37zb88ro6sa]1.1 Introduction
Organizations are now operating in a digital environment that is largely based on networked systems as they manage operations, data storage and communication. The functional network architecture is only necessary in performance and scaling as well as in maintaining security and reliability. In this task, one is expected to develop a secure and effective network architecture within an enterprise setting, with special emphasis on its structure, elements, and the workflow. This section aims at giving an in depth insight into how various components of a network vis-a-vis how security is factored in to the whole design. An orderly system of network architecture can aid organizations to reduce vulnerability, enhance system functionality, and secure reflexive and efficient data transfer between visitors and servers.
[bookmark: _bwlxbayi7vzl]1.2 Overview of Network Architecture
Network architecture is defined as logical and physical configuration of a network as well as its components, communication and flow of data. It provides the definition of the interconnections and communication among the devices like computers, servers and networking equipment. A multi-tier architecture is embraced in this project and it divides the system into various layers among which are the client layer, the application layer and the database layer. This distributed model can increase the level of security by isolating the important elements and facilitating less direct access to the sensitive information (Akbari et al. 2022). The structure of the architecture is such that the users have no direct communication with the database. Rather, any request is received via secure channels, including web and application servers, which receive any request, check and process it. Such design minimizes the chances of unauthorized access and data breach.
[image: ]
Figure 1: Digital Forensic Investigation Process
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Figure 2: Chain of Custody Process
[bookmark: _bwd50v5n7bzl]1.3 Components of the Network
There are a number of important elements comprising the proposed network architecture that will be involved in the work of this system and its security.
[bookmark: _8211yf2rybsx]1.3.1 Client Systems
Client systems refer to end-user devices including desktops, laptops, or mobile devices that communicate with the network. These gadgets make requests to access web applications, databases, etc. Clients are the most likely targets because they are the main ports of access. As a result, it is important to put in place security measures that include antivirus programmers and safe log in programs.
[bookmark: _tefa5i3cclpk]1.3.2 Web Server
The web server forms the initial contact point between the client and internal network. It receives the incoming HTTP/HTTPS requests and delivers web pages or redirects the requests to the application server. The web server will be important in blocking malicious traffic and letting only legitimate traffic pass through it (Solanke, 2022).
[bookmark: _1994jmpubwyx]1.3.3 Application Server
The business logic is processed by the application server which forms a point of contact between the web server and the database. It is a measure that makes sure that no request is made to access the database without validation. This layer does not allow users to interact with sensitive data directly and improves general security.
[bookmark: _324hn31lb256]1.3.4 Database Server
All the important data such as user information, transaction history and system logs are stored in the database server. This is one of the most sensitive parts of the network and should be secured with the help of the strong encryption, access control systems, and frequent backups.
[bookmark: _xvbqmy47npq]1.3.5 Firewall
Firewall functions as a network security barrier between the outside network like the internet and the internal network. It scans the incoming and outgoing traffic and blocks the unauthorized access according to the set security regulations. Firewalls can play a crucial role in stopping cyberattacks and preventing the entry of untested traffic into the networks (Dunsin et al. 2024).
[bookmark: _dqwk1rn661bp]1.4 Network Communication Flow
In the network, the flow of communication is well outlined to accommodate security and effectiveness. Request When a user makes a request, the request is delivered to the web server via the internet. The web server then authenticates the request and transmits them to application server. The request is handled by the application server and communicates with the database server in case there is a need. Once the necessary information is retrieved, the answer will be transmitted again on the same route to the client. This tiered access to communication can be used to guarantee that the customer does not see sensitive information directly (Casino et al. 2022). 
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Figure 3: Communication Flow Between Suspects
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Figure 4: Digital Forensic Tools Workflow
[image: ]
Figure 5: Recommended Security Measures
[bookmark: _ggbjyujdcxlm]1.5 Security Features in the Architecture
One of the most important network architecture designs is security. The system proposed also contains several levels of security to counteract other types of threats. Firewalls are used to filter the network traffic and therefore, this is one of the main security aspects. Moreover, safe communication algorithms like HTTPS are applied to encrypt information when transmitting data. This keeps off attackers who can intercept sensitive information (Kim et al. 2023). Authentication is also put in place to prevent unauthorized access of the system by unauthorized users. The security could also be improved with strong password policies and multi-factor authentication. The control of access will limit the user permission so that the user only has the right to access the resources that are pertinent to their position.
[bookmark: _npl7pgk0cwwm]1.6 Conclusion
In a nutshell, an effective network architecture would be core to the secure and efficient operations of the system. The suggested multi-tier system is a solid platform to ensure secure communication, safeguard sensitive information, and reduce the vulnerabilities. The architecture guarantees that there is a balanced view with regard to performance and security by including the key components of including the server web, the application servers, database systems, and firewalls. Structured flow of communication/security mechanisms are also introduced, which helps in enhancing the security system against possible cyber-attack.

[bookmark: _44dqnrdxg2on]Task 2: Digital Forensic Analysis and Interpretation Of Extracted Mobile Data
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[bookmark: _tewcx1oertsd]1. Introduction
Digital forensics is indispensable in the investigations in the contemporary context especially in the examination of the mobile devices that harbour various personal, behavioural as well as location based data. Due to the ubiquity of smartphones, they have emerged as the cornerstone of digital evidence when it comes to criminal, civil, and intelligence investigations. This assignment is a detailed forensic examination of a mobile device extraction process done with Cellebrite UFED and Physical Analyzer.
The logical extraction process was applied to the analysed device (model CPH2239) (OPPO A54). The extraction was able to extract a wide variety of artefacts, including call logs, SMSs, contacts, multimedia files, application data, location history, and web artefacts. A total of 35,901 files were unlocked, containing more than 59,000 images, 5,559 messages, and 3,000 call logs, which means that the device is heavily used.
The report is a critical analysis of the extracted data, concentrating on the detection of patterns of behaviour, communication networks, and user activity, and the improbable available evidence. The quality and shortcomings of the extraction process are also assessed as part of the analysis, fitting the forensic best-practices and evidentiary integrity benchmarks.
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[bookmark: _b403ixtne63i]2. Extraction Methodology and Data Integrity
To extract the data, Cellebrite UFED 7.76 was used and was analysed with Cellebrite Physical Analyser, of which both are widely considered as industry standard tools in digital forensic investigations since they are reliable, accurate, and meet the legal standards of evidence (Casino et al. 2022; Chowdhury and Mostafa, 2024). The procedure involved a rational extraction strategy implying that the data was obtained via the operating system of the device opposed to physical memory access. This technique is especially applicable when the physical products can be acquired only with a limited number of devices because devices are encrypted, secured, or have hardware limitations. Modern smartphones apply more sophisticated security measures as mentioned by Malik et al. (2024) that restrict the low-level access that can be practically exploited so logical extraction can be a viable and forensically reasonable option. During this case study, the forensic tool was able to connect and identify the OPPO A54 device and obtain the user-accessible data in the form of structured acquisitions without loss of evidence of originality.
[bookmark: _ahg25irbpjjt]2.1 Extraction Process
The extraction was created to obtain a rich collection of artefacts that demonstrates user activity in various areas. These were communication records, multimedia files, application data and system level information. The disciplined purchase makes sure that all the pertinent types of evidence are reserved to be analyzed.
Extracted Data Categories
	Category
	Description

	Call Logs
	Records of incoming, outgoing, and missed calls

	SMS and MMS
	Text messages and multimedia messages

	Contacts
	Stored contact information and phone numbers

	Calendar Entries
	Scheduled events and reminders

	Multimedia
	Images, videos, and audio files

	Documents and Archives
	Stored files including PDFs and compressed data

	Installed Applications
	List of apps and associated metadata

	Location Data
	GPS coordinates and geolocation artefacts

	Web and Cookie Artefacts
	Browsing-related data and session information


Besides regular extraction, selective application decoding was conducted with the help of AppGenie, where the target applications were high-value applications like Facebook Messenger, Instagram, and Truecaller. The methodology allows conducting more profound forensic investigations and identifies application-related artefacts, such as chat metadata, timestamps, and logs of user interactions. According to Hutchinson et al. (2022), application level examination plays a crucial role in contemporary investigations because the usage of apps in communication is becoming more and more important.
[bookmark: _ujz4z8at9s2v]2.2 Data Verification
SHA-256 hashing of both backup and XML files was done to ascertain the integrity and authenticity of the extracted data. The hash values match and this proves that the data was not altered in any way during the extraction process and thus no corruption or tampering happened.
Data Integrity Verification
	Verification Method
	Purpose
	Outcome

	SHA-256 Hashing
	Ensure data integrity
	Hash values matched

	Backup vs XML Comparison
	Validate consistency
	No discrepancies found

	Integrity Check
	Confirm authenticity
	No tampering detected


The process of verification conforms to the forensic principles, which guarantees that the chain-of-custody requirements are met, as well as the evidential standards (Khan et al. 2023; Xiao et al. 2024). It is vital to ensure that the data is kept intact as its manipulation can raise doubts of inadmissibility of evidence at court.
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[bookmark: _yp39juvev0pv]2.3 Limitations of Logical Extraction
Although logical extraction offers a format on which detailed and readily available data can be obtained, it is still prone to a number of limitations that should be taken into consideration when conducting forensic analysis.
Limitations of Logical Extraction
	Limitation
	Explanation

	Limited Deleted Data Recovery
	Deleted files are typically not accessible through logical extraction

	Encrypted App Data
	Protected or encrypted applications may restrict data access

	Unsupported Artefacts
	Certain data types (e.g., IM, browsing data) may not be extractable


These constraints can be aligned with obstacles related to digital forensic studies, specifically when it comes to the contemporary mobile devices using sophisticated security and encryption techniques (Fakhouri et al. 2024; Alazab et al. 2023). Consequently, certain pieces of potentially useful evidence might not be accessible unless high-technology means of extraction are used.
Despite these limitations, the extraction has been able to recover more than 35,000 artefacts confirming the efficiency of the methodology. The validated tools and structured processes are used so that the data obtained could be deemed reliable and forensically feasible hence a strong pillar towards further analysis.
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[bookmark: _dpohj8y8ydi3]3. Communication Analysis
Communication data is a fundamentally important part of digital investigation since it can identify patterns of behaviour, relationships, and intent (Chowdhury and Mostafa, 2024). The dataset extracted will be the call logs, SMS logs and contacts and will give a complete picture of what the user communicates with.
The call records include 3,000 records; this implies that there is active and regular use of the telecommunication. Such records entail in-coming, out-going calls and missed calls indicating a constant interaction with a certain time span. Communication with certain contacts in the local (India) and international (UK) areas frequently has an implication of a widespread and potentially connected social or professional network. These patterns are most frequently applied in forensic justice research so that to find out important associates or possible partners (Akbari et al. 2022).
Temporal analysis reveals that the use of communication crosses several years indicating proximal use of the device. Batches of reoccurring interactions suggest close ties, so that the investigation can be pursued further. Also, the availability of calls to emergency services (e.g., 112) might indicate the events of distress or incidences being context-dependent.
The SMS data consist of 5,559 messages, mostly service and transactional service messages. The low percentage of personal SMS conversations indicates the transitioning to the internet-based methods of communication, which is in line with the results in the contemporary forensic literature (Hutchinson et al. 2022). This notwithstanding, SMS data is still beneficial in setting timelines and confirming account related operations.
The gadget has also 1,624 contacts; this demonstrates a comprehensive communication network. The introduction of local and international numbers implies multiple interactions. Unidentified or generic naming conventions, however, might be problematic in terms of identification and may reflect anonymisation practices.
In general, the analysis of the communication is an informative source of information about the network and behaviour of the user. Patterns, frequency and geography distribution can help investigators determine the presence of key relationships and areas of interest in the data set.
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[bookmark: _uz5bqnywttk7]4. Application and User Behaviour Analysis
App analysis is vital in user behaviour and online interaction, especially in contemporary forensic cases where most communication is through apps (Dunsin et al. 2024). The device under investigation includes 118 applications installed, such as social media and communication programs, and system utilities.
Relevant uses of Facebook Messenger, Instagram, Truecaller, and Google Meet refer to an active communication and social network, which are digital. Embarking on these platforms has been recognised as one of the main sources of the evidential data as they serve the purpose of facilitating the process of interaction parameters and behavioural patterns with others in the privacy (Hutchinson et al. 2022).
Of interest is that 102 apps were classified as originating and were unknown. This implies the adoption of sideloading of APKs, which do not go through the official channels of distributing apps. These practices can present a security risk and make forensic investigations more difficult since unauthorized applications can alter or distort information (Kim et al. 2023). Moreover, other applications were not listed in the official stores anymore, which is a worrying factor as to their authenticity and forensic significance.
Application finding in selective application decoding was done via appgenie and all important applications were put into attention. This procedure facilitated the extraction of chat metadata, user interactions and usage patterns. Nayerifard et al. (2023) argue that application-level data is vital history to investigate the concealed behavioural views and communication patterns.
Application variety implies a complex pattern of use, including communication, productivity and entertainment. Personal SMS messages are also limited due to the use of apps -based communication.
Application analysis, as a forensic tool, outlines possible threats related to third-party installations and the significance of decoding specifics. Such results can give a better understanding of the user behaviour and facilitate identification of pertinent evidence data in elaborate datasets.
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[bookmark: _nkospttd8li8]5. Location and Movement Analysis
The location data is a crucial part of digital forensics and can make it possible to reconstruct user movements, as well as to make sure what occurred (Seo et al. 2023). Nearly 539 location artefacts were found in this case, which gives a great understanding of the geographical activity related to the device.
The location data extracted is GPS coordinates hidden in multimedia files and in application logs. The artefacts can give accurate both spatial and temporal data which enables the investigator to trace user patterns with time. The fact that geotagged media were present means that location services were turned on making it easy to automatically record positional data.
The analysis shows that the device is related to both European and Indian locations, in the Netherlands, in particular. This can either mean actual physical movement or even exchanges of media across regions. Location data, as Halim and Luthfi (2025) stress, should be analyzed discerningly and compared to other artefacts to differentiate between real movement and externally obtained data.
Location data (temporal) can be correlated with the communication records, which further increases its value as evidence. As an illustration, GPS coordinates that are associated with time stamps can validate the user may have been on the ground at a particular location during a communication event. This fusion facilitates dating and reinforcement of conclusions of investigations.
But the provision of location data can be prone to error because of the failure in the GPS system or possible spoofing. Thus, it is necessary to reference other artefacts and verify the reliability (Kim et al. 2023).
Overall, location analysis provides objective evidence of user presence and movement, contributing significantly to understanding behavioural patterns and supporting forensic investigations.
[bookmark: _2odfjqqnfdc2]6. Multimedia Analysis
Multimedia artefacts represent a substantial portion of digital evidence, offering both direct and contextual insights into user activities and behaviour (Akbari et al. 2022). In this investigation, the dataset includes 59,434 images, 620 videos, and 1,289 audio files, indicating extensive multimedia usage and highlighting the importance of systematic analysis to extract relevant evidential value.
Images constitute the largest category and include personal photographs, screenshots, and document captures. Many of these images contain Exchangeable Image File Format (EXIF) metadata, which provides crucial information such as timestamps, device specifications, and GPS coordinates. This metadata enables investigators to establish precise timelines and verify the geographical location where an image was captured. Screenshots are particularly significant, as they may reveal user interactions with applications, conversations, financial transactions, or sensitive information that may not be accessible through standard app extraction processes. Such artefacts can serve as corroborative evidence when analysing communication or application data.
Video files provide dynamic and context-rich evidence, capturing both visual and audio elements of events. The presence of content sourced from platforms such as Snapchat indicates active social media engagement and real-time content sharing. Videos can reveal behavioural patterns, social interactions, and environmental context, making them highly valuable in reconstructing events. According to Akbari et al. (2022), video evidence plays a critical role in modern digital investigations due to its ability to provide comprehensive situational insight.
Audio files primarily consist of music and downloaded media, which generally hold limited evidential value. However, their significance increases if voice recordings, voice notes, or communication-related audio files are identified. Such artefacts can provide direct evidence of conversations or user intent.
The large volume of multimedia data presents analytical challenges, including data redundancy and the need for efficient filtering. As highlighted by Dunsin et al. (2024), artificial intelligence and machine learning techniques are increasingly employed to automate the classification and prioritisation of multimedia evidence. These technologies enhance efficiency and enable investigators to focus on relevant artefacts.
Overall, multimedia analysis provides a rich and diverse source of evidence, supporting timeline reconstruction, behavioural analysis, and contextual interpretation within digital forensic investigations.
[bookmark: _6jsbcdwqpttl]7. Calendar and Scheduling Analysis
In digital forensic investigations, calendar data can be used to recreate a schedule due to its usefulness in understanding how users schedule their tasks in time and the activities that follow those schedules (Casino et al. 2022). The calendar is in this case stored in a device with 223 calendar items mostly consisting of the pre-programmed system holidays and very few personal events.
They are usually automatically synchronised using cloud-based applications like Google Calendar, and represent default regional configurations and not a conscious user add. Consequently, they have low detectability regarding the establishment of particular intentions or intended actions of users. Nevertheless, they can still be used as contextual messages in a larger investigative context. An instance case is how the public holidays can affect patterns of communication, travelling or the level of activity, which can offer indirect clues to the behaviour of the user.
The lack of influential personal or custom calendar appointments points to the possibility that the user was not depending extensively on the native calendar app to schedule their activities. Alternatively, the user can use third-party applications or platforms which could not be completely retrieved logically based on extraction. This constraint is consistent with the reports by Fakhouri et al. (2024), which note that logical acquisition methods tend to miss out on the data of some applications because they are encrypted or limited to access.
Nevertheless, calendar data should not be overlooked as giving sites to forensic analysis, provided it is combined with other artefacts. As an example, comparing timestamps provided by call logs, messages and multimedia files to calendar entries can be useful to confirm timelines and patterns of activity. Such a cross-referencing method improves reliability of results and helps to recreate events.
Moreover, calendar metadata can also contain other information like the period of time the event takes place in, recurrence schedules and linked accounts which can handle more details wherever they are present. Even entries made by systems can assist in determining the time structures of the data at the baseline.
Finally, although the calendar data do not provide direct evidential value in this case, they are still a valuable supporting factor in the analysis of dates. Together with other artefacts, it can add to the overall knowledge of the patterns of user behaviour and activity.
[bookmark: _h683cx27kkw8]8. Web and Cookie Data Analysis
Web and cookie artefacts can be an important aspect of digital forensic investigation because they can offer a lot of information about the online behaviour and browsing of a user, along with their use of accounts (Kumar et al. 2022). Within this dataset, 241 cookie artefacts were found, one of which linked in with YouTube, Microsoft login services, and a range of web-based applications.
Cookies are data files with smaller size that are stored in a device that hold session data, user preferences and authentication credentials. On the forensic side, they are useful in determining the websites and services visited, and the presence of users in particular accounts. After all, cookies on Microsoft login services signal that Microsoft accounts are actively used whereas cookies on YouTube point to the use of the online video content.
Cookies can give indirect evidence of Internet use although they do not provide a complete list of what has been browsed. They are able to expose the usage patterns, frequency of access and the existence of authenticated sessions. This data can be especially beneficial in the context of account attribution because it can be used to determine a correlation between the device and particular online accounts.
But there are limitations to cookie data. Even when an individual is no longer using a certain service, cookies might remain on a machine, which can result in misinterpretations. Also the logical extraction methods might miss some of the browsing artefacts, particularly those stored in encrypted or non-application supported formats. Such limitation is universal with other challenges in the field of web forensics as discussed by Alazab et al. (2023).
Irrespective of these limitations, cookie artefacts can be successfully used alongside other sources of data (application logs and communication logs) to create a more detailed profile of user behaviour. A cross-referencing of cookies with such artefacts as timestamps will add to their evidential value and allow them to create a correct interpretation.
All in all, the web and cookie data help to comprehend the digital footprint of the user, as well as providing information on online activities and contributing to the overall forensic analysis.
[bookmark: _1c871gl51a9p]9. Integrated Timeline Analysis
One of the essential steps in a digital forensic investigation is integrated timeline analysis, which allows one to reconstruct user activity through a correlation of various sources (Casino et al. 2022). Here, combining communication logs, location and multimedia artefact and application usage gives a detailed history of how the device was used.
It is done through matching the time values between multiple artefacts, which include call logs, SMS messages, multimedia files, and GPS data. Through the correlations, investigators can be able to detect patterns, sequence of events and relationships among various forms of activity. A sample of this is that one can connect a call log record to location information and be able to know where the user was at a particular communication event. Likewise, multimedia files containing timestamps can give a visual outline of the activities that were performed at a specific moment in time.
Such a cross-referencing method increases the accuracy and reliability of results because various sources of evidence are utilized to authenticate every event. Chowdhury and Mostafa (2024) argue that integrated analysis enhances the quality of evidence because it minimises the use of single artefacts and offers an overall perspective of user behaviour.
The chronological graph based on this data suggests that there was steady and sustained use of a device, frequent interaction, multimedia creation and interaction with applications. Repeat contact patterns with particular contacts also bring to light significant relationships, whereas location information puts these interactions in a spatial context.
Nevertheless, timeline analysis should be done attentively in order to consider the possible delays which may include time zone differences, error in the system clock, or slowness of data synchronisation. These aspects can influence the interpretation of timestamps that should be taken into consideration when analyzing.
All in all, integrated timeline analysis is an effective paradigm to study user behaviour and re-create events. Through a combination of various artefacts, the investigators are able to create a comprehensive and coherent account of digital action.
[bookmark: _cu7wouorppzc]10. Evidential Value and Interpretation
The resulting set of data offers numerous pieces of information that each introduce layers of information to the overall picture of user behaviour and possible findings of the investigation. Relevance, reliability, and integrity of data determine the evidential value in digital forensic investigations (Chowdhury and Mostafa, 2024).
Some of the high-value evidence in this case would be call logs, address books and geolocation and application artefacts. These sources offer first hand observation of the patterns of communication, social networks and movement of the users. Carrier history and contacts can be used to determine important individuals and relationships, and location history can be used to verify which people were where at a particular moment. Social media and messengers application data provide some further insight into intimate communication and interactions.
Evidence is obtained through the help of multimedia files, entries in a calendar, and web artefacts. These sources could not alone prove the conclusions, but they contain valuable background details. To illustrate, pictures, and videos might verify places or phenomena, whereas cookies might correspond to online actions and accounts.
A crucial issue towards the question of the admissibility of the data is their integrity on the legal scene. SHA-256 hashing of extracted data to validate it, ascertains that the data has not been modified and it is genuine. This can be correlated with the accepted principles in forensics and supports the validity of evidence (Khan et al. 2023).
Analysis of the data should be done objectively without bias to assumptions and conclusions should have numerous sources of evidence to back it. Solanke (2022) points out that digital forensic analysis requires transparency and explainability to uphold trust and reliability.
Summing up, the dataset is a powerful tool of forensic investigation, and it offers both direct and contextual evidence. These artefacts together with support by certified integrity help to have an all-round and valid view of user activity.
[bookmark: _12ocv4ns5aan]11. Limitations and Challenges
Although the extraction and analysis of a large dataset were successful, a number of limitations and challenges have to be admitted. Such constraints are intrinsic to digital forensics investigations, especially with logical extraction, as the latter (Fakhouri et al. 2024).
The first limitation is the fact that it has a limited recovery of deleted data. Logical extraction depends on the operating system which usually does not give one an access to deleted or hidden files. Consequently, there is a possibility of missing out on potentially relevant evidence. This shortcoming is largely accepted in the field of digital forensics and indicates the significance of additional extraction methods where possible (Malik et al. 2024).
The other notable challenge is that there is application data that is encrypted or protected. Very many of the applications are now using a strong encryption that prevents access to user information by forensic tools due to privacy concerns. In this instance, some artefacts, including browsing history and the contents of an instant message were being indicated as unsupported. This can be linked to larger problems in the domain of IoT and mobile forensics wherein security protocols tend to limit the availability of data (Alazab et al. 2023).
The significant quantities of extracted data are also conceptually difficult. Tens of thousands of artefacts makes manual analysis time-consuming and a resource-intensive tool. Relevant evidence should be found by effective filtering, categorisation, and prioritisation. The use of emerging technologies like artificial intelligence and machine learning is becoming increasingly common to tackle these issues (Dunsin et al. 2024).
Moreover, one needs to take into account such problems as data duplication, non-congruity of times, and possible inaccuracy in location information. All these can make analysis more complicated and need some thorough interpretation to be made so that they do not offer misleading findings.
Lastly, there are legal and procedural issues, such as chain-of-custody and adherence to forensic standards, which further complicate the investigation process (Al-Khawajah et al. 2023).
Conclusively, although the investigation has been able to restore a large amount of data, these constraints underscore careful interpretation and applying complementary forensic methods in a bid to have a thorough and precise analysis.
[bookmark: _w3ky3taewwv]12. Conclusion
The digital forensic examination of the mobile device phone data that has been extracted shows that there is an in-depth understanding of the behaviour of the user, their communication modes and footprint. The device has huge artefacts that fall under various classes such as communication logs, multimedia, application information, and location.
The analysis indicates that the device is highly active, having robust communication networks, high usage of multimedia with signs of international connectivity. The availability of third-party software and uncertainties about the origin of the sources raises a possible question about the security of the device and the secrecy of the data it contains.
Altogether, the processed data can be of great evidential support, allowing officers to recreate the timelines, determine the most significant contacts, and examine the behavioural patterns. Although logical extraction has its limitations, the results are valid, testable, and can be employed in forensical studies.
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