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[bookmark: _Toc227859369][bookmark: _Toc228032118]Introduction
The implementation of enterprise networking services requires the integration of routing, addressing, and security mechanisms. This report presents the configuration of Routing and Remote Access Service (RRAS), Network Address Translation (NAT), and supporting services within a virtual environment using Oracle VirtualBox and Windows Server 2019. These services provide secure communication, efficient IP address management, and controlled network access [1]-[3].

[bookmark: _Toc227859370][bookmark: _Toc228032119]Aim and Objectives
The aim of this task is to configure a functional routing environment. Objectives Include installing RRAS, enabling NAT, configuring firewall rules, resolving IP Issues, and validating connectivity [1]-[4].

[bookmark: _Toc227859371][bookmark: _Toc228032120]Environment and Resources
The environment consists of Windows Server 2019 (B-DC) and Windows client machines running on Oracle VirtualBox. Virtualization allows isolated testing and flexible network configuration [2].
[image: ]
Figure 1: Windows Server Dashboard
This screenshot shows the Server Manager dashboard of Windows Server 2019 after successful login. It confirms that the server environment is properly installed and ready for configuration of network services.



[bookmark: _Toc227859372][bookmark: _Toc228032121]RRAS Installation and Configuration
RRAS enables packet forwarding and supports Network Address Translation (NAT), 
Enabling communication between different networks [3]. 

[image: ]
     Figure 2: RRAS NAT Configuration
     This screenshot shows NAT configured, allowing internal network communication                
externally.





[image: ]
Figure 3: Routing and Remote Access Service (RRAS) Installation
This screenshot shows the installation of the Routing and Remote Access Service through Server Manager. It confirms that the routing role has been successfully added to the server.

[image: ]
Figure 4: RRAS Configuration and Routing Setup
This screenshot displays the Routing and Remote Access console after configuration. It shows that the server is set up to perform routing functions and manage network traffic between different network segments.

[bookmark: _Toc227859373][bookmark: _Toc228032122]NAT Configuration
NAT translates private IP addresses into a public address, allowing internal systems to access external resources securely [1].
[image: ] 
Figure 5: NAT Configuration
In this screenshot, the interface is correctly configured as a public interface connected to the Internet, and the option “Enable NAT on this interface.













[bookmark: _Toc227859374][bookmark: _Toc228032123]NAT Interface
In this section inside the Routing and Remote Access (RRAS) console on Windows Server. In this view, the server displays the list of network interfaces that are part of the NAT configuration, for example Ethernet and Ethernet 2. Each interface appears with counters such as Total mappings and Inbound packets, which indicate NAT activity.
[image: ]
Figure 6: NAT Interface Properties
This screenshot shows the NAT Interface Properties window where the external network adapter is configured as a public interface with NAT enabled. This allows the server to translate internal private IP addresses for internet access, ensuring secure and efficient communication between networks [1]-[3].
[bookmark: _Toc227859375][bookmark: _Toc228032124]Firewall Configuration
Firewall rules were configured to allow ICMP Echo Requests, enabling connectivity testing while maintaining security [4].
[image: ]
Figure 7: ICMP Rule Enabled
The ICMP Echo Request (ICMPv4-In) firewall rule enabled me to allow ping testing while keeping the Windows Firewall active for security.
[bookmark: _Toc227859376][bookmark: _Toc228032125]Network Troubleshooting
During the troubleshooting process, the client workstation was found to be using an Automatic Private IP Address (APIPA) in the range 169.254.x.x, which Windows automatically assigns when a device cannot obtain a valid IPv4 configuration from DHCP or when no static configuration is present
[image: ] 
Figure 8: APIPA Address Issue
This screenshot shows the client PC receiving an APIPA address (169.254.x.x), indicating that it failed to obtain valid network settings from DHCP or static configuration. This evidence supports the troubleshooting process described above.


[bookmark: _Toc227859377][bookmark: _Toc228032126]Connectivity Testing
Ping tests confirmed successful communication between client and server systems with zero packet loss.
[image: ]
Figure 9: Successful Ping Test
This figure provides evidence of the configuration process and supports the implementation described above.
[bookmark: _Toc227859378][bookmark: _Toc228032127]Problems Encountered
During the configuration process, the client system received an APIPA address (169.254.x.x), indicating a failure to obtain an IP from the DHCP server (see Figure 8). This issue, along with minor RRAS/NAT misconfiguration, was resolved by correcting network settings and verifying DHCP configuration, restoring normal connectivity.
[bookmark: _Toc227859379][bookmark: _Toc228032128]Discussion
The task highlights the importance of correct network configuration, firewall rules, and service integration in enterprise environments.
[bookmark: _Toc227859380][bookmark: _Toc228032129]Conclusion
The implementation successfully demonstrates routing, NAT, and connectivity validation, meeting the requirements of the assignment.
[bookmark: _Toc227859381][bookmark: _Toc228032130]References Task1 (IEEE Style)
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/
[4] Microsoft, “Configure Firewall Rules (ICMP),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-security/windows-firewall/

[bookmark: _Toc227859382][bookmark: _Toc228032131]Task 2 – Domain Server (Birmingham)
The Birmingham server (B-DC) was configured as a Domain Controller using Active Directory Domain Services (AD DS). A new forest domain named aziz.acca was created to provide centralized authentication and management within the network.
Active Directory enables administrators to manage users, groups, and devices efficiently through a structured directory system. The promotion of the server to a Domain Controller was completed using the Server Manager “Add Roles and Features” wizard, followed by the Active Directory Domain Services Configuration Wizard.
In addition to domain creation, Domain Name System (DNS) was configured automatically during the promotion process. Forward lookup zones were created to map hostnames to IP addresses (A records), while reverse lookup zones were configured to support PTR records. This ensured both forward and reverse name resolution within the network.
The configuration reflects real-world enterprise practices, where DNS and Active Directory are tightly integrated to support authentication and resource location. 
[image: ]
Fig 10: domain structure.
This figure shows the domain structure...
[image: ]
Figure 11: Active Directory Domain Services Installation Completed
This screenshot shows the successful installation of Active Directory Domain Services, indicating that the server is ready to be promoted to a domain controller.

[image: ]
Figure 12: DNS Forward Lookup Zone (aziz.acca)
This screenshot shows the DNS forward lookup zone for the domain aziz.acca It includes A records that map hostnames to IP addresses, enabling proper resolution within the network.

[image: ]
Figure 13: DNS Reverse Lookup Zone Configuration
This screenshot shows the DNS reverse lookup zone section. Although no reverse zone has been configured, it demonstrates the structure used for mapping IP addresses back to domain names using PTR records. This is an important component of DNS for complete name resolution.

Task 2: References.
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/
[bookmark: _Toc228032132]      Task 3 – Encrypted Connection (VPN)
A site-to-site Virtual Private Network (VPN) is typically used to securely connect geographically separate networks. In this task, the configuration requirement focuses on establishing a secure communication channel between networks using strong encryption protocols.
Although full implementation may not have been completed, the concept involves configuring RRAS to support VPN functionality using protocols such as IPsec and IKE. These protocols ensure that data transmitted between networks is encrypted and protected from unauthorized access.
VPN implementation enhances security by creating a secure tunnel over public networks, ensuring confidentiality and integrity of transmitted data.

[image: ]
Figure 14: VPN Support using Routing and Remote Access Service
This screenshot shows the Routing and Remote Access console, which provides support for VPN configuration and secure remote access. It demonstrates the server’s capability to establish encrypted communication channels between networks.


Task 3: References
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/
[bookmark: _Toc228032133]Task 4 User Accounts
User accounts were created and managed using Active Directory Users and Computers. This allows administrators to centrally control access to network resources and enforce security policies.
In this task, user accounts are stored within the domain “aziz.acca” and organized in the Users container. Default accounts such as Administrator and Guest are automatically created, while additional users can be added as required.
Active Directory simplifies user management by allowing authentication, authorization, and group-based access control. This ensures that only authorized users can access specific resources within the network environment.

[image: ]
Figure 15: User Accounts in Active Directory (aziz.acca)
This screenshot shows the Users container within the domain “aziz.acca”. It includes default accounts such as Administrator and security groups, demonstrating centralized user account management





Task 4: References
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/
[bookmark: _Toc228032134]Task 5 – Domain Membership
Client machines (such as Windows PC1) were successfully joined to the domain “aziz.acca”. This allows centralized authentication, meaning users can log in using domain credentials instead of local accounts.
Joining a machine to the domain involved modifying system properties and specifying the domain name, followed by authentication using administrator credentials. After joining, the system required a restart to apply the changes.
This configuration is essential in enterprise environments, as it enables centralized management, group policy enforcement, and secure access to shared resources.

[image: ]
Figure 16: Client Computer Joined to Domain.
This screenshot shows the client system successfully joined to the domain “aziz.acca”. It confirms that the machine is integrated into the Active Directory environment for centralized authentication and management.

Task 5: References
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/



[bookmark: _Toc228032135]Task 6 – DHCP Server
Dynamic Host Configuration Protocol (DHCP) is used to automatically assign IP addresses and network configuration settings to client devices within a network. This eliminates the need for manual IP configuration and reduces the risk of errors.
In this task, the DHCP server was configured on the Windows Server to provide a range of IP addresses (scope) to client machines. The scope defines the IP address range, subnet mask, and other network parameters such as default gateway and DNS server. Once configured, the DHCP server dynamically assigns IP addresses to clients when they connect to the network. This ensures efficient IP management and simplifies network administration in enterprise environments.


[image: ]
Figure 17: DHCP Scope Configuration.
This screenshot shows the DHCP server within Server Manager. It confirms that the DHCP role is installed and configured to manage IP address allocation for client machines.

Task 6: References
[5] Microsoft, “ipconfig Command,” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ipconfig
[6] Microsoft, “Change IP Address of Network Adapter,” Microsoft Learn, 2024.            [Online]. Available: https://learn.microsoft.com/en-us/windows-server/networking/

[bookmark: _Toc228032136]      TASK 7 – NETWORK TESTING (PING)
Network connectivity between devices was tested using the ping command. Ping is a network utility used to verify communication between two devices by sending ICMP echo requests and receiving responses.
In this task, the client machine was used to ping the domain controller server to confirm that both systems are connected and can communicate over the network. A successful ping response indicates that the network configuration, IP addressing, and connectivity are functioning correctly.
[image: ]
Figure 18: Ping Test Between Client and Server
This screenshot shows a successful ping test from the client machine to the server (10.0.0.1). The replies confirm that network connectivity is functioning correctly, with no packet loss.


TASK 7: References
[4] Microsoft, “Configure Firewall Rules (ICMP),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-security/windows-firewall/
[5] Microsoft, “ipconfig Command,” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ipconfig
[bookmark: _Toc228032137]     Task 8 – Shared Folder / Disk Drive
File sharing was configured on the server to allow users within the domain to access shared resources. A folder was created and shared over the network, enabling client machines to connect and access files. Permissions were applied to control which users or groups could access the shared folder. This ensures that only authorized users can read, modify, or manage files, enhancing security within the network. The use of shared folders and permissions is essential in enterprise environments, as it allows centralized resource management while maintaining controlled access for different users and departments


[image: ]
Figure 19: Shared Folder and Network Drive Configuration
This screenshot shows the shared folder configuration on the server, including sharing settings and permissions applied to control access.

Task 8: References
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/









[bookmark: _Toc228032138]Task 9 – IIS Server
Group Policy is a feature in Windows Server that allows administrators to manage and enforce settings across all computers within a domain. It is used to control user environments, security settings, and system configurations centrally.
In this task, Group Policy can be applied to the domain “aziz.acca” to enforce rules such as password policies, user restrictions, and desktop configurations. This ensures consistency and security across all client machines connected to the domain.
Group Policy simplifies administration by allowing changes to be applied automatically to multiple users and computers. This is essential in enterprise environments to maintain security standards and reduce manual configuration efforts.


[image: ]
Figure 20: Group Policy Management Console
This screenshot shows the Group Policy Management console for the domain “aziz.acca”. It demonstrates how group policies can be managed and applied to control user and system settings across the network

Task 9: References
[1] W. Stallings, Data and Computer Communications, 10th ed. Pearson, 2013.
[3] Microsoft, “Routing and Remote Access Service (RRAS),” Microsoft Learn, 2024. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-access/


[bookmark: _Toc228032139]Task 10 – IIS Website Configuration
Internet Information Services (IIS) is a web server platform used to host websites and web applications on Windows Server. It allows administrators to deploy and manage web content within a network. In this task, IIS was installed and configured on the server to host a basic website. The default website can be accessed using a web browser by entering the server’s IP address. This configuration demonstrates how web services can be provided within a network environment. IIS is widely used in enterprise systems for hosting internal and external websites.
[image: ]
Figure 21: IIS Default Website
This screenshot shows the default IIS web page accessed through a browser using the server IP address (10.0.0.1). It confirms that the web server is successfully installed and running on the server.

     Task 10: References
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