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1.0 Introduction
The following report will show the implementation of a local area network and active directory installation using a type 2 hypervisor programme within a Windows environment. The report will also explore some of the technologies being leveraged in virtualised computers and the key components of an enterprise infrastructure.
2.0 Task 1
2.1 Windows Server 2019 Installation
The first part of the this task requires the installation of two virtualised windows 2019 server VM’s in the type 2 hypervisor. The installation for these machines is straight forward with only a few things to be considered. Microsoft [2] suggest a minimum RAM amount of 2GB for the GUI install and a 32 GB partition for storage. From the below images there was a limitation with the host hardware that meant the installed capacities were smaller than recommended.
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The next important factor to note whilst using a hyper visor software is to correctly identify the boot media to be used during OS installation. In this case an ISO of Windows server 2019 stored in the host machine is to be used.
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The final step for the installation is to set a secure administrator password for use in the remaining tasks. Again Microsoft [3] outlines the minimum required complexity required for setting a passwork within a windows OS which may include a mix of upper/lower case letters, special characters and numbers.
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The second server installation was achieved using the clone functionality within virtual box ensuring that new MAC addresses were generated during setup for all network adapters.
2.2 Windows 10 Client Install
Client installations for Windows 10 follows very similar steps to those outlined in section 2.1 with a small difference in this configuration due to hardware limitations each client was only provided with 1280MB of RAM rather than the recommended amount of 2GB for a 64-bit install [4].
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2.3 PublicNet Config
The next requirement is to configure a PublicNet that will allow our two server VM’s to communicate. The first part of this is to create the virtual switch and define its network type.
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With the virtual switch defined the two servers can be assigned a static IP address rather than using DHCP.
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Server two is provided with a different IP address unique to it.
2.4 PrivateNet1 Config
To allow the client PC’s to communicate with the server there is a requirement to create two additional LAN’s, once between each client and server. This is configured in a similar manner firstly on the hypervisor programme.
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This is then configured on the server and client within the windows operating system.
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The same steps are used to configure PrivateNet2
2.5 Connectivity Testing
To confirm connectivity between machines there are three tests to perform, the first is Server1 to Server2 using the PublicNet Interface addresses
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Server1 to Client1 to test PrivateNet1
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Finally Server2 to Client2
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3.0 Task 2
Task two is to install active directory onto Server1 and demonstrate its use for management of an enterprise network.
3.1 Active Directory Installation
Before the installation of AD services Server1 requires a couple of pre-requisites. In this instance the firewall needs to be disabled and the DNS information cannot be populated.
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It is also recommended at this stage to name the server in such a way to easily identify amongst other network devices.
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When installing AD services for the first time a forest needs to be created to name the domain and allow the user to manage the devices and users within that forest. For this example “nosstask.msft” is used. In this example all aspects of AD domain services are installed.
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It is important to note that as part of the AD installation the server needs to be elevated to act as a domain controller within the network architecture.
3.2 Create AD Objects
With the AD services installed the next steps are to create objects within the relevant groups to allow for authorised users and machines to connect and login to the enterprise network.
The first task is to confirm Server1 VM is listed correctly as the domain controller within the AD forest.
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It is best practice to create a separate admin account for use if the primary account is compromised. This account then needs to be made a member of the domain admin group so it is able to administer the domain.
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The next step is to create a user account and restrict access to the domain for certain times using active directory to enforce these rules.
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3.3 Joining the Domain
Now a machine account is required within AD to authenticate the client machine and provide the required user the ability to log onto the domain machine. The test to confirm this has been configured correctly is that a user is able to login to the client machine and their user account details are displayed as below.
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4.0 Task 3
4.1 Different Hypervisors
When building a virtual LAN or utilizing virtualised computer system it is important to note the major differences between a type 1 and type 2 hypervisor program. The biggest difference between the hypervisor systems is that type 1 runs directly on the computer hardware and a type 2 installs within a host operating system such as Windows or Linux [1]. For this task Oracle Virtual Box will be used as a type 2 hypervisor to install two Windows server 2019 VM’s and two Window 10 Client machines to allow for a virtualised network to be created.
A major benefit to using a type 1 hypervisor is that due to them running directly on the hardware they are much more efficient and more responsive due to having direct access. This also allows for increased security as there are less areas for an attacker to compromise [5].
The main benefit of a type 2 hypervisor is that it allows for quick prototyping and easy access to run additional different operating systems alongside the host OS. This would allow a user to run a version of LINUX for specific applications alongside a main windows installation. 
4.2 Cloud Computing
The use of cloud computing has expanded greatly in recent years as the need and cost to maintain local infrastructure becomes more expensive. The use of cloud computing has meant organisations are able to outsource many of the key organisational roles to large companies with large redundant arrays to allow for maximum uptime.
4.2.1 Benefits of Cloud Computing
The are multiple benefits to cloud computing that both an average consumer and enterprise level clients can take advantage on. Some of the main benefits to cloud computing are outlined by IBM [6] as flexibility, efficiency and strategic value. What this allows enterprise customer mostly is to move infrastructure costs and management to an external site which allows for greater cost savings but also the ability to quickly enable extra server resources as demand increases without the need to acquire additional hardware and storage for that equipment.
Cloud computing allows for greater flexibility within an enterprise as many providers such as Amazon Web Services allow for additional provisions to be created when required and then de-commission those services when not required to allow for better use of limited resources.
A benefit to cloud computing for some users is to outsource security concerns and protection to a company with prior experience of such work. An example of this would be ApexHosting [7] which allows average consumers to host a game server within their cloud environment without the need to fully understand potential threats such as DDoS.
4.2.2 Drawback of Cloud Computing
As with all solutions there are potential downsides to the se of cloud computing for many customers. The cloud academy [8] suggest some downsides to consider are availability or down time, Security and privacy.
Considering down time for key applications is key when considering which hosted service to use as all services rely on a connection to the internet which can easily be impacted by a number of factors. This would mean organisations need to consider redundant network connections to minimise down time and the use of high availability resources for key applications that mirror in multiple locations.
For larger organisations there is also regulatory considerations to be made when hosting services or applications in the cloud environment, an example is within NHS England where they have been allowed to store patient information on server located external to the UK [9] which differs from the stance taken in NHS Wales at the current time. This difference is due to interpretation of security risks associated with storage of protected information under GDPR within other countries.
4.3 DNS
Domain Naming Services or DNS is a key component of networking in the modern computing age as it is used to translate IPv4 and IPv6 address to a human readable format. This allows the user to remember a more easily accessible address for their favourite websites such as BBC.co.uk rather than and address such as 192.168.1.1. 
Cloudflare [10] provides a very useful infographic on the various steps required to complete a DNS lookup.
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DNS also plays a critical role when using active directory services within an enterprise environment as it allows the client machines to locate the domain controllers that host the AD service and also allows for cross communication between multiple domain controllers in a forest [11].
4.4 Critical Role Based Features
When implementing an enterprise infrastructure there are multiple role based features that can be implemented alongside active directory. An additional feature that can be utilised is Hyper-V which will allow the use of virtualised machines within the host operating system. This can be very useful for having sever instances to run individual application that may require a different host OS such as the use of Linux for hosting a file system such as ZFS.
Another very useful role that is often leveraged in an enterprise environment is the use of print management services that allow an ICT team to manage multiple printers or scanners on a central server and for multiple users to access a single device. This allows for more efficient use of resource as a single physical device is required for many users to access, it also allows for a single installation to take place onto a server client with other clients simply connecting to the print server.
4.5 Terminology Details from Worksheet
During this worksheet there were many different technologies utilised to allow for the virtual networks to be configured and tested. Understanding the various technologies and acronyms is key to creating a secure and useful infrastructure.
4.5.1 Ping
Ping is a command line function that allows for a connectivity test to be undertaken to confirm connectivity between two machines. This was used in the worksheet to confirm that PublicNet and PrivateNet were configured correctly and communication was possible between the various services.
4.5.2 PAE/NX
Physical Address Extension is used within Oracle virtualbox to allow for virtualised machines to leverage the host machines resources more effectively and some OS’s such as Ubuntu require this to be enabled before the virtualised machine is able to run [12].
4.5.3 DHCP
Dynamic Host Configuration Protocol or DHCP is a server functionality that allows for automatic configuration of clients network settings to connect to the LAN. DHCP will allow a new client machine to be assigned an IP address, subnet mask and default gateway without the need for an administrator to individually configure this for each new client. 
This functionality is achieved in the same manner for both Linux and windows hosts with the client making use of a process known as DORA which Educba shows within the graphic below [13]
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Without an effective DHCP service there would be a lot of overhead for ICT technicians to individually assign IP addresses to each client.
4.6 General Reflection
Throughout the worksheet the author was exposed to numerous technologies that are key the enterprise infrastructure and how to configure these correctly to enable communication between devices. The task also allowed for the author to consider how virtualised computing can be used in a personal environment to allow for more efficient use of computing hardware and testing various application in a confined method. The task also provides a good understanding of how networking and the management of the technologies would be achieved within a working environment.
One observation of the task is that the focus is on Windows products and there is no view of how Linux could be leveraged for more niche use cases where a stripped down OS could be beneficial for performance or cost is an issue where licensing for Windows products becomes too expensive. An area that translates this learning to other OS’s would be beneficial for a more complete understanding.
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The 8 steps in a DNS lookup:

A user types ‘example.com’ into a web browser and the query travels into the Intemet
and is received by a DNS recursive resolver.

2. The resolver then queries a DNS root nameserver ().

3. The root server then responds to the resolver with the address of a Top Level Domain
(TLD) DN server (such as .com or .net), which stores the information for its domains.
When searching for example.com, our request is pointed toward the .com TLD.

4. The resolver then makes a request to the .com TLD.

5. The TLD server then responds with the IP address of the domain’s nameserver,
example.com.

6. Lastly, the recursive resolver sends a query to the domain’s nameserver.
7. The IP address for example.com is then returned to the resolver from the nameserver.

8. The DNS resolver then responds to the web browser with the IP address of the domain
requested initially.

Once the 8 steps of the DNS lookup have returned the IP address for example.com, the
browser is able to make the request for the web page:

9. The browser makes a HTTP request to the IP address.

10. The server at that IP retuns the webpage to be rendered in the browser (step 10).
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| How does DHCP Server Work in Linux?

DHCP server performs a series of steps or a process as it performs its tasks. This process is called the DORA

process (Discover Offer Request Acknowledgement).

When a new system or computer connects to a network it searches the DHCP server in a network. As it does

not have an IP address so it does not find a DHCP server, so it sends the DHCP to discover messages to all
the devices connected to the network. This process is known as Broadcasting.

When the DHCP server receives the DHCP discover message sent by the new system or client, then the
DHCP server offers an IP address and broadcast it to all the connected devices.

The client computer or system receives the IP address and then it broadcasts the request that it has accepted
the IP address on the network.

Then the DHCP server acknowledges the client system that it can now use the assigned IP address.

This is the working of the DHCP server and this process is hence called DORA (Discover Offer Request

Acknowledgement).
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