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Introduction
This research provides an overview on some of the technology utilized in cloud computing. Data was collected over the internet, using free and available sources.

Virtualization and Virtual Machines in Cloud Computing
Virtualization and Virtual Machines are core concepts that allowed for the exponential grow of cloud computing in the recent years.
	Virtualization is a process that allows a computer to share its hardware resources with multiple digitally separated environments. Each virtualized environment runs within its allocated resources, such as memory, processing power, and storage. Virtualization technology allows for creation of virtual hosts, servers, storage, networks, and network devices (switches and routers) [1]. 
Virtualization is achieved through a designated software called ‘Hypervisor’. There are two types of hypervisors, based on their residency.
Type 1 (aka ‘Bare Metal’) runs directly on the physical host’s hardware and acts as a lightweight operating system. Examples of type 1 hypervisor: Microsoft Hypervisor-V, Oracle VM Server, VMware vSphere / ESXi, Red Hat Enterprise Virtualization (RHEV) [2].
Pros and cons of Type 1 hypervisor: 
· Efficiency. Due to their direct access to the host’s hardware. This reduces latency and increases overall performance.
· Security. Hypervisor operates independently from an operating system that can be exposed to malicious actions and software. 
Due to their inherited high performance and security Type 2 hypervisors are preferred for use in commercial data centres.
Management can be an issue because a separate and dedicated machine could be needed to administer the different Virtual Machines and their underlying hardware [3]. 
Type 2. It is a specialized software that runs as an application on the host’s Operating System. Examples are Windows Virtual PC, Oracle VirtualBox, VMware Workstation [4]
Pros of Type 2 hypervisor: 
· Versatility. Multiple Virtual machines can be created on same hosts, and each can run different Operating System.
· Access.  Easy access between the different Virtual Machines, which enables sharing of files and use of software that otherwise cannot be accessed on a specific Operating System. For example, a Windows specific application can be installed on one VM and Linux specific software on another VM and data from them can be easily accessed from the host user.
Cons of Type 2 hypervisor: 
· Performance. Hardware resources are shared with the host’s OS. There might be a latency issue because these resources are accessed through the host’s OS. 
· Security. Host OS can be prone to an attack and compromised [5].

Types of virtualizations:
· Hardware virtualization – it is achieved by logical separation of the software and the hardware it runs on. Through use of a type 1 hypervisor, multiple VMs can run on a single, consolidated server, thus, reducing cost, space and energy requirements [1].
· Software virtualization - software is deployed in its own self-contained silo. This can be achieved through a virtual machine on a type 2 hypervisor or containerization. Containers are like VMs in a way that they also provide isolated virtual environment. Unlike them they do not need an operating system rather they are an independent virtual platform for running an application independently from the OS. Containers do not run their own operating system, rather they rely on the host OS. This makes them more lightweight than a VM but constrains a container to the OS it is designed for – i.e., a Windows container cannot run on Linux or MacOS and vice versa [6]. Examples of containers are Docker, AWS Fargate, Microsoft Azure Kubernetes etc. 
· Storage Virtualization – consolidation of multiple physical storage devices into a single, logically unitary device for improved performance and management [6].
· Network Virtualization – creation of virtual networks between distributed systems, logically separate from the physical network infrastructure [1]. 
· Desktop virtualization – desktop environment is stored on a remote server and can be access from any device on the network [6]. 

Another core cloud computing concept is Virtual Machines (VMs). VMs are software representation of a physical computer. Multiple VMs can run on a single physical host. Each VM has its own operating system and logically exists separately from the other VMs and even the host they run on. VMs does not have their own dedicated hardware, rather they use (borrow) resources from the host they run on. They behave as a separate computer and can be used to operate software for specific operating system (for example MacOS can run on virtual machine deployed over a Windows computer) [6]. VMs are particularly useful for working in cyber security because they provide separation from the host and thus additional security [6].   
Benefits of using virtual machines:
· Hardware optimization – multiple VMs can run on same host and thus reducing hardware expenditures. Less server may be needed, and this may reduce the company’s energy consumption [7].
· Solution to use software not designed for the host’s operating system (i.e. Windows apps on MacOS or Linux and vice versa) as well as legacy software without the need to maintain a dedicated older version of the OS [7].
· Portability – VMs can be moved between physical computers and even on premises and cloud architecture [7].
· Security – VMs can run isolated from the OS, thus enhancing security to the host. Host OS will remain intact, should the VM become infected with malicious software [7]. 
· Deployability – VMs can be easily created, started and stopped depending on the need for it [8].


Types of Cloud Services

Cloud Computing services are typically combined in 3 main categories:

1. Infrastructure As A Service (IAAS) - a type of cloud computing service that offers essential compute, storage, and networking resources on demand, on a pay-as-you-go basis [9]. In essence, it means that all the underlying network and computing hardware (servers, data storage, network devices and cabling, etc.) is being sourced from a Cloud Service Provider (CSP) and accessed via internet connection. User is responsible for the software management and configuration while CSP is responsible for the proper functioning of the hardware [10]. CSPs are building the entire data centre infrastructure and are renting it to their customers on different paying options. Each computing or network resource is offered as a separate service component and is paid for separately, based on the contract type – pay as you go, monthly or annual subscription [9]. This relieves the user from any hardware considerations, greatly reducing the actual hardware footprint of the organization.







User – Cloud Service Provider responsibilities in Infrastructure as a Service (IaaS) model    
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Source: https://www.redhat.com/en/topics/cloud-computing/public-cloud-vs-private-cloud-and-hybrid-cloud#:~:text=There%20are%20also%20three%20main,a%2DService%20(SaaS).

Benefits of IaaS:
· Cost Effectiveness – no need for big capital investment in datacentre infrastructure or maintenance cost. Pay as you go and different subscription options allow businesses (including small scale and start-ups) to have access to enterprise-class data centre capabilities without the need for the up-front investment, which, may be otherwise impossible [9]. 
· Availability – IaaS allows any business to make available its services in different regions globally. CSPs build their data centres with multiple back-up options should a local outage occurs [9]. 
· Scalability – IaaS allows for almost instant and automated scaling up or down. This is particularly useful for users that frequently experience spikes in traffic, for example, food delivery platforms.  
· Reliability – CSPs ensure that infrastructure works reliably in a better and cost-effective way, that is otherwise very challenging for a small or medium scale business.
· Business continuity – Constant availability, disaster recovery and business continuity require significant number of staff and technology. CSPs can offer and deploy multiple options, based on service level agreements with the users [9]. 
· Enhanced security – CSPs can offer better security option, both physical (for the hardware) and information (for the data and software) than could be achieved in house by most businesses [9].
· Reduced staff workload – staff focusses on the core business but not on hardware deployment and maintenance.   

2. Platform As A Service (PaaS) Platform as a service (PaaS) is a complete development and deployment environment in the cloud, with resources that enable you to deliver everything from simple cloud-based apps to sophisticated, cloud-enabled enterprise applications [11]. PaaS includes the infrastructure provided by IaaS — servers, storage, and networking—but also middleware, development tools, business intelligence (BI) services, database management systems, and more. PaaS is designed to support the complete web application lifecycle: building, testing, deploying, managing, and updating [11]. PaaS is mainly used as cloud-based shared platform for application development and management [10]. 
PaaS can be used as a development framework for cloud-based applications and can offer tools for business analytics, workflow management, security, active directory, etc [11]. 
Benefits of PaaS;
· Reduced development time – many development platforms, such as Azure App Services or AWS Beanstalk come up with built-in, pre-coded application components which greatly reduces development time needed [11]. 
· Multiplatform development – options for multi-platform (mobile, web, desktop) development is available. 
· Affordability – sophisticated development tools are available for use on different pricing schemes.
· Application lifecycle management  - PaaS provides all of the capabilities that you need to support the complete web application lifecycle: building, testing, deploying, managing, and updating within the same integrated environment [11].
· Distributed development teams – development teams is not constrained by geographical restrictions. Work can be done remotely because all the services are accessed via internet.

User – Cloud Service Provider responsibilities in Platform as a Service (PaaS) model    
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3. Software As A Service (SAAS)

Cloud Computing Concepts
1. Regions. AWS and Microsoft Azure both have the concept of a ‘region’. Which is a geographical region when a cluster of data centres is deployed, usually within a latency-defined perimeter [12]. Each region, as a rule, consists of at least 3 Availability Zones. Customers can choose to deploy their services in a single or multiple regions.  



Azure Regions
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 Source: https://learn.microsoft.com/en-us/azure/reliability/availability-zones-service-support#azure-regions-with-availability-zone-support



2. Availability Zones. An Availability zone is comprised of multiple data centres clustered together. All are within a single region andwith network connectivity between them that ensures a minimal round-trip latency (Azure standard is less than 2 milliseconds) [12]. They serve the purpose of redundant storage and logical isolation of services. 
Each datacentre in any AZ has its own main and backup resources for powering, cooling, and is equipped with own and independent networking infrastructure. The purpose of such independence (even though there is an added cost) is to ensure robust service design and should one AZ becomes unavailable, all regional services are supported by the remaining zones [12]. This offers high availability and business continuity, because such physical and logical separation offers protection from any regional disaster.  AZs allow Cloud Service Providers to offer services and resources that are more highly available, fault tolerant, and scalable that can be possible from a single data centre [13]. As a standard in an AWS Region, all AZs are interconnected with high-bandwidth, low-latency networking, over fully redundant, dedicated metro fiber providing high-throughput, low-latency networking with added traffic encryption.  The network performance is sufficient to accomplish synchronous replication between AZs. Besides, disaster recovery can be offered from another region [12]. 
Applications can be partitioned between AZs. This offers solutions to any regional occurrences that may affect the services availability, i.g. power loss, severe weather related incidents (lightnings, storms, earthquakes, etc) or security breaches. AZs are physically separated over considerable distance yet connected with state-of-the-art network infrastructure [13]. 
[image: ]
Source: https://learn.microsoft.com/en-us/azure/reliability/availability-zones-service-support#azure-regions-with-availability-zone-support

3. Resource Groups 
High Budget Case study
An Application Programming Interface (API) is a software connection between two computers or computer programs. API allows services and applications to communicate, using each other’s functionality and data through documented interface. 

Medium Budget Case study

Separation of control and data plane (software vs hardware) is in the heart of SDN. Control plane consists of centralized software-based controllers and network devices (data plane) simply forward packets in accordance with the rules established by these controllers. In the traditional networks, devices like routers and switches are configured individually, usually manually and using their Command Line Interface (CLI). 




Security in Cloud Computing

REST architectural style has been widely utilized in APIs for the benefits it offers. Because data is decoupled from its representation, clients can access it from the servers using multiple different formats (both machine and human This allows for building applications that conforms with the principles of interoperability. RESTful APIs are not tied to a specific protocol, format, or programming language, and can be made to run and act the same regardless of the client and server’s hardware and software. 

Conclusion
Progress in technology drives networking, cloud computing and web services forward. Progress in network automation and programmability simplifies the network management but also challenge the network professionals to adapt. New sets of skills are required, however, this will increase productivity and will move the industry forward.

16

17

image2.png
(] X

F The Ice Age Adventures of Buck . X Types of cloud computing X " Whatis middleware? x | BE Whatis laaS? Infrastructure as a - X in an essence meaning - Google X
]

<« C @ redhatcom/er g v -hyb = O @ (pdate ")

@ Shop @ NewTab

& A

Search Contactus English Login

< RedHat

laaS means a cloud On-site laaS PaaS SaaS
JUMP TO SECTION service provider
manages the
infrastructure for you—
Overview the actual servers,

network, virtualization,

What's the and data storage—
same? .
through an internet
connection. The user
What's H h N
) as access through an
different? 9
API or dashboard, and e Yamenen
ervice provider mansges
Cloud essentially rents the
services infrastructure. The
user manages things like the operating system, apps, and middleware while the
Common provider takes care of any hardware, networking, hard drives, data storage, and

11:46
26/03/2023

Q search





image3.png
F The Ice Age Adventures of Buck . X Types of cloud computing X BB Whatis PaaS? Platform asa Serv X | (% [ymn - sanosen 3a apecr— 4 X 1aas$ vs. PaaS vs. Saas | IBM - o0 X

<« C @ redhatcom/er g v -hyb v % = 0O @ (Upoae ")

@ Shop @ NewTab

< RedHat s 8 A

Search Contactus English Login

PaaS

P
JUMP TO SECTION aaS means the On-site laas Paas saas

hardware and an

application-software -
Overview platform are provided

and managed by an -
What's the outside cloud service n

same? provider, but the user
handles the apps

What's running on top of the
i ?
different? platform and the data
he app relies on. @ Youmanege
Cloud i . Service provider manages
) Primarily for
services
developers and
Common programmers, PaaS gives users a shared cloud platform for application development

16 13:40
Q search

Sunny 26/03/2023




image4.png
laaS vs. PaaS vs. SaaS | IBM X | - Typesofcloud computing X | G Whatare Azureregionsanc X [ Azureservicesthatsupport X @ Global Infrastructure Regio X | B Manage resource groups - X

& > C & leammicosoftcom/en-us/azure/reliability/availabilityzones-service-support#azure-regions-with-availability-zone-support

@ Shop @ NewTab

Azure provides the most extensive global footprint of any cloud provider and is rapidly opening new

regions and availability zones. Azure has availability zones in every country in which Azure operates a

N Filter by title 5
° by datacenter region.
Azure reliability documentation . i .
The following regions currently support availability zones:
Overview
 Availability zone support Americas Europe Middle East Africa Asia Pacific
What are Az ilabilit d regions?
A RS L LIS EL TS Brazil South France Central Qatar Central  South AfricaNorth  Australia East
Services and regions with availability zone
support Canada Central Germany West Central UAE North Central India
> Migrate to availability zone support Central US North Europe Japan East
> Availability zone quickstarts by service — S e ]
> Disaster recovery
R East US 2 UK South Southeast Asia
> Reliability Guidance
> Service availability South Central US West Europe East Asia
> Resources US Gov Virginia Sweden Central China North 3
West US 2 Switzerland North
West US 3 Poland Central

* To learn more about availability zones and available services support in these regions, contact your
Microsoft sales or customer representative. For the upcoming regions that will support availability
zones, see Azure geographiesZ.

B Download PDF Azure services with availability zone support

9°C
Mostly cloudy

Q search L . e N M i - © . . . W AN e T B 02/04/1240:23°




image5.png
laaS vs. PaaSvs. SaaS X | . Types of cloud compi X What are Azure regio. X

5B Whatare Azureregio. X @ Global Infrastructure | X

Manage resource grc X | @ Global Infrastructure X

€ > C @ learnmicrosoft.com/en-us/azure/reliability/availability-zones-overview

@ Shop @ NewTab

phenomena and regional disasters. Azure regions are designed to offer protection against localized N
disasters with availability zones and protection from regional or large geography disasters with

% Filter by title disaster recovery, by making use of another region. To learn more about business continuity, disaster

recovery, and cross-region replication, see Cross-region replication in Azure.
Azure reliability documentation

Overview
AVAILABILITY Azure Geography

~ Availability zone support ZONE2

What are Azure availability zones and regions? Disaster

Services and regions with availability zone Recovery

support AVAILABILITY

- L ZONE 1
> Migrate to availability zone support

> Availability zone quickstarts by service

e

> Disaster recovery Diverse fber
s Comcing

> Reliability Guidance S Naiabity Zones

> Service availability

> Resources
Azure Region
To see which services support availability zones, see Azure regions with availability zone support.
Next steps
El Download PDF
Azure services and regions with availability zones -
15°C

Mostly sunny

Q search -.eﬁ-i.....! ~ A @5 NG "\‘q’)goyw;;gge




image1.png
23 Prtysgol Cymru
L) Y Drindod Dewi Sant
" University of Wales
Trinity Saint David




