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Cloud computing is Internet-based computing in which large groups of remote servers are
networked to allow sharing of data-processing tasks, centralized data storage, and online access
to computer services or resources.

Task 1: Securing ownCloud from Malicious File Uploads using ClanAV

ClamAYV isan open source antivirus engine for detecting trojans, viruses, malware and other
malcious threats.

Lab Scenario

Cloud is a very lucrative and soughr-atter platform for the hackers as the gains
from an exploited cloud platform is tremendous. Since there are numerous users
active on a cloud platform at any given time, it makes it that much more necessary
and harder to protect all that dara from gerting hacked. One wayv to prevent
malicious files from getting into the cloud server is to filter them ar the time of
upload. This command can be performed with the help of an antivirus configured
to scan and protect the system and stop any malicious files from gerring uploaded.
As a security executive, it is vour duty to make sure that the cloud stays uninfected
and safe for the clients to use it at their ease withour worrving about their privacy.

Lab Objectives

The objective of this lab is to help students learn how to configure and secure ownCloud using
ClamAYV Antivirus.

Pre- Activity exercise
To carry out the lab, you need:

* Ifvou decide to download the latest version, screenshots and steps
might differ in vour lab environment.

»  Run this lab in Ubuntu virtual machine
*  Administradve privileges to run the tool

* A web browser with Internet access

Overview of Lab
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(JamAV is an open-source, muld-platform andvirus which supports muldple file
formats with file and archive unpacking, It detects mulaple signarure languages and is
the only anovirus program supported by ownCloud. Italso has command line ualides
for an on-demand file support with automarde signature updates. It is a versatile
antivirus with a muld-threaded daemon which makes it a great tool o keep vour
SVSIEM SECure.

Activity:

Note: Make sure that vou delete all the cookies in the browser in which vou will be
hosting ownCloud.

1. launch a terminal window, type sudo su and hit Enter. You will be asked
to enter vour password, type vour password (here toor) and hit Enter.

Note: You will not be able to see the password input

root@ubuntu: fhome/ubuntu
buntu@ubuntu:~5 sudo su

‘sudo] password for ubuntu:
oot@ubuntu: fhome /ubuntuz B

2. Now o install ClamAV, ope apt-get install clamav clamav-daemon and
hit Enter.

root@ubuntu: /home /ubuntu
buntu@ubuntu:~5 sudo su

sudo] password for ubuntu:
-pot@ubuntu: /homefubuntu# apt-get install clamav clamav-daemon]}
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3. A message appears asking if vou want to continue, type Y and hit Enter to
proceed.

root@ubuntu: /home/ubuntu

buntu@ubuntu:~5 sudo su
sudo] password for ubuntu:
oot@ubuntu: fhomefubuntu# apt-get install clamav clamav-daemon
ieading package lists... Done
uilding dependency tree
ieading state information... Done
The followlng packages were automatically installed and are no longer required:
linux-headers-4.10.0-28 linux-headers-4.10.08-28-generic
linux-image-4.10.0-28-generic linux-image-extra-4.10.08-28-generic
Jse 'sudo apt autoremove' to remove them.
'he following additional packages will be installed:
clamav-base clamav-freshclam clamdscan libclamav7? 1libllvm3.6v5S
suggested packages:
clamav-docs daemon libclamunrar?
The following NEW packages will be installed:
clamav clamav-base clamav-daemon clamav-freshclam clamdscan libclamav?y
libllvm3.6v5
) upgraded, 7 newly installed, 8 to remove and 149 not upgraded.
leed to get 9,385 kB of archives.
\fter this operation, 38.2 MB of additional disk space will be used.
10 you want to continue? [Y/n]ly

4. Afrer  ClamAV  inswmlladon s finished, ope sed - -e
“g/ANotifyClamd/#NotifyClamd/g” /etc/clamavifreshclam.conf and hirt
Enter.

root@ubuntu: /fhome fubuntu

oot@Aubuntu: fhome fubuntu# sed -1 -e "s/*NotifyClamd/#NotifyClamd/g" Jfetc/clamav/
reshclam.conf

oot@ubuntu: /home/ubuntu# |

5. Now in the terminal window tvpe netstat -algrep clam and hit Enter. Here

vou will see the socket on which clam process is running as shown in the
screenshot. Note down this socket derails.

rook@ubuntu: /home fubuntu

‘oot@ubuntu: /home /ubuntu# netstat -a|grep clam

nix 2 [ ACC ] STREAM LISTENING 18417 [var/run/ av/
ctl

oot@ubuntu: /home fubuntu#

0. Tvpe service apache2 restart and hit Enter.

root@ubuntw: fhomefubuntu

oot@ubuntu: fhome fubuntu# netstat -a|grep clam
nix 2 [ ACC ] STREAM LISTENING 18417 fvarfrun/

ctl

oot@ubuntu: fhome fubuntu# service apache2 restart
-oot@ubuntu: fhome fubuntu#
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To enable clamav service, tvpe systemctl enable clamav-daemon.service
and hit Enter.

root@ubuntu: /homefubuntu

ocot@ubuntu: fhome /ubuntu®# systemctl enable clamav-daemon.service

ynchronizing state of clamav-daemon.service with SysV init with /lib/systemd/sy
temd-sysv-install...
uting /lib/systemd/systemd-sysv-install enable clamav-daemon

Aubuntu: fhoma Mfubunto#

8. To start clamav service, tvpe systemctl start clamav-daemon.service and
hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: fhome fubuntu# systemctl enable clamav-daemon.service

ynchronizing state of clamav-daemon.service with Sysv init with flib/systemd/

temd-sysv-install...

xecuting flib/systemd/systemd-sysv-install enable clamav-daemon
yt@ubuntu: fhome fubuntu# systemctl start clamav-daemon.service

viERAubuntu: fhome fubuntu

9. Now open a browser (here Firefox) and tvpe httpi/llocalhost/owncloud/ as
the URL and hit Enter. ownCloud login page appears, log-in as the admin by
providing the user credennals (here admin/qwerty@123) and hit Enter.

i) localhoskt/ownc

admin

ownCloud - A safe home for all your data
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10. Files page opens by defaulr, click the menu icon and select Market, as shown
in the screenshot

I Files - ownCloud *

i) localhost

Docurments

ownCloud Manual

11. Marker page loads, click Security under CATEGORIES in the lefr pane.
= Market - owncCloud % [

localhost

CATEGORIES
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12, You will see the security apps in the marker, click Anti-Virus as shown in the
screenshot

‘PN Market - owncloud 3

localhost/ownclc

@ localhost/owncloud/index.php/apps/market/#

documentation

ownCloud
0.11.2
Sep 27, 2017

GMU Affero General Public License

INSTALL
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14. Afrer the anti-virus is finished insmlling, scroll to the top and from the menu
bar, select admin = Settings.

Market - ownCloud x

localhost/

Market Anti-Virus

CATEGORIES

When talking about file sharing, one aspect is key

Security. But securi nly means privacy and

Mecalhost/owncloudiindex.php/settinas/personaly. So0ial overdata italso indudes the protection

15. Settings page appears, click the menu icon to view the seting options for
admin as shown in the screenshot.

I settings - ownCloud

i) localhost/ownclol

Hrofile picture Full name
admin
Email
Set email
@ = Groups

You are member of the following groups:

admin
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16. Lefr-pane appears with the serting options, under the Admin secton select
Security as shown in the screenshot

Settings - ownCloud

& | @ localhostfow

Vou are using 6.1 MB of Unlimited

Profile picture Full name

Groups

Help & Tips You are member of the following groups:
admin

additional

Password

17. Antivirus Configuration sccrion appears, sclect Daemon(Socket) in the
Mode ficld and tvpe the socket path for damAV in the Socket ficld. Leave
the other sertings to defaultand click Save.

Note: Input the socket path vou noted in step 5.

L Settings—ownclcud >

localhost,

Antivirus Configuration
Mode [ Daemon (Socket) - ]
Sockert [.-“u‘.'lr.-"r.m Ic .1mn-.-.-'-.'|ﬁ|'n]

Stream Length 26214400
bytes
File size limit, -1 means no limit -1
bytes
when infected files were found during a
background scan Onlylog ~
Advanced
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18. Now open up the seming optons once more by clicking on the menu icon
and select General in the Admin section as shown in the screenshot

@ localhost/ow

Fersonal A : :
: tivirus Configuration

4 ceneral Mode Daemon (Socket) =
Storage Socket | Avarfrundclamavdclam

Sacuriny Stream Length | 26214400

bytes

Addithona File size limit, -1 means no limit
bytes

wWhen infected files were found during a

background scan

Advanced

19. General scttings secton appears, scroll down to Leg secton and choose
Everything (fatal issues, errors, warnings, info, debug) in the what to log

field.

N Settings - ownCloud

il

cron

Lo £

ng (fatal Issues, errors, warnings, info, debu;

What to log [l

Download logfile (1.2 MB)

System Status

d 1

install
maintenance
needsDbUpgrade

version 10.0.4.4
versionstring 10.0.4
edition Communicy
productname ownCloud
hostname ubuntu
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20. Now we shall test out configured anti-virus by uploading a Trojan file.
Switch to Kali Linux machine and log-in.

21. Open a terminal window and tvpe msfvenom -p
windows/meterpreterireverse_tcp -f exe > /root/'Desktop/trojan.exe and
hit Enter to generate a Trojan file.

root@kali: ~

ile Edit View Search Terminal Help

:~# msfvenom -p windows/meterpreter/reverse tcp -f exe = /root/Desktop
trojan.exe

22. Next, vou have to move the Trojan file to the shared folder and start the
Apache web server.

23. To move the Trojan file in the shared folder, tvpe mv
iroot/Desktop/trojan.exe /variwww/html/share/ and hit Enter. Then start
the Apache web server by oping service apache2 start and hit Enter.

ile Edit View Search Terminal Help

:~# msTvenom -p windows/meterpreter/reverse tcp -T exe = froot/Deskifop
trojan.exe

id

lo Arch selected, selecting Arch: x86 from the payload
lo encoder or badchars specified, outputting raw payload
‘ayload size: 333 bytes
inal size of exe Tile: 73802 bytes
c~# mv Sroot/Desktop/trojan.exe /var/ww/html/share/
:~#/service apache2 start
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24. Open a new tab in vour browser and twpe 10.10.10.11/share as the [/RL
and hit Enter. The browser displays contents of the shared folder, click on
trojan.exe © download it.

Note: 1(L10.10.11 is the IP address of the kali linux machine, this mav vary in vour
lab environment.

[ trojan.exe 2018-01-19 02:26 72K

Apache/2.4.29 (Debian) Server at 10.10.10.11 Port 80

25. Opening trojan.exe pop-up window appears, select the Save File radio
buton and click OK © download the sample Trojan. Clese the Index of
Ishare tb after the Trojan is finished downloading and go back to the
Settings-ownCloud tb.

Opening krojan.exe

You have chosen to open:
trojan.exe

which is: DOS/Windows executable (72.1 KB)
from: http://10.10.10.11

what should Firefox do with this File?

Open with = Archive Manager (default) e
©save Filel

1 Do this automatically for Files like this from now on.

Cancel oK
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26. Now click the menu icon beside Settings heading and click Files.

N settings - ownCloud

(i) localhost/owr

igured to use memaory-based locking, not the default slow database-

P for more information.

¢ We recommend o enable system cron as any other cron method has possible performance and reliabiliy

i localhost/

| Folder 29ME 2 days ago
share < : seconds ago

- Photas 2 days ago

. Documents : 2 days ago
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28. File Upload window appears, navigate to Downloads, sclect trojan.exe and
click Open as shown in the screenshort.

File Upload

Recent 1 | rubuntu  Downloads »

Home

Mame * Sizre Modified

Desktop % trojan.exe 73.8kB 23:28

Documents

Music
Pictures

Videos

Other Locatio...

All Files =

29. Afrer clicking open, vou will ger a message that the file has been detected as a
Trojan and hence cannot be uploaded.

™ Files - ownCloud

@ 10.10.10.9/owncloud/index.php/apps/Ffiles/?di

'~ Virus Win.Trojan.MSShellcode-7 is detected in the file. Upload cannot X
be completed.

#E 18 hours ago

3 days ago

HE  3daysago

30. In this way, vou can protect vour ownCloud from malicious file uploads.
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Lab Analysis

Analyvze and document the results related o this lab exercise. Provide vour opinion
of vour mrger’s security posture and exposure through public and free informartion.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide vour opinion
of your target’s security posture and exposure through public and free information.
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