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Core layer: 
The core layer of the hierarchical design is the high-speed backbone of the internetwork. The core layer is critical for interconnectivity between distribution layer devices, so it is important for the core to be highly available and redundant. The core area can also connect to Internet resources. The core aggregates the traffic from all the distribution layer devices, so it must be capable of forwarding large amounts of data quickly.

Distribution layer:
The distribution layer aggregates the data received from the access layer switches before it is transmitted to the core layer for routing to its final destination. The distribution layer controls the flow of network traffic using policies and delineates broadcast domains by performing routing functions between virtual LANs (VLANs) defined at the access layer.

Access layer:
The access layer interfaces with end devices, such as PCs, printers, and IP phones, to provide access to the rest of the network. The main purpose of the access layer is to provide a means of connecting devices to the network and controlling which devices are allowed to communicate on the network.
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Any four of the following:
· Cost
· Port Density
· Power
· Reliability
· Port Speed
· Frame Buffers
· Scalability
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· When auto-MDIX is enabled, the interface automatically detects and appropriately configures the connection.
· When using auto-MDIX on an interface, the interface speed and duplex must be set to auto.
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· Data VLAN
Carries user-generated traffic

· Default VLAN
All ports become a member of default VLAN after boot up
(devices connected to same switch can communicate within broadcast domain)
VLAN1 cannot be renamed or deleted

· Native VLAN
Assigned to 802.1Q trunk port
Trunks: Between switches supporting transmission of multiple VLAN traffic.

· Management VLAN
Configured to access management capabilities of the switch
(SVI) of that VLAN is assigned an IP address and subnet mask
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	Traditional Inter-VLAN routing:
Traditionally, LAN routing has used routers with multiple physical interfaces. Each interface needed to be connected to a separate network and configured for a different subnet.

In a traditional network that uses multiple VLANs to segment the network traffic into logical broadcast domains, routing is performed by connecting different physical router interfaces to different physical switch ports
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‘Router-on-a-Stick’ Inter-VLAN routing
"Router-on-a-stick" is a type of router configuration in which a single physical interface routes traffic between multiple VLANs on a network.
The router interface is configured to operate as a trunk link and is connected to a switch port configured in trunk mode. 
The router performs the inter-VLAN routing by accepting VLAN tagged traffic on the trunk interface coming from the adjacent switch and internally routing between the VLANs using subinterfaces. 
The router then forwards the routed traffic-VLAN tagged for the destination VLAN-out the same physical interface
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Switch-based Inter-VLAN routing 
Some switches can perform Layer 3 functions, replacing the need for dedicated routers to perform basic routing on a network. Multilayer switches are capable of performing inter-VLAN routing
[image: ]


· VLAN configuration consistency across the network.
· Accurate tracking and monitoring of VLANs.
· Dynamic reporting of added VLANs across a network.
· Dynamic trunk configuration when VLANs are added to the network.




Any three acceptable:
· Conserves the legally registered addressing scheme.
NAT Overload
· Increases the flexibility of connections to the public network.
Backup pools
Load-balancing pools
· Provides consistency for internal network addressing schemes.
In case we need to change our public IP addressing scheme
· Provides network security.
Private address space and topology is not advertised externally
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	· Inside local address: Add. of src. as seen from inside.
· Inside global address: Add. of src. as seen from outside.
· Outside local address: Add. of dst. as seen from inside.
· Outside global address: Add. of dst. as seen from outside.



Any three of the following advantages:
· Most configurations are done on the EtherChannel interface ensuring consistency throughout links.
· Relies on existing switch ports – no need for upgrades.
· Load-balances between links on the same EtherChannnel.
· Creates an aggregation viewed as one logical link by STP.
· Provides redundancy because the overall link is viewed as one logical connection. If one physical link within channel goes down, this does not cause a change in the topology and does not require STP recalculation.
Restrictions:
· Interface types cannot be mixed.
· EtherChannel can consist of up to 8 compatibly-configured Ethernet ports.
· EtherChannel provides full-duplex bandwidth up to 800 Mb/s (Fast EtherChannel) or 8 Gb/s (Gigabit EtherChannel). 
· The Cisco IOS switch currently supports six EtherChannels.




DHCP requests are failing, because the DHCP server is on a different network than Host1.

To resolve this issue, the Gateway router should be configured as a DHCP relay, using the ip helper command, to forward the DHCP requests of Host1 to the DHCP server.
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