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[1]Introduction

Trojans and Viruses


A type of malware that impersonates a legitimate program/application so that it can be downloaded onto a computer or mobile device is known as a Trojan Horse Virus ( ). Social Engineering would be used as the delivery mechanism of the hidden malicious code within the legitimate software, and the execution of that software from the victim would enable the attacker to gain users’ system access with their software ( ).An attachment sent to the user’s device via email or a free-to-download file the implementation of with a type of malware typically hidden within the attachment; would be a simple answer to the question “What is a Trojan?” . The execution of the malicious code with the task the attacker has designed would start when the attachment is downloaded. The malicious code could be designed to steal sensitive ( ) data, achieve backdoor access to management systems, espionage on users’ online activity, or gain a system-level reverse shell ( ). Trojan Horse, when we hear the term ‘Trojan Horse,’ our mind takes us back in time to the Trojan War. The Trojan war was a war between the Greeks and the city of Troy, where the Greeks used a giant wooden horse that a small number of soldiers could fit into to enter the city of Troy by presenting the wooden horse as a gift and win the war ( ). The term “Trojan Horse” is an appropriate name for these types of cyberattacks because of a few elements of the original Trojan Horse story. Those few elements that link the original Trojan Horse story to the Trojan Horse virus are listed below with detail.










2 HOW DOES TROJAN ATTACKS WORK?

Unlike most computer viruses and mobile viruses, the Trojan Horse virus cannot
appear by itself. Because of that, some people tend to call it Trojan Horse Malware
rather than the Trojan Horse virus. For the Trojan Horse Virus/Malware to manifest, it would take the user to download the server-side of the software or application for it to work, meaning for a Trojan attack to execute on a user’s device or system.
Moreover, it looks legitimate, email attachments, applications, and software are
primarily used to spread Trojan Virus among people. When the email is opened, and
malicious attachments are downloaded, the Trojan server will install and activate
automatically every time the infected device is turned on ( ). Cybercriminals also use social Trojan Horse Malware Case Study engineering tactics to share and infect devices. Banner advertisements, links on websites, advertisements, and pop-ups could hold hidden malicious files that would lead to a Trojan Horse Attack ( ).
Any devices that are already infected by Trojan Horse Malware could also spread it to
other devices. By turning the device into a zombie device, the cyber attacker will gain remote control of the victim’s device without the user knowing about it. Using the zombie device, the cyber attacker could continue to share the Trojan Horse malware or any other malware/virus across the devices that are connected to the network; this is known as a botnet ( ).
For a verbal illustration, a user may receive an email with an attachment that appears
valid from someone they know well and interact closely with. Nonetheless, the attachment that was sent through email contains a malicious code application that would install a Trojan on their devices. With the installation of the Trojan on their devices, the user will not be able to tell or understand that something terrible has happened to their device since it will continue to run and execute as usual without any infections or interference from the Trojan. Until the user visits a particular website or banking application or takes certain actions, an unsafe computer program will remain undetected. The malicious code will be activated by this action and will execute the action required by the cyber attacker. After it has been executed, the Trojan Malware could disable its functions, return to normal, or remain active and execute on the victim device. It would depend on how the Trojan Malware was created and what type of Trojan it is ( ).
Since we were talking about how a Trojan Horse attack works, and we talked about remote access from Trojan Horse attacks, let us see some ways how cyber hackers can use this remote access to their advantage and take control of the victims' devices and information ( ).
Data Theft - If an attacker has remote access to the infected user device, it will give
the cyber attacker access to user photos and personal information; this could lead to
an act of fodder for blackmail ( ). Key Logging - Key Logging is one form of data theft. This allows the attacker to view information that is being typed on web browsers, applications, text messages, etc. Key Logging is a method fevered by identity thieves ( ).
File Deletion or Manipulation - Causing chaos and damage are enjoyed by some
cyber hackers around the globe, and some do it for their haters. This type of attack
would prefer them; by attempting to manipulate data files or re-write code in the software, they could cause chaos and damage to the user device. A perfect example

[bookmark: _Int_5hIQg6bH]of this would be the difference between a robber and a vandal. Both are known crimes, but one takes items, and the other destroys them ( ).
Screen Viewing - A Trojan attack could be used to view what a person sees on their screen/display; this is a form of voyeurism. These cyber hackers might not be looking specifically to steal information or any data, but this could be awkward and embarrassing if the user were to be looking at any embarrassing or personal pictures Trojan Horse Malware Case Study
or videos that the device user believes to be private ( ).

●Base of Operations - By using the Trojan Horse attack to remotely access the user and setting up a base for illegal operations is one of the most nefarious uses of Trojan Horse. It could turn the user device into a spamming device if it were set up with a botnet. The cyber attacker could use the user device and store embarrassing or illegal data remotely. If this were to be done properly, the source would not be traced back to the attacker. If that were to happen, it would make an embarrassing situation for the device owner, and it could lead them too irreparable.
legal issues and would forever sully their name ( )


How they infect your computer?
Viruses are exploded in everywhere and the attackers work on it for specific tasks, and by clicking on any link or email you might be risk to hack. To avoid this kind of viruses it’s your responsible to make the emails came from trusts sources and etc……...








What would you do if your computer infected?
Unlikely if your computer system has been infected those are the best step to solve out the issue:
1. Download and install a virus’s scanner programs.
2. Disconnect from the internet.
3. Reboot your computer into safe mode.
4. Delete any temporary files.
5. Run a virus scan as soon as possible.
6. Delete or quarantine the virus.
7. Reboot your computer.
8. Change all your passwords.
9. Clean up your software, browser and operating system
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