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1. [bookmark: _Toc225414465]Introduction / Background to the Proposed Research
1.1. [bookmark: _Toc225414466]Background
The integration of Artificial Intelligence (AI) into organisational environments is changing how decisions are made and how daily tasks are performed. Enterprise AI assistants and chatbots are used to provide quick access to internal information, such as company databases and operational documents. These systems improve efficiency and support employees in their work.
However, this integration also introduces important security and compliance risks. The use of natural language creates a new type of vulnerability that is different from traditional technical systems. AI systems can access sensitive internal data, which makes them a potential target for misuse or attacks [1].
Although organisations follow established frameworks such as ISO/IEC 27001:2022 and the NIST AI Risk Management Framework (AI RMF) [2], [3], these standards were not designed to address the specific risks related to Large Language Models (LLMs). The rapid development of AI technologies has created new vulnerabilities that require additional controls and updated security approaches.
1.2. [bookmark: _Toc225414467]Literature Review
Current research shows that Retrieval-Augmented Generation (RAG) is increasingly used in organisational environments to enable users to access and interact with internal data through natural language interfaces [4]. This approach improves usability and allows faster access to relevant information. However, it also introduces new security challenges, as AI systems become dependent on external data sources and may be exposed to new types of manipulation or malicious inputs.
One of the most significant risks in this context is prompt injection. This involves manipulating user input to influence the behaviour of AI systems. Such attacks can lead to unintended actions, including bypassing access controls or exposing sensitive information [5].
The OWASP Top 10 for LLM Applications identifies prompt injection as a major risk in AI systems [1]. These attacks do not target traditional technical vulnerabilities, but instead exploit how models interpret and follow instructions.
Most existing studies focus primarily on the technical aspects of AI security [3]. However, there is limited research that examines these risks from a Governance, Risk and Compliance (GRC) perspective. In particular, there is a lack of structured approaches that evaluate how these risks affect compliance with regulations such as GDPR [6] and the EU AI Act [7]. This project addresses this gap by combining technical experimentation with organisational risk analysis.
1.3. [bookmark: _Toc225414468]Rationale
The rapid integration of AI systems into organisational environments highlights security and compliance risks that are not yet fully addressed. Although these systems are used to improve operational efficiency, they can expose organisations to vulnerabilities, especially when they are connected to sensitive internal data [3].
One important risk is prompt injection, which can influence the behaviour of the system and allow unauthorised access to information [5]. These attacks are difficult to detect because they exploit how AI systems process natural language, rather than traditional technical vulnerabilities.
Current research mainly focuses on technical aspects, with limited studies analysing these risks from a Governance, Risk and Compliance (GRC) perspective. In particular, there is a lack of clear evaluation of how these vulnerabilities affect compliance with regulations such as GDPR and the EU AI Act [6], [7].
Therefore, there is a need for an applied approach that combines technical testing with organisational risk analysis. This project addresses this need by developing a controlled testing environment and proposing a risk mitigation framework. The GRC perspective ensures that the study is relevant for real-world organisational use.

1.4. [bookmark: _Toc225414469]Aim
The aim of this project is to analyse the security and compliance risks associated with prompt injection attacks in enterprise AI systems and to design a mitigation approach (LLM Firewall) to protect sensitive organisational data.

1.5. [bookmark: _Toc225414470]Objectives
The objectives of this project are:
· To analyse prompt injection attacks and their impact on enterprise AI systems
· To design and develop a controlled experimental environment that simulates an enterprise AI system connected to internal data
· To evaluate how prompt injection techniques can lead to unauthorised access to sensitive organisational data
· To assess the identified risks using a Governance, Risk and Compliance (GRC) perspective and propose a mitigation approach (LLM Firewall).
1.6. [bookmark: _Toc225414471]Expected Outcomes
This project is expected to provide a comprehensive evaluation of the security and compliance risks associated with prompt injection attacks in enterprise AI systems.
The study will generate practical results from the experimental environment, including observations of how malicious prompts can affect the behaviour of AI systems and lead to unauthorised access to sensitive organisational data.
It will also produce a structured risk assessment, including an attack and risk matrix that evaluates the likelihood, impact and detectability of prompt injection risks.
In addition, the project will include a GRC-based analysis of how these risks relate to regulations such as GDPR and the EU AI Act.
Finally, the project will propose a mitigation approach (LLM Firewall) and provide practical recommendations for improving the security and governance of AI systems.
2. [bookmark: _Toc225414472]Project Design and Methodology
2.1. [bookmark: _Toc225414473]Research Design and Methodology
This project adopts an experimental research design to analyse the security and compliance risks associated with prompt injection attacks in enterprise AI systems. The study is based on a practical approach, combining technical experimentation with a Governance, Risk and Compliance (GRC) perspective to evaluate both system vulnerabilities and their organisational impact. The research will involve testing multiple prompt injection scenarios, including direct and indirect attacks, as identified in industry frameworks and recent studies [1], [5]. These scenarios will be used to observe how the AI system responds and whether it allows unauthorised access to sensitive organisational data. The study will also consider governance aspects, including roles, responsibilities, internal policies and monitoring mechanisms related to AI system security.
The methodology combines technical experimentation with structured risk assessment. The experimental results will be used to identify system weaknesses and evaluate their impact through a risk evaluation approach based on likelihood, impact and detectability, aligned with established AI risk management principles [3].
A baseline system will first be tested without additional protections. This will then be followed by the implementation of a mitigation approach (LLM Firewall) to evaluate how the identified risks can be reduced.
2.2. [bookmark: _Toc225414474]Experimental Environment and Data Collection
A controlled sandbox environment will be developed to simulate an enterprise AI system connected to a simplified internal database. The implementation will use Python and include a basic AI assistant capable of processing user queries [3].
This environment represents a small organisational context, in which the AI system has access to different types of internal information, such as customer records, contracts and operational data. The data used in the system will be synthetic to ensure ethical use and avoid exposure of real personal information [6].
Role-based access control will be applied to define different levels of access for users. In addition, logging mechanisms will record user actions, prompts, system responses, and potential errors.
Data collection will focus on observing how the system responds to multiple prompt injection scenarios [1], [5]. The analysis will determine whether the system allows unauthorised access to sensitive organisational data.
Key assets in this environment include internal data (e.g. customer information and contracts), system prompts and access controls. A security compromise is defined as any situation where the system provides access beyond the assigned user role or performs unintended actions. The results will be analysed using descriptive methods, including the frequency of successful prompt injection attempts and comparison between baseline and mitigated system behaviour.
2.3. [bookmark: _Toc225414475]Risk Assessment and Ethical Considerations
The risk assessment in this project will analyse different prompt injection scenarios and their impact on the system. Each scenario will be evaluated using likelihood, impact and detectability, in order to provide a clear understanding of the overall risk level [3]. An attack matrix will be developed to systematically evaluate each scenario based on these criteria.
The analysis will focus on how these attacks can affect organisational assets, such as customer data, contracts and access control mechanisms. A major risk is unauthorised access to sensitive information or unintended system actions [1], [5].
To reduce these risks, security measures based on modern principles such as Zero Trust will be considered [3]. This approach requires continuous verification of access and limits user permissions based on role and context.
From an ethical perspective, the project will use only synthetic data to avoid any exposure of real personal information [6]. The testing environment will be fully controlled and will not affect real systems.
The study will also include an evaluation of compliance with regulations such as GDPR and the EU AI Act [6], [7], in order to understand the organisational impact of these risks. A gap analysis will be performed to compare the current system controls with regulatory requirements and identify areas where additional controls are needed.
 A limitation of this study is that the controlled environment may not fully reflect real-world organisational complexity.
2.4. [bookmark: _Toc225414476]Evaluation and Data Analysis
This section evaluates how the AI system responds to different prompt injection scenarios [1], [5]. The results are compared to identify system weaknesses and the conditions under which unauthorised access may occur.
Key metrics include the success rate of attacks, the number of blocked attempts and the presence of false positives. These indicators help assess both system effectiveness and the accuracy of the implemented controls.
A baseline test is first performed without additional protection mechanisms. The system is then tested again after introducing the mitigation approach (LLM Firewall) to measure improvements in security.
Collected results are analysed to identify patterns in system behaviour, including how different prompts influence responses and decision-making. These findings also support the risk assessment by providing evidence for likelihood, impact and detectability [3].
This approach allows a clear comparison between the initial system and the improved version, supporting a structured evaluation from a Governance, Risk and Compliance (GRC) perspective.
3. [bookmark: _Toc225414477]Resources and Planning
3.1. [bookmark: _Toc225414478]Resources
This project will require a combination of technical tools and basic computing resources to develop and test the experimental environment. The implementation will be carried out using Python, which will be used to simulate the AI system and manage the interaction with the internal database. A simple database solution such as SQLite will be used to store synthetic organisational data. Development and testing will be performed using Visual Studio Code as the main programming environment. In addition, access to an AI model (such as OpenAI API or an open-source alternative) will be required to simulate the behaviour of the AI assistant. The project will also rely on standard computing resources, including a personal laptop capable of running Python applications and managing the testing environment. All data used in the project will be synthetic to ensure ethical compliance and prevent the use of real personal information.
3.2. [bookmark: _Toc225414479]Project Timeline
The project timeline is presented in Figure 1 and is structured to reflect the main stages of the research in a logical sequence.
The project is divided into five phases: research, development, testing, analysis and finalisation. The research phase includes the literature review and project planning.
The development phase focuses on designing and implementing the experimental environment, including the AI sandbox system, access control mechanisms and synthetic data preparation.
The testing phase involves simulating prompt injection scenarios and collecting data on system behaviour. The analysis phase evaluates the results and assesses risks from a Governance, Risk and Compliance (GRC) perspective.
The finalisation phase includes the implementation of the mitigation approach, evaluation of improvements and completion of the final report.
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Figure 1: Project Timeline (Gantt Chart)

This structured timeline ensures a balanced distribution of tasks and supports the completion of the project within the defined timeframe.
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