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Server Manager * DNS

Dashboarq &= Active Directory Domain Services Configuration Wizard \Lli- TASKS |
1 Local Serv ?
. . TARGET SERVER >
Ansenerst - Deployment Configuration T |
i AD DS =
18 DHCP

Select the deployment operation

g Fileand §

Add a domain controller to an existing domain
Add a new domain to an existing forest
Add a new forest

Specity the domain information for this aperation

Supply the credentials to perform this operation

<No credentials provided>

More about deployment configurations
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v
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Dashboard

B Local Server

@ All Servers

2 DNs = =
ADDS i New Zone Wizard =1
8 DHCP b

w1 Dynamic Update (Activated)
& DNS 1 A You can specify that this DS zone accepts secure, nonsecure, or no dynamic

Updates. ed into zones, Each zone

¥§ File and Storage 9

b L
B Dynamic updates enable DNS dient computers to register and dynamically update their
resaurce records with a DNS server nhenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directary)
This aption is available only for Active Directory-integrated zones

O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a sgnificant security vulnerability because updates can be
accepted from untrusted sources.
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Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone, You must update ™
these records manualy. c
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Select features

Befere You Begin

Installation Type
Server Selection

Server Roles

DHCP Server

Select one or more features to install on the selected server.

Features

b [H] .NET Framework 4.5 Features (2 of 7 installed)
b [] Background Intelligent Transfer Service (BITS)
[ BitLacker Drive Encryption

Server Manager

DESTINATION SERVER
3bc

Description
NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for

building applications that offer

appealing user interfaces, protect
your customers’ personal identity

Manage

DINS Server [ Bitlocker Netwark Unlock information, enable seamless and
AD DS [ BranchCache secure communication, and provide
P [ Client for NFS the ability to madel a range of

business processes.
[ Data Center Bridging b

[ Direct Play

[] Enhanced Storage

[ Failover Clustering

Group Policy Management
[ 1S Hostable Web Core
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[J Ink and Handwriting Services
= 25 . v rs 1
<] [ [ >
Ibility
<Previous | | Net> | | nstal | [ Cancel |
Penormance Services Services
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VOLUME =

=% SHARES
e AYA Al <hares | 2 total TASKS ~ VEE TASKS
Volumes 5
Fitter o - @~ e
Diske Capacity: 507 GB
Storage Pools Share Local Path Protocol  Availability Type
16.8% Used B 100 GB Used Space
Shares 4 abc (3) - 49,6 G8 Free Space
iscsl NETLOGON CAWindows\SYSVOL\sysvolhabeit..  SMB Not Clustered

Work Folders SYSVOL. Mot Clustered

CAWindows\SYSVOL\sysvol SMB

Managing

Go to Volumes Overview >

QUOTA

Managing on abe

To use guotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.




o Server Manager ~|a

) SHARES _ VOLUME - F
Servers BB 7 shares | 2 total [ThsKs_ v METLOGON on abe [ TAsKs
Volumes — o % [(e5]
Filter ~
Disks - Capacity: 507 GB
Storage Pools Share Lacal Path Protocal  Availability Type
5 16.8% Used W 10.0 GB Used Space
]
] isCsl AWindows\SYSVOL\sysvolab MB Not Clustered
ﬂ Work Folders SYSVoL CAWindows\SYSVOLysysvol SMB Mot Clustered

Go to Volumes Overview >

QUOTA
NETLOGON on abe

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.

‘Jf‘ N L =L vl

—
7

= Server Manager a

z New Share Wizard. - [g] ~
Rionane [Tasks

Select the profile for this share

597 GB

File share profile: Description:
[SMBShare Quick | This basic profile represents the fastest way to create an sed M 10.0 GB Used Space
SMB Share - Advanced " SME file share, typically used to share files with 49.6 GB Free Space

Windows-based computers.
SMB Share - Applications

NFS Share - Quick * Suitable for general file sharing
NFS Share - Advanced * Advanced options can be configured later by
using the Properties dizlog

lumes Overview >

l on abc

To use quotas, File Server Resource Manager must be installed.

0 install File Server Resource Manager, start the Add Roles and Features Wizard.
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Server Manager

Server Manager * DNS

Dashboard =

1 Local Serv
Alseverslt - Additiona
i AD DS
18 DHeP

Active Directory Domain Services Configuration Wizard [=T= 0
- TARGET SERVER
Options abe

B Fileand S Domain Controller Cptiens

DNS Options

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: ABC1

More about additional options

TASKS ¥
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Server Manager

Add Roles and Features Wizard

Manage

Tools

I L
& Al Before You Begin
ii Fil Installation T

DHCP Server

DNS Server
AD DS

onfirmation

Confirm installation selections B

To install the following roles, role services, or features on selected server, click Install.

[ Restart th i server if required

Optional festures (such as administration taols) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services A
DHCP Server
DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AN NC Cnan.lne and CammanA.line Tanle e

Expart configuration settings

Hide
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DA A

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Server Manager

TASKS ¥

To identify the reverse lookup zone, type the network ID or the name of the zone.

The network ID'is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

1f you use a zero in the nebwork ID, it will appear in the zone name. For example,
netwark ID 10 would create zone 10.in-addr. 2rpa, and netwark ID 10.0 would reate
zane 0.10.in-addr 2rpa.

(O Reverse lookup zone name:

10.168.192.in-addr.arpa

<Back || Mext> | [ Concel

le to be divided into zones. Each zone
mains.

Is Activation

0 00000-AAG32 (Activated)

TASKS ¥

7] 2 2] Roe S
& - 3| x

nne

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone transiates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

IPv4Reverse Lockup Zone

(O IPv6 Reverse Lookup Zane

<Back || Mext> | [ Cancel

Server Manager

TASKS

le to be divided into zones. Each zone
mains.

Is Activation

0000-00000-AAG32 (Activated)

TASKS

L a7 2 2] PG G




& Server Manager =

DESTINATION SERVER
3bc

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Lo Installation Type (®) Select a server from the server pool
) Select a virtual hard disk

Server Reles Servar Pool
Features
Fitter: |
Name 1P Address Operating System

Hide

<] m HE
1 Computer(s) found

This page shaws servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are nat shown. S 1
Ibility
<Previous | [ Ne> | install | [ Cancel ]
BPA results Performance Performance
BPA results BPA results

rver Manager * Dashboard Manion

. Postdeployment Configuration
WELCOME TO SERVER MANAGER e

Confi tion required for DHCP Server at ABC

0 Local Server
et ° Configure this local server Compiete DHC confectation
i AD DS A
ol Al Post-deployment Configuration
I SRR e
o DNS - i 2 Add roles and features Configuration required for Active Directory Domain
= Services at ABC
& File and Storage Services b S
3 Add other servers to manage Promote this server to a domain controller
4 Create a server group @ Feature installation | x
—_—
Configuration required. Installation succeeded on
abe.
Add Roles and Features e
Task Details
ROLES AND SERVER GROUPS
Roles:4 | Servergroups:1 | Servers totak 1
= File and Storage B
AD Ds 1 DHCP 1 & DNs 1 5 1
'! == Services
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Services Services Performance
Performance Performance Performance BPA results
BPA results BPA results BPA results




& Server Manager -8 x

i DNS Manager il
Dashboard TASKS ¥
File Action View Help
Local Server = :
e K ~
All Servers -
2 DNs e =
AD DS 4 aEC New Zone Wizard [E3] =
¥ DHCP b g
1L - d| ZoneTvoe (Activated)
2, Dns - i The DNS server supports various types of zones and storage s e
WE File and Storage § b3 ) L
s @ Select the type of zone you want to areate:
Primary zone
Creates a copy of a zone that can be updated directly on this server,
Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
Stub zone
Creates a copy of a zone containing anly Name Server (NS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not =
authoritative for that zone. TASES
Store the zone in Active Directory (available only if DNS server is a writzable domain
controller) N
<Back || WNext> | [ Cancel
I
v
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& Server Manager a

Manage  Tools

Add Roles and Features Wizard L 1

DESTINATION SERVER
sbc

Select server roles

Select ane or more roles to install on the selected server.

e~

Before You Begin

n

Installation Ty Roles Description

Active Directory Domain Services
(AD DS} stores information about
objects on the network and makes
[ Active Directory Federation Services this information available to users
and network administrators, AD DS
uses domain controllers to give

[ Active Directory Certificate Services

DHCP Server [ Active Directory Lightweight Directory Services
DNS Server [ Active Directory Rights Management Services network users access to permitted

AD DS [ Application Server resources anywhere on the network
DHCP Server through a single logon process.

Confirmation
DNS Server

Fax Server

Hide

File and Storage Services (1 of 12 installed)
Hyper-V

Network Policy and Access Services

Print and Document Services

Remote Access

(]
=
(]
[
O
O
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Remote Desktop Services | TS 1
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cle Bin

L Ethernet0 Properties.

Networking

Connect using

Internet Protocol Version 4 (TCP/IPv4) Properties

‘I General |

¥ Intel(R) 825741 Gigabit Network Connection

[
B 14 Connectivity:

l5 Connectivity:
ia State:

Yfou can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate P settings.
This connection uses the following items
% Cliert for Microsoft Networks
) B File and Printer Sharing for Microsoft Networks
420105 Packet Scheduler
[ -2 Microsoft Network Adapter Muliplexor Protocol
[ -+ Link-Layer Tapology Discovery Mapper 1/0 Driver
-2 Link-Layer Topology Discovery Responder
-1 Intemet Protocol Version 6§ (TCP/IPvE)
-3 Intemet Protocol Version 4 {TCP/IPv4)

Description

Transmission Control Protocol/Intemst Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

) Obtain an IP address automatically
ise the following IP address:

IP address: 192,168 . 10 . 2

255 .255.255 . 0

Obtzin DNS server address automatically

Subnet mask:

Default gateway:

ise: the following DNS server addresses:
Prefered 0 s ]

Alternate DNS server:

fopertes | || (] valdate settings upon exit

B Windows Server 2012R2

Windows Server 2012 R2 D:
Windows License

S BTG G

= Server Manager

.@)

o

& DNS Manager
Dashboard TASKS ¥
it File Action View Help
ocal >erver -

- XEGg= H i EE O
All Servers

2 DNs Mame | =
AD DS 4[F ABC [ Global Logs

18 DHCP b (i Global Logs

7| Forward Lookup Zones

¥E File and Storage 9

~ Forward Lookup Zones
“| Reverse Lookup Zones
~ Trust Points

7| Conditional Farwarders

| Reverse Lookup Zones
| Trust Points

~ Conditional Forwarders
Roat Hints

| Forwarders

(Activated)

TASKS v |
v
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& Server Manager -8 x

Dashboa

Local Servi

Alsenersl - Domain Controller Options TASSELERER

AD DS

18 DHCP Deploymen: Canfiguration

& DNS
&5 File and 5 Forest functional level: Windows Server 2012 R2 -]
e an

Domain functional level: Windows Server 2012 R2 H

Specify domain controller capabilities

Select functional level of the new forest and root domain

omain Name

tem (DNS) server
Slobal Catalog {GC)
[ Read only domain controller [RODC)

Type the Directory Services Restore Mode (DSRM) password
E TASKS ¥

Password:

(O]

Confirm password:

More about domain contraller options

<Previous | | Net> | [ instal | [ Cancel

File Action View Help

e nE f8(XEdE Bm taETER

[ Active Directory Users and Com|| Name Type Description
b (] Saved Queries 2, Administrator User Built-in account for ad...
4 [ abetk 2, Allowed RODC Password Replication Group  Security Group...  Members in this group c.
p [ Builtin 82, Cert Publishers Security Group... Members of this group
3 -j Computers 52, Cloneable Domain Controllers Security Group... Members of this group t...
Dofmin Coahollers 2, Denied RODC Password Replication Group  Security Group... Members in this group c.
ForeignSecurityPrincipalt| ga icp Agministrators Security Group... Members who have ad...
» [l Managed Service Accau 52, DHCP Users Security Group... Members who have vie.
8 Veers 92, DnsAdmins Security Group... DNS Administrators Gr
52, DnsUpdateProxy Security Group...  DNS clients who are per...
52, Domain Admins Security Group... Designated administrato.
52, Domain Computers Security Group... Al workstations and ser...
2, Domain Controllers Security Group... All domain controllers
2, Domain Guests Security Group... All domain guests
2, Domain Users Security Group...  All domain users
2, Enterprise Admins Security Group... Designated administrato,
2, Enterprise Read-only Domain Controllers  Security Group... Members of this group
82, Group Policy Creator Owners Security Group... Members in this group <...
L Guest User Built-in account for gue...
82 Protected Users Security Group... Members of this group ...
H2,RAS and A5 Servers Security Group... Servers in this group can...
2, Read-only Domain Controllers Security Group... Members of this group ...
2, Schema Admins Security Group... Designated administrato.

st
52, WinRMRemoteWMIUsers_ Security Group... Members of this group




& Server Manager

2 | FA Manage

Server Manager

| FA Manage

Dashbosr I8 e T e e EEIE]

1 Local Serv

Allseversl  Paths JREGEL SER\;:
AD DS
i pHee ment Configuration
= Specify the location of the AD DS database, log files, and SYSVOL
ii Bl and i DNS Options Database folder: CAWindows\NTDS D
itional Options Log files folder: CAWindows\NTDS D
SYSVOL folder: CAWindows\SYSVOL =

TASKS ¥

More about Active Directory paths

] Active Directory Users and Computers

File Action View Help

a5 {§EXEo= Hm 3aETaR
[ Active Directory Users and Com|| Name Type Description
b (7] Saved Queries 2, Administrator User Built-in account for ad...
4 [ abetk 2, Allowed RODC Password Replication Group  Security Group...  Members in this group c
b [ Builtin H2, Cert Publishers Security Group... Members of this group
b [ Computers 52, Cloneable Domain Controllers Security Group... Members of this aroun .
M. Dorwin Conniollers 2, Denied RODC Password Replication Group  Securit New Object - User [x]
> [ ForeignSecurityPrincipal! | ga py1cp pgministrators Securit]
b 1 Managed Semvice Accourl| ga'pcp cre c|
_HLc 52 DrsAdmins Secur] ?J Createin:  abcth/Lsers
52, DnsUpdateProxy Securit]
2, Domain Admins Securit]
2, Domain Computers Secur | FreLmAmS [iet | e | |
82 Domain Centrollers Securit] Frt e
2, Domain Guests Securit]
2, Domain Users Securi]  Fulnams “E“ ‘
2, Enterprise Admins Securit]
IR Evierpiise Ry DimainCorteoliers.  Securtfiil (2RI
2, Group Policy Creator Owners securt]| [ |[@ates V]
2. Guest User Userlogen name (pre-Windows 2000):
2, Protected Users Securit] | T ”[E z ‘
82 RAS and IAS Servers Securit]
2, Read-only Domain Controllers Securit]
2, Schema Admins Securit]
2, WinRMRemoteWMIUsers_ Securit] < Back T
< m [ >
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Metwork Connections
4 & > Control Panel » Network and Intemet > Network Connections > v | @ | 9 Search Network Connections
Organize ~

| Ethemet2 G Loce!res Connection™ 10 \ VMuware Network Adapter VMnet1
IS Network cable unplugged MR ot connected ¥ Enabled
X

K @ IntelR) Ethemet Connection 21

Wi-Fi
%ﬁ abeiti

Wi-Fi 802.11n USB Wireless LAN Card

Network & Int{

Vhiware Network Adapter VMnetd
¥ Enabled
flll Wicrosoft Wi-Fi Direct Virtual Ads @7 YMware Virtual Ethernet Adapter .. @7 YMware Virtual Ethernet Adapter

Status

Ethernet

al-up

VPN

Airplane

Mobile hg

Data usag

Proxy

3 items

Type here to search

=

=) Active Directory Users and Computers a
File Action View Help

e #1E § 0| XE Q2

[ Active Directory Users and Com|| Name Type Description
b (7] Saved Queries 2, Administrator User Built-in account for ad...
4 [ abetk 2, Allowed RODC Password Replication Group  Security Group...  Members in this group c.
b [ Buitin 52, Cert Publishers Security Group... Members of this group
b [ Computers 2, Cloneable Domazin Controllers Securit i
Dofmin Coahollers 2, Denied RODC Password Replication Group  Securit
> [ ForeignSecurityPrincipal! | ga py1cp pgministrators Securit]
b 1 Managed Semvice Accourl| ga'pcp cre c|
CH 82 DnsAdmins Secur] s, Createin:  abcth/Lsers
52, DnsUpdateProxy Securit]
52, Domain Admins Securit]
58 Dermain Computers Securt] P
82 Domain Controllers Securitll  Gofim password
2, Domain Guests Securit]
2, Domain Users Securit| [[] Usermust change password at next logon
2, Enterprise Admins Securit] [ | U carmit cimage pemswied
52 Enterprise Read-only Domain Controllers  Securit]
52, Group Policy Creator Owners Securit] ST
2, Guest User [] Accourt is disabled
82 Protected Users Securit]
82 RAS and IAS Servers Securit]
2, Read-only Domain Controllers Securit]
2, Schema Admins Securit]
2, WinRMRemoteWMIUsers_ Securit] <Back || MNew> | | Cancel




= Server Manager | = |o

Manage  Tools  View  He

Add Roles and Features

Remove Roles and Features

Dashboard WELCOME TO SERVER MANAGER
Add Servers

0 N Local Server Create Server Group

Server Manager * Dashboard -@1F

All Servers Server Manager Properties

o Configure this local server

¥ R File and Storage Services b

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW = 3

4 Create a server group

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles:1 | Servergroups:1 | Servers total: 1

;2:?:; Storage 1 Local Servel All Servers
® Manageability @ Manageability @ Manageability
Events Events Events
Performance - Services - Services
BPA results Performance Performance
BPA results BPA results
100 ongccs 1o paon s auy —
‘ = B ;‘m
& Server Manager - |8 x

3 =l = ]
- DNS Manager /W

File Action View Help

2 Dashboard

B Local Server

@ n
Al Servers - =
DNS = =
1 AD DS i New Zone Wizard [E3] =

¥ DHCP r@gq . " :
- Complting the New Zone Wizard

& File and Storage § P ET You have successfully completed the New Zone Wizard. You =

» & g8 spedified the folowing settings:

Name:  abc ~
Type:  Standard Primary

Lookup type: Forward

File name: abc.dns &

Note: You shouid now add records to the zone or ensure
that records are updated dynamically. You can then verify [Tasks |

name resaluian using nsleakup.

To dose this wizard and create the new zone, dlick Finish, i\
<Back || Fnsh | [ Cancel
I
v
= e : 625 AM
e | FPAh o




& Server Manager -8 x

| I' Manage

0 Local Serv Szl

Alsenersl - Deployment Configuration TASSELERER

i AD DS
18 DHeP
& DNs

Select the deployment operation

= @ Add a domain controller to an existing domain
¥§ Fileand s O Add a new domain to an existing forest
O Add a new forest

Specify the domain information for this operation
Comair: ’

Supply the credentials to perform this operation

<No credentials provided>

TASKS ¥

(O]

More about deployment configurations

<Previous | [ Net> | [ instal | [ Cancel

@ DHCP a

File Action View Help

@2
% DHCP

4§ abesbetk @ Add 2 Scope
b5 v
b o IPVE More Actions »
To add a new scope, on the Action menu, click N
Domain Name and DNS Servers <

For more information about setting up a DHCP servy The Domain Name System (DNS) maps and translates domain niames used by clients
on your network

You can specfy the parent domain you want the dliert computers on your netwark to use for
DNS name resclution

Parert domain: [abetk

To corfigure scape dlients to use DNS servers on your network, enter the P addresses forthose
servers.

Server name: IP address:
IABC

Add

I
== itz |
Up
Do

<Back || Met> | [ Canedd |




= DHCP
File Action View Help

e

% DHCP
4 7 abeabetk @ AddaScope v .

b 5 v
More Actions »

1Pvb
To add anew scops, on the Action menu, click N
Configure DHCP Options ‘

For more information abeut setting up a DHCP servy You have to configure the most common DHCP aptions before clients can use the
scope:

When clients obtain an address, they are given DHCP options such as the [P
addresses of routers (defaut gateways). DNS servers. and WINS setings for that
scope

The setlings you select here are for this scope and overide seftings configured in the.
Server Options folderfor this senver.

Do you want to corfigure the DHCP options for this scope now?
1 Hes, I want to corfigure these options now!
1 No, I will corfigure these options later

<Back || MNet> | [ Gancdl

Server Manager

Dashboard

File Action View Help

B Local Server : N
@« z[E o ©
[ All Servers
& DNs =
Gl 4 § ABC =
18 DHCP b (i Global Logs

in Name System (DNS) allows a DNS namespace to be divided into zones, Each zone
tion about one or more contigueus DNS domains,

e DN [ Reverseld| ne.. |

¥E File and Storage 9 b [ Trust Poin
b [] Condition|

ew zone, on the Action menu, click New Zone.

Create a new zone.




Server Manager

Dashboard

0 Local Server

All Servers

i AD DS
18 DHeP

B Fileand Storage §

i DNS Manager
File Action View Help
e 5w &  Hm
0
& ONS P
4 § aBC New Zone Wizard -
4 Zone Name
= Vihat is the name of the new zone? s
b3 T
] The zone name specifies the portion of the DNS namespace for which this server is

authoritative. It might be your organization's domain name (for example, microsoft.com)
ar 2 portion of the domain name (for example, nenzene.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

-
v
<Back Next > Cancel
I

v
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& Server Manager - |8 x

T s
- DNS Manager
Dashboard TASKS
File Action View Help
B Local Server s T T 2
e 5 o @ ©
[ All Servers - e
DNS =
ADDS i New Zone Wizard =1
{8 DHCP 3 | ZoneFile (Activated)
= F: You can create a new zone fie or use a fle copied from another DNS server, s
¥§ File and Storage 9 b
b B Do you ant to areate @ new zone fi or use an existing fik that you have copied

from another DNS server?

(®) Create a new file with this file name:

abc.dns

() Use this existing file:

To use this existing fle, ensure that it has been copied to the folder
%SystemRoot%\eystem32\dns on this server, and then diick Next.

TASKS

<Back || MNest> | [ Cancel
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Action View Help

e 2

\

% DHCP

4 7 abeabetk
b i IPva
b5 IPvE

@ Add aScope

For more information about setting up a DHCP servy

To add anew scops, on the Action menu, click N

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server wil delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. I you want to exclude a single
typs an address in Start P address orly.

Start IP address: End IP address:

<Back || MNet> | [ Cancel

e —

More Actions »

File Action View Help

@2

\

% DHCP

‘ﬁmu

4 7 abeabetk
17

b
b I

‘ Display Statistics...

New Scope.

New Multicast Scope... ion menu, click New Scope.

Configure Failover...
Replicate Failover Scapes.

Define User Classes...
Define Vendor Classes...

Reconcile All Scepes...

Set Predefined Options...

View 3

Refresh

Properties

Help

es assigned to computers requesting a dynamic IP address. You must create and configure a scope before dynamic IP addresses can be assigned.

ing up a DHCP server, see online Help.

e —

More Actions »

Create anew scope




Server Manager - |a

Description
iL
Al The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:
Al Authorization
11 DI Create the following security groups for of DHCP Server
a ) - DHCP Administrators.
cJ - DHCP Users
L

Autharize DHCP server on target computer {if domain joined).

Hide

1 File and Storage 1 N
Services
lgeability Manageability
<previous | [ Net> | [ commt |[ Cancel | fs Events
SeTees SerTees SeTCes Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results

File Action View Help
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% DHCP

4 7 abeabetk
b5 v
b 5 IPvE

More Actions »
A scope is a range of IP addresses assigned to computers requesting a dynamic IP address. You must create and configure a scope before dynamic IP addresses can be assigned.

Toadd anew scope, on the Action menu, click Mew Scope.

For more information about setting up a DHCP server, see online Help.




File Action View Help
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% DHCP
4 7 abeabetk @ e
b i IPva
b B WPV More Actions »
To add a new scope, on the Action menu, click N
Lease Duration
For more information about setting up a DHCP servy The lease duration specfies how long a client can s an IP address from this scope.
Lease durati qu g puteris
connected toth [ consist mainly of

Likeise, for a stable network that consists mainly of desktop computers at fired
locations. longer lease durations ar more appropriste.

Setthe duration for scope leases when distibuted by this server.

Limted to
Days:  Hous:  Minutes

r+3 I3 [

<Back || MNet> | [ Cancel

File Action View Help
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% DHCP
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b o IPVE More Actions »
To add a new scope, on the Action menu, click N
IP Address Range
For more information sbout setting up a DHCP serv You define the scope address range by identiying a st of consective |P addresses
~Corfiguration DHCP

Enter the range of addresses that the scope distrbutes.

Start IP address: [ 192 168. 10 . 3
End IP address: | 192168 10 . 30|

~ Corfiguration DHCP Client

v [ 7
Subnet mask: 255 .265.255. 0

<Back || Net> | [ Cancel




Active Directory Users and Computers

File Action View Help

Active Directiry Users
Saved Queries

corp.local
Delegate Control...

Builtin Find..

Comp Change Domain
Change Domain Controller.

se domain function level..,

New
All Tasks

Refresh

3. Click through the Wizard until you get to this screen. Add the user(s) you want tc delegate

administrative responsibilities to here.

Delegation of Control Wizard

Users or Groups

Selact one or more use ) ups 1o whom you wan 1¢ xgate control

ted users and groups

Remove

Cancel




4. Select the user and click Next

Delegation of Control Wizard

Users or Groups

3l One or More UsSers or grnoups o whom you want to -.'j{"lE"[_]rI'H' control

Selacted users and

Andrew Harper (Andrew Harperacorp.local)

Cancel

5. Select the tasks you are delegating to this user in the next screen.

Delegation of Control Wizard

Tasks to Delegate

You can select comn Asks or customize y

@ Delegate the following common tasks

Create, de e, and mana counts
et user passwords and force passwy I change at next logon

all user information

Madify the membership of a group

JC computer 1o the dg

Manage Group Policy links




6. On the next screen you get a recap, click Finish if it looks correct

Completing the Delegation of
Control Wizard

ully complated the Delagatio

2 control of objects in the

ADUC for Adding New Users to Domain

MNext we will look at how to add a new user to the domain.

1. Expand the tree for the domain where you want the new user, right click the User

container and select New -= User.

Active Directory Users and

Dl

Find

M




2_Fill in the blanks and click Next.

New Obj

First name

Last name:

Full name

ecorp.lacal

Finish

2. Set a password and check the correct boxes and click Next.

New Object - User

Create in: corp.local

Password never expires

Cancel




4 Verify the user is set up correctly in the next screen and click Finish.

The user m

Finish Cancel

ADUC for Adding a New Group

And to create a new group, follow these steps:
1. Just as before, expand the domain and right click the container where you want the new
Group to live, and select New -> Group.
2. Fill in the blanks of the wizard, making sure to select the correct button for “Security”™ or

“Distribution.”

New Ob

Group name:

Sith

Group name (pre-Win

Group type
. Irity

Distribution

Cancel




3. Click OK, and then find your new group and open it up, select the Members tab, and add

the correct users to this group.

Sith Properties

Object Security Attribute Editor

General Members Member Of Member By

Members:

Name Active Directory Domain Services Folder

Darth Vader corp.Jocal

The more you know about the intricacies of AD the better prepared you
are to defend it.

Varonis monitors and automates the tasks users perform with ADUC.
Varonis provides a full audit log of any AD events (users added, logged
in, group changes, GPO changes, etc.) and compares the current activity
to a baseline of normalized behavior over time. Any new activity that looks
like a cyberattack (brute force, ticket harvesting, privilege escalations, and
more) triggers alerts that help protect your network from compromise and
data breach.

Additionally, Varonis enables your data owners with the power to control
who has access to their data. Varonis automates the process to request,
approve, and audit data access. It's a simple but elegant solution to a
huge and increasingly important problem.
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4. The Add DNS Resource Records dialog box opens. In Resource record properties, click DNS
server and select the DNS server where you want to add one or more new resource records. In

Configure DNS resource records, click New.

Add Resource Record

Shaw Al

Resource record = Resource record pfOpemES
Summary +

Specify the properties below to configure DNS rescurce records.

DNS zone name: redmand.contoso.com
Configure DN3 resource records:
MName Type Data

[EWew'N [ et | [ Remove |



5. The dizleg box expands to reveal New Resource Record. Click Resource record type.

Add Resource Record

Shaw Al e e e
Summary + .
Specify the properties below ta configune DNS rescurce records.
DNS zone name: redmand contose.com
Configure: DNS rescurce records:

'Nuu Type Oata

(e [ est | [ Remowe |

New Resource Record

Resource record ype: - FSelect It

6. The list of resource record types is displayed. Click the resource record type that you want to add.

New Resource Record

Resource record type: | Select. -
Select..
A
ARAA . |
CHNAME
PR
" ooy |
X
] SRV
Tone Status fior AN Send Tt 8
Duration in Current Staf DNAME
Access Scope: AFSDE
AT
DHCID
RINFD
ISDN
- L
RT
WKS [w




7. In New Resource Record, in Mame, type a resource record name. In |IP Address, type an IP address, and
then select the resource record properties that are appropriate for your deployment. Click Add Resource

Record.

Add Resource Record

Show Al
| Resource record  — |
Summary + |'
[ New it || Remove |
New Resource Record
Resowsce record ype I,n, [vl

hiaps 5 DME demais ramie 20 3 120t (9 verzion d
acsregs or 8 170-6r 2 verron & asideen

Hame howtTemp

|sen parer dome e e o Bleek
Fully quakfied domain
name [FODN): hastTemp.redmond.contosn.com
IP address: 1017059

[[] Create msocisted pointer (PTR) record

(] Aflow amy suthenticated user to update DNS records with the
same owner name. The setting 2pplies anly to DNS records with
& W name

[7] Enable aging of the record
Time to Ive [TTLY: ] 1 0 0




. If you do not want to create additional new resource records. click OK. If you want to create additi
new resource records, click New.

Add Resource Record

Sharw Al

Resource record properties
Summary +

Specify the properties below to configure DNS resounce records.

DNS zone name: redmand contoso.com

Configure DNS ressurce records:
Marme Type Data
hostTemp | | 1017035

] [ [ e

8, The dialog box expands to reveal New Resource Record. Click Resource record type. The list of resource record types is
displayed. Click the resource record type that you want to add.

10. In New Resource Record, in Mame, type a resource record name. In IP Address, type an IP address, and then select the
resource record properties that are appropriate for your deployment. Click Add Resource Record.

New Resource Record

Resource record Type- |uu I-]

Pemwcies meunige rteg 12 4 iowtiled =4
ETATGE POTTTR E B CG 32 3 Ml euherger e
& epeniliad D%E doma e name

Host or chid domain: ~ MeTemp

Fully quatfied domain
name [FODN): MuTempredmond.contass.com

FODM of mail server. | hassTemg
Mail server pricnty: 10
[ Atiow any suthenticated user to update DNS records with the

same owner name, The setting applies enly to DNS records with Hl
& BEW RAME,

| | Enabie aging of the recena

Tiue 1o e (TTLE: ¢} 1 o (i}
DOODC)  HH) MM 55

o
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11. If you want to add more resource records, repeat the process for creating records. When you are done creating new
resource records, click Apply.

Spexify the propertios below 19 configure DNS resauros recards.

DNS zone name: redmand contese.com

Configure DNS resource recards:

| Mamme Type Cata
bastTemp A 10.1.70.35
MuTemp WX [10ihoutTermp]

[ ox ||W||J§_IJ

12. The Add Resource Record dizlog box displays a resource records summary while IPAM creates the resource recerds on
the DNS server that you specified. When the records are successfully created, the Status of the record is Success.

Add Resource Record

how Al
Resource record +* Summary
Task Target S
Create DNS resource: DS Server -
recoed Mamerccontosacom B
CiheS
Zoneoedmond. contosa.c s
oy DMS Record
Mame:hosiTems: =
Create DS resource DS Senver Sugcess
recond Mame:dc.contoso.com
DS
Zaneredmond rentesad
— v PSS Bumerursd : — == bl
Dty

13, Click OK.



The wizard displays a list of the server's network connections that have static IP
addresses, as shown in the following illustration. {In this example, only one network

connection has a static [P address assigned. Most network servers will have at least
two.)

ﬂ Select the static IP addresses you want to use for the DHCP server. Then click Next.
The wizard asks for the DNS configuration information, as shown below.




y8l Enter the domain name and DNS servers. To enter a DNS server, type its address in
the IP address text box and then click Add.

You typically have more than one DNS server.

H Click Next.

The wizard next asks for the WINS configuration information.

8 (Optional) If you want to enable WINS, enter the WINS server configuration and then
click Next.

If you don't want to use WINS, skip this step and just click Next.

Either way, the next screen lets you configure scopes.

] To create a new scope, click the Add Scope button.

The wizard asks for a name and description for the new scope, as shown below.

192.168.1.20

SEL3 L35

Wired (lease duration wil be 8 days)




- Enter the information for the new scope.

You must enter the following information:

o Scope Name: The name can be anything you want. Use a generic name such as
Office or your company name unless you're creating two or more scopes. Then,
the names should indicate the function of each scope.

o Scope Starting IP Address: This is the lowest IP address that will be issued for this
scope.

o Scope Ending IP Address: This is the highest IP address that will be issued for this
scope.

o Subnet Mask: This is the subnet mask issued for IP addresses in this scope.

o Default Gateway: This is the default gateway address that will be used for this
scope. This is usually the address of your router.

o Subnet type: Choose Wired or Wireless. The difference is how long the IP address
will be valid. For wired networks, the addresses will be valid for six days. For
wireless networks, the addresses will expire in eight hours.

Select the Activate This Scope check box and then Click OK.

The scope is created, as shown below.

9L 368 L 30 - 15 A0 1. 230




{EY If you want to create additional scopes, repeat steps 10-12.

You can create as many scopes as you want for your DHCP server.

P8 When you finish creating scopes, click Next.

The wizard asks whether you want to enable stateless mode, which is used for IPvé.
Disable this mode unless dealing with IPv6 clients is important to your network.

Click Next.

The wizard asks for the credentials to use when creating this DHCP server. The default is
to use your current login credentials.

iy Click Next,
The wizard displays a confirmation screen that summarizes the settings you've entered
for the DHCP server.

Click Install.

The DHCP server is created. This might take a few minutes. When the server is finished,
a final results page is displayed to confirm that the server was properly installed.

m Click Close.

You're done!



