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To accurately portray the current state of digital forensics we must consider the huge increase in digital media, digital devices and social media that has happened in the last decade [1]. These technological advances may challenge the field, but they also open new avenues of investigation [2].  
The recent SANS Digital Forensics Survey [3] also sheds some light on the current state of the field. 370 digital forensic practitioners were surveyed. Respondents were asked what percentage of their time was spent on different types of work:

	Type of Work
	Percentage of Time

	Computer and media forensics
	32.8%

	Mobile phones and portable device forensics
	18.6%

	Network Forensics
	18.3%

	Memory Forensics
	12.3%

	Malware Forensics
	11.7%

	Other
	6.3%

	
Table 1. Summary of current average digital forensic work breakdown from 2021 SANS Digital Forensics Survey [3].



Respondents ranked Computer Science (primarily systems, software methodology, and application technology) as the most important computing discipline in the field [3].    
Digital forensics is regarded by some to be as much art as science [4], but we shouldn’t underestimate the importance of procedure and law when evaluating its current state. For example, at an American crime scene the eleven step procedure for seizing a powered off computer from the NIJ Electronic Crime Scene Investigation: A Guide for First Responders [5] might be followed. In the U.K the key for encrypted data could be requested if it is in the interest of national security as per the Regulation of Investigatory Powers Act 2000 [6].   
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Fianyi studied the introduction of digital forensic techniques in e-commerce security and suggests:

	
	“If digital forensics is introduced into e-commerce at an advanced level, it will reduce if not totally eradicate cyber-crime." [7]
	


 	
The paper suggests that this could be achieved by employing Network Forensic tools such as TCPDump, Flow-tools, IOS NetFlow, TCPXtract and Argus to monitor every transaction that is taking place [7].
In addition to the above application, an enterprise may find itself the victim of a cyber-attack and employ digital forensic techniques to investigate the incident. Whitman and Mattord note that most organizations might not have a permanent digital forensics team and outsource the analysis to experts. However, there should still be an InfoSec staff member familiar with digital forensic procedures to avoid contaminating evidentiary material [8].  
Binnar et al. studied the implementation of DFIR tools to secure IIoT (Industrial Internet of Things) systems and conclude:

	
	“Forensic solutions along with IDS can be used to provide robust security against various malicious attacks since it can handle the resource constrained nature and heterogeneity of IIoT systems.” [9]
	



From volatile memory all of the following could be retrieved: fragments of encrypted files’ contents, lists of running processes and network connections [10] and aid either a cybersecurity or digital forensics investigation.  The investigator could retrieve encrypted information because when it passes through RAM it does so in an unencrypted format making it easy to extract [10]. Investigating the running processes could also identify any malware on the computer [11]. 
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The use of Cloud computing has risen in recent years [12], and this presents challenges for the digital forensic field. The first of which is technical, a Google Doc in a Google Drive for instance has no serialized representation in the local file system [13]. Roussev notes the current transition in the digital forensics field from low-level physical acquisition of storage device images to the high-level logical acquisition of (primarily) application artifacts via well-defined cloud service APIs [14]. 
The second challenge is legal, in the Victor Collin’s case Amazon initially refused to provide audio recordings and transcripts held on their servers [15]. With increasing amounts of data in the cloud digital forensic practitioners may find more situations like this where access to evidence is held up or refused by cloud providers.
Sylve et al. show that the volatile memory of android devices can be acquired and analysed [16] however domestic IoT devices can present challenges for the digital forensics field. Servida and Casey note that most smart homes and smart buildings lack the forensic preparedness that may be found in the industrial IoT sector and newer IoT devices are not supported by existing forensic tools and methods. They note a pressing need for more research on IoT devices, chip-off techniques, home security systems, smart assistants and smart firewalls [17]. 
The HMICFRS’ inspection found U.K. police forces haven’t kept pace with the scale of the challenges they face however it also notes that technological advances shouldn't be seen as threats; they bring opportunities too [2].
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To assess the U.K. job market for Digital Forensics I carried out searches on popular job listing platforms: 

	Search
	Indeed
	Glassdoor
	Reed
	Gov.uk

	
Digital Forensics jobs in the U.K.

	
174*
	
147*
	
57*
	
24

	Digital Forensics jobs in the U.K. Filtered to include only relevant industries such as I.T and Legal
	
33*
	
32*
	
21*
	
8

	Digital forensics technician

	
7
	
6
	
30*
	
1

	Digital forensics examiner

	
5
	
5
	
4
	
1

	Digital forensics Analyst

	
29*
	
24*
	
27*
	
0

	Digital forensics investigator

	
15
	
13
	
9
	
0

	Digital forensics team lead

	
62*
	
55*
	
2
	
0

	
Table 2. No of Job listings for digital forensics roles on four job listing platforms. 



* Indicates searches where higher rates of cybersecurity roles were returned which is perhaps testament to the importance of digital forensics within cybersecurity. 
Ipsos’ report on cyber security skills in the U.K. found that out of the 16 cyber specialisms from the careers route map the Digital Forensics workforce made up 20% of the cyber sector, making it the joint smallest specialism along with Cryptography and Communication Security [18].  








I used indeed global search and international job websites to research the global job market. 

	Country
	Digital Forensics
	Digital forensics technician

	Digital forensics examiner

	Digital forensics Analyst

	Digital forensics investigator

	Digital forensics team lead


	Australia (seek.com.au)*
	106
	106
	102
	110
	102
	105

	Brazil
(br.indeed.com)
	18
	10
	0
	8
	11
	1

	Germany
(de.indeed.com)
	53
	10 
	1
	9
	4
	10

	South Africa (careerjunction.co.za)*
	1
	4 
	1
	17**
	5
	3

	United States
(Indeed.com)
	3000+
	900+
	900+
	2000+
	3000+
	700+

	China (m.zhaopin.com/)*
	15
	4
	0
	5
	0
	15

	
Table 3. No. of job listings for digital forensics roles in six overseas countries.


 
* Yielded higher results than indeed global.
** Unrelated results returned
For all counties I searched on Indeed global and on one of the nation’s own job websites and have listed the site which yielded the higher result. The United States yielded the highest number of results, the highest role accuracy and higher salaries. The DHS announced $279.9 million in grant funding for the fiscal year 2024 [19] which is no doubt contributing to the size of the U.S. sector.    
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	Storage:
	3 TB

	RAM:
	32GB (DDR5) 5600MHz

	VRAM:
	6GB (GDDR6) 1492 MHz

	CPU:
	8-core AMD Ryzen 7 8700F

	Operating System:
	Ubuntu 24.04.1 LTS (Noble Numbat)

	
Table 4. System specifications of host machine used for testing.




	Manufacturer:
	Phison Electronics Corp.


	Product:
	Platinum USB drive mini


	Description:
	USB Pen Drive

	USB Type:
	A

	Vendor ID:
	13FE

	Device ID:

	4200


	Capacity:

	32GB

	Initial connection behavior:
	Works as normal on host and VMs.

	Device Set up:
	Formatted into FAT 
Divided into 4 partitions. Various files have been saved on each partition. Some files have been copied over then deleted. A folder and file have been made hidden. Steganography was used to embed text in an image. 

	
Table 5.  Storage device information.
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A Windows 11 and an Ubuntu virtual machine have been set up using KVM and Virtual Machine Manager. Both VMs configured to allow use of 16 cores of the CPU, 31733 MiB memory and shared memory has been enabled. The VMs were ran at separate times.    
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	Open-Source Tool
	Commercial Tool
	Phase

	dcfldd*
	OSForensics**
	Acquisition 

	Autopsy**
	OSForensics**

	Analysis


	Autopsy**
	OSForensics**

	Reporting 

	
Table 6. Summary of tools compared.



* Tested on Ubuntu VM.
** Tested on Windows 11 VM.
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	Tool
	Average CPU usage 
	Total Time
	Output File Format
	Output File Size


	dcfldd
	36.16%

	21min 18sec
	.dd
	32.1GB


	OSForensics

	04.86%

	20.39

	.img

	29.8 GB


	
Table 7. Acquisition comparison. 
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Figure 1. Image Acquisition on dcfldd.
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Figure 2. Image Acquisition on OSForensics.

The dcfldd used significantly more CPU than OSForensics, Shah et al. found in their study that dcfldd used more CPU than any other tool they tested [20]. Generating an image hash was straightforward on both tools however the following error appeared when attempting to image the whole USB drive in OSForensics. So instead, I imaged each partition. 
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Figure 3. OSForensics disk acquisition error message.

This left 1.00 MiB of unallocated space I was unable to image so overall I found dcfldd more reliable. 
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Figure 4. GParted view of USB stick on host machine showing unallocated space.
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	Compared on
	OSForensics
	Autopsy

	Deleted Files Carved
	10
	169

	Email Addresses found
	5
	20

	Names found
	6
	7

	Steganography detected
	No
	No

	Hidden Folder detected
	Yes
	Yes

	Hidden File detected
	Yes
	Yes

	
Table 8. Analysis comparison.
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Figure 5. Image analysis on OSForensics.
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Figure 6. Image analysis on Autopsy.

In addition to producing more names and email addresses, Autopsy carved 20 .txt files and 74.ext files. It is only from these files that an investigator would learn that the USB drive was formerly used as an Ubuntu boot stick before its last format. Neither tool detected steganography, Bhat et al. also found OSForensics was unable to detect steganography and in their study only Encase and FTK were able to do so [21].
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While studies such as those by Javed et al. [22] and Ghazinour et al. [23] have greatly contributed to the academic study and comparison of digital forensic tools it seems there are few studies that focus on comparing the reporting functionality of Autopsy and OSForensics with each other or with other tools, so this is perhaps an area for future research. 
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Figure 8. Reporting on Autopsy.

Despite the drastically different layouts both tools offer many similar reporting functionalities however on OSForensics it is easy to quickly create a report with the hash values for images in a case [24] this is more complicated to achieve in Autopsy.  However, unlike Autopsy, OSForensics cannot produce a report for Keyhole Markup Language KML for use with google earth [25].
In OSForensics it is possible to add a report from a 3rd party vendor [24] however Autopsy allows users to generate their own report modules [26] and there is scope for integration for example Butterfield et al. developed software parsers to extract key information from Autopsy’s HTML reports [27]. 
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The free trial version of OSForensics was used. 
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I found dcfldd to be a preferable imaging tool to OSForensics as it was able to image the whole USB stick while OSForensics was only able to image the four partitions. Autopsy outperformed OSForensics during the analysis phase by retrieving more files and information. I found both OSForensics and Autopsy performed equally well during the reporting phase; however, Autopsy seems to offer greater customization and integration when it comes to reporting. Overall, I found dcfldd and Autopsy performed better in my tests.     
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