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[bookmark: _Toc215676024]Introduction
My report presents a practical and analytical discussion of the major operating system functions in both Windows and Linux operating systems. It shows how basic administrative features such as file handling, process monitoring, inspection of memory, network troubleshooting and automation are done using command-line interfaces and scripting languages. All activities are backed up with actual execution outputs, screenshots and descriptions to show system behaviour and administrative processes. The report analysing PowerShell scripts on Windows and Bash scripting on Linux shows the advantages of both systems in terms of supporting system administration, troubleshooting, and automation. On the whole, the report enhances skills that are necessary in competent OS-level management.
[bookmark: _Toc215676025]Task 1. Key Functions of General Operating Systems
Recent operating systems (OS) like Microsoft Windows are set up to handle hardware resources, run programs and offer a friendly user interface enabling users to effectively interact with the system. These universal operating systems combine primary capabilities such as file system operations, process management, memory management, device operations and security implementation [1]. The screenshots below show how Windows exposes the user to these functions using graphical tools like File Explorer, Task Manager, and Device Manager, all of which depict a fundamental field of OS functionality.
The initial picture, Windows file explorer, shows that the OS is in charge of the file system. The operating systems arrange data in hierarchical directory trees and facilitate file operations like creation, deletion, copying and modification. Under the File Explorer interface, one can use it to navigate files by folders, run program directories, as well as access storage devices in a single environment. As observed in the screenshot, the displays of WindowsPowerShell, Microsoft SQL Server, Common Files, and user folders (Desktop, Documents, Pictures) are arranged in a navigable format. Under this interface, Windows relies on NTFS (New Technology File System) to keep metadata, enforce access controls, make journaling, and preserve system integrity. Managing files is a core operation of the OS as it allows effective access to data and a safe distinction between system files and user files [2].
[image: ]
Figure 1: File Management
The second screenshot, which was taken in Task Manager, shows how the OS manages processes and memory. Windows operates several applications that are currently running by distributing CPU time, process scheduling and monitoring memory usage. In the screenshot, there are some active processes, i.e., Antimalware Service Executable, AnyDesk, Client Server Runtime Process, and various system services. The memory and CPU load, disk activity, and power consumption are shown in each process. Windows is based on a hybrid scheduler to provide an equitable distribution of the CPU. The memory manager is used to oversee the allocation of RAM and to page to physical memory when it is full. The screenshot displays that memory usage is 93, which is a high load, and the OS actively manages memory allocation to avoid instability of the system. Task Manager, users can use it to kill non-responsive applications, monitor services running in the background, and examine real-time performance, a must-have feature of the OS to ensure responsiveness and stability [3].
[image: ]
Figure 2: Process Management
The third screenshot of the Device Manager illustrates that the OS handles hardware and devices. An operating system interacts with hardware via software requests via kernel-mode drivers, which decode software requests into hardware instructions. All of the recognised hardware categories, such as Processors, Network adapters, Display adapters, Storage controllers, USB controllers, etc, are seen in Device Manager. Every device entry indicates the successful installation of drivers that enable Windows to interact with the hardware. The use of Device Manager also offers driver updating tools, troubleshooting hardware errors, turning devices on or off, and setting device-specific options. This service plays a vital role in compatibility with various peripherals and the highest performance. With no OS-level device management, users would have to manually administer hardware down to a low level, and this would greatly lower usability and reliability [4].
[image: ]
Figure 3: Device Management
[bookmark: _Toc215676026]Task 2. Use of Windows OS CLI Commands
Both Windows operating systems offer two potent command-line environments: Command Prompt (cmd.exe) and Windows PowerShell, which allow a user to do network diagnostics, system monitoring, file operations and service management [5]. The commands shown in this task were run in Windows in an elevated terminal, and screenshots were taken throughout the session. Collectively, they demonstrate how administrators use CLI tools to test the behaviour of the systems and troubleshoot effectively.
The initial command was ipconfig /all, which gave a full list of all network interfaces with MAC addresses, DHCP settings, IPv4 and IPv6 settings, and DNS servers. This can be seen in ipconfig, and multiple interfaces will be displayed, including Hyper-V adapters and Ethernet controllers. In order to test external connectivity, the ping 8.8.8.8 -n 6 command was used, and it sent six ICMP packets to the DNS server of Google. The findings, as presented in the ping Screenshot Cmd.png, depict stable responses with no packet loss. The routing behaviour was also examined via tracert of google.com, and the route of the remote server of Google is clearly represented in tracert, with ten hops of the ISP gateway and the Google network.
[image: ]
Figure 4: IP Configuration
[image: ]
Figure 5: Tracert
[bookmark: _Hlk215672053]The dir /a command was used to demonstrate file system visibility by listing all the files, including hidden folders, in the current path. What is displayed in the directory will be folders like .android, .docker, .jupyter and lots of configuration directories that are not usually seen by the user. Another folder was then created with the command using mkdir "MyNewFolder2025", and its successful completion is indicated by mkdir.
[image: ]
Figure 6: Dir
[image: ]
Figure 7: mkdir
Monitoring of the system was shown by a number of commands. Tasklist /v showed a detailed list of the running processes, including memory usage, session name and window titles, similar to tasklist. Further process inspection was done by use of PowerShell: Get-Process | Sort-Object CPU -Descending | Select -First 10, whose result is indicated in Get-Process and identifies the top processes by CPU consumption. Equally, Get-Service | Where-Object {$_.Status -eq "Running"} | Select -First 15 filtered out the running services as seen in Get-Service to ensure that the key services like Windows Audio, BITS, as well as Application Management were running.
[image: ]
Figure 8: Tasklist
[image: ]
Figure 9: Get Service
[image: ]
Figure 10: Get Process
Network activity was monitored using netstat -ano, which provides a list of all active TCP connections and listening ports with the process IDs. This appears in netstat -ano, both established and local listeners. Lastly, the system configuration was obtained, the system info command was used, and the results were displayed in system info and report, which contain the BIOS version, OS type, hotfixes installed, and memory statistics.
[image: ]
Figure 11: netstat-ano
[image: ]
Figure 12: Systeminfo
[image: ]
Figure 13: System Report

[bookmark: _Toc215676027]Task 3. Use of Linux OS CLI Commands
Linux has a robust command-line interface, which allows command-line system administration, process monitoring, hardware inspection and file manipulation [6]. Ten Linux commands run in an environment with Kali Linux will be documented in the section below, with four screenshots taken during this session. These outputs demonstrate how Linux opens up the core functionality through the use of the terminal and how administrators make use of the CLI tools to have a full view of the system.
[image: ]
Figure 14: Top screen
The user was seen to be operating file management inside the home directory, as seen in the File Management, which has Documents, Downloads, Music, and some text and zip files. Such an environment has few commands, like pwd to display the present directory, and cd to change between directories. ls will enumerate the contents of the directory, and ls -a will display the hidden files, like the configuration folders that start with a point. Given a command such as cat secret.txt, one can view the contents of the file in the terminal, meaning that Linux file operations are responsive as compared to graphical file explorers.
[image: ]
Figure 15: File Management
The command used to investigate the memory usage was the free -h command, with the results displayed in Memory Management. This command shows in human-readable format the amount of total, used, free and available memory. It showed 4.8 GiB of RAM and 1.6 GiB in use. To augment this, the vmstat command also gives an insight into memory paging, CPU activity and process scheduling behaviour, and the df -h command lists the available disk space per filesystem mounted.
[image: ]
Figure 16: Memory
[image: ]
Figure 17: Memory Management
[image: ]
Figure 18: echo
[image: ]
Figure 19: touch
Management of processes was illustrated with the top interactive tool htop, captured in Process Management. Such commands display real-time CPU and memory usage, the number of all tasks running and per-process statistics such as PID, user, CPU, and MEM. Other commands like ps aux also show all the processes in non-interactive mode, and kill PID allows one to kill the unresponsive applications. Such utilities reflect the clarity and regulation of Linux with regard to running tasks.
[image: ]
Figure 20: Process Management
Lastly, the command lsblk was used to show the list of all block devices, partitions, mount points, and sizes of these devices, as shown in the Device Management. The screenshot recognises the main disk (sda) as well as boot, root and swap partitions. There are also additional partition tools like fdisk -l that can be used to obtain more detailed partition information, and mount lists are the filesystems that are already mounted.
[image: ]
Figure 21: Device Management
[image: ]
Figure 22: Linux Cli
[image: ]
Figure 23: mkdir

[image: ]
Figure 24: pwdcli
[image: ]
Figure 25: sudo apt

[bookmark: _Toc215676028]Task 4. Use of Windows OS Scripts
Windows PowerShell is an extremely rich scripting environment that expands into the capabilities of the old Command Prompt, offering an object-oriented pipeline, high-level automation and complete administrative access to the Windows operating system [7]. This task involved the development, saving and execution of four workable PowerShell scripts, which were created on 03 December 2025 and in the directory C:\Users[YourName]\Desktop\GA36a-WindowsScripts. Every script was designed aiming at show practical administrative functions that a system administrator could carry out regularly, including system reporting, user data backup, network status verification, and cleaning up of temporary files. The scripts were run in a built-in PowerShell terminal with elevated privileges in Visual Studio Code with full access to the system resources.
The initial script, SystemReport.ps1, provided an elaborate system report containing the name of the system, the user logged into the system, the top processes as per CPU consumption, and a sample of which services are running. This script heavily utilises the capability of PowerShell to manipulate objects, format tabular data, as well as filter collections. The output shows that PowerShell is more efficient in gathering and reporting system metrics than using the traditional batch scripting methodology.
[image: ]
Figure 26: SystemReport
The second script, BackupDocs.ps1, was used to automatically back up the user's Documents folder by copying it into a dated folder on the desktop. This means that the backups can always be maintained in order, and the earlier versions are not overwritten. The presented process demonstrates the advantages of PowerShell as a tool for manipulating files and automating repetitive processes.
[image: ]
Figure 27: Backup Docs

The third script was PingTest.ps1, which checked network connectivity based on four external sites, which included: google.com, youtube.com, github.com and cloudflare.com. Each host had a clear status message in the script, and connectivity problems could be easily determined. The resultant execution indicates how PowerShell can be used to improve the diagnostic processes that use simplified syntax and conditional logic.
[image: ]
Figure 28: PingTest
The last script, CleanTemp.ps1, carried out a secure deletion of temporary files in various places, such as the Windows Temp directory and the user-specific AppData Temp folder. This script is better because it removes unneeded files without impacting important system files. The number of files removed is ascertained through its successful execution.
[image: ]
Figure 29: CleanTemp
[bookmark: _Toc215676029]Task 5. Use of Linux OS Scripts
Linux offers an open and robust scripting platform so that administrators and penetration testers can automate their repetitive tasks, retrieve system details and conduct configuration tests with little physical effort [8]. To accomplish this activity, a Bash script systeminfo.sh was developed and run on Kali Linux 2025.4 and shows how much-needed system information can be gathered and structured with the help of standard Linux tools. The script was saved on the home folder of the user at the home directory of the user, which was at: ~/systeminfo.sh and got executed on 03 December 2025. This script gives us a total overview of the health of the system, and it makes use of built-in commands which are installed by default in any Debian-based system.
The script starts with the shebang line #!/bin/bash, which makes sure that when the file is run, the Bash interpreter is called upon. It then prints a formatted header containing the current date, the user is logged in and the hostname of the system. The first output confirms that the script is being executed in the appropriate environment, and this can be evident in systeminfo.sh script in Kali Linux 2025.4. The script then displays the uptime of the machine using uptime -p, which will display the uptime of the machine in human-readable format. This data is particularly helpful in the case of diagnosing performance problems or the stability of the systems.
The next thing that is shown is disk and memory usage. A command of the type df -h / tail -1 selects the data of the root partition, such as size, space used, and utilisation percentage. Likewise, the active memory usage is shown by free -h mem that shows total, used, free, and buffer memory. These values were as shown in the screenshot 4.8 GiB total RAM with 1.6 GiB in use, which is quite close to the prior system readings in past tasks.
The process inspection is carried out by running ps aux --sort=-%cpu | head -6, which gives the top five CPU-consuming processes. This is an essential ability for administrators since they can quickly spot resource-intensive applications. Last, the network section is executed with ip addr show grep inet to provide the list of all the active network interfaces and their assigned IP addresses without the loopback interface. This can be useful, especially in cases of penetration testing where IP enumeration is vital. The script was developed with a nano systeminfo.sh and executed as chmod +x systeminfo.sh and then executed it as ./systeminfo.sh, as illustrated in its respective screenshots. 
[image: ]
Figure 30: system_info.sh Kali Linux 2025.4
[image: ]
Figure 31: System_info.sh script on Kali Linux 2025.4
[image: ]
Figure 32: nano system_info.sh
[bookmark: _Toc215676030]Conclusion
In conclusion, this report has illustrated the most important functions and practical work of Windows and Linux operating systems with the help of command-line tools and scripting. The tasks illustrated the importance of system administration tasks such as process monitoring, file management, network diagnostics, and automation to be done effectively with the help of built-in commands and scripts. Windows PowerShell and Linux Bash were most useful in creating system reports, operating services, examining network interfaces, and analysing resource use. Together, these exercises strengthened a greater grasp of the OS architecture, command-line settings and automation patterns, which are essential in the context of contemporary system administration.
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:\Users\Hp>ipconfig /all

windows TP Configuration

Host Name . . . 'DESKTOP-LOUATDD.
Primary Dns Suffix’

Node Type . . Hybrid

Ip Routing Enabled. No

WINS Proxy Enabled. [

Ethernet adapter Ethernet:

Media State . Media disconnected
Connection-specific DS Suffix’

Description . Realtek PCIe FE Family Controller
Physical Address. AB-8C-FD-48-A2-1F

DHCP Enabled. . Yes

Autoconfiguration Enabled . Yes

Ethernet adapter vEthernet (Default Switch):

Connection-specific DNS Suffix

Description . Hyper-V Virtual Ethernet Adapter
Physical Address. 06-15-5D-A9-F9-62
DHCP Enabled.

Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

:daee:2063:6bc1%32 (Preferred)
172.21.0.1(Preferred)
255.255.240.6

DHCPV6 IAID . . 536876381
DHCPV6 Client DUID. ©0-01-60-01-2F~43-30-28-A0-8C-FD-48-A2-1F
DNS Servers . g

NetBIOS over Tcpip.
Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Description

VirtualBox Host-Only Ethernet Adapter
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:\Users\Hp>mkdir "MyNewFolder2625™

C:\Users\Hp>
Users\Hp>
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C:\Users\Hp>tasklist /v

Image Name PID Session Name Session#  Mem Usage Status User Name CPU Time Window Titl
e

System Idle Process © Services ° 8 K Unknown NT AUTHORTTY\SYSTEM 107:47:42 N/A
System 4 services ° 664 K Unknown N/A 4:12:42 N/A
Secure System 56 Services ® 22,532 K Unknown N/A ©:00:60 N/A
Registry 108 Services ® 64,626 K Unknown N/A ©:00:68 N/A
smss . exe 264 Services ° 264 K Unknown N/A ©:00:60 N/A
csrss.exe 656 Services ° 2,732 K Unknoun N/A 0:00:21 N/A
wininit.exe 756 Services ° 2,464 K Unknoun N/A ©:00:60 N/A
services.exe 968 Services ° 9,488 K Unknoun N/A 0:02:12 N/A
LsaTso.exe 932 Services ° 1,472 K Unknoun N/A ©:00:01 N/A
1sass.exe 940 Services ® 11,932 K Unknown N/A 0:02:30 N/A
svchost.exe 456 Services ® 31,556 K Unknown N/A 0:09:11 N/A
fontdrvhost .exe 8 services ° 2,432 K Unknoun N/A ©:00:60 N/A
WUDFHOST . exe 952 Services ® 12,992 K Unknown N/A ©:00:62 N/A
svchost.exe 1064 Services ® 22,904 K Unknown N/A 0:11:14 N/A
svchost.exe 1112 Services ® 10,112 K Unknown N/A 0:00:21 N/A
svchost.exe 1232 Services ° 5,148 K Unknoun N/A ©:00:63 N/A
svchost.exe 1276 Services ° 9,456 K Unknown N/A Activate Wind6e7 WA

svchost.exe 1284 Services ° 11,960 K Unknoun N/A Go to Set 10 areeeIMiAows.

svchost.exe 1348 Services ) 7,724 K Unknoun N/A 0:00:00 N/A
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Users\Hp> Get-Service | Where-Object {5_.Status -=o

Name Displayliane

AdobelpdateService AdobelpdateService

AdvancedsystenC. .. Advanced SystemCare Service 18
AnyDesk AnyDesk Service

Appino Application Information

AppHigt: Application Management.

AppXSvc AppX Deployment Service (AppXSVC)
Atherossvc Atherossuc

AudioEndpointBu. .. Windows Audio Endpoint Builder
Audiosry Windows Audio

BFE Base Filtering Engine

BITS Background Intelligent Transfer Ser.
BrokerInfrastru... Background Tasks Infrastructure Ser.
Bthavctpsve AVCTP service

camsve Capability Access Manager Service
Captureservice_... CaptureService_ee6aboe

Users\Hp>

3 | select -Fi
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\Users\Hp>netstat -ano

Active Connections

Proto Local Address Foreign Address state PID
TP 6.0.6. 0.0.6.0: LISTENING 1064
TP e.0.6. 0.0.0.0: LISTENING a

TP e.0.6. 0.0.0.0: LISTENING 2548
TP e.0.6. 0.0.0.0: LISTENING 5332
TP e.0.6. 0.0.0.0: LISTENING 8624
TP e.0.6. 0.0.0.0: LISTENING a

TP e.0.6. 0.0.0.0: LISTENING 6200
TP e.0.6. 0.0.0.0: LISTENING 3712
TP e.0.6. 0.0.0.0: LISTENING 5332
TP e.0.6. 0.0.0.0: LISTENING 040
TP e.0.6. 0.0.0.0: LISTENING 756
TP e.0.6. 0.0.0.0: LISTENING 1496
TP e.0.6. 0.0.0.0: LISTENING 1656
TP e.0.6. 0.0.0.0: LISTENING 3548
TP 6.0.6.0: 0.0.0.0: LISTENING o68
TP 127.6.0. 0.0.0.0: LISTENING 53168
TP 127.6.0. 0.0.0.0: LISTENING 53168
TP 127.6.0. 0.0.0.0: LISTENING 53168
TP 127.6.0. 0.0.0.0: LISTENING 4252
TP 127.6.0. 0.0.0.0: LISTENING 110364
TP 127.6.0. 0.0.0.0: LISTENING 20264
TP 127.6.0. 0.0.0.0: LISTENING 20264
TP 127.6.0. 0.0.0.0: LISTENING 116420
TP 127.6.0. 0.0.0.0: LISTENING 116420
TP 127.6.0. 0.0.0.0: LISTENING 116420
TP 127.6.0. 127.0.6.1:59266 ESTABLISHED 5332
TP 127.6.0. 127..6.1:59265 ESTABLISHED 5332
TP 127.6.0. 127..6.1:59268 ESTABLISHED 5332
TP 127.6.0. 127.0.6.1:59267 ESTABLISHED 5332
TP 127.6.0. 0.0.0.0: LISTENING 116420
TP 127.6.0. 0.0.0.0: LISTENING 116364
TP 172.21.6. 0.0.0.0: LISTENING a

TCP  192.168. 0.0.0.0: LISTENING a

TCP  192.168. 92.38.180.154:443 ESTABLISHED 3712
TCP  192.168. 4.213.25.240:443 ESTABLISHED 4664
TCP  192.168. 74.125.133.188:5228  ESTABLISHED 110424
TCP  192.168. 74.125.133.188:5228  ESTABLISHED 110424
TcP 192.168. 104.18.39.21:443 ESTABLISHED 110424
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:\Users\Hp>systeminfo

Host Name: 'DESKTOP-LOUATDD.

05 Name Microsoft Windows 10 Pro

05 Version: 10.6.19045 N/A Build 19045

05 Manufacturer: Microsoft Corporation

05 Configuratior Standalone Workstation

05 Build Type: Multiprocessor Free

Registered Ouner: Hp.

Registered Organization:

Product ID: 06330-80600-00600-AA267

Original Install Date: 15/62/2025, 7:26:04 pm

System Boot Time 27/11/2025, 5 am

System Manufacturer: HP.

System Model: HP Notebook

System Type: x64-based PC

Processor(s): 1 Processor(s) Installed.
[61]: Intele4 Family 6 Model 61 Stepping 4 GenuineIntel ~2600 Mhz

BI0S Version: Insyde F.64, 14/64/2016

windows Directory: Windous

System Directory: C:\Windows\systen32

Boot Device: \Devi ce\Harddiskvolume1

System Local en-us;English (United States)

Input Locale: en-us;English (United States)

Time Zone: (UTC-68:60) Pacific Time (US & Canada)

Total Physical Memory: 8,107 MB

Available Physical Memory: 2,645 M8

Virtual Memory: Max Size: 18,376 MB

Virtual Memory: Available: 5,398 M8

Virtual Memory: In Use: 12,972 MB

Page File Location(s): D:\pagefile.sys
Domain: WORKGROUP

Logon Server: \\DESKTOP-LOUATDD
HOtFix(s) : 20 Hotfix(s) Installed.
KB5666130

: KB5627122
KB5603791
KB5611648

: KB5615684
KB5633652
KB5672653

: KB5671959
KB5050111
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] Ve < WindowsScripts v
D EXPLORER > SystemReport.ps1 X SystemReport.txt 1))
 WINDOWSSCRIPTS > SystemReport ps1
> SystemReportps1
SeErreperr SYSTEM INFORMATION REPORT | out-File -Filepath “SystemReport.txt”
enerated on: §(Get-Date)” | Out-File -FilePath "SystemReport.txt” -Append
& Computer Name: $env:COMPUTERNAME" | Out-File -FilePath "SystemReport.txt” -Append
"User: $env:USERNAME™ | Out-File -FilePath "SystemReport.txt” -Append
Out-File -FilePath “SystemReport.txt” -Appen
i ile -Filepath “sy: p pend
“Top 18 Processes by CPU" | ‘Out-File -FilePath "SystemReport.txt" -Append
9 Get-Process | Sort-Object CPU -Descending | Select -First 10 | Format-Table Name, ID, CPU, Workingset |
Out-File -FilePath "SystenReport.txt" -Append
® “Running Services” | Out-File -Filepath “Systen: [T ECRIT S
Get-Service | Where-Object {$_.Status -eq “Runni [Pl
“SystemReport. txt" -Append
Write-Host "Report generated: SystemReport.txt”
Start-Process notepad.exe "SystemReport.txt”
PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  POSTM
© PS C:\Users\Hp\Desktop\WindowsScripts> ./SystemReport.ps1
Report generated: SystenReport. txt
9 PS C:\Users\Hp\Desktop\WindowsScripts> []
UTF-16 LE
> outune
> TIMELINE
X B masters () 4\ Trae: Not Configured @00 B Connect 1n9,Col91 @54 selected) Spacesi4 UTF-8 CRIF (] Powershell & @)Golve (3

10:40 am
[m]
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aliuser@kali:/ (]
Session Actions Edit View Help
top - 16:02:07 up 53 min, 1 user, load average: 5.14, 3.96, 3.76
Tasks: 184 total, 1 running, 183 sleeping, O stopped, O zombie
%cpu(s): 7.2 us, 9.8sy, 0.0ni, 80.5 id, 1.0wa, 0.0 hi, 1.5si, 0.0 st
Wi Mem :  4897.9 total, 2021.9 free, 1668.2 used, 1508.3 buff/cache
MWiB Swap:  2029.0 total, 2029.0 free, 0.0 used.  3229.7 avail Mem
kalluser 20 0 19.2g 440704 218384 S 25.6 8.8  7:46.94 firefox-esr
kaliuser 20 0 103848 13520 8784 S 19.2 0.3 0:03.55 pipewire
kaliuser 20 0 676804 60412 34348 S 7.8 1.2 0:04.99 blueman-applet
kaliuser 20 0 2949028 444220 105288 S 5.8 8.9 10:55.92 Isolated Web Co
kaliuser 20 0 2427772 94892 75672 S 5.2 1.9 0:06.14 WebExtensions
root 20 0 455764 143072 730525 3.2 2.9 2:44.34 Xorg
kaliuser 20 0 480396 18584 13848 S 1.6 0.4 0:03.32 wireplumber
kaliuser 20 0O 296168 48008 20708 S 1.6 1.0 0:43.88 wrapper-2.0
kaliuser 20 0 2460600 128748 93276 S 1.3 2.6 0:18.09 Privileged Cont
kaliuser 20 0 106064 12864 8224 1.0 0.3 0:02.45 pipewire-pulse
kaliuser 20 ©0 1044k 5792 3744 R 1.0 0.1 0:01.21 top
kaliuser 20 0 215384 3376 2980 0.6 0.1 0:12.77 VBoxClient
kaliuser 20 0 889284 127032 84480 S 0.6 2.5  0:36.34 xfumé
root 20 o o o 0S 0.3 0.0 010809 ksoftirqd/o
root 20 o o o 01 03 0.0 0:06.21 rcu_preenpt
root 20 o 0 o 05 0.3 00 0106.07 jbd2/sdaz-8
messages 20 0 10292 6412 4108'S 0.3 0.1 0:07.19 dbus-daenon
kaliuser 20 0 506504 44152 324205 0.3 0.9 0:09.83 xfced-panel
kaliuser 20 0 272368 28384 21224'S 0.3 0.6 0:18.69 urapper-2.0
kaliuser 20 0 654828 66136 49768 S 0.3 1.3 0:27.47 qterminal
root 20 o o o 01 0.3 0.0 010014 kuorker/ul0:1-ext-Tsv-conversion
root 0 -20 0 0 01 0.3 00 010113 kuorker/o:1H-kblockd
root 0 -20 o o 01 0.3 0.0 010007 kuorker/1:1H-kblockd
root 20 o 2388 14712 106885 0.0 0.3 0:09.36 systend
root 20 o o o 0S 00 0.0 0:00.06 kthreadd
root 20 o o o 0S 00 0.0 0:00.00 pool workqueue_release
root 0 -20 o o 01 00 0.0 0:00.00 kuorker/R-kvfree_rcu_reclain
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File Edit View Go Bookmarks Help
> 1+ A ¢ A ialiuser | Q

LEE Computer kaliuser x
Computer

s I W B B B EEN

(®) Recent Desktop Documents Downloads Music Pictures Public Templates. Videos

@ Trash
- B B B B
8 Music
. Pictures cleanhash.txt hash.txt secretixt secret.zip
{84 Videos
#8 Downloads
Devices
@ File System
© KaliLinuxam... &
Network
0 Browse Network

15 folders | 28 files: 5.7 KiB (57,020 bytes) | Free space: 29.4 GiB
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r—(kaliuser®kali)-[~]

L$ free -h

total used
Mem: 4.861 1.661
Suap: 2.061 o8

kaliuser® kali)-[~]
(]

free
2.561
2.061

shared buff/cache

33mi

979Mi

available
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alivser@lali:/ (]

Session Actions Edit View Help

[ (katiusero kali)-[/) ;
$ v ~/GA36a_Task3/myfile_backup.txt ~/GA36a_Task3/renamed_file. txt

(kaliuser® kali)-[/]
Cs'n
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laliuser@kali:/
Session Actions Edit View Help

(]
—(kaliuser® kali)-|
L$ echo *#!/bin/bash’ > ~/GA36a_Task3/testscript.sh 8 echo 'echo "Hello Kali
6a_Task3/testscript.sh
~ruxr-xr-x 1 kaliuser kaliuser 30 Dec

>> ~/GA36a_Task3/testscript.sh 66 chmod 755 ~/GA36a_Task3/testscript.sh & 1s -1 ~/GA3
2 15:56 /home/kaliuser/GA36a_Task3/testscript.sh
—(kaliuser® kali)-[/]

ol |
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(]

—(kaliuser® kali)-[/var]

$ touch ~/GA36a_Task3/myfile.txt &6 1s -1 ~/GA36a_Task3/
total 4
druxruxr—x 2 kaliuser kaliuser 4096 Dec

2 15:52 DemoFolder
—ru-rw-r— 1 kaliuser kaliuser

0 Dec 2 15:53 myfile.txt

r—(kaliuser® kali)-[/var]
<1
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kaliuser@lali: ~ (x]

v

12.7%] Tasks: 101, 454 thr, 84 kthr; 1 running
10.2%] Load average: 1.45 2.65 1.88

LERRNN AR AR NN RRRRRARRUNNAR] 1.356/4.78G] Uptime: 00:18:40

0K/1.986]

/ust/lib/xorg/Xorg :0 -seat seatd -auth /var/run/lightdm/root/:0 -nolisten tcp vt7 -novtswitch

/ust/bin/qterminal

/ust/lib/Firefox-esr/firefox-esr ~contentproc ~childID 6 -isForBrowser -prefsien 31115 -prefMapSize

/ust/1ib/x86_64-1inux-gnu/xfce4/panel/wrapper-2.0 /usr/1ib/x86_64-1inux-gnu/xfces/panel/plugins/libg

/ust/bin/VBoxClient —seamless

/ust/bin/VBoxClient --draganddrop

xFumd

/ust/1ib/x86_64-1inux-gnu/xfce4/panel/wrapper-2.0 /usr/1ib/x86_64-1inux-gnu/xfcet/panel/plugins/libc

/sbin/init splash

/ust/1ib/systend/systend-journald

/ust/1ib/systend/systend-udevd

/ust/sbin/haveged —Foreground —verbose=1

/ust/libexec/accounts-daemon

messagebus /ust/bin/dbus-daemon —system —address=systemd: —nofork -—-nopidfile —systemd-activation —syslog-

polkitd : /ust/lib/polkit-1/polkitd —no-debug —log-level=notice

root : .94 /usr/lib/systemd/systend-logind

root ! /ust/libexec/accounts-daemon

root .1 0:00.02 /usr/libexec/accounts-daemon

root : .06 /usr/sbin/cron ~f

polkitd : .86 /usr/lib/polkit-1/polkitd

polkitd : /ust/lib/polkit-1/polkitd

root ! /ust/sbin/VBoxservice

root : /ust/sbin/VBoxservice
/ust/sbin/VBoxservice

W B — ]

no-debug
no-debug

~Tlog-level=notice
~Tlog-level=notice
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r—(kaliuser®kali)-[~]

L$ 1sblk
NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
sda 8:0  052.26 0 disk
|-sda1 8:1 o 976M o part /boot/efi
[-sda2 8:2 0 49.36 0 part /
Lsdas 8:3 0 26 0 part [SWAP]
sro 1130 1 4.36 0 rom
kaliuser® kali)-[~]

ol |
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laliuser@kali varflog L)
Session Actions Edit View Help

Screenshot taken
—(kaliuser® kali)-[/var/log] View image
§ mkdir -p ~/6A36a_Task3/DemoFolder

—s(kaliuserekali)—[/var/log]
L$1s

alternatives.log  apt btmp
alternatives.log.1 boot.log  btmp.1
apache2

dpkeg.Tlog.1 inetsin  lastlog mosquitto
fontconfig.log installer lightdm nginx
boot.log.1 dpkg.log gvm journal

—S(kaliusers kali)-[/var/log]
0

openvpn _ README samba sysstat

redis  speech-dispatcher wimp
macchanger.log notus-scanner private  runit  stunneld Xorg.0.log

Xorg.0.log.old
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[(atiuserokati)-1/]
$ sudo apt update
[sudo] password for kaliuser:

http: //kali.download/kali
Get:2 http://kali.download/kali
http: //kali.download/kali
nttp i.download/kali
nttp i.download/kali
nttp i.download/kali
http: //kali.download/kali

v

2 3 4|0B) -

kali-rolling InRelease [34.0 k8]
kali-rolling/main amde4 Packages [21.0 MB]
kali-rolling/main amdé4 Contents (deb) [52.7 MB]
kali-rolling/contrib amde4 Packages [115 kB]
kali-rolling/contrib amdé4 Contents (deb) [260 kB]
kali-rolling/non-free amdst Packages [187 kB]
kali-rolling/non-free amdst Contents (deb) [894 k8]

Fetched 75.1 MB in imin 12s (1,045 kB/s)
1241 packages can be upgraded. Run 'apt list —upgradable’ to see them.

(kaliuser® kali)-[/]
Cs'n
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%) File Edit Selection View Go Run - & > BOoQOD - o X
o xe N—— o
 WINDOWSSCRIPTS > BackupDocsps1
Q_ > sackupbocspst 1 $dest ERPROFILE\Desktop\Backup_$ (Get-Date -Format yyyy-M-dd_HH-mm)"
2 Copy-Ttem "$env:USERPROFILE\Documents” $dest -Recurse -Force
3 Write-Host "Backup completed - $dest” -ForegroundColor Green s
8 4 Invoke-Ttem $dest
&
[
4,
Yo
)
® PROBEMS ~ OUTPUT  DEBUGCONSOLE TERMINAL  PORTS  POSTMAN CONSOLE Dpoveshel ++ @ @ ~ | 13 X
PS C:\Usens\Hp\Desktop\WindousScripts> ./BackupDocs.ps1 F
+ CategoryInfo : Permissionbenied: (My Pictures:DirectoryInfo) [Copy-Iten], UnauthorizedAccessException
+ FullyQualifiedErrorId : CopyDirectoryInfoltemunauthorizedAccessError,Microsoft.Powershell . Connands. CopyTtenConmand
Copy-Tten : Access to the path "C:\Users\Hp\Documents\y Videos' is denied.
At C:\Usens\Hp\Desktop\WindousScripts\BackupDocs.ps1:2 char:1
+ Copy-Tten "Senv:USERPROFILE\Documents™ $dest -Recurse -Force
+
+ CategoryInfo : Permissionbenied: (My Videos:DirectoryInfo) [Copy-Ttem], UnauthorizedAccessException
® + FullyQualifiedErrorId : CopyDirectoryInfoltemunauthorizedaccessError,Microsoft.Powershell . Connands. CopyTtenConmand
Backup completed at’ C:\Users\Hp\Desktop\Backup_2025-12-@2_10-46 Activate Windo!
g > oumne PS C:\Users\Hp\Desktop\windowsScripts> gs e Windows
> TIMELINE 9PS C:\Users\Hp\Desktop\WindowsScripts> - L
X 3@ master'+ () A\ Trae:Not Configured @ 0A0 B Connect In4,Col18 Spaces4 UTF-8 CRLF {} PowerShell 83 ()Golive (2

s mooccme el m@E 8 b dvc rasmalin O
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%) File Edit Selection View Go Run - « > Q. WindowsScripts oo - o X
| ﬁ EXPLORER > Pinglestpsl X [ =
 WINDOWSSCRIPTS > Pinglestps1
Q. > ringrestpst 1 $sites = "google.con", "youtube.con", "github.con", "cloudflare.con”
2 foreach (s in $sites) {
3 if (Test-Connection $s -Count 2 -Quiet) {
3 4 Write-Host "$s - REACHABLE" -ForegroundColor Green
5 } else {
~ 6 Write-Host “$s > NOT REACHABLE" -ForegroundColor Red
o 7 3}
8 3
[
.,
S
]
® PROBEMS ~ OUTPUT  DEBUGCONSOLE TERMINAL  PORTS  POSTMAN CONSOLE Dpoveshel ++ @ @ ~ | 13 X

© PS C:\Users\Hp\Desktop\WindowsScripts> . /PingTest.psi
google.com &1 REACHABLE
youtube. com 31 REACHABLE
github. com a1 REACHABLE
Cloudflare. com 3t* REACHABLE
%PS C:\Users\Hp\Desktop\WindowsScripts> L

Activate Windo

> outune X
& > TIMELINE gs e Windows
X 3@ master'+ () A\ Trae:Not Configured @ 0A0 B Connect In8 Col2 Spaces4 UTF-8 CRIF {} PowerShel € (VGolve [

m
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 WINDOWSSCRIPTS
Q> Cleantemppst

Y

2

s > oumme
> TIMELINE

View Go Run - > Q WindowsScripts

> CleanTemp.pst X

> CleanTemp.pst

$count = @
foreach ($F in $folders) {

silentlycontinue

¥

7 Write-Host "Temporary files cleaned! $count files removed.”

PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  POSTMAN CONSOLE

© PS C:\Users\Hp\Desktop\WindowsScripts> ./CleanTemp. psi
Temporary files cleaned! 187 files removed.
PS C:\Users\Hp\Desktop\windowsScripts>
PS C:\Users\Hp\Desktop\windowsScripts>

%PS C:\Users\Hp\Desktop\indowsScripts>

X §gmasterrs ©) /A TraeiNot Configwred._ @0 /A0 B Comect

$folders = "Senv:TEMP", "C:\Windows\Temp", “$env:USERPROFILE\AppData\Local\Tenp”

Get-ChildItem $f -File -Recurse -ErrorAction SilentlyContinue | Remove-Ttem -Force -ErrorAction
$count += (Get-ChildItem $f -File -Recurse -ErrorAction SilentlyContinue).Count

~ForegroundColor Yellow

B powershel +~ ([ W -~ | &3 X

Activate Windo

e Windows,
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alivser@lali:/ (]

Session Actions Edit View Help

KALL LINUX SYSTEM REPORT

Generated on: Tue Dec 2 04:03:29 PM EST 2025

User: kaliuser

Hostname: kali
Uptine:
up 55 minutes
Disk Usage:
Jdev/sdaz 496 176 306 36% /
Memory Usage:
Hen: 4.861 1.661 2.061 aami 1561 3.261
Top 5 Processes by CPU:
user PID %CPU XWEW  VSZ RsS TTY  STAT START TIME COMMAND
kaliuser 26452 720 0.0 9532 4116 pts/0  Rr 16:03  0:00 ps aux —sort=—%cpu
kaliuser 5528 24.0 8.8 2048552 443404 ?  SL 15:17 10356 /usr/lib/firefox-esr/firefox-esr —contentproc ~childID 6 -isForBrowser -prefslen 31115 —prefMapSize

249266 -jsInitlen 234912 -parentBuildID 20250811113756 -greomni /usr/lib/Firefox-esr/omni.ja -appomni /usr/lib/firefox-esr/browser/omni.ja -appDir /usr/lib/firefox-esr
/browser {b491c763-5F6f-4d56-bd76-064cbS5cdOfc} 4973 true tab

kaliuser 4973 16.9 8.7 11762860 438668 ?  SL 15:17  7:48 /usr/lib/Firefox-esr/firefox-esr
root 746 5.1 2.8 455764 143072 tty7  Ssls 15:09 2:47 /usr/lib/xorg/Xorg :0 -seat seat0 -auth /var/run/lightdn/root/:0 -nolisten tcp vt7 -novtswitch
kaliuser 1175 1.3 0.9 296168 48008 ? SL  15:09 0:44 /usr/lib/x86_64-1inux-gnu/xfces/panel /wrapper-2.0 /usr/1ib/x86_64-1inux-gnu/xfces/panel/plugins/libc

pugraph.so 13 27262988 cpugraph CPU Graph Graphical representation of the CPU load

Network Interfaces:
inet 192.168.6.102/24 brd 192.168.6.255 scope global dynamic noprefixroute etho

Report completed! ALl information displayed.

-(kaliuser® kali)-[/]
Cs'n
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laliuser@kali: ~ [x}
Session Actions Edit View Help
up 55 minutes
Disk Usage:
/dev/sda2 496 176 306 36% /
Memory Usage:
Mem: 4.861 1.661 2.061 32mi 1.561 3.261
Top 5 Processes by CPU:
USER PID %CPU WMEM  VSZ  RSS TTY STAT START ~ TIME COMMAND
kaliuser 26452 720 0.0 9532 4116 pts/0 R+ 16703  0:00 ps aux —sort=-Xcpu
kaliuser 5528 24.0 8.8 2948552 443404 2 S 15:17 10:56 /usr/lib/Firefox-esr/firefox-esr ~contentproc ~childID 6 -isForBrowser -prefsien 31115 -prefMapsize

249266 -jsInitlen 234912 -parentBuildID 20250811113756 -greomni /usr/lib/Firefox-esr/omni.ja -appomni /usr/lib/firefox-esr/browser/omni.ja -appDir /usr/lib/firefox-esr
/browser {b491c763-5F6f-4d56-bd76-064cbS5cdOfc} 4973 true tab

kaliuser 4973 16.9 8.7 11762860 438668 ?  SL 15:17  7:48 /usr/lib/Firefox-esr/firefox-esr
root 746 5.1 2.8 455764 143072 tty7  Ssls 15:09 2:47 /usr/lib/xorg/Xorg :0 -seat seat0 -auth /var/run/lightdn/root/:0 -nolisten tcp vt7 -novtswitch
kaliuser 1175 1.3 0.9 296168 48008 ? SL  15:09 0:44 /usr/lib/x86_64-1inux-gnu/xfces/panel /wrapper-2.0 /usr/1ib/x86_64-1inux-gnu/xfces/panel/plugins/libc

pugraph.so 13 27262988 cpugraph CPU Graph Graphical representation of the CPU load

Network Interfaces:
inet 192.168.6.102/24 brd 192.168.6.255 scope global dynamic noprefixroute etho

Report completed! ALl information displayed.
(kaliuser® kali)-[/

Ce'ea - i

nano system_info.sh

[(katiuser® kali)-[~]
- chmod +x system_info.sh

/system infc h
-(kaliuser® kali)-[~]
Cs'o
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laliuser@kali: ~ [x}
Session Actions Edit View Help

Top 5 Processes by CPU:

USER PID %CPU WMEM  VSZ  RSS TTY STAT START ~ TIME COMMAND

kaliuser 26452 720 0.0 9532 4116 pts/0 R+ 16703  0:00 ps aux —sort=-Xcpu

kaliuser 5528 24.0 8.8 2948552 443404 2 S 15:17 10:56 /usr/lib/Firefox-esr/firefox-esr ~contentproc ~childID 6 -isForBrowser -prefsien 31115 -prefMapsize

249266 -jsInitlen 234912 -parentBuildID 20250811113756 -greomni /usr/lib/Firefox-esr/omni.ja -appomni /usr/lib/firefox-esr/browser/omni.ja -appDir /usr/lib/firefox-esr
/browser {b491c763-5F6f-4d56-bd76-064cbS5cdOfc} 4973 true tab

kaliuser 4973 16.9 8.7 11762860 438668 ?  SL 15:17  7:48 /usr/lib/Firefox-esr/firefox-esr
root 746 5.1 2.8 455764 143072 tty7  Ssls 15:09 2:47 /usr/lib/xorg/Xorg :0 -seat seat0 -auth /var/run/lightdn/root/:0 -nolisten tcp vt7 -novtswitch
kaliuser 1175 1.3 0.9 296168 48008 ? SL  15:09 0:44 /usr/lib/x86_64-1inux-gnu/xfces/panel /wrapper-2.0 /usr/1ib/x86_64-1inux-gnu/xfces/panel/plugins/libc

pugraph.so 13 27262988 cpugraph CPU Graph Graphical representation of the CPU load

Network Interfaces:
inet 192.168.6.102/24 brd 192.168.6.255 scope global dynamic noprefixroute etho

Report completed! ALl information displayed.

cd ~
nano system_info.sh

Es(kalliusers kali)-[/1

[(katiuser® kali)-[~]
- chmod +x system_info.sh
/system info.sh

ES(kalliuserskalli)—[~]
[(katiuser® kali)-[~]
4 chmod +x system_info.sh

./systen_info.sh

-(kaliuser® kali)-[~]
Cs'n




image1.png
» & 02~ e B X = nemenr | [ Soven | Msseas

= o Dt o Ciswane
o com e Mo oy | Dot e o mopetis
o Blrsemonan ' GO -4 sy Bt ssecon
e o= = e saea
PN T T o [swac s
B & Frequentfoldes 24)
oty A B B s
for fot for e
3 et . z s s -1
5 decumens .
oy . [rvsw— stk Commonties f—
- B [ e [ S [ S
L Vdonboness B B B s
] wtack . . Mot s ses Mcnner susons
] B BT B OSSR [ e
N . B B : s
1 et ofice . van Vindows O r— [o—
oo S [ [ e [ I,
) ernrer .
o M [os—— Videws 1 [rv— [n——
a B s DS g T e
] Vs . B B B s
] Vindons Ot . coots cldcompt P— e ewtotde
1 Widows M . r Poritw F forre sy r TepaDocumets F Troaer
oo it
I idons MainedhPutom £, pecent fes (20)
] Videws 1t .
1 Vo Ptoiows Activate Winc
] VidnsPraieouscs +





image2.png
Task Manager - 0 X
Fle. Qptions Y,
Procesis | petarmance  App ity Sttup Users Deals Senices

N 61%  oa% 3% 0% 0%
Name st U Memory| Ok Newok| G| GPUengine Ponerusage | Poweruaget.
BT —— ou  uMe  owes o 0% Veylow  Veylow
00 e ContenSyncvenics 5. oc  saMe  owes o 0% Veylow  Veylow
> (3] AdvancedSyemCure Snice . ou  2eMe  owes  omens 0% Veylow Veylow
@ Adancedspemare Ty 2. 0u  osMe  owes  omens 0% Veylow  Veylow
> [ Antae Core Snice oc  2Me  owes o 0% Veylow  Veylow
> [0 AnmatmaeSenice Exeetable. 1% usME oiMes  ombs 0% Veylow  Veylow
B Ak 2t ou  20M8  owes o 0% Veylow  Veylow
> O AmeskG2b) oc  osMe  owes  omes 0% Veylow  Veylow
30 Applcston rame ot ou e owes  omes 0% Veylow  Veylow
B SonesoftuceUpdste oc  oiMe  owes oM 0% Veylow  Veylow
0 Breottase Updote G264) oc  oiMe  owes oM 0% Veylow  Veylow
) Cln e Runtime Proces 0c  osME  oMes oMb 01 GUD-30 Veylow  Veylow
) Cln e Runtime Proces ou  oTMe  owes o 0% Veylow  Veylow
) CoMsurmogme ou oM owes oM 0% Veylow  Veylow
) CoMsumogme 0c e owes o 0% Veylow  Veylow
) CoMsumogme oc  oaMe  owes oM 0% Veylow  Veylow
3 Componcrt Pcksge S oc  oiMe  owes oM 0% Veylow  Veylow
Ee—— oc  oiMe  owes oM 0% Veylow  Veylow
8 Conoe i ot ou  oaMe  owes oM 0% Veylow  Veylow
B8 Consoe indow Host ou  oiMe  owes  omeps  ox Voo veylow

%) Fever g T





