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Incident Overview & Objectives

e Unauthorized access detected
e Patent QT-AI-2025 targeted
e Emma identified as suspect

Objectives:
e |dentify communication
e Detect data transfer
e Reconstruct events
e |dentify roles



Extractions

° Four devices forensically extracted
° Data integrity verified using hash values
e  Analysis conducted using Cellebrite UFED
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Evidence Acquisition
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Investigation Approach

Evidence Acquisition
Hash Verification

Data Integration
Artefact Analysis
Timeline Reconstruction
Findings
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Suspicious Messages

Coordination Messages:

e "5M secured"
e "Local part stays as planned"
e "Keep me posted"

These phrases suggest planning and transactional behavior, serving as a strong indicator of organized activity.
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Negotiation & Coordination
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Intermediary Role

° Repeated contact patterns identified
e  Communication managed through a central contact
° Suggests role of intermediary (Joe)




Location Evidence

° GPS/location data extracted from device
° Movement aligns with meeting discussions
° Supports real-world coordination
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USB Device Activity

° USB flash device detected in system
° Indicates use of external storage
° Possible method for data transfer
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Evidence Correlation
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Timeline of Activities & Conclusion

Date Activity

August 2024 Initial communication established

November 2024 Active negotiation with multiple parties

January 2025 Financial confirmation and coordination
Conclusion:

Circumstantial evidence that strongly suggests a coordinated attempt to steal data through:
e communication,
e timeline,
e |ocation, and
e USB operations

All of which imply the motive, intermediary, and possible buyer participation
The artefacts don’t individually point to any data theft but the combination supports the idea of corporate
espionage.



Practical Demonstration

Personal device extraction performed
Demonstrates real-world forensic capability
Use of Cellebrite Physical Analyzer for analysis
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Recommendations & References

e Enforce restrictive access to data by employees using least privilege concept
e Limit usage of USB devices to avoid exfiltration of company data
e Continuous monitoring of communication activities of employees

References:

e N. Soni, “Digital Forensics: Confronting Modern Cyber Crimes,” 2025
e R. Shapland, “Digital Forensics Tools for Enterprises,” TechTarget, 2025
e Proofpoint, “Digital Forensics Process,” 2025






