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1. [bookmark: _Toc24697898]
Introduction 
1.1	Malware is short for malicious software programs which are purposely created to carryout undesirable actions to computer systems. They are designed to infiltrate a user’s computer to perform unwanted tasks utilizing the processing power for often unsavory uses while preventing the user from accessing their data files. 
2. [bookmark: _Toc24697899]Malware 
2.1 877geeksonsite.com have summarized in an article [1] that there are three main types of malware: Virus, Worm and Trojan. They have also provided a brief description of them.
· Virus - A computer virus can automatically create and install a copy of itself on a computer’s files, and – like a virus in humans – it can spread from computer to computer.
· Worm - Much like viruses, worms can automatically replicate and infect multiple files. Unlike viruses, they can operate within a computer without a host file and without attaching to an existing file.
· Trojan - Named after the famed wooden gift horse Greek soldiers used to invade the city of Troy, Trojans operate in a similar fashion. They are disguised as a legitimate or even beneficial program, and once a user enables them, they infect the computer.
Each of the afore mentioned malware types can be further broken down into subcategories this short report will detail the CryptoWall Trojan.
3. [bookmark: _Toc24697900]Crypto Wall Trojan
3.1 The Crypto Wall Trojan is a form of Ransomware that once its infected the computer it begins to encrypt all data files. The user is then unable to access or use the data files until a ransom is paid for the decryption service. 
3.2 The Trojan is mainly distributed through spam campaigns, compromised websites, malicious ads, or other malware. 
In Crypto wall spam campaigns, the emails usually contain a malicious attachment and include a message attempting to convince the user to download the file. [2] 
3.2 In an article by Antonio Challita [3] Phishing is described as the number one method for hackers to spread Ransomware. 
In phishing emails methods of disguising the attachment to increase the chances of the unsuspecting user to download it can be diverse and be purporting to be audio files, receipts/invoices, pictures to name but a few. 
4. [bookmark: _Toc24697901]Continuing threat
4.1 Crypto Wall has continued to evolve over the decades countering each of the advances made by tech companies and anti-virus providers trying to prevent infections of their users and customers. The latest version CryptoWall 4.0 has been described by Darren Pauli while writing for The Register as being the ‘world’s worst Ransomware worse still’ [4] 
The fourth iteration of the world's worst ransomware CryptoWall has surfaced with gnarlier encryption tactics and better evasion tricks that have fooled current antivirus platforms.
Ransomware has ripped through scores of businesses and end-user machines in sporadic and targeted attacks that have cost victims millions of dollars in ransom payments made to criminals who have illegally encrypted valuable files.
5. [bookmark: _Toc24697902]Ransomware Protection 
5.1 Norton Antivirus is an anti-virus or anti-malware software product, developed and distributed by Symantec Corporation [5]. Norton provide 7 tips on how to prevent Ransomware [6]
5.2 There are a few dos and don’ts when it comes to ransomware.
1. Do not pay the ransom. It only encourages and funds these attackers. Even if the ransom is paid, there is no guarantee that you will be able to regain access to your files.
2. Restore any impacted files from a known good backup. Restoration of your files from a backup is the fastest way to regain access to your data.
3. Do not provide personal information when answering an email, unsolicited phone call, text message or instant message. Phishers will try to trick employees into installing malware, or gain intelligence for attacks by claiming to be from IT. Be sure to contact your IT department if you or your coworkers receive suspicious calls.
4. Use reputable antivirus software and a firewall. Maintaining a strong firewall and keeping your security software up to date are critical. It’s important to use antivirus software from a reputable company because of all the fake software out there.
5. Do employ content scanning and filtering on your mail servers. Inbound e-mails should be scanned for known threats and should block any attachment types that could pose a threat.
6. Do make sure that all systems and software are up-to-date with relevant patches. Exploit kits hosted on compromised websites are commonly used to spread malware. Regular patching of vulnerable software is necessary to help prevent infection.
7. If traveling, alert your IT department beforehand, especially if you’re going to be using public wireless Internet. Make sure you use a trustworthy Virtual Private Network (VPN) when accessing public Wi-Fi like Norton Secure VPN.
[bookmark: _Toc24697903]6.	 Concluding thoughts
[bookmark: _GoBack]6.1 It is important to note that they are not self-replicating and can only be spread by user interaction, typically through email attachments or internet downloads. [1] Prevention against infection through a selection of tools and user education on the threat is the most effective measure when it comes to avoiding being affected by Ransomware. 


[bookmark: _Toc24697904]7. 	References 
	[1] 
	“3 Types of Malware,” 877geeksonsite.com, 06 July 2011. [Online]. Available: http://www.877geeksonsite.com/computer-repair-blog/maryland-virus-removal/three-types-of-malware-viruses-worms-and-trojans/. [Accessed 12 November 2019].

	[2] 
	J. M. Laura O'Brien, “Ransom.Crytowall,” Symatec, 19 June 2014. [Online]. Available: https://www.symantec.com/security-center/writeup/2014-061923-2824-99. [Accessed 12 November 2019].

	[3] 
	A. Challita, “The four most popular methods hackers use to spread ransomware,” ITProPortal, 09 August 2018. [Online]. Available: https://www.itproportal.com/features/the-four-most-popular-methods-hackers-use-to-spread-ransomware/. [Accessed 12 November 2019].

	[4] 
	D. Pauli, “Cryptowall 4.0 Update,” The Register, 09 November 2015. [Online]. Available: https://www.theregister.co.uk/2015/11/09/cryptowall_40/. [Accessed 12 November 2019].

	[5] 
	Various, “Wikipedia,” Wikimedia Foundation Inc, 7 November 2019. [Online]. Available: https://en.wikipedia.org/wiki/Norton_AntiVirus. [Accessed 12 11 2019].

	[6] 
	a. S. employee, “7 tips to prevent ransomware,” Norton Antivirus, 2019. [Online]. Available: https://us.norton.com/internetsecurity-malware-7-tips-to-prevent-ransomware.html. [Accessed 12 November 2019].





1

