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[bookmark: _Toc228807013]Introduction
This assignment covers some of the critical concepts and related practical tools that an operating system offers. Firstly, this assignment explains the fundamental functions of a general operating system and highlights how two popular operating systems, Windows and Linux, utilise their Command-Line Interface (CLI) commands and argument lists to efficiently perform several critical system tasks. This assignment will also examine scripts, how scripting differs between Windows and Linux, and how using scripts in both Windows and Linux simplifies the automation of numerous tedious, repetitive operations for a system administrator, saves time, and boosts productivity.
[bookmark: _Toc228807014]1. Key Functions of General‑Purpose Operating Systems
An operating system (OS) is the interface to your computer's underlying hardware, allowing you to efficiently leverage the resources within your system. General-purpose operating systems serve several functions, which are explored below, along with practical guidance on monitoring each and the associated tools in Windows, Linux distributions, and macOS [1].
[bookmark: _Toc228807015]1.1 Process Management
The OS has one main task: running programs (processes). As the Process Generator, the operating system creates new processes, schedules active processes, and terminates inactive processes to improve system performance. A single process cannot monopolise the CPU and continue running indefinitely, thereby blocking other processes. The "Processes" tab in Windows Task Manager lists active applications and background processes, including CPU and memory usage, open handles, multitasking, and whether a process can communicate with other currently running processes [2]. See Figure 1, the "Processes" tab in Windows Task Manager.
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Figure 1

[bookmark: _Toc228807016]1.2 Memory Management
Primary memory, managed by the Operating System on a computer, consists of RAM. The Operating System is responsible for tracking which parts of memory are currently in use, allocating memory to processes when required, and deallocating memory to the computer once a process no longer requires it. The Operating System also controls which processes are allocated memory, how much memory they receive, and how memory is reclaimed once a process has completed. The Operating System also protects one process's memory from another, manages a process's virtual memory, and handles memory fragmentation [3]. Windows Task Manager shows memory utilisation in the "Performance" tab (see Figure 2) as a graph. It also displays the total amount of RAM installed in the computer, and the current amount of RAM in use.
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Figure 2
[bookmark: _Toc228807017]1.3 File System Management
Another essential way to look at computer data is as files stored on storage devices, such as hard drives and solid-state drives. The Operating System manages the file system, the folders and files that are stored on hard drives, and it also manages files and folders. The Operating System provides several capabilities, including organising files and folders, organising permissions and file attributes, and different access methods (sequential, direct, indexed) [4]. It also manages the storage devices. The most direct interface to a file system is typically a file manager, a computer program that provides a user interface for browsing and interacting with files and directories. A common file manager user interface is a graphical file explorer. The Windows File Explorer is a typical example of a file manager interface, as shown in Figure 3.
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Figure 3
[bookmark: _Toc228807018]1.4 Device (I/O) Management
The Operating System conceals many details of hardware devices, such as keyboards, mice, printers, and graphics processing units (GPUs), from the user. It uses a device driver to translate generic operating system commands into vendor-specific commands that individual devices can support. Devices can be managed via the system settings [5]. On Windows, this is found in Device Manager, where you can see a list of installed hardware and manage and disable individual items. On macOS, this information is available in the native System Information app and in the System Settings. Figure 4 shows the device management in Windows.
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Figure 4
[bookmark: _Toc228807019]1.5 Security & Access Control
The Operating System (OS) plays an essential role in protecting a system and its contents from harm by ensuring all resources and information are kept secure, forming the basis of overall system security. Most critical to the role of the OS in this area are user account management, file permissions and data encryption, and ensuring that all changes are executed with the user themselves approving the action. The OS enforces user authentication, limits access to certain information through permissions, encrypts data on physical media such as storage devices, and ensures the system itself is secure [6]. All the security settings for the various Operating Systems are stored centrally within the Security and User Account Control (UAC) sections shown in Figure 5.
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Figure 5
[bookmark: _Toc228807020]1.6 User Interface (UI) Management
This part of the Operating System is where you interact with the computer. Here you type commands to the Operating System. The Interface can be a Graphical User Interface (GUI) or a Command-Line Interface (CLI) [7]. The GUI has windows, icons, and menus and is easier to use. The CLI requires that you type commands and is generally more powerful. Figure 6 shows the entire desktop environment as it appears when you log in to a Windows Operating System.
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Figure 6
[bookmark: _Toc228807021]1.7 Networking and Communication
Operating Systems include a complete network stack, enabling computers to connect to one another over a network. The Operating System manages network connections; it can send or receive packets over a network and enforce rules that define what is allowed and what is not. Parts of the network traffic can even be monitored [7]. Figures 7 & 8 show the “Network” tab of the Windows Task Manager Monitor. 
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Figure 7
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Figure 8
[bookmark: _Toc228807022]2. Use of Windows OS CLI commands
The Windows Operating System offers a powerful set of commands, known as Command-Line Interface (CLI) tools, to manage system processes, files, folders, networks, user and computer accounts, and scheduled tasks. Windows offers two main environments to run these commands: Command Prompt (Batch) and PowerShell [5]. Having a good grasp of Windows CLI commands is crucial for day-to-day system administration, troubleshooting, automating repetitive tasks, and creating scripts [8].

Tasklist displays all currently running processes on a Windows system, and Windows continually monitors them [9]. This command shows all processes that are currently “running,” rather than those that are “suspended” or dormant, and lets you filter your searches, accordingly, as shown in Figure 9.
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Figure 9
Get-Process is a PowerShell command used to view information about currently running processes [9]. It displays items such as CPU usage, memory usage, and each process's ID, and can be filtered, sorted, or formatted for ease of use, as shown in Figure 10.
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Figure 10
Dir: To list files and directories in the current working directory, Windows provides the dir command. By utilising several switches, such as /A to show hidden files, /O to arrange the results of a dir command, and /S to search through subdirectories, dir offers a very powerful command for navigating a file system from the command line [9], as shown in Figure 11.
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Figure 11
Get-ChildItem is a PowerShell command used to view files and directories at a given path [9]. It allows you to filter items, decide whether to search recursively, and view hidden files and directories, as shown in Figure 12.
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Figure 12
The ping command is used to test IP Reachability. It sends a series of request packets to a destination and then measures the time, number of replies, and loss rate it receives. In Windows, ping supports additional switches such as /n to specify the number of requests, /t to send requests continuously, and /l to change the packet size [9]. Ping is a simple yet powerful network troubleshooting tool that determines whether a system is reachable on a network, as shown in Figure 13. 
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Figure 13
ipconfig is a basic command for those using Windows Operating Systems. The purpose of the ipconfig command is to view and manage IP Address Info, including the subnet mask, default gateway and DNS Server Addresses [9], as shown in Figure 14. The basic switches that you can add to perform additional functions like displaying all the IP addresses of IP address configuration with /all, releasing your current DHCP IP Address with /release, renewing your DHCP IP with /renew and finally displaying the current DNS Cache with /displaydns.
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Figure 14
The Test-NetConnection cmdlet assesses whether a host is reachable over the network. It can test connectivity to a specific TCP port and display detailed information about how the command works [9], as shown in Figure 15. PowerShell’s Test-NetConnection is more powerful than the traditional ping and traceroute commands because it can run multiple network tests and return information for each in a single command.
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Figure 15
The net user command is used to manage local users and groups on a Windows machine, as shown in Figure 16. It can be used to add, change, enable or disable, and remove users, as well as change their passwords and display information about them.
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Figure 16
LocalUser PowerShell can be used to retrieve local user accounts on a Windows machine with the cmdlet [9]. A filter can be applied by name or SID, and all local user accounts can be shown. All user details are also shown. Below are the local user accounts on this machine, including Enabled status and Description as shown in Figure 17.
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Figure 17
The schtasks command is used to create, edit, delete, run and display Windows scheduled tasks as shown in Figure 18. [image: ]
Figure 18
PowerShell scheduled tasks are created using the Register-ScheduledTask cmdlet. Define a trigger (when the task runs) and an action (what the task does), and then register the task. While the schtasks command can perform the same function, PowerShell scheduled tasks are more flexible and more powerful and are often used to automate scripts and other system maintenance and upkeep [10].
[bookmark: _Toc228807023]3. Use of Linux OS CLI commands
The Linux Operating System comes with a powerful Command Line Interface (CLI) [8]. All Linux distributions provide a powerful Command Line Interface (CLI) that lets users interact with the Linux Operating System via commands, offering greater control, flexibility, and automation than a graphical interface [11].
Ps: is the Linux command for finding and viewing running processes [5], as shown in Figure 19. It can be used with several options, including aux, which stands for all user extended. This command is used in Linux to monitor and troubleshoot processes.

[image: ]
Figure 19
Top: Interactively monitor Linux system performance. Shows CPU, memory and disk usage, as well as running processes, as shown in Figure 20. Processes can be sorted, killed, and filtered by user usage, and the refresh rate can be changed within the program.
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Figure 20
The ls command lists files and directories for the user. This command can be modified by adding options such as -l to view detailed information about files, -a to view hidden files and directories, and -h to list file sizes in a human-readable format [5]. The ls command is a fundamental Linux command for working with the file system, as shown in Figure 21.
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Figure 21
ip a and ifconfig show information about network interfaces, including IP addresses, MAC addresses, interface details, and any connections associated with the interface shown in Figure 22. While both commands accomplish the same goal, ifconfig is legacy and has been largely replaced by the newer, more feature-rich “ip a” command. Both commands are available by default on most Linux distributions [5].
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Figure 22
The useradd command is used to add a new user account and login capability. The passwd command is then used to assign a password to the newly created user [11]. The useradd command is shown in Figure 23 below.
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Figure 23
passwd is a Linux command that is used to change a user's password. Users can change their own passwords, and administrators can set, lock, unlock, or expire another user's password [12], as shown in Figure 24. It is a basic but important tool for Linux user administration and system security.
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Figure 24
df -h command in Linux to find the amount of available and used disk space on filesystems where the file system is mounted [12]. The ‘-h’ option, short for human-readable, is used with the df command in Linux to display filesystem sizes in GB/MB, etc., in a human-readable format, as shown in Figure 25. The main intention of df command is to report file system disk space usage statistics. It is used to check disk space on a Linux system and identify how much space is available on the running disk to avoid “out of disk space error”.
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Figure 25
The history command displays all commands from your previous Linux sessions that you can reuse. This command can be useful for auditing and verifying, as shown in Figure 26.
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Figure 26
The top command displays its manual page, as shown in Figure 27. The manual page for the top command explains how to use it, lists the available options, shows the keys you can press to interact with it, and describes the fields displayed on the top screen [5]. The manual page is navigated using the keyboard. 
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Figure 27
The vmstat 1 2 command gives information about virtual memory, as is shown in Figure 28. The first report shows the average since the computer turned on. The second report shows real-time data after one second. This tool tracks what each process does.
[image: ]
Figure 28
[bookmark: _Toc228807024]4. Use of Windows OS scripts
In Windows operating systems, there are two primary ways to do system scripting. Both the Batch (CMD) environment and the PowerShell environment have their own specific uses and advantages. Manage running system processes and services without navigating menus. Carry out administrative tasks like user management, network configuration and testing, and system monitoring. Because of cross-system compatibility, commands can be used on many different computers, especially in enterprise settings [9]. By creating a script, users can save time and reduce the risk of errors when executing repetitive tasks.
[bookmark: _Toc192007238][bookmark: _Toc228807025]4.1 Batch Scripting in Windows
Batch files are created using the Windows Command Prompt scripting environment. They are pre-programmed files that are straightforward to create and serve simple automation needs [9]. Batch files are executed in the Command Prompt, and commands are processed line by line to achieve a desired end state.
The figures below show how Batch files can store and reuse data, forming the foundation for more advanced scripting tasks. Figures 29 &30 show the input and the output of a variable.
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Figure 29
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Figure 30
This figure shows how Batch scripts can control a program's flow, skip unnecessary steps, and organise code into sections. Figures 31 & 32 show the input and the output.
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Figure 31
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Figure 32
Figures 33, 34, and 35 illustrate how Batch scripts can communicate with the user, making programs more dynamic and interactive.
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Figure 33
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Figure 34
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Figure 35
The IF statement allows your program to make decisions based on user input [9]. Figures 36, 37, & 38shows how Batch files can respond to different circumstances and guide your program through different parts of the script, using user input as a guide.
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Figure 36
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Figure 37
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Figure 38
The FOR loop script finds all PDF files in the current directory and processes each file. The filename of the currently processed PDF is stored in the variable [9], as shown in Figures 39 & 40. It is possible to process several files at once using Batch scripts. Such scripts can be useful for organisation, verification, or automation.
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Figure 39
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Figure 40
The following figures 41 & 42 show how an array of batch scripts can store multiple values using numbered variables, which is useful for lists, menus, and simple data storage.

[image: ]
Figure 41
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Figure 42
A function script in Batch allows you to run chunks of code as needed, to avoid repeating yourself. This helps keep your output clear and readable. See the following figures 43 & 44.
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Figure 43
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Figure 44
[bookmark: _Toc228807026]5. Use of Linux OS scripts
Linux OS scripts are very useful for making the Linux operating system much more efficient and easier to use [13]. Linux OS scripts are collections of Linux commands written in a single file. Script file can be used to work with files, read user input, make decisions, loop through a series of commands, and sort data.
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Figure 45
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Figure 46
In this script, variables are assigned values and displayed with echo, prefixing the variable name with a dollar sign, such as $name. When the script runs, Bash reads each variable, retrieves the stored value, and prints it to the terminal. Figures 45 & 46 demonstrate how Linux scripts can hold data, reuse it later in the program, and make the script more flexible and readable.

[image: ]
Figure 47
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Figure 48
The user input script shows how Bash can interact with the user by prompting for information and storing it in a variable. In this script, the read -p command displays a prompt on the screen and waits for the user to type a response [5]. When the script prints a message using echo, it includes the stored value by referencing it with $username. Figures 47 & 48 demonstrate how Bash scripts can collect input, store it, and use it to produce dynamic output.
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Figure 49
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Figure 50
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Figure 51
In this script, the user is prompted for their age and the value is stored. Then compare the value to 18 and print whether the user is an adult. Figures 49, 50 &51 show an if statement based on conditions.  
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Figure 52
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Figure 53
The figure above shows how Bash can automatically repeat a set of commands without typing them one by one. The script uses echo to print the current value of num, and this repeats for each item in the list shown in Figure 52. This demonstrates how Bash can automate repetitive tasks, making scripts more efficient, as shown in Figure 53.
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Figure 54
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Figure 55
Figures 54 & 55 above show how Bash can store multiple values in a single variable and access them by index. Arrays are useful for processing lists of items and for looking up specific elements.
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Figure 56
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Figure 57
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Figure 58
Figures 56, 57 & 58 demonstrate how Bash can compare one piece of user input against several possible options and run different commands depending on the match. The case statement is useful for menu systems and option selection. 
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Figure 59
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Figure 60
The figures 59 & 60 above show how Bash can group a set of commands into a reusable block of code. The script defines a function, represented by $. When the user enters their name, the script stores it in a variable and prints a personalised greeting. This demonstrates how functions help organise code and avoid repetition.



[bookmark: _Toc228807027]Conclusion
In conclusion to the assignment, I gained insight into how operating systems work, the utilisation of the CLI on both Windows and Linux platforms, and the use of scripts to automate tasks. Developing the skills to use these tools was challenging, and at times it was hard to understand how to use several commands. Additionally, I encountered difficulties, including insufficient permissions and scripts that crashed and failed to run. Studying the various features of Operating Systems and the tools available in both Windows and Linux also highlighted their power and flexibility and provided a basis for evaluating the skills a system administrator needs to efficiently manage and automate tasks.
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[bookmark: _Toc228807029]                   Appendices 
This appendix contains work from the Tutorial 1 activity on Operating System types, which provides evidence of participation in lecture activities and engagement with an online, certified course (Cisco Networking Academy – Operating Systems Basics). The following screenshots show engagement with tutorial, lecture, and online course activities.
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Screenshot 1: Tutorial Activities.
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Screenshot 2: Lecture Activities.
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Screenshot 3: online course activities

[image: ]
Screenshot 4: online course activities
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Screenshot 5: online course activities
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Screenshot 6: online course activities
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Screenshot 7: Final exam online course activities
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Screenshot 8:  Certificate online course activities.
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Screenshot 9: Award in an online course.
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Microsoft Windows [Version 10.0.26200.8246]
(c) Microsoft Corporation. All rights reserved.

C:\Users\binam>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::e0a5:94b:e03U:e3e0%18

IPv4 Address. . . . . . . . . . . :192.168.56.1

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway .

Unknown adapter McAfee VPN:

Media State . . . . . : Media disconnected
Connection-specific DNS Sufflx 8

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . : Media disconnected
Connection-specific DNS Sufflx

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . : Media disconnected
Connection-specific DNS Sufflx
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WindowsTerminal.exe 6668 Console 1 121,196 K
msedgewebview2.exe 5980 Console 1 78,096 K
tasklist.exe 30300 Console 1 13,044 K

C:\Users\binam>tasklist /FI]
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\binam> Get-Process
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325 28 17748 12 0.34 30004 1 backgroundTaskHost
324 28 18852 12 0.27 33344 1 backgroundTaskHost
320 28 18408 12 0.27 38088 1 backgroundTaskHost
439 24 6668 212 0.83 11060 1 BridgeCommunication
332 23 8112 ouy 1.78 24712 1 browserhost
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C:\Users\binam>dir
Volume in drive C is Windows
Volume Serial Number is OE8E-A28F

Directory of C:\Users\binam
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PS C:\Users\binam> Get-Childitem

Directory: C:\Users\binam

Mode LastWriteTime Length Name
19/64/2025 01:01 .VirtualBox
12/03/2026 13:50 Cisco Packet Tracer 9.0.0
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21/10/2024 17:44 Documents
22/04/2026 18:52 Downloads
11/03/2025 07:06 Favorites
11/03/2025 07:06 Links
03/12/2025 19:17 Microsoft
19/64/2026 23:28 OneDrive
22/04/2026 18:48 OneDrive - University of Wales Trinity Saint David
09/04/2025 22:06 PycharmProjects
27/01/2026 14:35 PythonProject
27/01/2026 14:37 PythonProjectl
27/01/2026 14:38 PythonProject2
27/01/2026 15:42 PythonProject3
03/02/2026 14:09 PythonProjectt
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18/64/2025 18:07 VirtualBox VMs
12/03/2026 12:07 176 .packettracer
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C:\Users\binam>ping google.com -n 5

Pinging google.com [2a00:1450:4009:c08::65] with 32 bytes of data:
Reply from 2a00:1450:4009:c08::65: time=65ms
Reply from 2a00:1450:4009:c08::65: time=75ms
Reply from 2a00:1450:4009:c08::65: time=91ms
Reply from 2a00:1450:4009:c08::65: time=97ms
Reply from 2a00:1450:4009:c08::65: time=60ms

Ping statistics for 2a00:1450:4009:c08::65:

Packets: Sent = 5, Received = 5, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 60ms, Maximum = 97ms, Average = 77ms

C:\Users\binam>|
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7] Command Prompt X + v
(c) Microsoft Corporation. All rights
C:\Users\binam>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPv4 Address.

Subnet Mask . . .

Default Gateway .

Unknown adapter McAfee VPN:

Media State . 5 o o o
Connection-specific DNS Suffix

reserved.

: fe80::e0a5:9Ub:e034:e3e0%18
: 192.168.56.1
: 255.255.255.0

: Media disconnected

Wireless LAN adapter Local Area Connection* 1:

Media State . 5 5
Connection-specific DNS Suffix

: Media disconnected

Wireless LAN adapter Local Area Connection* 2:

Media State .

: Media disconnected
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PS C:\Users\binam> Test-NetConnection

ComputerName : internetbeacon.msedge.net

RemoteAddress : 2a01:111:2003::52

InterfaceAlias : WiFi

SourceAddress : 2a00:23ee:1408:4341:859e:5644:2c97: fU8d
PingSucceeded : True

PingReplyDetails (RTT) : 117 ms

DS C-\llecarc\hinam>
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C:\Users\binam>net user

User accounts for \\BINIYAM

Administrator binam DefaultAccount
Guest WDAGUtilityAccount
The command completed successfully.

C:\Users\binam>|
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PS C:\Users\binam> Get-LocalUser

| Name Enabled Description

Administrator False Built-in account for administering the computer/domain
binam True
- DefaultAccount False A user account managed by the system.

Guest False Built-in account for guest access to the computer/domain

WDAGUtilityAccount False
end...

A user account managed and used by the system for Windows Def
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7] Command Prompt X + v

Microsoft Windows [Version 10.0.26200.8246]
(c) Microsoft Corporation. All rights reserved.

C:\Users\binam>schtasks

Folder: \

TaskName Next Run Time Status
OmenInstallMonltor N/A Ready
OmenInstallMonitor-sid-S-1-5-21-62001749 N/A Running
OmenInstallMonitorCustomEvent N/A Ready
OmenInstallMonitorCustomEvent-sid-S-1-5- N/A Ready
OmenOverlay N/A Ready
OmenOverlay-sid-S-1-5-21-620017493-29468 N/A Running
OmenOverlayCustomEvent N/A Ready
OmenOverlayCustomEvent-sid-S-1-5-21-6200 N/A Ready

OneDrive Per-Machine Standalone Update T 22/04/2026 23:u3:54 Ready
OneDrive Reporting Task-S-1-5-21-6200174 23/04/2026 00:28:27 Ready
OneDrive Startup Task-S-1-5-21-620017493 N/A Ready

Folder: \Hewlett-Packard
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently ava11able

Folder: \Hewlett-Packard\HP Support Assistant
TaskName Next Run Time Status

HP Support A551stant Update Not1ce 11/06/2026 16:37:53 Ready
WarrantyChecker 21/08/2027 16:23:49 Ready
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3 root@Biniyam: ~ X

root@Biniyam:~# ps aux

USER
root
root
root
root
root
systemd+
systemd+
root
message+
root
root
root
syslog
root
root
root
root
root
root
root
root
root
root

PID %CPU %MEM

dl

2

6
55
813
123
124
180
181
188
190
198
210
213
220
341
382
383
409
553
555
558
574

50000000000000000000000
[CETNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoN N
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol
FRPFOOFRONRFUOGFOWNKFOFRFWHRFWOOW

root@Biniyam:~#

Vsz
21616
3120
3136
33960
25092
pALLY)
91020
4236
9512
17960
1756096
3160
222508
3116
106996
6672
20104
pANEY)
6072
3128
3144
6072
8280

RSS
12256
1920
18e4
12032
61u4
11776
7680
2432
ugeu
84u8

=
=<

N R R R R R N N |

12288 ?

1920
5376
1792
prLicl]
4480

11008 ?

3380
4992

900 ?

1032
5248
4096

hvco®
?

ttyl
?
pts/1
?

?
pts/1
?

?

pts/0
pts/0

STAT START
Ss 21:51
S 21:51
S 21:51
S<s 21:51
Ss 21:51
Ss 21:51
Ssl 21:51
Ss 21:51
Ss 21:51
Ss 21:51
Ssl 21:51
Ss+ 21:51
Ssl 21:51
Ss+ 21:51
Ssl 21:51
Ss 21:51
Ss 21:51
S 21:51
S+ 21:51
Ss 21:57
S 21:57
Ss 21:57
R+  21:57

(ol oo NoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

COMMAND

/sbin/init

/init

plan9 --control-socket 7 --log-level 4 —--server-fd 8
/usr/lib/systemd/systemd-journald
/usr/lib/systemd/systemd-udevd
/usr/lib/systemd/systemd-resolved
/usr/lib/systemd/systemd-timesyncd

/usr/sbin/cron —f -P

@dbus—daemon --system --address=systemd: —--nofork --n
/usr/lib/systemd/systemd-logind
/usr/libexec/wsl-pro-service -vv

/sbin/agetty -0 -p -— \u --noclear --keep-baud - 1152
/usr/sbin/rsyslogd -n —iNONE

/sbin/agetty -o -p -- \u --noclear - linux
/usr/bin/python3 /usr/share/unattended-upgrades/unatt
/bin/login —f

/usr/lib/systemd/systemd --user

(sd-pam)

-bash

/init

/init

-bash

ps aux
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root@Biniyam: ~ X v

top - 21:53:05 up 1 min, 1 user, load average: 0.06, 0.03, 0.01
Tasks: 23 total, 1 running, 22 sleeping, 0 stopped, 0 zombie
%Cpu(s): 0.0 us, 0.0 sy, 0.0 ni, 99.6 id, 0.4 wa, 0.0 hi, 0.0 si, 0.0 st

MiB Mem : 3771.2 total, 2959.1 free, 414.2 used, 472.6 buff/cache
MiB Swap: 1024.0 total, 1024.0 free, 0.0 used. 3357.0 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1 root 200 0 21616 12256 9312 S 0.0 0.3 0:00.95 systemd
2 root 20 © 3120 1920 1920 S 0.0 0.0 0:00.11 init-systemd(Ub
6 root 20 © 3136 1804 1792 S 0.0 0.0 0:00.00 init
55 root 19 -1 33960 11964 11068 S 0.0 0.3 0:00.19 systemd-journal
113 root 20 0 25092 6144 4864 S 0.0 0.2 0:00.19 systemd-udevd
123 systemd+ 20 © 21452 11776 9856 S 0.0 0.3 0:00.15 systemd-resolve
124 systemd+ 20 © 91020 7680 6912 S 0.0 0.2 0:00.11 systemd-timesyn
180 root 20 © 4236 2432 2304 S 0.0 0.1 0:00.01 cron
181 message+ 20 0 9512 4864 4352 S 0.0 0.1 0:00.06 dbus-daemon
188 root 20 @ 179606 84u8 7552 S 0.0 0.2 0:00.15 systemd-logind
190 root 20 0 1756096 12288 10496 S 0.6 0.3 0:00.16 wsl-pro-service
198 root 20 © 3166 1920 1792 S 0.0 0.0 0:00.01 agetty
210 syslog 20 O 222508 5376 4352 S 0.0 0.1 0:00.13 rsyslogd
213 root 20 © 3116 1792 1664 S 0.0 0.0 0:00.01 agetty
220 root 20 0 106996 22400 13184 S 0.0 0.6 0:00.21 unattended-upgr
338 root 20 © 3128 768 768 S 0.0 0.0 0:00.00 SessionLeader
339 root 20 © 3144 1024 896 S 0.0 0.0 0:00.00 Relay(3u0)
340 root 20 © 6072 4736 3328 S 0.0 0.1 0:00.01 bash
341 root 20 © 6672 4u80 3712 S 0.6 0.1 0:00.00 login
382 root 20 6 20104 11008 9216 S 0.0 0.3 0:00.13 systemd
383 root 200 © 21152 3380 1664 S 0.0 0.1 0:00.00 (sd-pam)
409 root 20 © 6072 4992 3456 S 0.0 0.1 0:00.02 bash
518 root 20 © 9272 5376 3328 R 0.0 0.1 0:00.01 top
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;;;{éBiniya$;~£ 1s
total 32K

root
root
root
root
root
root
root
root
root
root@Biniyam:~#

-lah

root 4.0K
root 4.0K
root 31
root 3.1K
root 4.0K
root 4.0K
root [¢]
root 161
root 4.0K

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Jan

22
22
22
22
22
22
22
22

6

21:56 .
Zulgll . .
.bash_history
.bashrc
.cache
.config
.motd_shown
.profile

.ssh

22:03
2024
21:51
PARE:Y)
21:51
2024
2025




image23.png
root@Biniyam:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet 10.255.255.254/32 brd 10.255.255.254 scope global lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc mq state UP group defaul
t qlen 1000
link/ether 00:15:5d:ce:73:40 brd ff:ff:ff:ff:ff:ff
inet 172.27.22.167/20 brd 172.27.31.255 scope global eth®
valid_lft forever preferred_lft forever
inet6 fe80::215:5dff:fece:7340/64 scope link
valid_lft forever preferred_lft forever
root@Biniyam:~#
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root@Biniyam: ~ X o+

root@Biniyam:~# useradd

Usage: useradd [options] LOGIN
useradd -D
useradd -D [options]

Options:
--badname
-b, —--base-dir BASE_DIR

—-btrfs-subvolume-home
—c, ——comment COMMENT
-d, -—home-dir HOME_DIR
-D, —-—defaults

—-e, ——expiredate EXPIRE_DATE
—f, ——inactive INACTIVE

—-F, ——add-subids—for-system
system user
-g, ——gid GROUP

-G, -—groups GROUPS
-h, —-help

-k, --skel SKEL_DIR
-K, --key KEY=VALUE

-1, —--no-log-init

—-create-home

do not check for bad names
base directory for the home directory of th

new account

use BTRFS subvolume for home directory
GECOS field of the new account

home directory of the new account

print or change default useradd configurati

expiration date of the new account
password inactivity period of the new accou

add entries to sub[ud]id even when adding a

name or ID of the primary group of the new
account

list of supplementary groups of the new
account

display this help message and exit

use this alternative skeleton directory
override /etc/login.defs defaults

do not add the user to the lastlog and
faillog databases

create the user's home directory
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--extrausers Use the extra users database

root@Biniyam:~# passwd
New password:
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root@Biniyam: ~

root@Biniyam:~# df -h

Filesystem
none
none
drivers
/dev/sdd
none
none
rootfs
none
none
none
none
none

C:\
tmpfs

Size
1.9G
1.9G
476G

dho
.9G
.9G
.9G
.9G
.9G
.9G

RPRP PR

1

1007G

9G

9G

476G
378M

root@Biniyam:~#

Used
¢}
4.0K
154G
1.2G
8uK

2.7
528K

76K
76K
154G
20K

Avail Use% Mounted on
1.9G
1.9G
322G
955G
alo

.9G

.9G

.9G

.9G

.9G

.9G

RPRP PR

1

9G

9G

322G
378M

0% /usr/lib/modules/6.6.87.2-microsoft-standard-WSL2
1% /mnt/wsl

33% /usr/lib/wsl/drivers
1% /

1% /mnt/wslg

0% /usr/lib/wsl/lib

1% /init

1% /run

0% /run/lock

0% /run/shm

1% /mnt/wslg/versions.txt
1% /mnt/wslg/doc

33% /mnt/c

1% /run/user/©
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root@Biniyam: / X

root@Biniyam:/# history

28

top

ps

ps aux

cd Documments

1s -lah

1s -a

cp -r

ping
ifconfig

ip a

cd /etc

cd ~

cd -

netstat
netstat —tulnp
useradd
passwd
crontab

df -h

cd /

cd/

cd testdir
mkdir tesdir
history

root@Biniyam: /#

4
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User Commands TOP(1)

top - display Linux processes

SYNOPSIS

top [options]

DESCRIPTION

The top program provides a dynamic real-time view of a running system. It can display system summary
information as well as a list of processes or threads currently being managed by the Linux kernel. The types
of system summary information shown and the types, order and size of information displayed for processes are
all user configurable and that configuration can be made persistent across restarts.

The program provides a limited interactive interface for process manipulation as well as a much more extensive
interface for personal configuration -- encompassing every aspect of its operation. And while top is
referred to throughout this document, you are free to name the program anything you wish. That new name,
possibly an alias, will then be reflected on top's display and used when reading and writing a configuration
file.

OVERVIEW
Documentation

The remaining Table of Contents

OVERVIEW

Operation

Linux Memory Types
1. COMMAND-LINE Options
2. SUMMARY Display

Manual page top(1l) line 1 (press h for help or g to quit)
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ro;t@Biniyam:N# vmstat 1 2

procs ————————-—-| Mmemory————-—=—=== —-- swap—— ————-. io--—- -—system—- —-————— cpu——————
r b swpd free buff cache si so bi bo in cs us sy id wa st gu
0 0 0 3324208 4740 184700 ¢} ¢} 166 11 97 0 0 01606 0 0 ©
0 0 0 3324208 4740 184756 ¢} ¢} ¢} ¢} 36 40 0 0100 0 0 ©

root@Biniyam:~#
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o HEN Zle@ & NN @ C il %S
avariable.test.bat » B

Gecho off

set name=Biniyam
echo Hello %name?
pause

G w N e
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] C:\WINDOWS\system32\cmd. X S v

Hello Biniyam
Press any key to continue
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B variable testbat [ goto testbat % £

1 [cecho off
echo Starting program...
goto skip

echo Do you see this line?

echo it jumped the line.
pause

CL®aUG YA WN
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] C:\WINDOWS\system32\cmd. X S N2

Starting program. ..
it jumped the line.
Press any key to continue
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techo off

set /p username=Enter your name:
echo Welcome 3username$

pause

1
2
3
4
5
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] C:\WINDOWS\system32\cmd. X +

Enter your name:
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] C:\WINDOWS\system32\cmd. X S N2

Enter your name: Biniyam
Welcome Biniyam
Press any key to continue
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[ fstatment testbat 2 3 B variable test.bat

Gecho off
set /p age=Enter your age:

if %age$ GEQ 18 (
echo You are an adult.
) else (
echo You are under 18.
)
\

pause

HoOLV®aO G ®WwN

e
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] C:\WINDOWS\system32\cmd. X S N2

Enter your age: 30
You are an adult.
Press any key to continue




image39.png
] C:\WINDOWS\system32\cmd. X S N2

Enter your age: 10
You are under 18.
Press any key to continue
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[= forloop testbat 2 £ B variable test.bat

B goto-testbat

Gecho off
echo Listing all .pdf files in this folder:

for %%f in (*.pdf) do (
echo Found file: $%f
)|

pause

VLU O WN R
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] C:\WINDOWS\system32\cmd. X S N2

Listing all .pdf files in this folder:

Found file: Activity 1 Dual Stack Networking Lab.pdf
Found file: Cisco packet Certi..pdf

Press any key to continue . . .
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=] array.testbat # E3 B variable test.bat [.

Gecho off
set item[0]=Apple

set item[1]=Banana
set item[2]=Orange

echo First item: %item[0]%
echo Second item: %item[1]%
echo Third item: %item[2]%

pause

S LU G WN

.
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] C:\WINDOWS\system32\cmd. X +

First item: Apple

Second item: Banana
Third item: Orange

Press any key to continue
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function.testbat £ E3 | variablefestbat

® UG WwN

11
12
13
14
15
16
17

Gecho off
echo Starting report...
call :divider

echo Processing files...
call :divider

echo Report complete.
call :divider
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] C:\WINDOWS\system32\cmd. X +

Starting report...

Press any key to continue
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root@Biniyam: ~ X o+ v

#!/bin/bash
name="Biniyam"
course="Linux Scripting"

echo "Your name is: $name"
echo "Your course is: $course"
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root@Biniyam:~# ./variable.sh
Your name is: Biniyam
Your course is: Linux Scripting

root@Biniyam:~#
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root@Biniyam: ~ X + v

GNU nano 7.2 userinput.sh
#!/bin/bash
read -p "Enter your name: " username

echo "Hello, $username! Welcome to Biniyam Home Page."
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root@Biniyam:N# ./userinput.sh
Enter your name: Biniyam

Hello, Biniyam! Welcome to Biniyam Home Page.
root@Biniyam:~#
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root@Biniyam: ~ X + v

g!/bin/bash

read -p "Enter your age: " age

if [ $age -ge 18 ]; then
echo "You are an adult.”
else

echo "You are under 18."
i,




image51.png
root@Biniyam:~# ./ifstatement.sh
Enter your age: 29

You are an adult.
root@Biniyam:~#
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root@Biniyam:~# ./ifstatement.sh
Enter your age: 16

You are under 18.
root@Biniyam:~#
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#!/bin/bash
for num in 12345
do

echo "Number: $num"
done
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root@Biniyam:~# ./loop.sh
Number: 1

Number: 2
Number: 3
Number: 4
Number: 5

root@Biniyam: ~#
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#!/bin/bash
fruits=("Apple" "Banana" "Orange")

echo "First fruit: ${fruits[e]}"
echo "Second fruit: ${fruits[1]}"
echo "Third fruit: ${fruits[2]3}"
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Task Manager Q  Type a name, publisher, or PID to search

Processes

- 30% 91% 18% 0%
Name Status CPU  Memory Disk  Network
Apps (6)
> @ Microsoft Edge (16) ©Q 0% 1423 MB OMB/s  0Mbps
> & Microsoft PowerPoint (2) 01%  73.1MB OMB/s  0Mbps
> @l Microsoft Word (2) 04%  1332MB  0.1MB/s  OMbps
> (@ PyCharm Community Edition 0.1% 1189MB  02MB/s  0Mbps
> ¥l SnippingTool.exe 0%  53.1MB OMB/s  0Mbps
> ¥ Task Manager 17% 906 MB OMB/s  0Mbps
Background processes (110)
> [@) 64-bit Synaptics Pointing Enha... 0% 0.1 MB OMB/s  0Mbps

> [] Antimalware Core Service

$

1.9 MB 0 MB/s 0 Mbps

[

aanr | <ama 2 nan D L
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root@Biniyam:~# ./array.sh
First fruit: Apple

Second fruit: Banana
Third fruit: Orange
root@Biniyam:~#
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#!/bin/bash
read —p "Choose a fruit (apple/banana/orange): " choice

case $choice in
apple) echo "You chose Apple." ;;
banana) echo "You chose Banana."
orange) echo "You chose Orange." ;;
%) echo "Invalid choice." ;;

esac
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root@diniyam:~# ./case.sh

Choose a fruit (apple/banana/orange): orange
You chose Orange.

root@Biniyam:~#
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root@diniyam:~# ./case.sh

Choose a fruit (apple/banana/orange): pineapple
Invalid choice.

root@Biniyam: ~#
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#!/bin/bash

greet() {

echo "Hello, $1! Welcome to UWTSD Home Page|."
}
read -p "Enter your name: " username

greet $username
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root@Biniyam:~# ./functions.sh

Enter your name: Biniyam

Hello, Biniyam! Welcome to UWTSD Home Page.
root@Biniyam:~#
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Activity: Types of OSs

1. Research and briefly define different Types of
0OSs that are used today?
* Word count: Approx. 300-400 words. Cite several
sources.
Save your answer in your ‘Tutorial’ document to include
in the appendix of your Assignment. Marks available.
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Windows Architecture . . ) . .
) Explain the architecture of Windows and its operation.
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@ 1.0.1 Why Should | Take this Module? Windows
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©  1.0.2What Will | Learn in this Module? Configuration and resources.
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5/ 1.4.3 Windows Update Management
51 1.4.4 Local Security Policy
5/ 1.4.5 Windows Defender

> 1.4.6 Windows Defender Firewall

1.4.7 Check Your Understanding - Identify

the Windows Tool

1.5. The Windows Operating System
Summary

Module 2: Linux Overview

02

4

1.4.1 The netstat Command

hen malware is present in a computer, it will often open communication ports on the host to send & a
eceive data. The netstat command can be used to look for inbound or outbound connections that are rioc
puthorized. When used on its own, the netstat command will display all of the active TCP connections.

By examining these connections, it is possible to determine which of the programs are listening for
fconnections that are not authorized. When a program is suspected of being malware, a little research can
pe performed to determine its legitimacy. From there, the process can be shut down with Task Manager,
fnd malware removal software can be used to clean the computer.

[To make this process easier, you can link the connections to the running processes that created them in
Task Manager. To do this, open a command prompt with administrative privileges and enter the netstat -
labno command, as shown in the command output.
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